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RTR Operator Manual Introduction

1.1 About this Document

This document discusses the operation and administration of the NewNet Mobile Messaging Router
(RTR) product.

The RTR is a product from the NewNet Mobile Messaging product family of SS7 message routing and
network querying products.

This document contains a description of the general operations and maintenance aspects of the NewNet
Mobile Messaging system. Because the available functions are licensed and depend on the specific
NewNet Mobile Messaging implementation, not all functions and/or applications contained in this
document may be relevant or applicable to the NewNet Mobile Messaging system you will be working
with. Actual screen presentation may differ from the screens presented in this document due to software
changes or browser configurations.

1.2 Scope

This document describes the functionality of the NewNet Mobile Messaging RTR component.

This document does not describe the functionality of the RTR's Firewall (FWL) feature. For information
about the FWL, refer to the NewNet Mobile Messaging Firewall Guide.

1.3 Intended Audience

This document is intended for everyone interested in how the RTR can best be used, but mainly for:

¢ Implementation Engineers who are responsible for the pre-installation, on-site installation, and
configuration of the RTR in the end-user environment.

* Maintenance and Support Engineers who are responsible for maintaining the total system
environment of which the RTR is a part, or just the devices.

e Network Operators who are in charge of the daily operation of the RTR systems and infrastructure.

1.4 Documentation Conventions

Typeface or Symbol Meaning Example

Bold Refers to part of a graphical user | Click Cancel.
interface.

Couri er Refers to a directory name, file |The bi | | i ng directory
name, command, or output. contains...
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Typeface or Symbol

Meaning

Example

<poi nted bracket s>

Serves as a placeholder for text
that the user will replace, as
appropriate in context.

The file is called
MGRdat a. xni . <i p>. gz, where
<i p> is the server's IP address.

[ square brackets]

Indicates an optional command.

[--validateonly]

Indicates information alongside

Note: . Note: Ensure that the
normal text, requiring extra . )
attention configuration...

\ (Unix) Denotes line continuation; the

character should be ignored as
the user types the example, and
ENTER should only be pressed
after the last line.

% grep searchkey \
dat a/ *. dat

1.5 Locate Product Documentation on the Customer Support Site

Access to NewNet's Customer Support site is restricted to current NewNet customers only. This section
describes how to log into the NewNet Customer Support site and locate a document. Viewing the
document requires Adobe Acrobat Reader, which can be downloaded at www.adobe.com.

1. Log into the NewNet Customer Support site.

Note: If you have not registered for this new site, click the Register Here link. Have your customer
number available. The response time for registration requests is 24 to 48 hours.

2. Click the Product Support tab.

3. Use the Search field to locate a document by its part number, release number, document name, or
document type. The Search field accepts both full and partial entries.

4. Click a subject folder to browse through a list of related files.

5. To download a file to your location, right-click the file name and select Save Target As.

Release 17.4 Revision A, February 2019
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RTR Operator Manual System Overview

2.1 Introduction

The Router (RTR) allows you to route SMS traffic from anywhere to virtually everywhere. The RTR
can be used to distribute SMS traffic over various SMSCs using weighted load distribution and
(guaranteed) throughput control.

él e o=

SMSC

e S o
routing RTR
rules
G B

&l oe

SMSC
Figure 1: Traffic through the RTR

The RTR allows routing mobile-originated SMS traffic destined to interactive/voting applications
directly to the related application. This will reduce the SMS bottlenecks and improve overall quality
of service of SMS services. This enables optimized use of the existing SMS network infrastructure.
Routing SMS traffic directly to your applications and even perform a delivery attempt without going
through the SMSC are possible. For example, SMS voting or vehicle tracking are mainly one-way
applications where the information is sent via a short message to the application. These type of short
messages do not need to go via the SMSC, but can be delivered directly by the RTR to the SMS
application.

Examples of how the RTR can be used are:

* Routing mobile-originating (MO) SMS traffic to SMSCs using advanced load distribution and
throughput control.

* Routing MO SMS traffic to SMS applications directly, without going through an SMSC first.

¢ Routing application-originating (AO) SMS traffic directly to a mobile phone (a single delivery
attempt).

* Routing IMS-originating SMS traffic to a mobile phone in GSM domain.

* Routing MO SMS messages directly to a mobile phone, creating instant SMS (mobile-to-mobile).

* Routing MO SMS messages directly to a device in IMS domain.
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This chapter describes the RTR functionality, discusses how the RTR addresses the challenges of SMS
operators today, and describes the RTR's architecture, hardware platform, components, and interfaces.

2.2 System Context

The following system context diagram illustrates the RTR's context spaces and functional interfaces.

0AM space

SNMP
Manager

[optional
Component] |

B}

TCP/IP l

Compaonent] s ‘

-[ ucp/sMPP/CIMD2
TCP/IP

TCR/IP Upe/1p

J
ASN.1 T SIP ‘
¥

[optional
component]

billing
system

Application

Mobile Network
space

RRCLE Billing space |

Figure 2: RTR system context

The high level overview contains applications that connect to the RTR to receive MO traffic from the
network, using UCP, SMPP, or CIMD2 over TCP/IP. The RTR is connected to the relevant network
component(s) via the signaling network to receive the MO traffic sent by the mobile subscribers. The
RTR is connected to the IMS network (via the IIW) to receive the IMS Originated traffic and send the
IMS Terminated traffic.
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2.2.1 Mobile Network Space

The PLMN interface (that is, the MAP/SS7 interface toward the mobile network) is arranged entirely
by the hardware and RTR firmware/software. The following components are part of the mobile
network space:

e SMSC—The default destination of all traffic.

¢ MSC/SGSN—The originating point in the PLMN of the MoForwardSm messages that is subject
to routing by the RTR.

e STP—The Signalling Transfer Point.

* HLR—The RTR uses the Home Location Register (HLR) to query subscriber information (such as
the destination MSC for an SMS delivery).

Note: This document does not address all components in the mobile network space that are required
for end-to-end SMS traffic (such as mobile subscribers, mobile stations, the radio network, and IN
systems).

2.2.2 Application Space
The following components may be part of the application space:

* SMS application—The application responsible for receiving the SMS traffic for one short number
through the SMPP, UCP, or CIMD2 protocol over TCP/IP. It is connected via the HUB as the
application interface.

¢ Application router—An SMPP, UCP, or CIMD2 concentrator acting as a proxy for all sessions from
SMS applications and handling authentication and session control of all sessions toward the RTR.
The HUB is an example of an application router.

Note: This document does not address all components in the data network that are required for
end-to-end SMS traffic (such as IP routers, switches, and firewalls).

2.2.3 Operations, Maintenance, and Provisioning Space

The operations, maintenance, and provisioning (OAM) space represents the interface among operations
and maintenance software, including the Manager (MGR) and SNMP tools. All provisioning commands,
management actions, and alarms pass through this space. The following optional components may
be part of the OAM space:

* SNMP manager—Various SNMP-based network management tools that may be available. This
system is responsible for capturing and processing all SNMP alarms.

* MIB browser—An application that can be used to view and modify the contents of the SNMP
variables that are defined in the MIB file.

e Command-line tools—Tools and utilities that can be used on the command line of the RTR host
machine.

* MGR—Web-based application used to manage the configuration of the RTR in the SMS network
configuration.

2.2.4 Billing Space

The billing space is the interface that provides ASN.1-formatted Call Detail Records (CDRs) to the
billing system or to the mediation system. The RTR can produce SMSC-compatible CDRs in a
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configurable directory on the system. These CDRs are made available in the RTR billing directory for
transport to a remote system.

A billing system performs charging of subscribers, while a mediation system performs post-processing
(such as reformatting) of CDRs in preparation for processing by the billing system.

2.2.5 IMS Space
The following components may be part of the IMS space:

¢ IMS Inter-Worker - An IMS Inter-Worker handles the Diameter Sh interface with HSS and IMS
Originated and IMS Terminated messages via [-CSCF. The IIW is an IMS Inter-Worker.

* S-CSCF - The S-CSCF is the heart of the IMS core network. The S-CSCF acts as a registrar server,
and it is the central point for IMS service control over the ISC reference point. Moreover, the S-CSCF
facilitates the routing path for mobile originated or mobile terminated messages. It is connected
via the I[IW.

¢ HSS - The HSS plays the role of a location server in IMS. The HSS also serves as a single point of
provisioning for IMS subscribers and their services. It is connected via the IIW.

* RCS Server - The RCS Server allows an operator to deploy the Rich Communication Services. In
our case RCS server is Krypton.

Note: This document does not address all components in the data network that are required for
end-to-end SMS traffic (such as IP routers, switches, [-CSCF, RCS Server etc.).

2.3 SMS Routing Functionality

The RTR can route SMS messages in many ways. The following diagram depicts the available routing
entities and the types of messages that these entities can send to or receive from the RTR.

J [ SMS application ]

SMSC
MOJAD AT
. .
. r 9
MTIAT AD
R [ SMS application
]
SMSC

Figure 3: Routing entities and message types
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2.4 Rule Sets

The RTR supports sets of rules that are evaluated against messages. Each rule set consists of rules that:

* Have a specific purpose
* Are evaluated against a certain type of message
* Apply to either inbound or outbound messages

Rule Set Purposes
Each rule set has a specific purpose:

* To route messages
¢ To count messages and rule evaluation results
¢ To request evaluation by an external application

The routing rule sets, abbreviated with an R, route messages. Inbound routing rules determine where
each message should be routed. Outbound rules block or filter messages that have certain characteristics
and are bound toward certain destinations.

The counting rule sets, abbreviated with a C, count messages and count the results of rule evaluations.
Inbound counting rules count how the RTR responds to messages. Outbound counting rules count
the types of responses to outbound messages that the RTR received.

The external condition rule sets, abbreviated with an X, request evaluation by external condition (EC)
applications. EC applications can perform a variety of actions, but they always respond to the RTR's
request with "true" or "false". If the response is negative, the external condition rule can reject or block
the message.

Message Types

The RTR can evaluate rule sets for short messages (SMs) or for MAP-layer SendRoutingInfoForSm
(SRI-SM) operations.

For inbound messages, the rule sets are:

Message Type Routing Rule Set Counting Rule Set External Condition
Rule Set

MO MOR MOC MOX

AO AOR AOC AOX

MT MTIR MTIC MTIX

AT ATIR ATIC ATIX

Internally generated SM | IGMR IGMC IGMX

SRI-SM request SRIQR Not applicable Not applicable

SRI-SM response SRIPR Not applicable Not applicable

For outbound messages, the rule sets are:
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Message Type Routing Rule Set Counting Rule Set External Condition
Rule Set

MO Not applicable Not applicable Not applicable

AO Not applicable Not applicable Not applicable

MT MTOR MTOC MTOX

AT ATOR ATOC ATOX

SRI-SM request MTOR MTOC MTOX

SRI-SM response MTOR MTOC MTOX

2.5 Rule Evaluation

A rule consists of:

e A set of conditions, and
e A set of actions or counters

For a rule to match a message, the message must meet all conditions in the rule. The message may
also need to meet certain parameters that are related to the rule's action.

Logically, all of a rule's conditions are combined by an AND operation. You can achieve OR logic by
defining multiple rules. Also, certain types of conditions have intrinsic OR capabilities.

Evaluating Routing Rules

Every routing rules has a priority. When the RTR processes a set of routing rules, it starts with the
rule that has the highest priority. If that rule does not match the message, the RTR continues to evaluate
the rule with the next lowest priority. If multiple rules are defined with the same priority, the evaluation
order is unspecified.

The evaluation process stops at the first rule that matches the message, and the RTR applies that rule's
action to the message. If no routing rule matches a message, the RTR applies the default behavior of
the rule set to the message.

Evaluating Counting Rules

Counting rules do not have a priority. All rules in a set of counting rules are evaluated, and the counters
of all matching rules are updated. Therefore, the evaluation of a large counting rule set requires more
processing power than the evaluation of an equally large routing rule set.

If no counting rule matches a message, the RTR does not update any counters.

Evaluating External Condition Rules

Every external condition rule has a priority. When the RTR processes a set of external condition rules,
it starts with the rule that has the highest priority. If that rule does not match the message, the RTR
continues to evaluate the rule with the next lowest priority. In case multiple external condition rules
have the same priority, the order of evaluation is unspecified.
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If a rule matches a message, the rule is appended to a list of matching rules. After the RTR has evaluated
all external condition rules, the RTR processes the list of matching rules by evaluating the "external
condition" for each rule. The evaluation of the external condition normally requires the RTR to send
an external condition interface (ECI) request to an external application. The application will reply with
an ECI response.

Prior the evaluation of the external condition and sending the ECI request, the RTR can modify the
set of 32 external attributes (refer to External Condition Attributes). The External Attribute Setting
option in the external condition rule provides a mechanism to configure these Boolean attributes
individually. The configured values are set in the ext er nal At t ri but e field of the ECI evaluation
request sent to the EC application.

Important: In case the RTR is configured to use certain external attribute values that would be either
set or checked by specific EC applications (such as PBC, XS-CPY, XS-FWD, XS-TIE, etc.), please ensure
that the relevant attribute values for a particular application are not modified or overwritten while
configuring the External Attribute Setting option in an EC rule that is not associated with the same
application.

After the RTR receives a result that will lead to the rejection or blocking of the message, it ignores all
lower-priority rules that are in the list of matching rules. If no external condition rule matches a
message, the evaluation of the rule set does not affect any further processing of the message.

Note:

1. In case of MTOX rules, for incoming application originated message (e.g. AO-MT path), while
evaluating the Originator condition, the source application is considered as the originating
application.

2. In case of ATOX rules, for incoming application originated message (e.g. AO-AT path), while
evaluating the Originator condition, the originating application is determined on the basis of the
received SM. The source application category is a separate condition in the ATOX rule that can be
used to evaluate the originating application category.

3. The Application Category configured under Originator condition is considered matched when at
least one of the configured bit matches with the originating application.

2.6 Application Routers (HUBs)

As an optional component in the SMS routing domain, a special application can reside that behaves
as a concentrator and load balancer of SMS application traffic. Such an application can be referred to
as a HUB, multiplexer, concentrator, or application router; from now on referred to as HUB.

Depending on the mechanisms available in the HUB used and the applicable routing paths, the
connections between the application and the HUB are independent of the connections between the
HUB and the RTR.

HUBs can provide security, scalability, and maintainability benefits for SMS networks. If required,
the MGR can facilitate common configuration parameters to be shared with a HUB.

When routing AO traffic through HUBs, the main functions of the HUB are:

¢ Distribute and load balance traffic over RTRs and SMSCs
¢ Regulate throughput

When routing AT traffic through HUBs, the main functions of the HUB are:
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* Managing sessions between RTRs and/or SMSCs and the application
¢ Distributing (concentrating) traffic toward the application
* Regulate throughput

SMS
o AQ/AT SMS
SMS application
application router
r 3
SMSAO/MO/MT
SMS
AQ/AT

SMsSC

Figure 4: Role of the application router (HUB)

2.7 Software Overview

2.7.1 Software Architecture

The RTR’s software architecture is modular. Depending on the network environment, protocol layers
can be replaced by required protocols. The following diagram illustrates how the RTR is logically
connected to the GSM network and how messages are processed when they arrive at the RTR interface.

SMSC + MSC/SGSN + STP+ HLR Applications
v v
s87 TCRIP
NSL HSL(ATM) SUA M3UA other CIMD2 SMPP UCP
Message Processing Unit
(optiona) Load Balancer
Throughput Regulator
557 TCPAP
NSL HSL(ATM) SUA M3UA other CIMD2 SMPP UCP
v b
SMSC + MSC/SGSN + STP+ HLR Applications

Figure 5: RTR software architecture

The RTR uses the operating system TCP/IP stack.
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The GSM SS7 layer consists of an SMS-optimized stack containing MTP3(b), M3UA, SUA, SCCP,
TCAP, and MAP functionality (MTP1 and MTP2 is provided in the firmware of the RTR SS7 interface
card).

2.7.2 Software Processes
The RTR engine consists of the message processing unit and its supporting layers for message
formatting, load balancing, and throughput regulation.
The RTR software that runs on the RTR host server consists of two executables:

* One instance of the RTR process, which contains the RTR kernel and the optimised SS7 stack

* Oneinstance of the watchdog process, which monitors the RTR process and restarts and configures
the RTR, if required

Routing rules and SNMP counter settings are maintained in the rule base and read and updated by

the message processing unit.

CDR files are written in ASN.1-formatted CDR files by the billing module of the message processing
unit.

2.7.3 System Software Components
The layered system software components used in the RTR are:

¢ Red Hat Enterprise Linux operating system
¢ Perl scripting language

* net-snmp, SNMP library, and utilities

* expat XML parser

o zlib

¢ gdbm

* openssl

* Apache Web server (for the Manager)

* mod_perl

* c-ares

For more information about the operating system software configuration and software versions, refer
to the Red Hat Enterprise Linux documentation at http://www.redhat.com/docs.

2.8 Hardware Overview

The RTR hardware platform consists of the following main components:
¢ Host computer

Note: Please contact your account manager for the most up-to-date hardware recommendations.
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2.9 Quality Characteristics

The RTR provides carrier-grade quality behaviour. This quality behaviour is a result of the RTR’s
architecture and design.

The RTR’s most important quality design aspects are partially based on the ISO 9126 quality attributes.
They are:

¢ High system performance, ensuring efficient use of available resources

* High availability, ensuring maximum service availability without outage

¢ Scalability, ensuring investment protection and virtually unlimited growth

* Modularity, providing possibility to co-locate other functionality from the NewNet product suite
* Flexibility, ensuring easy adjustment to changing market requirements

* Reliability, ensuring correctness, completeness, consistency, and no loss of data

* Security, providing access control, fraud prevention and data protection

* Manageability, providing full system control, alarming, and reporting

¢ Interoperability, providing solutions with different hardware versions of the RTR
¢ Usability, providing easy-to-use command-line and GUI access

¢ Traceability and auditability, ensuring that all system activity can be diagnosed

* Accuracy, ensuring correct billing and providing revenue assurance

2.10 Operator Personnel Working with the RTR

Different aspects of the RTR's interfaces with related systems may require different operator personnel
to interact with it. The following table summarizes personnel tasks and the type of application or tool
that they would use.

Management Function Carried Out By ... Using ...

Configuring system set-up

System administrator

Command-line tools

Configuring network elements

OAM, planning, and design
personnel

Command-line tools

rules

personnel

Configuring networks, countries, | OAM, planning, and design MGR
and devices personnel

Identifying and configuring OAM personnel MIB
SNMP alarms

Configuring SMS applications | Provisioning personnel MGR
Configuring routing and Provisioning personnel MGR
counting rules

Activating routing and counting [ Authorized provisioning MGR
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System Overview

Management Function

Carried Out By ...

Using ...

Troubleshooting and tracing

OAM personnel

OS host and RTR command-line
tools

View statistical counters

OAM, planning, and design
personnel

MGR and STV (if available)

View audit logs

System administrator and
security personnel

OS host command-line tools

2.11 Multi-Instance Support

Multi instance feature allows multiple NMM users (up to 10, including the existing ' t ext pass' user)
be created on the same node, each of whom will be able to run one instance of RTR.

Note: A separate LICENSE is required for each NMM user.
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3.1 Introduction

There are several entities that can be used as operands of the routing, counting, and external condition
rules:

* Application-related entities:

* Application—SMS application that can send and/or receive SMS messages
* Group—Enables advanced throughput control per group of applications

* Category—Enables application labelling across groups

* Service class—Enables quality of service differentiation.

e External condition application—Enables advanced message management

e SMSC-related entities:

¢ Service centre specification of SS7 parameters

* Service centre groups for load balancing over SS7

* Service centre specification of IP parameters

¢ Service centre node specification

¢ Termination point specification per service centre node

¢ Country
* Network

Configure these entities using the MGR.

3.2 Application Group Entity

The application group entity is the RTR’s grouping mechanism for SMS applications. It enables
throughput control across all applications in the group. If differentiated application group throughput
control is not required, all applications can be placed in a single default application group.

An application can only be a member of one application group.
For more information about configuring application groups, refer to the MGR Operator Manual.
Up to 1000 application group entities can be defined in the RTR.

In case the Throughput AT Maximum parameter is configured as zero (0) for all the member applications
of an application group and the semi-static parameter discardoutboundatmsgwhenmaxthroughputiszero
is set to “true”, then all outbound AT messages and notifications destined for that application group
will be immediately discarded by the RTR with a permanent error.

This logic would also apply when an AT message or notification is supposed to be first stored in the
AMS, which would subsequently initiate a delivery attempt towards an application group. In such a
case, before attempting to store the message or notification in the AMS the RTR will first check whether
the maximum AT throughput values of all member applications of the destination application group
are set to 0 and whether the parameter discardoutboundatmsgwhenmaxthroughputiszero is set to
“true”. If both these conditions are met, the RTR will immediately discard the AT message or notification
with a permanent error instead of storing it in the AMS.
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3.3 Service Class Entity

The service class entity is the RTR’s quality-of-service mechanism for applications. The service class
links outside listeners and/or applications to termination points (TCP connect ports) and protocol
types. The service class also introduces an extra level of throughput control across applications within
a service class. If differentiated quality of service is not required, all applications can be placed in a
single default service class.

At least one service class must be defined before applications can be defined. An application must be
a member of one or multiple service classes.

For more information about configuring service classes, refer to the MGR Operator Manual.

Up to 1000 service class entities can be defined in the RTR.

3.4 Category Entity
The category entity allows labelling of applications across application groups. Categories can be used
in all types of rules to refer to a cross-group selection of applications. The category is an optional entity.
An application can be associated with multiple categories.
For more information about configuring categories, refer to the MGR Operator Manual.

Up to 1000 category entities can be defined in the RTR.

3.5 Application Entity

The application entity is the RTR and HUB’s definition of an application. Before routing rules can
route messages to an application, it must be defined and activated. You can create application templates
for flexible default assignments.

UCP, SMPP, and CIMD?2 applications are available.
Note: License settings determine which application types are available on a system.

The originator address of Incoming application-originated (AO) messages is typically a short number;
however, it may be alphanumeric. To associate incoming AO messages with defined applications, you
can set up to 10 alphanumeric aliases for each application (using the MGR). The RTR/HUB can then
match a message to an application using the short number or the alias. This functionality ensures that
these AO messages are handled correctly and that the RTR can accurately update counters for the
application.

For more information about configuring applications, refer to the MGR Operator Manual.

Up to 1000 application entities can be defined. With an extended application license, up to 10,000
applications can be defined.
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The HUB has two separate outside window size configuration options "Outside SMPP Transmit
window size" and "Outside SMPP Receive window size". The range for both window size values is
between 1 to 1024.

The default value for both Outside SMPP window size values is 255.
The range for Inside SMPP window size is from 1 to 1024.

In case the Throughput AT Maximum parameter is configured as zero (0) for an application and the
semi-static parameter di scar dout boundat msgwhenmaxt hr oughput i szer o is set to "true", then
all outbound AT messages and notifications destined for that application will be immediately discarded
by the RTR with a permanent error.

This logic would also apply when an AT message or notification is supposed to be first stored in the
AMS, which would subsequently initiate a delivery attempt towards an application. In such a case,
before attempting to store the message or notification in the AMS the RTR will first check whether the
maximum AT throughput values of the destination application is set to 0 and whether the parameter
di scar dout boundat nsgwhenmaxt hr oughput i szer o is set to "true". If both these conditions are
met, the RTR will immediately discard the AT message or notification with a permanent error instead
of storing it in the AMS.

3.6 SMSC Entity

The SMSC entity is the RTR’s definition of an SMSC. Before routing rules can route messages to an
SMSC, it must be defined and activated.

The following types of SMSCs are available:

* SMSC (S57)—Service centre specification of S57 parameters
* SC (IP)—Service centre specification of IP parameters:

e Service centre (IP)
* Service centre node
¢ Termination point per service centre node

e SMSC group—For load balancing SC (IP) traffic

For information about configuring SMSCs, refer to the MGR Operator Manual.
This section provides more detailed information about the SMSC entity and SMSC load balancing.

3.6.1 SMSC (SS7)

The SMSC (557) entity allows definition of SS7 SMSCs.

For information about configuring SS7 SMSCs, refer to the MGR Operator Manual.
Up to 500 SS7 SMSCs can be defined in the RTR.

3.6.2 Service Centre (IP)

Service centres (IP) are used with the HUB in AO and AT routing rules.

For information about configuring service centres, refer to the MGR Operator Manual.
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Up to 250 SC (IP) entities can be defined in the RTR.

3.6.3 SMSC Groups

SMSC groups provide an enhanced distribution scheme for load balancing toward SMSCs. The RTR
sends all messages to the highest-priority SMSC in the group; if that SMSC is overloaded, the RTR
begins to distribute messages to the other SMSCs in the group, in priority order.

For information about configuring SMSC groups, refer to the MGR Operator Manual. Up to 500 SMSC
group entities can be defined in the RTR.

AO Message Distribution

If AO messages must be distributed over SMSCs with the same priority, the RTR takes the specification
of how to retrieve a distribution key from the recipient address into account. The load balancing
algorithm attempts to relay AO messages for the same recipient to the same SMSC.

After selecting the SMSC, the distribution scheme selects one session from those that have been
established between the HUB and the SMSC, based on the following criteria:

* The session has the lowest number of pending AO messages

¢ If multiple sessions have an equal lowest number of pending AO messages, the selected session is
the one that was the least recently used

3.6.4 Service Centre Node

Service centre nodes are used with the HUB in AO and AT routing rules.
For information about configuring service centre nodes, refer to the MGR Operator Manual.

Up to 500 node entities can be defined in the RTR.

3.6.5 Termination Points

Service centre node termination points (TCP/IP ports) are used with the HUB in AO and AT routing
rules.

For information about configuring termination points, refer to the MGR Operator Manual.

Up to 1000 termination point entities can be defined in the RTR.

3.6.6 SMSC Selection

This section discusses SMSC selection.
3.6.6.1 SMSC (S57) Selection
The RTR selects the SS7-SMSC using priorities and weights.

3.6.6.2 Session Selection for SC (IP) without an SMSC Group
The RTR selects the HUB-SMSC session without an SMSC group round-robin.
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3.6.6.3 Session Selection in an SMSC Group

If an SMSC group is used, the RTR selects the HUB-SMSC session on the basis of a key. By default,
the key is derived from:

¢ The recipient address, if it is an MSISDN
¢ The originator address, if the recipient address is a short number

To change the default key generation method, use the following parameters in the semi-static (XML)
configuration file:

* messagekeywei ght sf or msi sdndest i nat i on—Specifies the weights for computing a key
when the destination is an MSISDN.

* nessagekeywei ght sforshort nunber dest i nat i on—Specifies the weights for computing a
key when the destination is a short number.

Each parameter value consists of two weight lists that are separated by a colon:

* The weight list before the colon specifies the weights for the originator address.
e The weight list after the colon specifies the weights for the recipient address

Each list is a comma-separated list of unsigned integer weights. Each list may be empty.
Note: Only decimal digits and the comma character are allowed in the parameter value.

The RTR supports up to 20 weights per number. If a number has more digits than the number of
weights that are specified for it, the remaining digits have a weight of 0 (that is, they have no effect).

The key is calculated as the weighted sum of the originator and recipient digits.

The following example illustrates the key generation for an AO message with an MSISDN recipient,
when messagekeywei ght sf or nsi sdndest i nati on is set to its default value.

For recipient 31653769834, the key is equal to:

key = 1000*reci p(0) + 100*reci p(1l) + 100*recip(2) + 1*recip(3)
1000*4 + 100*3 + 10*8 + 1*9

4389

3.6.6.4 Preferred SMSC

If an SMSC group is used, the RTR uses a concept of a preferred SMSC for HUB-SMSC session selection.
To determine the preferred SMSC, the RTR considers the SMSCs that have at least one sessions with
the HUB. Internally, the RTR places these SMSCs in a list that is ordered on SNMP index and gives
each SMSC an ID, starting with ID 0.

The preferred SMSC is the one with an ID that equals:
<key> nod N

Where N is the number of SMSCs in the internal RTR list.
Normally, the RTR uses the preferred SMSC. However, the RTR may use a different SMSC if:

* The preferred SMSC is not available because of throughput control.
* The session that the RTR selected was disconnected before the AO message could be sent.

If the HUB maintains multiple sessions with an SMSC, the RTR uses these sessions in a round-robin
fashion.
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The following example illustrates session selection.

A configuration has two SMSCs: SMSC X and SMSC Y. The HUB nmi ntai ns two
sessions with each SMSC. X1 and X2 with SMSC X, and Y1 and Y2 with SMSC
Y.

The RTR receives AO nmessages for the follow ng recipient:

31627091234
31627092234
31627093234
31627093234
31627095234
31627091234

@O >IN =

The keys for these nessages are: 4321, 4322, 4323, 4323, 4325, 4321.

The preferred SMSCs are: SMSC Y, SMSC X, SMSC Y, SMSC Y, SMsC Y,
SVBC Y.

The sessions used are: Y1, X1, Y2, Y1, Y2, VYi.

3.6.6.5 Session Model Usage

A session model is a type of connection that determines how the RTR and HUB handle incoming
connections. The following session models are supported:

Session Model Description

Inside only Inbound application sessions are not allowed

Outside only The HUB will only set up inside sessions to the RTR (no service centres will
be addressable)

Replicate Inbound application sessions are replicated to each service centre (if capacity

is not sufficient, more inside sessions are set up)

Duplicate Inbound application sessions are distributed to each service centre (if
capacity it not sufficient, more inside sessions are not set up)

For applications and/or service classes, a session model that replicates a session from the application
to all SMSCs is recommended. In this model, the HUB establishes sessions to all SMSCs, regardless
of the number of sessions between the HUB and the application.

3.7 Country Entity

The country entity is the RTR's definition of a country. Before routing rules can route messages based
on country, all countries to which traffic will be routed must be defined. Country information is used
as follows:

* RTR uses country information to route messages based on country (for example, routing all traffic
from a certain country to one SMSC)

¢ Firewall (FWL) uses country information for MT spoofing checks
* Statistics Viewer (STV) uses country information to collect detailed statistics

Note: Many country entities are predefined in the MGR.
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For more information about configuring countries, refer to the MGR Operator Manual.

Up to 500 country entities can be defined in the RTR.

3.8 Network Entity

The network entity is the RTR's definition of a network. Before routing rules can route messages based
on network, all networks to which traffic will be routed must be defined. Network information is used
as follows:

* RTR uses network information to route messages based on network (for example, routing all traffic
from a certain network to one SMSC)

* STV uses network information to collect detailed statistics
* The Firewall (FWL) uses network information for MO and MT spoofing checks

For information about configuring network entities, refer to the MGR Operator Manual.

Up to 1000 network entities can be defined in the RTR.

3.8.1 Mobile Network Code Limitations

The RTR cannot discern if a mobile network code (MNC) has a length of 2 or 3 digits. Therefore:

* You cannot enter a 2-digit MNC for a country if a 3-digit MNC that starts with those digits is already
defined for that country.

For example, if a country already has an MNC of 987, you cannot enter an MNC of 98 for that
country.

* You cannot enter a 3-digit MNC for a country if its first two digits are equal to a 2-digit MNC that
has already been defined for that country.

For example, if a country already has an MNC of 65, you cannot enter an MNC of 654 for that
country.

Attempts to do either will be rejected with a masking detected error.

3.8.2 Own IMSI Table

The own IMSI table enables you to specify IMSI prefixes. If an IMSI matches a provisioned prefix, it
is considered an "own IMSI". This table is used to:

* Prevent the forwarding service (XS-FWD) from being provided to non-HPLMN subscribers (both
the B and C number). If the semi-static parameterr t r ski psri snf or uncondi ti onal f or war di ng
is set to TRUE, then the semi static parameter r est ri ct f or war di ngt oownsubscri ber base
will restrict only the C number (forward recipient) for own subscriber, and there will be no restriction
for the B number (original recipient) for Unconditional forward service (XS-FWD).

¢ Prevent the copy service (XS-CPY) from being provided to non-HPLMN subscribers (both the B
and C number)

* Ensure that, when processing inbound, Home-Routed MT messages from a suspect SMSC to an
IMSI that is not whitelisted, the RTR only accepts messages for non-HPLMN subscribers (that is,
for inbound roamers). Messages for HPLMN subscribers should not be accepted because they
should have been Home Routed. In this case, it is possible to prevent certain IMSI prefixes of the
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own IMSI table from being considered "own IMSIs" by clearing the Prefix applicable to suspect
inbound MT traffic option.

3.9 External Condition Application Entity
The external condition (EC) application entity is an application that can be associated with a rule

condition. The EC application’s result can determine if a rule evaluates to true. EC applications allow
for advanced message management, such as prepaid charging or advanced message screening.

3.9.1 External Condition Attributes

For EC attribute entities, the following fields must be completed in the MGR:

Field M/O Description

Name M Name of this external condition attribute.

Description @) Description of this external condition attribute.

Position M Identifies the bit position of the external condition
attribute (bit 1 - 32).

Up to 32 EC attributes entities can be defined in the RTR.

3.9.2 External Condition Applications

For EC application entities, the following fields must be completed in the MGR:

Field M/O Description

Name M Unique name of the EC application.

Description @) Description of the EC application.

User Identity M Identifier of the EC application for authentication, used

during the application log in.

ECI Password M Password of the EC application, used for authentication
during the application log in.

Client IP White List @) List of allowed IP addresses of accepted EC clients for
this EC application. If no IP addresses are provisioned
for an EC application, all addresses are allowed.

Distribution Key Originator | O Indicator that determines if the originator address should
be used as key parameter to calculate the key-based load
distribution. The key can only be selected if at least one
IP address is provisioned in the client IP white list.

Distribution Key Recipient | O Indicator that determines if the recipient address should
be used as key parameter to calculate the key-based load
distribution. The key can only be selected if at least one
IP address is provisioned in the client IP white list.
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Field M/O Description

Distribution Key Calling | O Indicator that determines if the calling party SCCP

Party address should be used as key parameter to calculate the
key-based load distribution. The calling party SCCP
address can contain any combination of the originator
point code (PC) or the originator global title (GT). The
key can only be selected if at least one IP address is
provisioned in the client IP white list.

Modification Allowed M Indicator that determines if the EC application is allowed
to modify any fields that are passed between the RTR
and the EC application.

Max. Inactivity Time M The maximum time span in seconds that a session can
be Idle before the RTR disconnects it.

Max. Response Time M The maximum time span in seconds, that the RTR waits
for a response from a EC application before it considers
the relating request as timed out.

Max. Sessions M The maximum number of sessions that the EC application
can establish.

Throughput M Maximum throughput in SMS per second that can be
sent to the EC application.

Originator Format M Transparent, national, international, or system-wide
setting.

Recipient Format M Transparent, national, international, or system-wide
setting.

MSC Format M Transparent, national, international, or system-wide
setting.

SMSC Format M Transparent, national, international, or system-wide
setting.

<list of defaults> @) Default settings.

<list of fields> @) All selected SMS Messages fields that should be passed

to the EC application.

Before the EC application entity can be used, it must be activated. To activate an entity, select the tick
box on the overview screen and click Activate on the Action menu.

When the entity's activation status has changed, the Status indicated will show the activated icon.

Before being able to modify an EC application, it needs to be deactivated first. To modify an EC
application entity, click the entity entry on the overview screen, edit the corresponding fields (ID is
unchangeable), and click Save.

Before removing an EC application entity, ensure that no active rules are associated with the entity.
Verify this by sorting by entity on the Rules versus EC Application overview screen.

To remove an EC application entity, select the tick box on the overview screen and click Delete on the

Action menu.
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Up to 100 EC application entities can be defined in the RTR.

3.9.3 External Condition Messages

The RTR is able to generate messages based on the evaluation response from an EC application. These
messages are called External Condition Messages (ECM).

The ECM will be generated when an ECI evaluation response is received from the EC application and
when the following configurable conditions match:

* When enabled, the Condition field and the Result Code pair

¢ The External Condition Result

¢ The specific EC Application sending the response

¢ The original message type as specified in the Enabled For field

For any ECI evaluation response, the RTR generates at most one ECM.
When the RTR generates an ECM, the following parameters of the ECM can be configured:

¢ The message text template (supporting variable substitution)
* The message recipient
¢ The message originator (as shown to the recipient)

Currently, ECM cannot be sent to recipients whose number is a short code; therefore, ECM can be sent
to mobile recipients (MT) only and not to applications (AT).

It is configurable whether the sending of an ECM suppresses the sending of the status report for the
original SM. For example, if the ECM is sent because the original SM cannot be delivered, the status
report of the original message should not be sent.

3.9.3.1 ECM MGR Configuration

For the EC messages entities, the following fields must be completed in the MGR:

Field M/O Description
Message Name M Unique name for the external condition message.
Match On M

Specifies whether or not the Condition Field and Result
Code fields should be checked. If the fields are not
checked, the message is generated irrespective of the
Field and Code constraint. Possible values:

® Specific Field and Code (default)
e All Results

ECM entries that match on 'All Results' are evaluated
after the evaluation of entries that match on a specific
Field/Code pair.

Condition Field M Field against which the Result Code is checked to see

whether or not a message shall be generated. Possible
values:

* Message Key (default)
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Field M/O Description
¢ Diameter Status

Result Code M Code that is checked to see whether or not a message
shall be generated. Default is 0.

Specific EC Application © If this field refers to an EC application (external
condition), the message is only generated if the ECI
response comes from that EC application.

By default, this field is set to All, which means that any
EC application can trigger the generation of this message.

External Condition Result | O A filter on the Boolean ECI evaluation result. Possible

values:

* Any (default)

¢ True Only

¢ False Only

By default, this field is set to Any, which means that the
message can be generated irrespective of the evaluation
result.

Enabled For © A filter on the type of the original message. An external
condition message can only be generated if this is enabled
for the type of the original message. Check which message
types shall be filtered.

* (0-MO Message

¢ 2-AO Message

By default, no message type is enabled.
Message Template @)

This is a template for the message to be generated. A
maximum length of 480 bytes or 160 Unicode characters
is supported. The message template supports the use of
the following variables:

¢ $( SCTS) : Service center timestamp, indicating when
the RTR accepted the message

e $( DESTI NATI ON) : The message's destination address.
* $( SOURCE) : The message's originator address.
¢ $( CODE) : Numeric value of the code input parameter.

Example of a message template:

Your nessage to $(DESTI NATI ON) was not sent,
because your handset mnight be infected by a
virus. Please report code $(CODE) to our
Custoner Care Center.

By default, no template is specified.
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Field M/O Description

Message Originator @) Specifies the originator address to be used for the
generated message. The originator can be numeric (up
to 20 digits), or alphanumeric (up to 11 GSM default
alphabet characters). If the field is left empty, the RTR
will use its common global title.

Message Recipient © Specifies the recipient of the generated message. Possible

values:

¢ Original Originator (default)
¢ Original Recipient
¢ Charged Party

By default, this is the originator of the original message.

Suppress Status Report © Specifies whether or not an MT status report (or AT

notification) is to be suppressed when an external
condition message has been generated for the original
message based on this table entry and prior to the
generation of the status report or notification.

By default this is not enabled, so suppression does not
take place.

Note: Please note that the provisioned ECM entries with a smaller index have a higher priority.

Before the EC messages entity can be used, it must be activated. To activate an entity, select the tick
box on the overview screen and click Activate on the Action menu.

When the entity's activation status has changed, the Status indicated will show the activated icon.

Before being able to modify an EC application message, it needs to be deactivated first. To modify an
EC application message, click the entity entry on the overview screen, edit the corresponding fields
(ID is unchangeable), and click Save.

Before removing an EC messages message, ensure that no active rules are associated with the entity.
Verify this by sorting by entity on the Rules versus EC Application overview screen.

To remove an EC application entity, select the tick box on the overview screen and click Delete on the
Action menu.

Up to 1000 EC message entities can be defined in the RTR.

3.9.3.2 ECM XML Configuration
The following parameters in the semi-static (XML) configuration file apply to ECM:
e actionforexternal conditionfail urenmessages: Possible values can be:

¢ route: route the ECM to the provisioned recipient. Retries are applied if the FDA fails.
¢ store: store the ECM in the provisioned AMS queue.

¢ routeFallbackToStorage (default): route the ECM to the recipient first. If the FDA fails, the ECM
is stored in AMS.
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e external conditionfailurenmessagesansqueue: The AMS queue to store the ECM. The
AMS is used if the act i onf or ext er nal condi ti onf ai | ur enessages is set to store or
routeFallbackToStorage.

e maxretriesforexternal conditi onmessages: The maximum number of times that the Router
retries delivery of the ECM.

e retryinterval forexternal condi ti onnessages: The interval between two consecutive
retries for an ECM.

e external conditi onnessagessent asfl ashsmns: If true, the ECM is sent as a flash SMS.

3.9.4 ECI Service Port

The external condition interface (ECI) uses a single TCP service port with number 9500, on which the
Router listens. External applications must connect to this port. This port number is not configurable.

RTRs running from non-textpass user use ECI ports configured for them, to which applications can
connect.

To view the current ECI port used by target NMM user, execute the following command at the command
prompt on server (traffic element server or logging element):

[ usr/ Text Pass/ bi n/t p_manage_user --info

For detailed information aboutt p_nmanage_user script, refer NMM Tools Operator Manual document.

3.9.5 ECI Application Load Balancing

The RTR load balances traffic to ECI applications using one of the following algorithms:

¢ Adaptive round-robin
¢ Key-based load distribution.

3.9.5.1 Adaptive Round-Robin

By default the RTR distributes messages in an adaptive round-robin fashion to the ECI application
clients. Any ECI application client that connects to the RTR using the correct ECI login credentials is
accepted by the RTR and added to the round-robin list of ECI evaluation request targets.

3.9.5.2 Key-Based Load Distribution

Key-based ECI load distribution directs ECI evaluation requests to specific ECI application clients
based on the value of a user-defined key. The ‘key’ is derived from a configurable set of message
parameters. The goal of key-based ECI load distribution is to send evaluation requests for messages
with the same key to the same EC application client.

For example, an EC application that profits from key-based load distribution is the FAF. The FAF can
detect flooding earlier if messages with a specific originator address are directed towards a specific
FAF.
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Figure 6: Key-based load distribution example

In this example, the RTR and two FAF clients are configured such that for flooding detection:

1. All SMs with originator address ‘Originator A’ are forwarded to FAF 1;
2. All SMs with originator address ‘Originator B” are forwarded to FAF 2.

To use key-based ECI load balancing, the RTR EC Application must be provisioned with two sets of
information:

¢ Alist of ECI client IP addresses
* Message key parameters used to calculate the load balancing key

For key-based load distribution, the RTR maintains a client IP address white list for each EC application.
An ECI client is identified by the EC application “user identity” and its IP address. Only the listed IP
addresses in the client IP address white list are accepted and only ECI clients that connect from any
of the white listed IP addresses can successfully log in to the RTR. The provisioned message key
parameters are then used to direct the ECI request to one of those ECI clients.

If the client IP address white list is empty (default), all IP addresses are accepted and ECI clients are
allowed to log in to the RTR from any IP address and normal round robin distribution is used.

The following key parameters can be used to calculate the load distribution key:

* Originator address: The RTR uses the whole originator address as the key.
* Recipient address: The RTR uses the whole recipient address as the key.

* Calling party SCCP address: The RTR uses the whole calling party SCCP address as the key. The
calling party SCCP address can contain any combination of the originator Point Code (PC) or the
originator Global Title (GT).

* Dynamic:

¢ For MO and AO : ECI Load Balancing will be done using Originator as key;
¢ For all other messages : ECI Load Balancing will be done using Recipient as key.
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The key-based ECI load distribution is symmetric, which means that a combination of originator A
and recipient B produces same key as originator B and recipient A.

The message key parameters and client IP address white list must be provisioned in the MGR. Refer
to section ‘Creating EC Applications’ in the MGR Operator Manual for configuration details.
3.9.5.3 Round-Robin versus Key-Based Load Distribution

Round-Robin

For example, the RTR has an EC application configured with three ECI clients logging in to the EC
application. The messages towards the ECI clients are round-robin distributed as follows:

+#+..# /#.

Figure 7: Round-robin load distribution

Now ECI client 1 fails. When round-robin load distribution is used, all the messages will be round-robin
redistributed to the remaining two ECI clients.

TEEEEE —— alelc ]

Figure 8: Round-robin load distribution with failed client

Key-Based

The messages towards the ECI clients are key-based distributed as follows. The messages with key
‘# are distributed to ECI client 1, messages with key * are distributed to ECI client 2, and messages
with key ‘+” are distributed to ECI client 3.
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Figure 9: Key-based load distribution

Now ECI client 1 fails. When key-based load distribution is used, only the keys associated with ECI
client 1 will be redistributed. In this example, only messages with key ‘#’ are redistributed. Messages
*” and ‘+” remain distributed to the same ECI client as before.

ﬂ

Note: This simplified example assumes that messages ‘# are redistributed to ECI client 2 and 3. When
the keys of messages ‘#’ are exactly the same they would both be redistributed to or client 2 or client
3.

Figure 10: Key-based load distribution with failed client

When ECI client 1 reconnects again, the same messages (‘#') get redistributed to ECI client 1 again.

Adaptive round-robin is used over all sessions of the ECI client.

3.9.5.4 ECI Client running in multi-instance mode

When multiple instances of an ECI Client are running on same server, then RTR does load-distribution
in the same manner as ECI Client instances are running on separate server.

RTR maintains a list of ECI clients based on host i d and ui d (operating system user identifier) and
does load-distribution considering host i d and ui d.
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3.9.6 ECI Troubleshooting

The following syslog message:
proc_eval uati on_rsp: no transaction pending for trn <number>

Indicates that the RTR received an ECI evaluation response with a sequence number
(serverSequenceNumber) that is not related to any pending request toward an ECI application.

In this case, it is possible that an ECI application specified an invalid sequence number. However, it
is more likely that the ECI application sent an evaluation response on a request that has already timed
out.

3.10 Portable Applications

The RTR supports assigning of alias-MSISDNS to provisioned SMS applications, such that SMs
addressed to such an alias-MSISDN can be routed to the corresponding application (as AT). This
functionality supports UCP, SMPP, and CIMD connected applications.

An application referred to by an alias-MSISDN is referred to as Portable Application. Multiple
alias-MSISDNs may be used for the same application.

An MT delivery (initiated by definition by an SMSC) is preceded by an SRI-SM operation towards the
HLR. The HLR would not know the recipient MSISDN, as it refers to an application rather than to a
mobile subscriber. For the MSISDNSs provisioned as portable application, the RTR handles SRI-SM
messages without forwarding the SRI-SM message to a HLR. This means that an IMSI range needs to
be allocated for portable application MSISDNSs similar to the SMS Firewall and SMS home routing
functionality.

This functionality applies to the MO-AT and MT-AT routing paths.
Up to 10,000 portable application entities can be defined in the RTR.

Note: The total amount of portable applications and normal’ applications cannot exceed 10,000.

Configuration
To configure the RTR:

¢ Alias-MSISDN routing to portable applications can be enabled / disabled globally per MGR domain
for the MO-AT (and Store-variations) and the MT-AT path in the MGR using the Enable Portable
Application For MO and Enable Portable Application For MT check boxes in Routing [
Properties.

* Portable applications are provisioned in the MGR (SMS Applications [ Portable Applications).

Refer to the MGR Operator Manual for more details.

Statistics

The RTR maintains the following portable application statistics:
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Counter

Description

smsCntPortableApplicationSriSmSuccess

Counter specifying the number of times that an
SRI-SM is successfully sent to a portable
application.

smsCntPortableApplicationSriSmError

Counter specifying the number of times that an
SRI-SM fails to be sent to a portable application.

smsCntPortableApplicationMtAtSuccess

Counter specifying the number of times that an
MT-AT is successfully sent to a portable
application.

smsCntPortableApplicationMtAtError

Counter specifying the number of times that an
MT-AT fails to be sent to a portable application.

countryPortableApplicationSrismSuccessCounter

Per country counter, specifying the number of
times an SRI-SM is successful for a portable
application of this country.

countryPortableApplicationSrismErrorCounter

Per country counter, specifying the number of
times an SRI-SM fails for a portable application
of this country.

countryPortableApplicationMtAtSuccessCounter

Per country counter, specifying the number of
times an MT-AT is successful for a portable
application of this country.

countryPortableApplicationMtAtErrorCounter

Per country counter, specifying the number of
times an MT-AT fails for a portable application
of this country.

mobNetworkPortableApplicationSrismSuccessCounter

Per mobile network counter, specifying the
number of times an SRI-SM is successful for a
portable application of this mobile network.

mobNetworkPortableApplicationSrismErrorCounter

Per mobile network counter, specifying the
number of times an SRI-SM fails for a portable
application of this mobile network.

mobNetworkPortableApplicationMtAtSuccessCounter

Per mobile network counter, specifying the
number of times an MT-AT is successful for a
portable application of this mobile network.

mobNetworkPortableApplicationMtAtErrorCounter

Per mobile network counter, specifying the
number of times an MT-AT fails for a portable
application of this mobile network.

portableApplicationNumberMoMatchedCounter

Per a portable application entry counter,
specifying the total number of times an
alias-MSISDN in an MO/SM matches this a
portable application entry.

portableApplicationNumberSrismMatchedCounter

Per a portable application entry counter,
specifying the total number of times an
alias-MSISDN in an SRI-SM request matches this
a portable application entry.
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4.1 Introduction

In the SMS network, personalized and also value added services are implemented using eXternal
Service (XS) applications, which apply the services onto SMS sent or received by subscribers. The RTR
allows the coupling of the XS applications into the message stream via a trigger interface.

Personalized services are services that enhance the subscribers SMS experience. Common reasons for
operators to offer these services can be summarized as follows:

* Operators want to enhance customer loyalty by offering personalized services like copy of SMS,
forwarding of SMS, blocking of unwanted SMS (black/white list) or to distribute an SMS to a group
(distribution list).

* Operators are legally obliged to offer protection to subscribers from unwanted SMS (black/white
lists)

* Operators might also want to earn extra money by charging for personalized services.

* Operators are able to offer reduced tariffs to subscribers that receive mobile advertisement, which
targets the market segment of young mobile users.

A key feature of Personalized Services is the ability of subscribers to manage their personal service
settings themselves, using their mobile or Internet access or with the assistance of the operator's
customer service personnel.

The illustration shows the XS applications in combination with the RTR component, which contains
the rule based logic to interface with the XS applications.

SMSC MSC SMSC - MSC

CRACR R R

Figure 11: System Context

The interface between the RTR that handles the messages and the XS applications that host the various
personalized and value added services is the ASN.1-based external condition interface (ECI). Based
on rule logic (MOX/MTOX external condition rules), controlled by rule conditions on various message
parameters, the RTR triggers the XS applications over the ECI for service execution on inbound or
outbound messages.
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The RTR has also access to the Service Subscription Information (SSI) which contains information
about which services are active for the originator and the recipient of a message. SSI information can
be used as a condition in any rule. For example, it can be used to decide whether an MT message
should be home routed or not, or whether an XS application should be invoked to execute a personalized
service.

The XS applications have locally stored subscriber service settings. The subscriber specific service
settings are provided to the XS applications by the Service Provisioning Framework (SPF). Depending
on the type of XS application, the service is executed by the application itself, or the instructions are
passed back to the RTR for service execution.

Generally, all XS services work for single and concatenated SMS while preserving standard SMS
features such as status report handling. Prepaid billing is supported for distribution list messages,
copies and forwarding events using Diameter. Post-paid FCDR to charge for the use of personalized
services are provided as well.

Note that an operator-controlled regulatory service like Auto Blacklist (ABL) does not have any XS-type
application associated with it. Instead, the necessary service functionality is implemented through
appropriately configured EC rules and Routing rules, which rely on the SSI information to determine
whether any ABL service is active for an originator or recipient subscriber.

4.2 RTR Functionality

The RTR is needed for applying personalized services to SMS sent or received by a subscriber for the
following reasons:

* The RTRis needed to tap into the message stream and make it available to the XS applications for
service data lookup.

* The RTR is needed to execute services using the subscriber specific information provided by an
XS application.

To provide originator services, the RTR needs to receive all MO messages submitted by the operator's
subscribers. The RTR is connected to the operator's MSC possibly via an STP. In case the RTR receives
an MO message, it might first do its Firewall (FWL) checks (if implemented as FWL with MO spoof
check), it eventually does a prepaid check via the PBC before triggering the message details to the XS
applications.

To provide recipient services, the RTR needs to get access to all MT messages directed to subscribers of
the operator. If the RTR is combined with the FWL function, the RTR will first perform MT spoof
checks and possibly use the Firewall Advanced Filter (FAF) before applying any personalized service
to the MT message. The RTR always needs to home route messages coming from any foreign SMSC
or from the operator's own SMSC. This is independent whether the receiving party roams in another
network or not, since the RTR always needs to receive the MT message and correlate it with the
corresponding preceding SRI-SM that contains the B-MSISDN for recipient service lookup.

4.3 Originator and Recipient Services

The RTR differentiates between Originator services and Recipient services:
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* Originator service describes a service that is applied on behalf of the sender of a message, in other
words, from the subscribers perspective, the service is applied to an SMS he/she sends. Typically,
an originator service is applied to a successfully submitted (positively acknowledged) MO message.

* Recipient service describes a service that is applied on behalf of the receiver of a message, in other
words, from the subscribers perspective, the service is applied to an SMS that somebody sends
towards him or her. Typically, a recipient service is applied to an MT message.

The following table categorizes the personalized and value added services as originator and/or

recipient service:

(FTE)

Service Originator Service Recipient Service
Copy to Phone Create a copy on behalf of the message | Create a copy on behalf of the message
(CPY) originator (A-number). The message is | recipient (B-number). The message is
only copied upon successful submission | only copied upon successful delivery.
(originator received positive
acknowledgment).
Copy to Email Not applicable. Create a copy on behalf of the message
(CTE) recipient (B-number) and send it
towards e-mail addresses
pre-provisioned by the concerned
recipient subscriber. The message is
copied only if it is successfully
delivered.
Forward to Email |Not applicable. Forward an MT message on behalf of

the recipient (B-number) to e-mail
addresses pre-provisioned by the
concerned recipient subscriber.

Copy to
Application (CTA)

Create a copy on behalf of the message
originator (A-number) and send it to an
application, for example, the SMS
archive that stores it in "Sent Items".

Create a copy on behalf of the message
recipient (B-number) and send it to an
application, for example, the SMS
archive that stores it in "Inbox".

Forward (FWD) [ Not applicable. Forward the message to a third party
(MSISDN), on behalf of the message
recipient (B-number).

Black- and Not applicable. Reject the delivery of a message due to

Whitelist (BWL) the combination of message originator
(A-number) and recipient (B-number).
On behalf of the B-party.

Distribution List | Create a copy of the original message, | Not applicable.

(DIL) which is addressed to a "list", to every

member of that list, on behalf of the
message originator (A-number). The
original message is discarded.

Text Insertion

Not applicable.

Insert a prologue and/or epilogue in
the message text, on behalf of the
message recipient (B-number).
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Service Originator Service Recipient Service

Auto Reply (ARP) [ Not applicable. Send a personalized auto reply SMS, on
behalf of the message recipient
(B-number).

Signature (SIG) Insert a personalized signature in the |Not applicable.
message text, on behalf of the message
originator (A-number).

Auto Blacklist Automatically blacklist the originator | Automatically blacklist the intended
(ABL) (A-number) of a spam/fraudulent recipient (B-number) of a
/ objectionable message and block all | spam/fraudulent /objectionable
subsequent messages sent by that message and block all subsequent
originating subscriber. messages destined to that recipient
subscriber.

4.4 License Dependency for Mobile-Terminating Traffic

When the XS application is applied to mobile-terminating (MT) traffic and is based on the recipient
MSISDN, one of the following licensed features must be enabled:

¢ Home Routing;
¢ Anti-MT Spoofing.

When there are multiple MSISDNs per IMSI for the recipient, you must use the anti-MT spoofing
feature to ensure that the RTR provides the correct recipient MSISDN to the XS application. When
anti-MT spoofing is used, the traffic should be marked as suspected.

4.5 Service Subscription Information

The Service Subscription Information (SSI) functionality enables the RTR to query the SSI server to
determine the applicable personalized subscriber services of the originator and recipient of the message.
Based on those, the routing can be determined (for example, Home Routing) and the personalized
subscriber services that need to be invoked. The information about the applicable services originates
from the Service Provisioning Framework (SPF).

The main purpose is to restrict the number of external service triggers to those needed. When
personalized subscriber services are only applicable to a small subset of the total traffic (which is
typically the case), a large reduction in external service capacity required can be achieved. Another
purpose is to make it possible to reduce Home Routing to only those messages for which there are
recipient personalized subscriber services active.

The RTR functions as the SSI client and the SSI functions as the SSI server. Refer to the SSI Operator
Manual for more information on the SSI server.

The following diagram illustrates the SSI and the SPF in the context of other Mobile Messaging
components.
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Figure 12: SSI System Context

The RTR communicates with the SSI server to retrieve the list of services for the originator and recipient
of an SMS message.

The pool of available SSI servers is tracked using NewNet Mobile Messaging Network Layer (TNL).
Each RTR uses its local SSI server, if available, and a remote SSI server otherwise. When there are
multiple remote SSI servers, the RTR load balances using the one with the fewest outstanding requests.

If multiple instances of RTR and SSI are running on the same node, then each RTR (SSI client) first
tries to select the local SSI server instance which is running under the context of the same user id as
that of the RTR. If the local SSI server corresponding to the same user id is not available or is overloaded,
then the RTR iterates through all SSI server instances running on other nodes and applies the same
load-balancing procedure as described above for selecting a suitable SSI server.

Important: The data required by the SSI to respond to the RTR queries (i.e. active services information
for a given subscriber) is actually stored on the reliable MySQL cluster of the SPF and is retrieved by
the SSI through the efficient NDB APIL. Hence if a user chooses to alter or manipulate the relevant parts
of the SPF database (which are accessed by the SSI) manually, it may lead to incorrect or invalid data
being retrieved and effects of such an error may get propagated to the RTR and other components of
the system.

Please take this into account when doing anything out of the ordinary.

4.5.1 Configuration

The SSI functionality is enabled through the Subscriber Subscription Info license entry of the RTR. When
the SSI license is enabled (and one or more SSI servers are available), the RTR will perform SSI queries.

The ssi quer i esenabl ed parameter can be used to (temporarily) disable SSI queries. This can be
done on a per-node basis (in the host-specific configuration file) or on a system-wide basis (in the
common configuration file).
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In case the retrieval of the SSI service information fails (e.g. disabled, no server, or error from server),
it is configurable whether the requested service is available for any subscriber or not. This can be
configured using the Available When SSI is Unknown checkbox on the MGR when defining an SPF
service (refer to the MGR operator manual for more information). By default, the RTR assumes that
no services are applicable.

CAUTION: Use this option with care. For example, when normally 2% of the traffic is effectively
copied (subscriber has CPY service switched on) and send to the XS-CPY (using SSI in the EC rule),
setting the CPY service to available when SSI information is unknown, 100% of the traffic will now
go to XS-CPY. This is a 50x increase for which the XS-CPY might not be dimensioned.

The following EC application parameters control whether the list of active services should be sent to
that EC application in the evaluation requests:

¢ Inc. Originator SSI Services
¢ Inc. Recipient SSI Services

A list of requested service IDs is generated by examining the SSI service condition (Originator SSI /
Recipient SSI) in the external condition rule and the list of SSI services active for the subscriber who
originated /receives the SM. The SSI service conditions work like a logical AND operation and perform
a positive or negative test on one or more individual subscriber services.

An SSI service which is selected in the rule as a condition (by means of

] )
and is active for the SM is considered a requested service and is added to the list of requested service
IDs:

e If the SSI rule condition itself is not inverted (by means of

= ’)
only service IDs that are present in the SSI and have a positive match (by means of
T )
in the rule condition are put on the list.
* If the rule condition itself is inverted (by means of

- )
only service IDs that are present in the SSI and have a negative match (by means of

F )

in the rule condition are put on the list.

The following EC application parameters control whether the generated list of requested service IDs
(services that should be applied) should be sent to that EC application in the evaluation requests:

¢ Inc. Masked Originator SSI Services
* Inc. Masked Recipient SSI Services

These parameters are set on the MGR when defining the EC Applications for the service.

The routing rule conditions Originator SSI and Recipient SSI allow to configure positive or negative
tests against a service. The conditions apply to MO, MTI, MTO, AO, ATI and ATO routing, counting,
and external condition rules.

Refer to the MGR Operator Manual for more details.
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4.5.1.1 SSI Condition Example

The following example shows how to invoke only recipient CPY irrespective of whether CTA is active
or not using one MTOX rule (this in case different conditions should apply to invoke CPY or CTA
services).

Recipient S5I [cond]: = | Subsciber Services :_|
[ 001 - cpy e
] 002 = fwd E
[[J 003 - ctal F
[1 004 - cta2 F
[J 005 - cta3 F

Traffic Type [cond]: = | None kd

EC Application: = |External Condition [ | CPY &

The following example shows how to invoke both recipient CPY and recipient CTA using one MTOX
rule, in case both or either one of the two is active. This optimizes load on XS-CPY when most
subscribers are using both CPY and CTA services.

Recipient S5I [cond]: # | Subsciber Senices

.
1 001 - cpy

[] 002 = fued

] 003 - ctal

| 004 - cta2

] 005 - cta3

e i e e

Traffic Type [cond]: = | Mone

EC Application: = Extemal Condition |§g| CPY

[re=y

The following example shows how to invoke recipient CTE using one MTOX rule:

Recipient 551 [cond]: = | Subscnber Semvices
/] 001 - cte
] 002 - fa
(] 003 - fwd
[] 005 - BWL
[ 008 - cpy_2
[ 008 - dfds

Traffic Type [cond]: = | Monea ]
EC Application: = | Exdemal Condition | xscpy :‘

The following example shows how to invoke recipient FTE using one MTOX rule:

Recipient S51 [cond]: = | Subscriber Services J
[] 001 = cte
| 002 - fie
[] 003 - fwd
[] 005 - BwL
1006 - cpy_2

[ 008 - dfds

Traffic Type [cond]: = |Mone —|
EC Application: = | External Condition _| xshwd | =
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4.5.2 Statistics and Logging

The RTR records the following statistics information about the number of SSI requests and how many
were successful or not:

e sneSsi Cnt Tot al

e smeSsi Cnt Success
e sneSsi CntFailure
e sneSsi Cnt Ti meout

These statistics can be viewed on the Statistics Viewer (STV). Refer to the STV Operator Manual for
more details.

The logging fields or i gi nat or Ser vi ces andr eci pi ent Ser vi ces will contain the service names
in CSV format at the time of processing the SMS.

4.5.3 Billing

With respect to billing, the following fields can be included in the FCDR Cal | Det ai | Recor d (for
‘normal' messages), Qut boundM M Recor d, and | nboundM M Recor d:

e Origi nat or Ssi
* recipientSsi

These billing fields will contain the service names that are applicable to the SMS, in CSV format. These
billing fields can be included in the FCDR by checking the Inc. Originator SSI and Inc. Recipient SSI
fields in the billing profile.

4.6 Copy to Application Service

A given subscriber can have multiple services active upon his account. One of these services can be
Copy to Application (CTA). When an SM from/to a subscriber enters the RTR, the RTR will obtain
the list of services active for that subscriber (SSI query). The SM will then pass through the external
condition rule stage in the RTR. External condition rules have a condition upon the SSI services active
for the subscriber who originated/received the SM. If the external condition rule matches, the RTR
sends the SM to the XS-CPY application for processing. The RTR also sends along with the SM a
requested services list, generated by the RTR, that the XS-CPY application should apply to this SM.

The XS-CPY application then performs the appropriate processing on the SM. If it is that one or more
of the requested services is CTA, then the XS-CPY application will in its Eval uat i onResponse to
the RTR provide one copy request per copy that is to be made. The copy request specifies the short
number to which a copy of the SM is to be sent, the requesting service ID and the copy service type.

The RTR notes in the state information it maintains for an SM whether or not that SM is internally
generated (copies, forwards). If it is internally generated, then the RTR will not make any more copies
of that SM except for CTA.
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Example

For example, an external condition creates a copy to phone. If this copy hits an external condition rule
which causes a copy to application to be generated, this will be permitted. But if it hits a rule which
causes another personalized copy to be generated, this would not be permitted.

Related Semi-Static Configuration Attributes

The following related t pconf i g configuration attributes apply:

out boundext condr ul esenabl edf ori gsm—Indicator specifying whether MTOX rules are
applied to internally generated messages (for example, copy and forward).

copyt oappl i cat i onbi nar ydat asuppor t enabl ed—Indicator specifying whether the CTA
service will operate upon binary data short messages.

4.7 Copy Service

4.7.1 Copy Restrictions and Loop Prevention

The following copy restrictions are applied by the RTR:

Copy to phone is only possible from mobile stations:

It is not possible to copy to phone on submitting/terminating application. It is possible to use
an application as copy destination.

¢ Itis not possible to copy to phone Status Reports and SIM Data Download short messages. *

To prevent loops, the following restrictions apply:

¢ Copy to phone and forwarding cannot be combined. Forwarded messages cannot be copied to
phone and copied to phone messages cannot be forwarded. **

* Copied to phone message cannot be copied to phone again. When a short message of “X” has
been copied to “Y”, the short message will not be copied any further (even if “Y” has setup copy
to phone). **

* MSISDN being copied from (recipient-triggered copy) should be a HPLMN subscriber. **

¢ MSISDN being copied to should be a HPLMN subscriber (or a Short Number assigned to an
application). ***

Notes:

* AT-AT copy allows copying of SIM data download messages. For Copy to Application (CTA) it
is configurable (copyt oappl i cat i onbi nar ydat asupport enabl ed).

** An exception applies to the Copy to Application (CTA) service. CTA can be applied to Copy to
Phone (CPY) or Forwarded (FWD) messages if the receiving party has the CTA service activated.

** The last two restrictions are controlled by ther est ri ct f or war di ngt oownsubscri ber base
attribute on the RTR. To prevent loops, it is strongly recommended to keep the default value for
this attribute ("t r ue").
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4.7.2 Billing Impact
Foreign SMSC (and local SMSC if not a NewNet Mobile Messaging SMSC):

¢ The recipient IMSI contains:

The B-IMSI in case the RTR/FWL acts in Home Routing mode
The scrambled IMSI in case the RTR/FWL acts in Anti-MT-Spoofing mode.

¢ The recipient MSC contains the RTR Global Title (GT).

NewNet Mobile Messaging billing:

* There is an additional delivery CDR generated for every copied message:

For recipient copy (to phone or to application), the recipient of the original message is indicated
as the originator in the CDR and the copy destination as recipient.

For recipient copy to email, the recipient of the original message is indicated as the originator
in the CDR and the E-mail Gateway application as recipient.

For originator copy, the originator of the original message is indicated as the originator in the
CDR and the copy destination as recipient.

* The RTR may have setup some external attributes for copying. These are reflected in the FCDR
external Attri butes field.

For more information about CDRs and configuring pre-paid billing for copied messages, refer to the
NewNet Mobile Messaging RTR Billing Manual.

4.8 Forward Service

4.8.1 Forward Restrictions and Loop Prevention

The following forwarding restrictions are applied by the RTR:

¢ Forwarding is only possible to/from mobile stations.

It is not possible to forward MT messages to an application.
It is not possible to forward AT messages to a mobile station.

* To prevent loops, the following restrictions apply:

Forwarded message cannot be forwarded again. When “B” forwards to “C”, the short message
will always be delivered to “C” (even if “C” has setup forwarding himself).

Copy to phone and forwarding cannot be combined. Forwarded messages cannot be copied
and copied messages cannot be forwarded. *

MSISDN being forwarded from (“B”) should be a HPLMN subscriber. **

MSISDN being forwarded to (“C”) should be a HPLMN subscriber. **

Notes:

* An exception applies to the Copy to Application (CTA) service. CTA can be applied to Copy to
Phone (CPY) or Forwarded (FWD) messages if the receiving party has the CTA service activated.
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** The last two restrictions are controlled by ther est ri ct f or war di ngt oownsubscri ber base
attribute on the RTR. To prevent loops, it is strongly recommended to keep the default value for
this attribute ("t r ue").

4.8.2 Unconditional Forward Services Handing for Forward to Phone (FWD)

<reci p M5l SDN> is the address of the message recipient.
<fwd-t o MSI SDN> is the address to which the message should be forwarded.

For Unconditional forwarding mode, the router does not attempt to deliver the message to <r eci p
M5l SDN> but it forwards the message immediately to <f wd-t o M5l SDN> instead.

Case: MO-Store-MT with unconditional XS-FWD service and
'rtrskipsrismforunconditionalforwarding' is false

In this case the RTR sends the SRI-SM request to <r eci p M5l SDN> and after receiving the SRI-SM
response, the RTR initiates the forwarding service.

The following points need to be considered for this scenario:

¢ If early SRI-SM is enabled Router applies the MTOX rule and then apply the MTOR rule over the
SRI-SM message (if provisioned). After that Router sends the early SRI-SM request message.

* When the delivery of the message triggers from store, Router applies the MTOX rule and then
apply the MTOR rule over the SRI-SM message (if provisioned) for <r eci p M5l SDN> address.
* Router sends the SRI-SM message for <r eci p M5l SDN> address.

* Router applies the MTOX and then MTOR rule over the MT FSM request message for <r eci p
M5l SDN> address.

* After that only RTR checks for the forwarding mode and if it's found to be Unconditional forwarding
mode then Router sends the SRI-SM request message for <f wd-t 0 M5l SDN> address.
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Figure 13: MO-Store-MT Scenario for unconditional XS-FWD service when
rtrskipsrismforunconditionalforwarding is false

Case: MO-Store-MT with unconditional XS-FWD service and
'rtrskipsrismforunconditionalforwarding' is true

In this case RTR will not send the SRI-SM request to <r eci p NMSI SDN>.
The following points need to be considered for this scenario:

* If early SRI-SM is enabled, the router applies the MTOX rule and then applies the MTOR rule over
the SRI-SM message (if provisioned). After that, the router sends the early SRI-SM request message.
* When the delivery of the message triggers from store, the router applies the MTOX rule and then
applies the MTOR rule over the SRI-SM message (if provisioned) for <r eci p MS| SDN> address.

¢ The RTR checks for the forwarding mode and if it's found to be Unconditional forwarding mode
then the router sends the SRI-SM request message for <f wd-t 0o M5I SDN> address.
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Figure 14: MO-Store-MT Scenario for unconditional XS-FWD service when
'rtrskipsrismforunconditionalforwarding' is true

Case: MO-Store-MT with unconditional XS-FWD service and
'rtrskipsrismforunconditionalforwarding' is true and Forwarded MT Message Failure with temporary

error

In this case the RTR will not send the SRI-SM request to <r eci p M5l SDN> and also as the MT-FSM
for <f wd-t o M5l SDN> address fails with temporary error, the RTR will send the
desti nati onTenpError to the AMS and the AMS retries the message.
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Figure 15: MO-Store-MT Scenario for unconditional XS-FWD service when
rtrskipsrismforunconditionalforwarding is true and Forwarded MT message Failure with temporary
error

Case: MO-Store-MT with unconditional XS-FWD service and
'rtrskipsrismforunconditionalforwarding' is true and Forwarded MT message Failure with permanent
error

In this case the RTR will not send the SRI-SM request to <r eci p MSI SDN> and also as the MT-FSM
for <f wd-t o MBI SDN> address fails with permanent error, the RTR will send the
desti nati onPer nError to the AMS and the AMS will delete the message.
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Figure 16: MO-Store-MT Scenario for unconditional XS-FWD service when
rtrskipsrismforunconditionalforwarding is true and Forwarded MT message Failure with permanent
error

Note: The behavior will be same in case of SRI-SM failure with temporary error or permanent error
as in the case of MT failure as explained above (when the semi-static parameter
rtrskipsrisnforunconditional forwardi ng is set to true).

Case: AO-Store-MT with unconditional XS-FWD service and
'rtrskipsrismforunconditionalforwarding' is true

In this case the RTR will not send the SRI-SM request to <r eci p MSI SDN>.
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The following points need to be considered for this scenario:

e If early SRI-SM for AO is enabled, then the router applies the MTOX rule and then applies the
MTOR rule over the SRI-SM message (if provisioned). After that, the router sends the early SRI-SM
request message.

* When the delivery of the message triggers from store, the router applies the MTOX rule and then
applies the MTOR rule over the SRI-SM message (if provisioned) for <r eci p MS|I SDN> address.

* The RTR checks for the forwarding mode and if it's found to be Unconditional forwarding mode
then the router sends the SRI-SM request message for <f wd-t o M5l SDN> address.

ESME (A) RTR+AMS XS-FwD HLR MsC (B) MSC (C)
1. AD-SUBMIT S

2. Barly SRI-5M

3. SRI-5M Respohse

4. Store SMS
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5 AC-SUBMIT ACK

8. Delivery Trigger
from AMS after 3 secs

7. ECl Request

8 ECIResponse

|

(RTR gets the Forward Address arjd Forward mode ag unconditional)

9. SRI-5M (C MNurjber) for farward a.E_I:iress
_ 10, 5RI-5M Respopse (T Number)

11. MT-F5M (2 Nufnber) for forward aldress

v

» 12, MT-FEM ACK ([ Mumber)

Figure 17: AO-Store-MT Scenario for unconditional XS-FWD service when
rtrskipsrismforunconditionalforwarding is true

4.8.3 Billing Impact
Foreign SMSC (and local SMSC if not a NewNet Mobile Messaging SMSC):
¢ The recipient IMSI contains:

* The B-IMSI in case the RTR/FWL acts in Home Routing mode
* The scrambled IMSI in case the RTR/FWL acts in Anti-MT-Spoofing mode.

* The recipient MSC contains the RTR Global Title (GT).
NewNet Mobile Messaging billing:
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¢ Thereis an additional delivery CDR generated for forwarded messages with the original recipient
as originator. In the case of FWD the forward destination is used as recipient, whereas in the case
of FTE the EMG application is considered as recipient.

* When the SM has been forwarded from "B" to "C" (FWD service):

¢ The recipient MSC contains the C-MSC
¢ The recipient IMSI contains the B-IMSI.

* The FCDR nser field’s f wad and f wad- cond flags are supported.

¢ The RTR may have setup some external attributes for forwarding. These are reflected in the FCDR
external Attri butes field.

* The semi-static parameter r t r def aul t r eci pi nsi f or f cdr will be used to configure a Default
B-IMSI (i.e. Dummy recipient IMSI)

¢ If the actual B-IMSI is available, it is filled in for i nt | Mobi | eSubl d in the FCDR.

* Else if not available due to Early SRI-SM being skipped or failing and default recipient IMSI
configured inr t r def aul t r eci pi msi f or f cdr, then the default IMSI will be inserted in
intiIMobileSubld in the FCDR

¢ Else intIMobileSubld is not included in the FCDR at all.

For more information about CDRs and configuring pre-paid billing for forwarded messages, refer to
the NewNet Mobile Messaging RTR Billing Manual.

4.9 Auto Reply Service

The Auto Reply (ARP) service supports automatic generation of short messages on behalf of the
recipient of the original SM, informing the originator of the original SM about a certain status of the
recipient. For example, the recipient may be unreachable for a while. He can then use the ARP service
to inform people trying to send him an SM about his inability to respond to an SMS or even receive
it.

The ARP service is supported for Phone-to-Phone (P2P) traffic only.

To provide a working ARP service to subscribers, multiple Mobile Messaging components need to
successfully interact. Basically, the RTR handles the original SM. It contacts the XS-ARP component
to see if an ARP message should be generated. The XS-ARP component relies on the SPF component
to indicate if for this original SM, at the present time, an ARP message should be requested. If so, it
requests the RTR to generate an ARP message with a certain text and validity period.

4.9.1 ARP Message Generation

This section describes how to configure the RTR component to support the ARP service. ARP messages
are generated upon request from an EC application, specifically, the XS-ARP application. How and
when to generate an ARP message depends on the routing path taken by the original SM through the
RTR.

XS-ARP applications must be configured using key-based ECI load distribution in order to let the
caching function of XS-ARP work correctly (refer to Key-Based Load Distribution).
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4.9.1.1 Inbound MO Traffic

To generate ARP messages for inbound MO messages, an MOX rule needs to be setup, triggering an
ECI evaluation request towards the XS-ARP EC application. In its ECI evaluation response, XS-ARP
may request the RTR to generate an ARP message. The RTR will only generate the ARP message when
the inbound MO message is accepted, in other words, when a successful response is sent back to the
MSC or SGSN.

An MO message may be segmented. To prevent that an ARP message is received by the MS sending
the original SM before all segments have been submitted, the MOX rule for contacting XS-ARP should
have the Message Segments condition specified such that it only matches for non-segmented messages
or last segments. This can be achieved by selecting the fields for first and middle segments, and
inverting the condition.

4.9.1.2 Inbound AO Traffic

To generate ARP messages for inbound AO messages (for example, P2P SMS sent by subscriber's of
another operator via inter-carrier connect (SMPP)), an AOX rule needs to be setup, triggering an ECI
evaluation request towards the XS-ARP EC application. In its ECI evaluation response, XS-ARP may
request the RTR to generate an ARP message. The RTR will only generate the ARP message when the
inbound AO message is accepted, in other words, when a successful response is sent back to the
originating application.

4.9.1.3 Inbound MT Traffic

To generate ARP messages for inbound MT messages (for example, P2P messages from foreign
subscribers), the MT messages need to be intercepted (Home Routed) (refer to MT Routing). In addition,
an MTIX rule needs to be setup, triggering the ECI evaluation request towards the XS-ARP EC
application. In its ECI evaluation response, XS-ARP may request the RTR to generate an ARP message.
If it does so, the RTR will generate the ARP message independent of the delivery outcome of the
original SM.

For concatenated inbound MT messages, optionally, ARP can be triggered on the first segment only.
This is in case there are multiple sites and message segments can end up at different sites. The same
applies to concatenated AO messages coming from an inter-carrier SMPP gateway.

To avoid delivery collisions between a Status Report associated with the original SM and the ARP
message, it is possible to delay the processing and delivery of the ARP messages for MT messages by
a few seconds. This can be achieved by setting the semi-static configuration attribute
delayforautoreplytomtmessage to the desired number of milliseconds. By default, no delay is applied.

To force the original message to be Home-Routed, it may be desirable to ensure that the Priority flag
of the SRI-SM request forwarded to the HLR is set to 1. This can be achieved with the following
configuration:

1. Create and activate an MTO Modifier, but don't set any fields for modification.

2. Create an MTOR rule with an action of pass, a message type condition to only match for SRI-SM
requests and optionally additional conditions if the set of to-be-home-routed messages should be
limited in any way. Refer to the MTO Modifier from this MTOR rule.

This configuration has the effect that the SRI-SM request towards the HLR gets re-build, thereby setting
the Priority field to 1.

Release 17.4 Revision A, February 2019 76



RTR Operator Manual Personalized and Value Added Services

4.9.2 ARP Message Regulation

The RTR supports a few configuration parameters to control the rate at which ARP messages are
generated. The semi-static configuration attribute maxnumarpspersecond can be used to limit the number
of ARP messages a single RTR instance is allowed to generate per second. By default, this limit is set
to 100. This setting makes sure that consecutive ARP are not generated faster than one per 10
milliseconds (1 second /100).

If ARP messages are requested faster than the RTR is allowed to generate them, the requests are queued
temporarily. There is an upper limit on the number of temporarily queued messages, which can be
controlled through the semi-static configuration attribute maxnumpendingarps. By default, this limit is
set to 1000. If the number of temporarily queued ARP messages surpasses 80% of that limit, the RTR
generates an ar pConcur rent Tr ansact i onsH ghWat er Tr ap SNMP trap. Subsequently, if the
number of temporarily queued ARP messages drops below 60% of that limit, a corresponding

ar pConcurrent Tr ansact i onsLowMat er Tr ap SNMP trap is issued. The high water traps are
generated no more frequently than once per 60 seconds. If the upper limit for temporarily queued
messages is exceeded, excess ARP requests are dropped. Refer to the NewNet Mobile Messaging
SNMP Trap Reference Guide for more information on these traps.

4.9.3 ARP Message Processing

Generated ARP messages are processed by the RTR's logic for processing internally generated SMs.
Refer to IGM Routing for more information.

4.9.4 Billing

Most of the RTR's mechanisms for billing ARP messages are described in the chapter on internally
generated SMs.

Specifically for ARP messages, and on top of the mechanisms provided by the processing of internally
generated SMs, the generation of CDRs can be enabled or disabled through the semi-static configuration
attribute billingforautoreplymessages. By default, the generation of CDRs for ARP messages is disabled.

4.9.5 Logging

The RTR writes an event record for each generated ARP message. The ARP event record can be
correlated to the event record of the original message that initiated the ARP message. The ARP event
record contains the name of the XS-ARP application that requested the ARP generation:

Event Description

smAutoReplied An auto reply (ARP) message has been issued for this short
message.

autoReplyCreated An ARP message has been created.

4.9.6 Statistics

Internally generated message counting (IGMC) rules can be used for counting the delivery result of
ARP messages.

Available ARP service counters in the RTR:
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Counter Name Description

arpCntRequestsReceived Counter specifying how many ARP requests have
been received.

arpCntRequestsGranted Counter specifying how many ARP requests have
been granted.

arpCntRequestsWithCookieReceived Counter specifying how many ARP requests have
been received, which included an ECI Service
Notification Request Cookie.

arpCntRequestsDiscarded Counter specifying how many ARP requests have
been discarded as the RTR never converted the
ARP request into an ARP message. For example,
this can happen if the original message got
rejected.

arpCntInvalidRequests Counter specifying how many ARP requests have
been received, that did not comply with the ECI
ASN.1 definition.

arpCntRequestsDroppedDueToUnsupportedText | Counter specifying how many ARP requests have
been received, that were dropped because they
contained text that could not be processed
successfully.

arpCntRequestsDroppedDueToThroughputLimitation | Counter specifying how many ARP requests have
been received, that were dropped due to
throughput limitations, as determined by
maxnumpendingarps.

arpCntRequestsDroppedDueToMemoryShortage | Counter specifying how many ARP requests have
been received, that were dropped due to memory
shortage.

4.10 Signature Service

The personalized SMS Signature (SIG) service allows a subscriber to configure a personal signature
and have it automatically added at the end of SMS he or she sends to other mobile subscribers.

The RTR queries the XS-SIG application for every segment in order to be able to calculate the correct
amount of extra segments that have to be added to insert the signature at the end of the last segment.
The UDH has to be adjusted for each of the segments to account for the extra segments that will be
appended.

Note: If during the processing of a segmented message, the signature related provisioning data changes
such that XS-SIG provides different results for different message segments, correct reassembly of the
message cannot be guaranteed.

Signature insertion is supported for ECI evaluation requests triggered by MOX and AOX rules, and
for all possible routing paths for those messages.

Note: The RTR does not insert a signature into messages with binary content (DCS value).
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When a signature is provided for a message and the signature encoding varies from the message
encoding, the RTR must choose whether to drop the signature or to try to convert the encoding. This
behavior can be configured by the semi-static configuration attribute sigencodingmismatchbehavior. By
default the signature will be converted.

Also the behavior when a signature is provided for a message for which the recipient is a short number
can be configured by the semi-static configuration attribute sigshortrecipientbehavior. By default the
signature will be omitted.

When the RTR inserts a signature it immediately becomes part of the message content. Therefore later
operations on the message text will also encounter the signature text, for example, when processed
by the FAF. This also applies to evaluation requests for lower-priority external condition rules than
the rule that triggered the signature request and insertion. The inserted signature will be inherited by
copied and forwarded messages.

4.10.1 Billing

Post-paid Billing

The RTR includes an indication that a signature has been inserted in the proprietary

si gnat ur ePr esent FCDR field in the CDR that pertains to the original SM and the service CDR
that pertains to the SIG service. For segmented messages, this indication will be set only in the CDRs
for the last segment.

The following parameters specify which billing profiles will be used for generating service CDRs for
when the SIG service has been applied to a message. These parameter are configurable on the MGR
(Billing Post-paid Billing Properties):

¢ Profile For Successful Signature—refers to the billing profile to use if the message with the inserted

signature was delivered successfully

¢ Profile For Failed Signature—refers to the billing profile to use if the message with the inserted
signature could not be delivered.

The service CDRs also apply to messages temporarily stored in the AMS, or tracked by means of the
Icache. No service CDR will be generated if the signature was requested, but could not be inserted
into the original message.

Prepaid Billing

Signature insertion must happen before online charging by the PBC (by means of the external condition
rule priority). The evaluation request to the PBC indicates that signature insertion has been requested.
In the case of a segmented message, this indication will only be included for the last segment of the
message. If prepaid charging fails, the original message/segment is supposed to be rejected, inherently
preventing the SIG service from being provided.

Note: Actual (extra) charging for the SIG service depends on the capabilities of the actual protocol
used for online charging. There is no support for CAMEL charging of the SIG service.

4.10.2 Logging

The event of inserting a signature into a message is accompanied with an event record:
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Event Description

signaturelnserted A signature (SIG) has been inserted to an (inbound) SM.

4.10.3 Statistics

Available SIG service counters in the RTR:

Counter Name Description

sigCntSignaturelnsertion Counter specifying the number of signatures inserted.

4.10.4 Processing of Multi-part MT Messages after Text/Signature Insertion

If text/signature insertion is applied on a MT message, the resulting size of the user data may become

too long to fit within a single GSM message. Below steps describe how such a message is handled by
the RTR.

* Once the relevant text/signature is inserted, the RTR determines the new user data size of the
original message.

¢ Note that the original message in this scenario could be either a non-segmented MO/AO message
or a single segment of a concatenated MO/AQO message. In the latter case, the ‘prologue’ part of
the text (if configured in XS-TIE service) would be inserted only if it is the first message segment
and the ‘epilogue’ part of the text (if configured) would be inserted only if it is the last message
segment.

The signature would be inserted only in the last message segment.

 If the size of the user data is increased such that the message can no longer be delivered as a single
MT message, it is split up into multiple parts.

* The RTR performs segmentation of the original user data of the long message and creates a
concatenated MT message as per the GSM standard.

* The RTR then delivers the multiple parts of the concatenated MT message in succession.

¢ If Transactional Logging is configured in the matched MTOR, a single log record is created for the
entire multi-part MT message. However, the boolean field “i sMul ti Part M Message” is set to
1" (‘true’) in the 'OutboundMt' log record, indicating that the MT message actually has multiple
parts.

4.11 Automatic Blacklisting

Overview

The Automatic Blacklisting functionality is implemented by enhancing the NMM anti-fraud system.
As part of this enhanced functionality, if a MO or MT message is detected as "spam" or "fraudulent”
by appropriately configured FAF filters, the subscriber who had sent the message or/and for whom
it was destined would get automatically blacklisted in the subscriber provisioning database of the

SPF. Once a subscriber is blacklisted, all subsequent messages sent by or destined for this subscriber
would be rejected by the RTR, either for a configurable time period or permanently. If the subscriber
is blacklisted for a specific time period, then upon expiry of that period the subscriber will be removed
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from the blacklist in the subscriber provisioning DB and he or she would be able to send messages to
or receive messages from the SMS network again.

Important: A small time-interval is likely to elapse after the expiry of a subscriber's blacklist period
before that subscriber is actually removed from the blacklist and his /her messages are allowed to pass
by the RTR. This small time-interval is not expected to exceed 5 minutes under normal operational
conditions, provided only one Auto Blacklist Service (see below) is provisioned in the system.

Note: Apart from automatic addition and removal of subscribers to/from the blacklist in the SPF
database, the operator can also use manual procedure for the same purpose by issuing appropriate
commands through the Customer Care Interface (CCI) GUI or the SPF Command-line Interface. A
blacklisted subscriber can be removed from the blacklist through a manual procedure at any time,
irrespective of the blacklist period of that subscriber or even if the subscriber is blacklisted permanently.

Refer to FAF Operator Manual and SPF Operator Manual for more details.
Auto Blacklist Service

A new service type 'Auto Blacklist' has been introduced in order to allow the operator to provision
ABL-specific services from the MGR for automatic blacklisting of originator and recipient subscribers.
It is a special service category which is neither a Personalized service nor a Value-added Non
Provisionable Service (NPS), but the operator will still have full control regarding service activation
and service parameter configuration (e.g. the blacklist period) for each subscriber to be blacklisted.

* Originator ABL servicerefers to a service type that is used to automatically blacklist subscribers who
send messages that are detected as spam or fraudulent by FAF filters

* Recipient ABL servicerefers to a service type that is used to automatically blacklist subscribers who
are the intended recipients of messages detected as spam or fraudulent by FAF filters.

Refer to MGR Operator Manual for details regarding the creation and activation of Auto Blacklist
services.

4.11.1 Originator Blacklisting

Automatic blacklisting of an originating subscriber can take place either in the MO path (in case the
originator is a home network subscriber) or in the MT path (in case the originator is a foreign network
subscriber).

In both the scenarios the Router will first query the SSI to verify if an ABL service is already active for
the originator; the subsequent behavior of the Router will depend on how the relevant MO/MT
External Condition Rule(s) and MO/MT Routing Rule(s) are configured.

As an example of a typicalconfiguration, the Router may be configured with a MOX/MTOX rule such
that if the SSI response indicates that no ABL service is active for the originator, then the MO/MT
message should be forwarded to the FAF as an EC application. On the other hand, if the SSI response
indicates that an ABL service is already active for the originating subscriber, then the Router may be
configured to discard the MO/MT message with a NACK through a suitable MOR/MTOR rule, instead
of forwarding the message to the FAF again. However, the operator may also choose to send the
message to the FAF again, e.g. in order to allow for the possibility of the message being matched by
a different filter than the one that had originally caused the blacklisting of the message originator; if
that happens, then depending upon how the new filter 'action' is configured, the blacklist period of
the concerned subscriber may actually get increased or decreased, or it may also remain unchanged.

If the originator is not already blacklisted and the MO/MT message sent by him /her matches a FAF
filter that is configured for auto blacklisting action, then also the behavior of the Router may vary
depending upon how the 'failure action' of the corresponding MOX/MTOX rule is configured. The

Release 17.4 Revision A, February 2019 81



RTR Operator Manual Personalized and Value Added Services

operator may choose to discard the message straightaway with a NACK, or may decide to evaluate
other EC rules (e.g. to check for the applicability of other Personalized or Value-added services which
the originating subscriber might be having) and eventually pass on the message for MOR/MTOR rule
evaluation, whereupon the message may finally get rejected.

Important: It is strongly recommended that the EC rule responsible for sending a MO/MT message
to the FAF is assigned the highest priority among all provisioned EC rules. This is mainly to ensure
that a message is not subjected to unnecessary ECI requests and XS application processing, without
the Router having even determined as to whether the message was actually supposed to be rejected
in the first place.

4.11.2 Recipient Blacklisting

Similar to originator blacklisting, automatic blacklisting of a recipient subscriber can also take place
either in the MO path or in the MT path; however, unlike in the case of originator blacklisting, the
recipient subscriber must be a home network subscriber in both the scenarios. Also, for a recipient
subscriber to get auto blacklisted on the MT path, Home Routing needs to be enabled on the Router.

The Router processing logic for the SSI query /response, various MOX/MTOX and MOR/MTOR rule
configurations etc. are mostly similar to what has been described above w.r.t. originator blacklisting.

One significant difference with the originator blacklisting is that the Router may even block a message
for a recipient subscriber directly on the basis of an incoming SRI-SM, without waiting for the
corresponding MT-FSVM, if the SSI response for the SRI-SM indicates that the recipient subscriber is
already blacklisted.

Note that the same subscriber could get auto blacklisted concurrently as an originator as well as a
recipient through two separate messages, but never in the same message flow.

Important:It is strongly recommended that the EC rule responsible for sending a MO/MT message
to the FAF is assigned the highest priority among all provisioned EC rules. This is mainly to ensure
that a message is not subjected to unnecessary ECI requests and XS application processing, without
the Router having even determined as to whether the message was actually supposed to be rejected
in the first place.

4.12 Copy to Email

Copy to E-mail (CTE) service supports copies of MT messages on behalf of their recipients towards
e-mail addresses provisioned by the recipient subscribers. This service allows copying to email only
upon successful delivery of the corresponding MT messages.

4.12.1 CTE Message Processing

This section describes the RTR processing logic for supporting the CTE service. When and how to
generate an CTE message depends on the routing path taken by the original SM through the RTR.

The recipient subscribers would subscribe to the “Copy to E-mail” service and provision their respective
contact e-mail addresses in the SPF database through the existing interfaces, i.e. either by sending
specific SMS requests, or by contacting the Customer Care Centre. Up to 10 e-mail addresses are
allowed to be provisioned per subscriber for the Copy to Email service.
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While processing a message destined for a subscriber who has the CTE service activated, SSI indicates
this to RTR and RTR then sends an ECI Request to the XS-CPY component using an appropriate MTOX
rule, for retrieving the e-mail contact(s) provisioned by the recipient subscriber.

Once the original MT message is delivered successfully, RTR sends the relevant e-mail addresses and
other message fields to HUB as an AT delivery request and HUB in turn forwards the same to EMG
as a SMPP ‘Deliver_SM’ message. EMG then generates the email message based on the information

provided in SMPP Deliver_SM message and delivers it to the mail server.

In the case of a successful delivery to the mail server, RTR generates the appropriate delivery CDR
and log records upon receiving the response from EMG. However, if the delivery attempt to the mail
server fails, or any other error occurs on the EMG side, then RTR always considers any such error
response as a permanent error and discards the CTE message (after generating the relevant CDR and
log records).

The figure below shows the system context for the Copy to E-mail service:

Original

Criginal T
Message

E=>| ammue — (= ss7
h5-B contains Copy to Email
Copy to Email over SMPF
addresses

Messaze to MT

Figure 18: Copy to E-mail

4.12.2 CTE Restriction and Loop Prevention
The following restrictions are applied by the RTR for CTE service:

* Copy to Email service is only supported for MT recipients.

¢ Similar to the Copy to Phone (CPY) service, the Copy to Email service also cannot be applied on
messages containing binary data (e.g. SIM data download messages), Status Reports, Auto-Reply
messages etc.

* To prevent loops, the following restrictions apply:

* CTE cannot be applied on a message that has already been copied or forwarded once (i.e. as a
result of applying the CPY or FWD service).
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e MSISDN being copied from (i.e. recipient address of the original message) should belong to a
HPLMN subscriber.

Interactions of CTE with other personalized services are as follows:

¢ Both CPY and CTE services can be applied on the same message.

¢ Both CTA (i.e. Copy To Application) and CTE services can be applied on the same message.

e If either unconditional forwarding to phone or forwarding to email is applied, then CTE is not
applied on the same message.

* Ifarecipient subscriber has both conditional forwarding to phone (FWD) and CTE services activated,
then RTR first performs a delivery attempt for the MT message; depending on the outcome of the
delivery attempt, either the CTE service would be applied (i.e. in case of successful delivery) or
conditional forwarding to phone would be applied (i.e. in case of unsuccessful delivery).

* Amessage which is copied to email inherits all text added earlier to the original message, including
signature and advertisement texts associated with the personalised Signature service and the TIE
(Text Insertion Engine) service, respectively.

Note: For Copy to Email service, RTR ignores the semi-static parameter
"restrictcopyingtoownsubscriberbase ’. This parameter is not relevant for CTE since the message is
copied to one or more e-mail addresses rather than to another subscriber’s mobile number.

4.12.3 Billing
Post-paid Billing

A single FCDR record is generated for applying the CTE service on a message, irrespective of the
number of destination e-mail addresses the message is copied to. For non-segmented messages, this
FCDR is actually the delivery record that is generated upon receiving a successful response from the
EMG; no separate submission CDR record is generated in this case. However, if the original message
is a segment of a concatenated message then a submission CDR record is generated upon receiving a
successful response from the EMG.

There is an additional final delivery CDR generated for concatenated messages upon a successful
delivery to the SMTP server by the EMG.

In the event of receiving a failure response from the EMG (e.g. if the delivery attempt to the mail
servers fails, or any other error occurs on the EMG side), a single FCDR record is generated with the
“delivery status” being indicated as “failed”, irrespective of whether it is a non-segmented message
or a concatenated message.

Each FCDR record generated for CTE includes the original MT recipient as the ‘originator” and the
configured address (e.g. short number) of EMG application as the ‘recipient’. No e-mail address is
included in the generated FCDR records.

An appropriate ATOR rule as well as an AOR rule needs to be pre-configured with the desired billing
profile for the post-paid billing of CTE service. While the ATOR rule is used for generating submission
CDR records for concatenated message segments and the delivery CDR record for non-segmented
messages, the AOR rule is required for generating the final delivery CDR record for a concatenated
message.

Also, the configuration parameter ‘billingforcopiedmessages’ should be set to “true”.

Prepaid Billing
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For online billing of CTE service, RTR sends a single ECI request to PBC for every incoming message
(including each segment of a concatenated message), irrespective of the number of e-mail addresses
it is going to be copied to. However, an appropriate EC Application needs to be pre-configured for
this purpose, as identified by the MGR configuration setting “Recipient Copy to Email Billing
Application”.

For recipient copy to email, the recipient of the original message is indicated as the ‘originator” in the
request sent to PBC, and is typically charged for utilizing the CTE service. The configured address
(short number) of the EMG application is indicated as the ‘recipient’. Both single-phase (i.e.
“direct-debit”) and two-phase (i.e. “debit-refund” or “reserve-deduct”) modes of online charging are
supported, depending on how the PBC is configured.

For more information about generating CDRs and configuring pre-paid billing for copied messages,
refer to the NewNet Mobile Messaging RTR Billing Manual.

4.12.4 Logging

Transaction log records

RTR generates transaction log records of type ‘copyForwardEventWithCountry AndNetworkInfo’ (see
Appendix A) for applying Copy to Email service on each incoming message or segment.

Only a single log record is generated per message/segment irrespective of the number of destination
e-mail addresses, but it includes a comma-separated list of all the e-mail addresses.

Event records

The RTR writes an event record for each generated CTE message. The CTE event record can be
correlated to the event record of the original message that was copied

Records Description

smCopied This record is generated every time a CTE request has been issued

for a short message. The destination field in ‘smCopied’ contains
the configured address (short number) of the EMG application.

copyRejection This record is written in the event of an error response returned
from EMG.

Note: Note that the necessary logging profile would need to be associated with an appropriate ATOR
rule for generating the transaction log records. An appropriate AOR rule also needs to be pre-configured
with the desired log profile in order to generate the final delivery log record for a concatenated short
message.

4.12.5 Statistics
Available CTE counters in the RTR:

Counter Name Description

cpyCntCteReqReceived Counter specifying the number of requests that the RTR received
to copy a short message to email.

cpyCntCteReqApproved Counter specifying the number of copy to email requests that the
RTR has approved and executed.

Release 17.4 Revision A, February 2019 85



RTR Operator Manual Personalized and Value Added Services

Counter Name Description

cpyCntCteReqDiscarded As Counter specifying the number of copy to email requests that the
OriginalSmNotInCopyableState | RTR has discarded because the original short message did not reach
a state in which it can be copied (i.e. a MT message can be copied
when the RTR has successfully delivered the short message).

cpyCntCteReqDiscarded As Counter specifying the number of copy to email requests that the
SimDataDownloadNotCopyable [ RTR has discarded because the request related to a short message
with data to be loaded on the SIM.

cpyCntCteReqDiscarded As Counter specifying the number of copy to email requests that the
CopyOfCopiedSmNotSupported [ RTR has discarded because the original short message is already
a copy of a short message.

cpyCntCteReqNotProcessedAs |Counter specifying the number of times that the RTR did not
TooManyCopiesInProgress process a copy to email request because too many copies were
already in progress.

4.13 Forward to Email

Forward To E-mail (FTE) service forwards MT messages on behalf of their recipients towards e-mail
addresses provisioned by the recipient subscribers.

This service supports only unconditional forwarding of MT messages, i.e. immediate forwarding
without attempting delivery of the original MT message to the recipient subscriber.

4.13.1 FTE Message Processing

This section describes the RTR processing logic for supporting the FTE service. When and how to
generate an FTE message depends on the routing path taken by the original SM through the RTR.

The recipient subscribers would subscribe to the “Forward to E-mail” service and provision their
respective contact e-mail addresses in the SPF database through the existing interfaces, i.e. either by
sending specific SMS requests, or by contacting the Customer Care Centre. Up to 10 e-mail addresses
are allowed to be provisioned per subscriber for the Forward to Email service.

While processing a message destined for a subscriber who has the FTE service activated, SSI indicates
this to RTR and RTR then sends an ECI Request to the XS-FWD component using an appropriate
MTOX rule, for retrieving the e-mail contact(s) provisioned by the recipient subscriber.

RTR sends the relevant e-mail addresses and other message fields to HUB as an AT delivery request
and HUB in turn forwards the same to EMG as a SMPP Deliver_SM message. EMG then generates
the email message based on the information provided in SMPP Deliver_SM message and delivers it
to the mail server.

In the case of a successful delivery to the mail server, RTR generates the appropriate delivery CDR
and log records upon receiving the response from EMG. However, if the delivery attempt to the mail
server fails, or any other error occurs on the EMG side, then RTR always considers any such error
response as a permanent error and discards both the FTE message and the original message (after
generating the relevant CDR and log records).

The figure below shows the system context for the Forward to E-mail service:
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Figure 19: Un-Conditional Forward To E-mail

4.13.2 FTE Restriction and Loop Prevention

The following restrictions are applied by the RTR for FTE service:

* Forward to Email service is only supported for MT recipients.

¢ Similar to the Forward to Phone (FWD) service, the Forward to Email service also cannot be applied
on Auto-Reply messages. FTE support for Status Reports and for messages containing binary data
(e.g. SIM data download messages) is likewise controlled by the semi-static parameters
‘statusreportprocessingforunconditionalforwarding” and
‘simdownloadprocessingforunconditionalforwarding’, respectively.

* To prevent loops, the following restrictions apply:

¢ FTE cannot be applied on a message that has already been copied or forwarded once (i.e. as a
result of applying the CPY or FWD service).

¢ MSISDN being forwarded from (i.e. recipient address of the original message) should belong
to a HPLMN subscriber.

Interactions of FTE with other personalized services are as follows:

* In case a subscriber actually subscribes to both CTE and FTE services, then the Forward To Email
service is applied at the expense of the Copy To Email functionality.

¢ Ifarecipient subscriber has both CPY (i.e. Copy to Phone) and FTE services activated, RTR performs
FTE-related processing only and no delivery attempt is made for the original MT message.
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* Unconditional FWD (Forward to Phone) and FTE services cannot be applied together on the same
message.

* A message which is forwarded to email inherits all text added to the message prior to the actual
forwarding, including signature and advertisement texts associated with the personalised Signature
service and the TIE (Text Insertion Engine) service, respectively.

Note: For Forward to Email service, RTR ignores the semi-static parameter
‘restrictforwardingtoownsubscriberbase’. This parameter is not relevant for FTE since the message is
forwarded to one or more e-mail addresses rather than to another subscriber’s mobile number.

4.13.3 Billing
Post-paid Billing

A single FCDR record is generated for applying the FTE service on a message, irrespective of the
number of destination e-mail addresses the message is forwarded to. For non-segmented messages,
this FCDR is actually the delivery record that is generated upon receiving a successful response from
the EMG; no separate submission CDR record is generated in this case. However, if the original message
is a segment of a concatenated message then a submission CDR record is generated upon receiving a
successful response from the EMG.

There is an additional final delivery CDR generated for concatenated messages upon a successful
delivery to the SMTP server by the EMG.

In the event of receiving a failure response from the EMG (e.g. if the delivery attempt to the mail
servers fails, or any other error occurs on the EMG side), a single FCDR record is generated with the
“delivery status” being indicated as “failed”, irrespective of whether it is a non-segmented message
or a concatenated message.

Each FCDR record generated for FTE includes the original MT recipient as the ‘originator” and the
configured address (e.g. short number) of the EMG application as the ‘recipient’. No e-mail address
is included in the generated FCDR records.

An appropriate ATOR rule as well as an AOR rule needs to be pre-configured with the desired billing
profile for the post-paid billing of FTE service. While the ATOR rule is used for generating submission
CDR records for concatenated message segments and the delivery CDR record for non-segmented
messages, the AOR rule is required for generating the final delivery CDR record for a concatenated
message.

Also, the configuration parameter ‘billingforforwardedmessages’ should be set to “true”.
Prepaid Billing

For online billing of the FTE service, RTR sends a single ECI request to PBC for every incoming message
(including each segment of a concatenated message), irrespective of the number of e-mail addresses
it is going to be forwarded to. However, an appropriate EC Application needs to be pre-configured
for this purpose, as identified by the MGR configuration setting “Unc. Forward to Email Billing
Application”.

For FTE, the recipient of the original message is indicated as the ‘originator” in the request sent to PBC,
and is typically charged for utilizing the service. The configured address (short number) of the EMG
application is indicated as the ‘recipient’. Both single-phase (i.e. “direct-debit”) and two-phase (i.e.
“debit-refund” or “reserve-deduct”) modes of online charging are supported, depending on how the
PBC is configured.
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For more information about generating CDRs and configuring pre-paid billing for forwarded messages,
refer to the NewNet Mobile Messaging RTR Billing Manual.

4.13.4 Logging

Transaction log records

RTR generates transaction log records of type ‘copyForwardEventWithCountry AndNetworkInfo’ (see
Appendix A) for applying Forward to Email service on each incoming message/segment.

Only a single log record is generated per message/segment irrespective of the number of destination
e-mail addresses, but it includes a comma-separated list of all the e-mail addresses.

Event Records

The RTR writes an event record for each generated FTE message. The FTE event record can be correlated
to the event record of the original message that was forwarded.

Records

Description

forward Attempt

This record is generated every time a FTE message is generated
and forwarded for a short message. The destination field in
‘forward Attempt’ contains the configured address (short number)
of the EMG application

forwardRejection

This record is written in the event of an error response returned
from EMG.

Note: Note that the necessary logging profile would need to be associated with an appropriate ATOR
rule for generating the transaction log records. An appropriate AOR rule also needs to be pre-configured
with the desired log profile in order to generate the final delivery log record for a concatenated short

message.

4.13.5 Statistics

Available FTE counters in the RTR:

Counter Name

Description

fwdCntUnCndFteReqApproved

Counter specifying the number of unconditional forward to email

FwdFailedWithPermanentError

AndFwdSucceeded requests that the RTR has approved and for which forwarding has
succeeded.
fwdCntUnCndFteReqApprovedAnd | Counter specifying the number of unconditional forward to email

requests that the RTR has approved and for which forwarding has
failed with a permanent error.

fwdCntUnCndFteReqDiscarded
AsSimDataDownload

Counter specifying the number of unconditional forward to email
requests that the RTR has discarded because the request pertained
to a SM with data to be loaded on the SIM, whilst the RTR has been
configured not to forward such an SM
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Counter Name Description

fwdCntUnCndFteReqDiscarded | Counter specifying the number of unconditional forward to email

AslsCopiedSm requests that the RTR has discarded because the original SM is a
copy of an SM.

Note: Whenever the RTR determines that an MT message is to be Unconditionally Forwarded towards
the short number corresponding to the EMG Application, the original message is from that point
onwards considered as an AT message rather than an MT message, and this is also reflected in any
counters or statistics associated with the original message. For example, the smsCntMoAtSuccess
counter is incremented (instead of the smsCntMoMtSuccess counter) in case of successful delivery of
the forwarded message to the mail server by the EMG.
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5.1 Introduction

Lists can be used to group multiple condition entries in one condition. Lists can reduce the number
of rules that are required and increase the flexibility of the conditions in which lists are used. If a list
is used in a condition, any message that matches an entry in the list will cause the condition to evaluate
to true.

Some examples of lists are:

e Al MSC point codes in the home PLMN
¢ All premium SMS short numbers
* A physical and virtual SMSC addresses

Lists can be referenced in the following routing and counting rule condition fields:

¢ Originator

* Recipient

e SMSC

* MSC/SGSN

¢ [PAddress-Port

The type of list that can be selected depends on the condition formats that are allowed for the condition
field.

Up to 1000 lists can be defined in the RTR, with up to 10,000 entries in each list.

Overlapping lists are allowed. List entries can be modified without disabling the list or the associated
rule.

Note: The number of defined lists and their lengths will impact the RTR’s restart time.

For information about configuring lists, refer to the MGR Operator Manual.

5.2 Application Originator Restriction

You can use an application originator whitelist or blacklist to restrict the originator address of configured
applications. Each application can have one associated whitelist or one associated blacklist. A whitelist
or blacklist can contain entries with the following originator address formats:

e MSISDN
e Short number
* Alphanumeric

If an application-originated (AO) message does not match a whitelist entry or does match a blacklist
entry, the RTR will return the appropriate permanent message error to the application and will block
corresponding messages.

Application originator restriction only works for an application if application originator replacement
is disabled. If application originator replacement is enabled, the RTR uses the whitelist or blacklist
that is defined for the application to determine if the application originator address should be replaced.
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Note: To enter an SC(/MSISDN) in a list, enter it in both the SC(/MSISDN) and alphanumeric fields.
If you omit it from the alphanumeric field, the SC(/MSISDN) will be included in the list for all TONs
but will not be included for TON 5 (alphanumeric).

Up to 10,000 application originator lists can be defined in the RTR, with up to 10,000 entries in each
list.

5.3 Application Originator Replacement

The RTR can replace an application-originator (AO) message’s originator address with a configurable:

e MSISDN
e Short number (default)
* Alphanumeric

When this functionality is enabled, the RTR compares the originator address to a whitelist and a
blacklist. The RTR replaces the originator address when:

* The originator address does not match an address in the whitelist, or
* The originator address matches an address in the blacklist

If the functionality is enabled but no whitelist or blacklist is defined for the application, the RTR
replaces the originator address with the replacement address.

Note: If the prepaid or post-paid billing settings include the originator address as a billing field and
the RTR replaced the originator address, the billing field will contain the replacement address.

Originator replacement is configured for each application in the MGR. In SMS Applications [
Applications, set Enable Originator Replacement and Originator Replacement Address.

Note: Application originator replacement is not supported for query/cancel/replace operations.
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6.1 Introduction

Modifiers change certain message fields before the RTR routes a message to its destination. The RTR
supports modifiers for the following types of messages:

Mobile-originated (MO)

Incoming mobile-terminated (MTT)
Outgoing mobile-terminated (MTO)
Application-originated (AO)

Incoming application-terminated (ATI)

6.2 Modifier Priority

Message fields can be modified by both routing rule modifiers and external condition (EC) applications.
If both modify the same field, the EC application value takes priority.

6.3 Creating MO Modifiers

To create a mobile-originating (MO) modifier:

1.

In the left navigation bar, select Routing [ Modifiers 1 MO.
The MO Modifiers tab appears.

Click Add New.
A new MO Modifiers tab appears.

Enter a unique name for the modifier in the Name box (up to 31 characters).

. Optionally enter a description of the modifier in the Description box.

If you want to modify the message originator, enter an E.164 number in the Originator box.
The E.164 number must be:

¢ A full number in international format, without international prefix, or
e A short number

If you want to modify the message recipient, enter an E.164 number in the Recipient box.
The E.164 number must be:

e A full number in international format, without international prefix, or
e A short number

7. If you want to modify the IMSI in the message, enter a value in the IMSI box.

8. If you want to remove characters from the beginning of the user data (content) of the message,

enter a number in the User Data chars to strip box (defaults to 0).
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If the user data contains less characters than this number, the user data becomes empty. This
functionality is useful for stripping keywords from a message (such as * LONG#). Only the standard
GSM character set is supported.

9. If you want to modify the reply path bit, enter a value between -1 and 1 in the Reply Path box.
A value of -1 means that the bit should not be modified (this is the default).

10. If you want to modify the status report request bit, enter a value between -1 and 1 in the Status
Report request box.

A value of -1 means that the bit should not be modified (this is the default).

11. If you want to modify the protocol ID (PID), enter a value between 00 and FF in the Protocol ID
(PID) box.

A value of -1 means that the PID should not be modified (this is the default).

12. If you want to modify the data coding scheme (DCS), enter a value between 00 and FF in the Data
Coding Scheme (DCS) box.

A value of -1 means that the DCS should not be modified (this is the default).

Note: It is not recommended to use the MO Modlifier if the DCS conversion feature set to j apan
(i.e. 'hubdcschar codi ngconver si on'and 'rt r dcschar codi ngconver si on'set to 'j apan’).
However, if one uses the MO Modifier and the DCS conversion feature with j apan together, the
behavior (i.e. user data conversion and character set conversion) is not as per the expectation.

13. If you want to modify the SMSC address at the MAP layer (SM-RP-OA) of the incoming MO
message, enter an E.164 number (in international format, without international prefix) in the SMSC
Address box.

The RTR applies the SMSC modifier after applying the routing and external condition rules.
Therefore, the RTR will compare an ‘SMSC Address’ condition in the rules to the SCA field's original
value in the incoming message, not the modified value from the modifier. The SMSC modifier
affects the MAP layer's SMS-RP-OA field.

Note: See RTR Billing Manual section "5.1.3 Virtual SMSC Fields" when "SMSC Address" modifier
affects the FCDRs.

14. If you want to delay the first delivery attempt of a MO message, then modify the Delivery Delay
field with a value between 0 and 8035200 (93 days).

¢ The default value of this parameter is 0, meaning there is no delay in the FDA of a MO message.

¢ When the parameter Delivery Delay is set to a non-zero value, the following table describes
the RTR behavior on a MO message according to the MO routing action:

Routing action Behavior Remarks

Route to SMSC The Delivery Delay value will [ NA
be ignored and the MO will be
forwarded to the SMSC.

Route to Application The Delivery Delay value will [ NA
be ignored and FDA will be
attempted.

Route to MS The MO routing rule will not [ NA
match
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Routing action

Behavior

Remarks

Route to MS fallback to SMSC

Go for fallback option. The
Delivery Delay value will be
ignored and the MO will be

If at the time of rule matching
fallback option is not available
then MO routing rule will not

forwarded to the SMSC. match.
Note: MTFSM will not be
attempted by the RTR.
Route to MS fallback to Go for fallback option. The | If at the time of rule matching
application Delivery Delay value will be [ fallback option is not available
ignored and FDA will be then MO routing rule will not
attempted. match.
Note: MTFSM will not be
attempted by the RTR.
Store for Delivery to MS Message stored in AMS. NA
Delivery from AMS will be
attempted based on the
Delivery Delay value.
Route to MS fallback to Go for fallback option. If at the time of rule matching
storage Message stored in AMS. fallback option is not available
Delivery from AMS willbe | then MO routing rule will not
attempted based on the match.
Delivery Delay value.
Store for delivery to Message stored in AMS. NA

Application Delivery from AMS will be

attempted based on the

Delivery Delay value.
Route to application fallback | Go for fallback option. If at the time of rule matching
to storage Message stored in AMS. fallback option is not available

Delivery from AMS will be
attempted based on the
Delivery Delay value.

then MO routing rule will not
match.

Route to SMSC group

The Delivery Delay value will
be updated in the AO and sent
to the SMSC group.

NA

Route to MS fallback to SMSC
group

Go for fallback option. The
Delivery Delay value will be
updated in the AO and sent to
the SMSC group.

Note: MTFSM will not be
attempted by the RTR.

If at the time of rule matching
fallback option is not available
then MO routing rule will not
match.
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Routing action

Behavior

Remarks

Route to SMSC application as
AO

The Delivery Delay value will
be updated in the AO and sent
to application.

NA

Route to MS fallback to SMSC
application as AO

Go for fallback option. The
Delivery Delay value will be
updated in the AO and sent to

If at the time of rule matching
fallback option is not available
then MO routing rule will not

application. match.

Note: MTFSM will not be
attempted by the RTR.

If both the def err eddel i ver yrel ati vehour s for the MO scan tag and the MO modifier's
Delivery Delay are applied on a message, then the MO scan tag value will be used as it is
specifically requested for this message.

If the field Delivery Delay is disabled in the MO modifier, then

def erreddel i veryrel at i vehour s for the MO scan tag works as per the existing behavior.
Please refer to the section Configurable MO Deferred Delivery Relative Hours.

If the field Delivery Delay is set, then submit and delivery CDR will be populated with the
Delivery Delay value for those scenarios in which Delivery Delay has been applied.

If this parameter is set, then RTR delay the first delivery attempt (FDA) of MO message with
the configurable amount of time in the following path:

MO-ST-MT
MO-MT-ST
MO-ST-AT
MO-AT-ST
MO-AO

6. MO-MT-AO

Gl W N

Note: For MO-AO or MO-MT-AO path , when the RTR forwards the MO messages as AO to
SMSC/SMSC group then the Delivery Delay value are updated in the AO message field as per
below:

1. deferred-delivery-time field for UCP
2. schedule-delivery-time field for SMPP
3. first-delivery-time field for CIMD

If the MO message sent to store (i.e. AMS) and the delivery delay value is greater than the MO
message's validity period, then the store will reject the MO message by considering it as an
invalid MO message.

If the field Delivery Delay is set, then submit and delivery CDR will be populated with the
Delivery Delay value in the CDR, which will capture the defer period either in hours, or minutes.
Seconds will be round up by 1 minute in the CDR.

Submit FCDR will have the Delivery period even though MO modifiers Delivery delay parameter

is ignored for the below scenario.
e MO-MO

¢ MO-MT-MO

* MO-AT
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¢ MO-MT-AT

* Delivery FCDR will have the defer period included even though MO modifiers Delivery Delay
parameter is ignored with below scenario.

* MO-AT
e MO-MT-AT
¢ If the field Delivery Delay is set, the counter specifying the number of times an inbound MO/SM

was routed using the MO actions, where the RTR skipped the first delivery attempt due to the
delivery delay in the MO modifier and go to fallback option, is incremented by the RTR, as in

the following table:

Routing Action Counters

Route to MS fallback to SMSC smsCntMoMtMoPrimaryFailure
Route to MS fallback to SMSC Application as | smsCntMoMtAoPrimaryFailure
AO

Route to MS fallback to storage smsCntMoMtAmsPrimaryFailure
Route to MS fallback to SMSC Group smsCntMoMtAoPrimaryFailure
Route to MS fallback to Application smsCntMoMtAtPrimaryFailure

15. Click Save.
The MGR creates the MO modifier and closes the tab.

16. Activate the modifier.

6.4 Creating MTI Modifiers

To create an incoming mobile-terminating (MTI) modifier:

1. In the left navigation bar, select Routing [ Modifiers ] MTI.
The MTI Modifiers tab appears.
2. Click Add New.
A new MTI Modifiers tab appears.
3. Enter a unique name for the modifier in the Name box (up to 31 characters).
4. Optionally enter a description of the modifier in the Description box.
5. In the Defer Period box, enter the number of seconds to defer the delivery of an MT message.

The modification is applied to the inbound message after MTIR rule evaluation, and only has an
effect if the routing action is "store for delivery to MS" or "route to SMSC as AO".

6. Click Save.
The MGR creates the modifier and closes the tab.

7. Activate the modifier.
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6.5 Creating MTO Modifiers

To create an outgoing mobile-terminating (MTO) modifier:

1. In the left navigation bar, select Routing J Modifiers 0 MTO.
The MTO Modifiers tab appears.

2. Click Add New.
A new MTO Modifiers tab appears.

3. Enter a unique name for the modifier in the Name box (up to 31 characters).

4. Optionally enter a description of the modifier in the Description box.

5. If you want to modify the time zone, select a new time zone from the Timezone list.
This modifier applies to the:

e TP-SCTS (service center timestamp) field of the SMS-DELIVER PDU
* TP-SCTS (service center timestamp) field of the STATUS-REPORT PDU
e TP-DT (discharge time) field of the STATUS-REPORT PDU

The limitations on this modifier are:

¢ [t can only be used on the MO-MT-MO, MO-MT-AT, AO-MT, and MT-MT routing paths

* It cannot be used on MtForwardSm operations that are issued by an SMSC that the RTR/FWL
considers to be suspect

6. If you want to modify the reply path bit, enter a value between -1 and 1 in the Reply Path box.
A value of -1 means that the bit should not be modified (this is the default).

7. If you want to modify the SMSC address, enter an E.164 number (in international format, without
international prefix) in the SMSC Address box.

The RTR applies the SMSC modifier after applying the routing and external condition rules.
Therefore, the RTR will compare an SMSC condition in the rules to the SMSC field's original value.
The SMSC modifier affects the MAP layer's SMS-RP-OA field.

8. If you want to modify the message originator format, select a format from the Originator Format
list:
¢ Transparent—Do not modify the originator address (default)
¢ National—Change the originator address to national format
¢ International—Encode the originator address as international

This modifier overrides the format specified in the nt or i gi nat or f or mat f or dorestictraffic
and nt ori gi nat or f or mat f or nt nt donesti ctraf fi ¢ parameters in the semi-static
configuration file. These parameters take effect only when the modifier is set to Transparent.

9. If you want to modify the originator TON, select the value from the Originator TON drop-down
list.

Note: For newly created MTO Modifiers, any time the Originator Format is changed, the Originator
TON value will be reset to the default value of the selected Originator Format in the MGR GUIL.
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10.

11.

12.

13.

14.

Example: If the Originator Format is National and the user changes it to International, the
Originator TON will automatically be reset to 1 (default value for the International format).

Default values for the Originator TON

Originator Format Originator TON
Transparent -1
International 1
National 0

If you want to modify the originator NP]I, select the value from the Originator NPI drop-down list.

Note: For newly created MTO Modifiers, any time the Originator Format is changed, the Originator
NPI value will be reset to the default value of the selected Originator Format in the MGR GUI.

Example: If the Originator Format is National and the user changes it to International, the
Originator NPI will automatically be reset to 1 (default value for the International format).

Default values for the Originator NPI

Originator Format Originator NPI
Transparent -1
International 1
National 1

If you want to modify the message's SMSC address during SendRoutingInfoForSM (SRI-SM)
operations, enter an E.164 number (in international format, without international prefix) in the
SMSC Address for SRI SM Ops box.

This modifier overrides the smscaddr essf or hl r oper ati ons parameter in the semi-static
configuration file.

If you want to modify the message's SMSC address during ReportSMDeliveryStatus operations,
enter an E.164 number (in international format, without international prefix) in the SMSC Address
for Report SM Ops box.

This modifier overrides the smscaddr essf or hl r oper ati ons parameter in the semi-static
configuration file.

If you want to remove digits from the beginning of the message's SCCP called party address (CdPA)
during the SendRoutingInfoForSM operation, enter a number of digits in the Strip SCCP CdPA
of SRISM box.

If you want to add digits to the beginning of the message's SCCP called party address (CdPA)
during the SendRoutingInfoForSM operation, enter the digits in the Prefix SCCP CdPA of SRISM
box.

Note:

1. If the strip and prefix functionalities are used together, stripping occurs before prefixing.

2. The maximum configurable length of the Prefix SCCP CdPA of SRISM is 15 digits. The number
of configured prefix digits used to modify the SCCP called party address is decided such that
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15.

16.

the modified SCCP called party address after adding the prefix to the SCCP called party address
is not more than 20 digits. For example, if the configured Prefix SCCP CdPA of SRISM is of
10 digits and received SCCP called party address is of 12 digits then only first 8 digits of the
configured prefix value will only be used to modify the SCCP called party address.

If you want to replace the message's SCCP called party address (CdPA) with a different global title
(GT) during the SendRoutingInfoForSM operation, enter the GT in the Replace SCCP CdPA of
SRISM box.

The Replace SCCP CdPA of SRISM also supports special character 'Z'. This special character is
replaced with the 3-digits Country Code of the Recipient MSISDN. After the replacement of 'Z/,
the configured address will be used as E164 address.

¢ If Country code consists of 1 digit, then 2 zeros are prepended to it.
e If Country code consists of 2 digits, then 1 zero is prepended to it.
* If Country code consists of 3 digits, then it is replaced directly.

For example:

¢ If Replace SCCP CdPA of SRISM is set as 999997

o Iftherecipientis+1 2345 678 9012 (USA number), the CDPA of SRI SM will be 99999001
* If the recipientis +86 13916316470 (China number), the CDPA of SRI SM will be 99999086
* Iftherecipientis +389 73420405 (Macedonia number), the CDPA of SRISM will be 99999389
¢ Multiple special character 'Z' can be configured in address.

¢ If the country is not known, then country code will not be appended.

Below are a couple SRI-SM scenarios where Replace SCCP CdPA of SRISM will be applicable:

* Applicable for early SRI-SM scenarios
e Applicable for regular SRI-SM scenarios

Below are a couple SRI-SM scenarios where Replace SCCP CdPA of SRISM will NOT be applicable:

e NOT applicable for AO early SRI-SM scenarios
* NOT applicable for SRI-SM for originators

In case of MT-MT scenarios, the Recipient's country and scramble IMSI range must belong to the
domestic country (i.e. RTR's own country), otherwise the behavior of the special character 'Z'
replacement will be changed. In this case special character 'Z' will be replaced with the 3-digits
Country Code of the scrambled IMSI instead of the recipient MSISDN.

Note: The replace functionality is mutually exclusive with the strip and prefix functionalities. The
strip and prefix functionalities can be used together, but neither should be used with the replace
functionality.

If you want to modify the message’s SCCP called party address (CDPA) during
ReportSMDeliveryStatus operation with the modifiers that were applied during the
SendRoutingInfoForSM operation, set the Apply SCCP CdPA Modifier for Report SM operation
parameter.

Note: This field can be enabled in the MGR GUI when at least one of the following fields contains
a valid value:

e Strip SCCP CdPA of SRISM
* Prefix SCCP CdPA of SRISM
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* Replace SCCP CdPA of SRISM

If this field is configured with the special character 'Z', then the special character is replaced
with the 3-digits Country Code of the Recipient MSISDN. For more detail refer to the previous
step.

17. Click Save.
The MGR creates the modifier and closes the tab.

18. Activate the modifier.
Note:

1. The MTO modifier is not applied to intercepted MT traffic (unsolicited TCAP CONTINUE
messages) from non-trusted external SMSC. One such scenario for intercepted MT traffic from
non-trusted SMSC is when the recipient of the intercepted MT traffic belongs to a different
operator. In such scenario the RTR will forward the message to MCS/SGSN without any
modification.

The originating external SMSC of an inbound MT message is categorized as trusted if the SMSC
address at the SCCP layer (and at the MAP layer, if present) matches the list of trusted SMSCs
in the semi-static configuration attribute f i r ewal | t r ust edsmscl i st.

2. The MT modifiers are not applied on the message's SCCP called party address (CdPA) during
early SRISM operation triggered for incoming AO message. But if the parameter Apply SCCP
CdPA Modifier for Report SM operation is set, then message's SCCP called party address
(CDPA) during ReportSMDeliveryStatus operation will be modified as per the applied MTO
modifier configuration.

3. In case early SRISM operation is enabled for incoming AO message, then, on activating a MTO
modifier with the configuration to modify the CdPA address of the SRISM request, the RTR
will log a warning message in the syslog. The same will be true if early SRISM is enabled for
the incoming AO message when at least one active MTO modifier rule exists on the RTR with
the configuration to modify the CdPA address of the SRISM request.

4. If Japanese MNP is enabled on the RTR, the MTO modifiers are applied on outgoing SRISM
request. In case, early SRISM operation is also enabled for incoming MO message then RTR will
apply MTO modifier on the early SRISM request as well.

5. If Japanese MNP is enabled on the RTR, the MTO modifiers are applied on the message's SCCP
called party address (CdPA) when the message delivery is triggered through AMS.

6. If Japanese MNP is enabled on the RTR, the CdPA for ReportSMDeliveryStatus operation will
be modified based on the configured MTO modifier as per below:

¢ If MTO modifier's field "Apply SCCP CdPA Modifier for Report SM operation" is checked
and Recipient country belongs to international, the MTO modifiers will be applied on the
SCCP called party address (CdPA) of Report SM Delivery Status Message.

CdPA for Report SM Delivery Status will be prepared as below:

* CdPA GT address = <MTO modifier provisioned SCCP CdPA>;

* Subsystem Number = 6;

e Nature of Address Indicator = 0x04;

e TT =<Fallback SRI-SM TT retrieved from Network Table entry, default 0x0 if not found>;
¢ (CgPA GT address = <RTR's own GT>;

* Subsystem Number = §;

¢ Nature of Address Indicator = 0x04;
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e If MTO modifier's field "Apply SCCP CdPA Modifier for Report SM operation" is checked
and Recipient country belongs to national (i.e. own country), the MTO modifiers will not be
applied on the SCCP called party address (CAPA) for Report SM Delivery Status Message.

CdPA for Report SM Delivery Status will be prepared as below:

¢ CdPA GT address = <MNP Prefix retrieved from Network Table entry><MSIN>;

* Subsystem Number = 6;

e Nature of Address Indicator = 0x03;

* TT = <Fallback SRI-SM TT retrieved from Network Table entry, default 0x0 if not found>;
* CgPA GT address = <RTR's own GT>;

* Subsystem Number = §;

¢ Nature of Address Indicator = 0x04;

The message's SCCP called party address (CDPA) during ReportSMDeliveryStatus operation
is described in section Japanese MNP Processing While Sending a Report SM Delivery Status.

7. If multiple routing rules are configured with different modifiers and on conditions other than
the recipient, then on receiving multiple messages for the same recipient, only some of the
SRISM requests will be triggered by the RTR based on the MTQ functionality. Since different
rules are configured with different modifiers, it is possible that the messages' SCCP called party
address(CdPA) during SRISM operation is different from messages' SCCP called party
address(CdPA) during the ReportSMDeliveryStatus operation.

6.6 Creating AO Modifiers

To create an application-originating (AO) modifier:
1. In the left navigation bar, select Routing [0 Modifiers 0 AO.
The AO Modifiers tab appears.

2. Click Add New.
A new AO Modifiers tab appears.

3. Enter a unique name for the modifier in the Name box (up to 31 characters).

4. Optionally enter a description of the modifier in the Description box.

5. If you want to modify the message’s validity period, enter a value in the Validity Period box:
¢ -1—Do not modify (default)

* (0—Remove the validity period field (if present)
* Any other value (up to 16,000,000)—Number of seconds in the future

Note: The AMS treatment of the Validity Period takes precedence for messages that pass through
the AMS in the course of their routing. Specifically, the AMS will reset a zero, missing, or too-large
Validity Period to the default value specified in the AMS configuration.

6. If you want to modify the delivery delay, enter a value in the Delivery Delay box:

¢ -1—Do not modify (default)
¢ 0—Remove the delivery delay field (if present)
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* Any other value—Number of seconds in the future
This value affects the:

e deferred-delivery-tine field for UCP
e schedul e-del i very-time field for SMPP
e first-delivery-tine field for CIMD

Note: AO-MT messages that have a delivery delay that is a positive value are normally dropped.
Set this property to 0 to remove the field and allow these messages to be routed rather than dropped.

7. If you want to modify the r epl ace-i f - pr esent bit for SMPP messages, enter a value between
-1 and 1 in the Replace If Present box.

A value of -1 means that the bit should not be modified (this is the default).

8. If you want to modify the delivery notification request bit, enter a value between -1 and 1 in the
Delivery Notification box.

A value of -1 means that the bit should not be modified (this is the default).

9. If you want to modify the non-delivery notification request bit, enter a value between -1 and 1 in
the Non Delivery Notification box.

A value of -1 means that the bit should not be modified (this is the default).

10. If you want to modify the buffered notification request bit, enter a value between -1 and 1 in the
Buffered Notification box.

A value of -1 means that the bit should not be modified (this is the default).

The delivery notification request bit, non-delivery notification request bit, and buffered notification
request bit modifiers are similar to the semi-static configuration attributes
overridedeliverynotificationrequestforaoaonessages,

overridenondel i verynoti ficationrequestforaoaonessages, and
overridebufferednotificationrequestforaoaomessages, respectively. For eachbit, you
may set the parameter to a non-default value in the MGR or in the semi-static configuration file,
but not in both. Changing both items to a non-default value will result in unexpected behaviour.
For example, if Del i very Notificationissettol,

overridedel i verynotificationrequestforaoaonessages mustbe set to -1 (its default).

11. If you want to modify the notification address for UCP messages, enter a value in the Notification
Address box (up to 38 characters in length).

If the specified value is IGNORE (default), the RTR will not modify the notification address. If no
value is specified, the RTR will remove the notification address field.

12. If you want to modify the protocol ID, enter a value between -1 and 255 in the Protocol Id box.
A value of -1 means that the protocol ID should not be modified (this is the default).

13. If you want to modify the notification protocol ID for UCP messages, select a value from the
Notification Protocol Id list:

* No change (default)
e None

e Mobile station

¢ Fax group 3

e X400

¢ Menu over PSTN
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e PC application over PSTN

* PC application over X25

¢ PC application over ISDN

¢ PC application over TCP/IP

14. If you want to modify the priority flag, select a value from the Priority list:

15.

16.

17.

¢ No change (default)

¢ Background

e Bulk

e Low

e Normal

¢ Interactive

e Medium

¢ Urgent

e High

¢ Emergency

Note: UCP messages have Boolean priority values representing priority and non-priority delivery.
These values correspond to modifier settings Emergency and Normal, respectively. Using other

modifier settings on UCP messages may cause inconsistent priority values to appear in CDRs and
log files.

If you want to modify the message’s single-shot indicator bit, enter a value between -1 and 1 in in
the Single Shot Indicator box:

This field affects the single-shot indicator bit in the FCDR’s ASER field in submit and deliver CDRs.
A value of -1 means that the bit should not be modified (this is the default).

Click Save.
The MGR creates the AO modifier and closes the tab.

Activate the modifier.

Note: You can change the properties of an active AO modifier; deactivating it is not required.

6.7 Creating AT Modifiers

Application-terminating (AT) modifiers can be used with incoming AT routing (ATIR) rules.

To create an AT modifier:

1.

In the left navigation bar, select Routing [ Modifiers 0 AT.
The AT Modifiers tab appears.

Click Add New.
A new AT Modifiers tab appears.

Enter a unique name for the modifier in the Name box (up to 31 characters).

. Optionally enter a description of the modifier in the Description box.

If you want to modify the priority flag, select a value from the Priority list:
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7.

No change (default)
Background

Bulk

Low

Normal

Interactive
Medium

Urgent

High

Emergency

Click Save.
The MGR creates the AT modifier and closes the tab.

Activate the modifier.

Modifiers

Note: You can change the properties of an active AT modifier; deactivating it is not required.

6.8 Priority Values for AO and AT Modifiers

The values that are available for the AO and AT message priority modifiers correspond to:

Priority

SMPP

ucCrp

CIMD

Background

Bulk

Low

Normal

Interactive

Medium

Urgent

High

Emergency

R W R~ O] Of &

=Y Y Y Y =1 =1 =1 =]

RN Q) ] O]l O] O] ] ©
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7.1 Introduction

A routing number (RN) is a hexadecimal address prefix of up to eight digits (0-9 and a-f; only lowercase
characters are supported). If RN functionality is enabled, the RTR attempts to match a received address
against a set of known RNs. The RTR supports RN matching for:

* The recipient MSISDN in MO messages
* The recipient IMSI in SendRoutingInfoForSm (SRI-SM) responses

RN matching functionality can be enabled or disabled independently for each type.

When the RTR detects an RN, it removes the matching digits from the beginning of the MSISDN or
IMSL

7.2 Routing Number Groups
Routing numbers (RNs) are organized in RN groups, which you create in the MGR (under Routing
O Routing Numbers [1 RN Groups).
An RN matches an RN group if:

¢ The prefix matches, and
* The TON and NPI values match, if they are specified in the RN group configuration

By default, the TON and NPI are not specified. When the RTR detects an RN, it removes the matching
digits from the beginning of the MSISDN or IMSL

MO and AO routing rules can contain a recipient RN group condition, which enables routing based
on the matched RN. If an address does not match any group, it can be assigned to a default RN group.
MO and AO rules can use this default group in the recipient RN group condition (although the
condition will effectively only contain addresses without RNs). You can configure different default
groups for recipient MSISDNs and IMSIs.

The RTR provides total and per-address counters for individual RN or RN group matches. You can
retrieve these counters via SNMP for monitoring purposes.

7.3 Recipient Routing Number Billing

Matched RN are stored in MO and AO log records and can be included in the proprietary
Reci pi ent Rout i ngNunber field in LogicaCMG billing records. This field can be enabled in the
Manager if the FCDR file format has been selected.

Up to 100 RN groups can be defined in the RTR, with up to 100 RNs in each group.
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7.4 Including Recipient IMSI in AO Rules

To use routing numbers when routing AO messages, set the Early SRI-SM for AO/SM parameter in
the MGR GUI (Routing [ Properties). This instructs the RTR to perform an HLR query to retrieve
the recipient IMSI before evaluating the AO rules.

If the HLR query for the IMSI results in a permanent error, the RTR will ignore the error and will not
return a NACK for the AO message.

Retrieving IMSI for a Subset of Recipients

This functionality may only be required for a subset of recipients. In the MGR, you can define a list
of recipient numbers for which the RTR should send an HLR query. Then, use the Early SRI-SM for
AO/SM Whitelist parameter in the MGR GUI (Routing 0 Properties) to refer to the list.

Note: If the RTR cannot find the list that is specified in the configuration file, it will send HLR queries
for all numbers. Therefore, it is important that the list is not removed from the MGR. The MGR does
not read the configuration file and therefore does not provide a warning if you attempt to remove the
list. It is recommended to include a reminder in the list name (for example,

AOMi t eLi st _DO NOT_REMOVE).
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8.1 Introduction

Address conversion applies to all inbound messages (MO, MT, AO, AT). Address conversion affects
the addresses in the CDR if the chosen format in the billing profile is not "transparent".

8.2 Number Normalization

The normalized form of an MSISDN is equal to a internationally significant number, in other words,
starting with the country code.

When no GSM address conversion rules are defined, the RTR uses a scheme for number normalization
that is based on the TON, NPI, the number of digits, and any national or international prefix digits.

The rule processor bases its actions on normalized numbers. This does not imply that the RTR modifies
numbers, the pre-normalized value will still be used within outgoing messages.

The primary addresses used in rule matching are the:

* Recipient address

* Originator address

e SMSC (MAP level) address
e MSC address.

Because the rule processor matches against the normalized numbers, it is important to understand
the normalization algorithm.

8.2.1 Normalization Algorithm

The normalization algorithm employs the global parameter max| engt hf or shor t nunber . This value
is configurable between 3 and 6 (default is 5).

For the normalization algorithm to work the following parameters must be correctly configured:

e national prefix (defaultis 0)
e international prefix (default is 00)
e countrycode

| F TON = Al phanuneric THEN
(Nurmber is al phanuneric.)
DONE
ELSE | F no conversion rules are present THEN
| F nunmber of digits <= maxl engt hf orshortnunmber THEN
(Nurmber is a short nunber.)
DONE
ELSE IF NPl is | SDN Tel ephony AND TON is national or unknown THEN
| F nunmber starts with international prefix THEN
Strip international prefix.
(Nunmber is an Ms|I SDN.)
DONE
ELSE | F nunber starts with national prefix THEN
Strip national prefix.
Add country code.
(Number is an MSI SDN.)

Release 17.4 Revision A, February 2019 115



RTR Operator Manual Address Conversions

DONE
ELSE
Add country code.
(Number is an MSI SDN.)
DONE
END | F
ELSE
(Nunmber is an MSI SDN.)
DONE
END | F
ELSE | F mat chi ng conversion rule can be found THEN
Per f orm Advanced Number Normal i zati on.
DONE
ELSE | F nunber of digits <= nmaxl engt hf orshortnunber THEN
(Number is a short nunber.)
DONE
ELSE
(Nunmber is an MsI SDN.)
DONE
END | F

An error is generated if the normalization results in a number longer than 38 digits.

8.2.2 Originator Short Number Address

In an AO message, an originator short number address with TON=6 (abbr evi at ed) and NPI=1
(i sdnTel ephony) will be converted to have TON=0 (unknown) and NPI=1 (i sdnTel ephony).

8.3 Advanced Number Normalization

Advanced number normalization can be applied by using GSM address conversion rules. These GSM
address conversion rules can be provisioned using the MGR.

The addresses that result from a conversion are used by the rule processor to match conditions in any
kind of rules, including external condition rules. Furthermore, the addresses are used when the RTR
requires a conversion to international format for a specific purpose (for example, doing an HLR query
or an HLR update).

For AT messages, the converted originator address is used if the at or i gi nat or f or mat parameter
issettonati onal orinternational and the converted recipient address is used if the
atreci pi ent f or mat parameter is set to nati onal ori nternati onal .

The converted addresses are used in some but not all billing formats.

8.3.1 GSM Address Conversion Rules

The GSM address conversion rules have the ability to recognize and insert area codes into MSISDNSs.
These area codes pertain to the operator's own/home country (as identified by the globally configured
count r ycode). These area codes are not intended for use in combination with different countries.

To be able to recognize the home country area codes, they must be specified as follows:

¢ For countries with fixed-length area codes, use the parameter Fixed Area Code Length, accessible
via Routing [0 Address Conversion [ Properties in the MGR, to set the fixed area code length
(valid values are 0-6, default is 0).
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* For countries with variable-length area codes, specify the area codes in the area code table in the
MGR via Routing [ Address Conversion LI Area Codes. The area codes can be 1 up to 6 digits.

Note: Either a fixed-length area code or variable-length area codes can be provisioned. It is not possible

to provision both.

GSM address conversion rules are specified in the MGR via Routing [ Address Conversion [J
Conversion Rules. A maximum of 1000 GSM address conversion rules configuration is supported.
Each address conversion rule consists of the following parameters:

Parameter

Description

Description

A unique description for this conversion rule.

Input TON

The value for Type of Number (TON) that should match the TON of an
address-to-be-converted in order for the GSM address conversion rule to
apply.

Possible values are:

¢ any (wildcard)

¢ unknown (default value)
¢ international

e national

¢ networkActual

e subscriber

e abbreviated

All other values are reserved.

For details (standard values) refer to 3GPP TS 23.040.

Input NPI

The value for Numbering Plan Identification (NPI) that should match the
NPI of an address-to-be-converted in order for the GSM address conversion
rule to apply.

Possible values are:

* any (wildcard)

e unknown (default value)
¢ isdnTelephony

e data

e telex

e national

® private

® ermes

All other values are reserved.

For details (standard values) refer to 3GPP TS 23.040.

Input Address Prefix

Specifies the input pattern for the prefixing digits of the GSM address. The
pattern is a string (up to 38 characters) and may contain only digits and,
optionally, one or more Nwild card character(s) and/or one A wild card
character, where:
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Parameter Description

* Amatches the longest area code defined in the area code list provisioned
in Routing [0 Address Conversion [ Area Codes.

Note: The longest area code match takes priority for multiple applicable
matches.

* Nmatches a single digit.

Input Minimum Minimum value for length (0 up to 38) of an address-to-be-converted in
Address Length order for the GSM address conversion rule to apply.
Input Maximum Maximum value for length (0 up to 38) of an address-to-be-converted in
Address Length order for the GSM address conversion rule to apply.

Output Address Prefix | Specifies the GSM address output pattern. This field specifies the output
replacement pattern (up to 38 characters) for the prefixing digits of the GSM
address. The pattern may contain only digits and, optionally, one or more
N character(s) and, optionally, one A and/or @character, where:

* Aisreplaced by the area code matched by the respective Ain the input
pattern Input Address Prefix.

* Nisreplaced by the digit matched by the respective Nin the input pattern
Input Address Prefix.

* @is replaced by the area code for local number support.

Output Type Specifies how an address is classified. Possible values are:

* det erm nedByLengt h (default), implies that the address type is
determined based on the address length. If the length exceeds the
threshold that has been configured for the max| engt hf or shor t nunber
parameter in the common configuration file, the rule processor will treat
the address as an MSISDN. Otherwise, it will be treated as a short
number.

* msi sdn, indicates that the rule processor should treat the address as an
MSISDN

¢ short Nunber, indicates that the rule processor should treat the address
as a short number.

Note: Address conversion rules may not overlap each other within the conversion "space". Meaning,
a particular Input TON, Input NPI, and Input Address Prefix combination may only be covered by
one conversion rule. Trying to activate a second conversion rule that exactly matches another active

rule's Input TON, Input NPI, and Input Address Prefix, will result in an error. However, two rules
with the same input TON, NP, and Prefix are allowed, provided that their input address length ranges
do not overlap.

Refer to the MGR Operator Manual for more details.

When none of the configured GSM Address Conversion rule matches for a message, RTR treats the
number as normalized without any further processing. This implies RTR will not strip any prefix or
add any prefix to the received number and treat it as normalized MSISDN or short number (as per
the normalization algorithm described in section Normalization Algorithm).
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8.3.2 Default GSM Address Conversion

This section describes the RTR's default GSM address conversion rules. These rules are used if you
do not create any address conversion rules. If you create at least one address conversion rule, the
default rules are disabled.

Input TON |Input NPI |Input Input Input Output Output
Address Minimum |Maximum |Address Type
Prefix Address Address Prefix
Length Length
national isdntelephony | [national 7 15 [local msisdn
prefix] country
code]
unknown isdntelephony | [national 7 15 [local msisdn
prefix] country
code]
national isdntelephony [ [international | 7 15 (blank) msisdn
prefix]
unknown isdntelephony | [international | 7 15 (blank) msisdn
prefix]
national isdntelephony | (blank) 7 13 [local msisdn
country
code]
unknown isdntelephony | (blank) 7 13 [local msisdn
country
code]

Note: If you create address conversion rules, ensure that you set the length conditions to match the
address lengths that you expect to see in actual traffic.

8.3.3 GSM Address Conversion Examples

This section provides some address prefix conversion examples using wildcard characters.

Example 1
Sample values:

¢ Input Address Prefix = 12A34
* Output Address Prefix = 567A8

If the area code table contains two area codes, 09 and 111, then the following example
numbers will be transformed as follows:

e 12093477777 into 56709877777
e 121113499999 into 567111899999
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Example 2
Sample values:

¢ Input Address Prefix = 12N34
* Output Address Prefix = 567N8

The following example numbers will be transformed as follows:

e 1293477777 into 5679877777
¢ 1253499999 into 5675899999

Example 3
Sample values:

* Input Address Prefix = 12AN34
* Output Address Prefix = 9AON

The following example numbers will be transformed as follows, provided that 87
appears in the area code list:

e 1287634 into 98706

8.3.4 Local Number Support for MO-MT

The GSM address conversion rules are also used for local number support, where the area code can
be skipped when submitting an MO-MT message within the same area.

For local number support, the Output Address Prefix parameter in the conversion rule can contain
an at sign (@, which will be replaced with the area code as present in the originator of the message.

Local Number Support for MO-MT Example

This example illustrates a fixed-length area code configuration when the originator
address is 551234567890 and the recipient address is 99887766:

* Country code = 55 (specified by count r ycode in the common configuration
file)

¢ Fixed Area Code Length =2

¢ Input TON = unknown

¢ Input NPI = ISDN Telephony

* Input Address Prefix ="'

¢ Input Minimum Address Length = 8

¢ Input Maximum Address Length =8

* Output Address Prefix = 55@

The fact that Input Address Prefix is not set to a value indicates that the value of
the digits received for the destination can be anything, as long as the address consists
of exactly eight digits.

To determine the area code to use in the destination address, the country code (55)
is removed from the originator address, resulting in the area code of 12. The address
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conversion rule then prefixes the destination address with 55 and the area code of
the sender (represented by @). Because the area code is 12, the resulting recipient
address is 551299887766.

Note: When the Intermediate Cache (Icache) is in use, the recipient address used when a message
state is stored in the Icache must match the recipient address used when a message state is looked up
in the Icache. Therefore, if your configuration requires local number support for MO messages, the
inside-only application must be configured with an address format of "international"” for both the
originator and the recipient address. Otherwise, the recipient addresses will not match as is required
for the Icache.

8.3.5 GSM Address Conversion Rules for Originator Address

The GSM address conversion rules are also used for Originator address translation. The translated
address is used in:

* CDRs (if Originator format is International in FCDR billing profile)

* Rules Evaluation

¢ Diameter Charging Request/ECI Requests (if Originator format is International in ECI Application)
¢ IN Server Charging

¢ Originator address sent in MTFSM/Deliver SM is not impacted. Translated address is not used in
outgoing messages.

The RTR converts 6-digit source address to 4-digits address for CAMEL Charging, Diameter Charging
and FCDR. However, in outgoing MTFSM/Delivery SM the original 6-digit short code will be sent.

GSM address conversion rule for AO-ST-MT Example with IN Server charging

This example illustrates the originator address conversion for AO-ST-MT case with
IN server as charging with the originator address as 446677 (source address in
Submit SM request message):

¢ Input TON = Any

¢ Input NPI = Any

¢ Input Address Prefix = 4466NN

¢ Input Minimum Address Length =6
¢ Input Maximum Address Length = 6
* Output Address Prefix = 4466

* Output Type = Short Number

These GSM AC rules convert the originator address value from 446677 to 4466 in
the ECI request, IDP Request (to IN server). For MT-FSM request, 446677 will be
used.

The following diagram explains the above example in case of CAMEL as IN server charging:
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Figure 20: Flow Diagram where an IN server is used for charging

GSM address conversion rule for AO-ST-MT Example with Diameter server as
charging

This example illustrates the originator address conversion for AO-ST-MT case with
diameter server as charging with the originator address as 446677 (source address
in Submit SM request message):

¢ Input TON = Any

¢ Input NPI = Any

* Input Address Prefix = 4466NN

¢ Input Minimum Address Length =6
¢ Input Maximum Address Length =6
* Output Address Prefix = 4466

¢ Output Type = Short Number

These GSM AC rules convert the originator address value from 446677 to 4466 in
the ECI request, Diameter Messages. For MT-FSM request, 446677 will be used.

The following diagram explains the above example in case of diameter server used for charging:
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Figure 21: Flow Diagram where a Diameter server is used for charging

Note:

The semi-static parameter rtrusetransaddrforabbreviatednumberforfcdr will allow the use of translated
address in case of Abbreviated numbers in FCDR. The default value is false for this parameter.

If set to true, the RTR will use the translated address for an abbreviated originating number. The
impacted FCDR fields are origAddress and origAddressGSM and they will contain the translated
address (GSM AC rule applied).

The FCDR fields untranslOrigAddress and untranslOrigAddressGSM will contain the untranslated
addresses.

For Notification FCDR, orglOrigAddress and orglOrigAddressGSM will contain the translated value
(GSM AC rule applied).

This parameter does not affect other values of Originator TON (besides abbreviated) and will display
the translated address in the FCDR as long as the Originator format is set to international in the FCDR
billing profile.

8.4 Numbering Plan Change Support

The RTR supports numbering plan changes by allowing the normalized address (the output of the
number normalization process described in the previous chapters) to be modified according to some
numbering plan change. When in use, the output of the numbering plan change processing logic
replaces the output of the number normalization process for all subsequent message processing and
storage within the RTR SPF.

The numbering plan change feature allows changing the prefix of normalized addresses, which (prior
to the numbering plan change processing) match against a provisioned set of address prefixes. The
feature first selects which normalized addresses should be changed, and then changes them by replacing
the first N digits with a configurable new prefix.
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The behavior of the numbering plan change processing is provisioned through the semi-static common
configuration file. Selection of the to-be-modified addresses is done based on the planchangeprefix
entities, and the address modification is controlled by the planchangeaction entities. Typically, multiple
prefix entities refer to one action entity. The prefix entity with the longest matching prefix will determine
the action to be applied. The action entity may impose additional conditions on the normalized address
in order to apply the prefix replacement, such as a maximum and/or minimum length. However, if
these conditions are not met, no other action will be attempted to be applied, and the normalized
address is left unchanged.

Up to 10000 prefixes and up to 100 actions can be provisioned. Refer to Configuration for more
information on syntax and semantics of these two entities.

For troubleshooting, both the prefix and the action MIB tables contain a counter indicating how often

a prefix matched or an action was applied:

t p_wal k nunberi ngPl anChangePr ef i xTabl e
t p_wal k nunberi ngPl anChangeActi onTabl e
Example

The following example shows an excerpt of the common configuration file, which has the effect that
all normalized addresses that start with "3161" will have the "316" prefix replaced by "3151", except
for numbers that start with "31616". The example also shows that numbering plan change processing
can change the length of a normalized address.

<pl anchangeacti on nane="xyz" strip="3" prefix="3151" ninlength="11" />
<pl anchangeprefix digits="3161" action="xyz" />
<pl anchangeprefix digits="31616" />

If the normalized address, input to the numbering plan change processing, is "31612345678", then the
first of the two provisioned prefixes will match, the "xyz" action is selected, and the first three digits
("316") will be replaced by "3151", producing a changed address of "315112345678".

If the normalized address is "31616987654", then the second of the two provisioned prefixes will match,
no action is selected, and the number remains unchanged.

If the normalized address is "31625556666", no prefix matches and the number remains unchanged.

If the normalized address is "3161234567", the first of the two provisioned prefixes will match and the
"xyz" action is selected, but since the length of the normalized address is only 10 digits, which is less
than the required minimum length of 11 digits, no prefix replacement takes place and the number
remains unchanged.

8.5 Outgoing Address Conversion

The Outgoing Address Conversion functionality is supported by multiple sets of Outgoing Address
Conversion Rules. Like the GSM address conversion rules, the sets of outgoing address conversion
rules also can be provisioned from the MGR GUI; however, these rules can be applied only on various
address fields of outbound MT or AT messages. Also, unlike the GSM address conversion rules no
default set of outgoing address conversion rules is supported.

The outgoing address conversion rule set can be selected for each MT or AT routing rule. Refer to MT
Outgoing Address Conversion or AT Outgoing Address Conversion for more details.
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The outgoing address conversion functionality can perform various customized manipulation of the
digit string in an outgoing Originator address field. For example, these rules can be used to insert a
Carrier Specific Prefix (CSP) in the outgoing Originator address such that the CSP is placed immediately
after an initial long-distance prefix or international prefix of the address string.

8.5.1 Outgoing Address Conversion Rule Sets

Outgoing Address Conversion rule sets are specified in the MGR via Routing [ Address Conversion
O Out. Rule Sets with the following parameter:

Parameter

Description

Name

Outgoing address conversion rule set name

A maximum of 500 Outgoing Address Conversion Rule set configuration is supported.

8.5.1.1 Outgoing Address Conversion Rules

To create an outgoing address conversion rule select the rule set and click Add New. A maximum of
1000 Outgoing Address Conversion Rule configuration is supported. Each outgoing address conversion
rule consists of the following parameters:

Parameter

Description

Name

Outgoing address conversion rule name (optional)

Input TON

The value for Type of Number (TON) that should match the TON of an
address-to-be-converted in order for the Outgoing address conversion rule to

apply.

Possible values are:

any (wildcard)

¢ unknown (default value)
¢ international

¢ national

¢ networkActual

e subscriber

e abbreviated

All other values are reserved.

For details (standard values) refer to 3GPP TS 23.040.

Input NPI

The value for Numbering Plan Identification (NPI) that should match the NPI
of an address-to-be-converted in order for the Outgoing address conversion rule

to apply.
Possible values are:

any (wildcard)
unknown (default value)
isdnTelephony

data
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Parameter

Description

e telex

e national
® private
* ermes

All other values are reserved.

For details (standard values) refer to 3GPP TS 23.040.

Input Address
Prefix

Specifies the input pattern for the prefixing digits of the Outgoing GSM address.
The pattern is a string (up to 38 characters) and may contain only digits and,
optionally, one or more Nwild card character(s) and/or one A wild character,
where:

¢ Amatches the longest area code defined in the area code list provisioned in
Routing 0 Address Conversion [1 Area Codes.

Note: The longest area code match takes priority for multiple applicable
matches.

* Nmatches a single digit.

Input Minimum
Address Length

Minimum value for length (0 up to 38) of an address-to-be-converted in order
for the Outgoing address conversion rule to apply.

Input Maximum
Address Length

Maximum value for length (0 up to 38) of an address-to-be-converted in order
for the Outgoing address conversion rule to apply.

Output TON

May specify an exact Type of Number (TON) value to be used in the output
address.

Possible values are:

e default

e unknown

¢ international

e national

¢ networkActual
e subscriber

¢ abbreviated

All other values are reserved.

For details (standard values) refer to 3GPP TS 23.040.

Output NPI

May specify an exact NPI value to be used in the output address.
Possible values are:

e default

e unknown

¢ isdnTelephony
e data

Release 17.4 Revision A, February 2019 126



RTR Operator Manual

Address Conversions

Parameter

Description

e telex

e national
® private
* ermes

All other values are reserved.

For details (standard values) refer to 3GPP TS 23.040.

Output Address
Prefix

Specifies the GSM address output pattern. This field specifies the output
replacement pattern (up to 38 characters) for the prefixing digits of the Outgoing
GSM address. The pattern may contain only digits and, optionally, one or more
Ncharacter(s) and, optionally, one Aand/or @character and/or one Ccharacter,
where:

¢ Aisreplaced by the area code matched by the respective Ain the input pattern
Input Address Prefix.

* Nis replaced by the digit matched by the respective Nin the input pattern
Input Address Prefix.

* @ is replaced by the area code for local number support.
¢ Cisreplaced by the Carrier Specific Prefix of the operator.

Output Address

Specifies the exact output address with a maximum of 38 digits or 11
alphanumeric characters.

Note: It is not possible to specify both an output address prefix and an exact
output address.

Notes:

* Qutgoing address conversion rules may not overlap each other within the "conversion space".
Meaning, a particular Input TON, Input NPI, and Input Address Prefix combination may only

be covered by one outgoing conversion rule. Trying to activate a second outgoing conversion rule
that exactly matches another active rule's Input TON, Input NP1, and Input Address Prefix, will
result in an error.

However, two outgoing rules with the same input TON, NP1, and Prefix are allowed, provided
that their input address length ranges do not overlap.

In case both output TON and output NPI are set to def aul t for MT originator address the RTR
will follow some older conversion semantics in order to avoid a possible upgrade issue. Refer to
MT Outgoing Address Conversion for more details.

As specified in MT Outgoing Address Conversion, Outgoing address conversion is not applied in
case of delivery to IMS domain (SIP-MT).

® Some other limitations for MT messages are described in MT Outgoing Address Conversion.

Refer to the MGR Operator Manual for more details.

8.5.2 Outgoing Address Conversion Examples

This section provides some outgoing address conversion examples.
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1. CSP insertion when recipient subscriber is in home network and Originator address is own

country number.

If for an operator say, its MSC address starts with 3161 and IMSI range is of the form 26202*

e The MTOR rule should be provisioned with appropriate Terminating MSC Address and Recipient
IMSI conditions and the 'Outgoing Address Conversion' option should be selected as 'Originator'.

following: <long-distance dialing prefix> (e.g. '0")<CSP>.

Example 1
Sample values:

* Input Address Prefix = 31
¢ Output Address Prefix = 0C

e 31617778888 into 041617778888

If the CSP is configured as "41", the numbers will be transformed as follows:

'Outgoing Address conversion' rules should be provisioned to strip the country code and add the

2. CSP insertion when recipient subscriber is in home network and Originator address is another

country number.

If for an operator say, its MSC address starts with 3161 and IMSI range is of the form 26202%,

¢ The MTOR rule should be provisioned with appropriate Terminating MSC Address (i.e. not equal
to 3161%) and Recipient IMSI conditions and the 'Outgoing Address Conversion' option should be

selected as 'Originator'.

* 'Outgoing Address conversion' rules should be provisioned to add the following: <international

dialing prefix> (e.g. '00")<CSP>.

Example 2

Sample values:

¢ Input Address Prefix ="'
¢ Output Address Prefix = 00C

e 49617778888 into 004149617778888

If the CSP is configured as "41", the numbers will be transformed as follows:

8.6 Address Format Configuration

8.6.1 AT Address Format Conversion

To convert address formats in application-terminated (AT) messages, you can configure the following

attributes in the semi-static configuration file, depending on the
useaddressfornatti ngforatnotifications attribute:
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e atoriginatorformat (originator address)
e atrecipientformat (recipient address)

e atnscformat (MSC address)

e atsnscformt (SMSC address)

Each attribute can be set to:

* transparent (default)
e national
¢ international

Each attribute can be overridden per application in the MGR.

8.6.2 ECI Address Format Conversion

To convert address formats in external condition interface (ECI) messages, you can configure the
following attributes in the semi-static configuration file:

e ecioriginatorformat (originator address)
e ecirecipientformt (recipient address)

e eci nmscfornmat (MSC address)

e ecisnscformat (SMSC address)

Each attribute can be set to:

* transparent (default)
¢ national
¢ international

Each attribute can be overridden per EC application in the MGR.

8.6.3 National Originator Address Format for FDA

For first delivery attempts (FDAs), the originator address format can be configured to represent a
national originator address. The nt or i gi nat or f or mat f or donmest i ctraf fi c (only applies when
the recipient and the originator are in the same country) attribute in the semi-static configuration file
controls the format. The attribute can be set to:

e transparent (default)
¢ national
¢ international

For example, this functionality can cause the recipient to see an originator address as 017234567890
instead of +4917234567890.

Note: To forward the message to the SMSC if the FDA does not succeed, the originator address must
be in international format (+4917234567890).
8.6.4 Address Format Configuration in Billing Profile

The address format to be used in the billing records can be chosen in the billing profile. When the
address format is set to "national" or "international”, the billing record will contain the converted
address. In case "transparent” is chosen, the unformatted and unconverted address will appear in the
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billing records. For example, if someone submitted an SMS with "0612345678" as destination number,
the recipient address will appear as "0612345678" in the billing record.
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9.1 Introduction

Mobile-originating (MO) routing is the generic name for the processing of incoming MO messages.
To deliver MO messages to their destinations, the RTR works in conjunction with the HUB for routing
to applications and in conjunction with the AMS for routing that involves storage.

MO routing (MOR), external condition (MOX), and counting (MOC) rules operate on MO messages.
The following diagram illustrates the entities that are involved in MOR rules.

Originating
Application SMSC Network Country Entitios
FOArmers
S ——
———
List p 4 Modifier
I
—_ .
MT desiinations
Terminating
Application SMsSC Network Country Entities

Figure 22: MOR entities

The following diagram illustrates how the RTR handles the parameters that influence MO messages
are routed.
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Figure 23: MOR parameters

For an MO message, the message source is always a mobile station. The message destination is another
mobile station or an SMSC, an application, or the trash can (if the message is discarded). The mobile
number portability (MNP) check for originator performs an HLR query only if it is required.

An MO rule contains the following types of conditions:

Condition Type |Description Example

Message Message conditions can evaluate .
virtually any message field. You set * Rec1p1ent. = 31652463380
these conditions when defining the MO | * Data coding scheme =12

rule.

Channel Channel conditions evaluate the Throughput resulting from this rule to
properties of the route to the SMSC1 < 100 messages per second
destination.

Destination Destination conditions evaluate the

* Application 2200 is available

¢ Total throughput toward SMSC3 for
all rules < 750 messages per second

condition of the destination.

You can define up to:

e 500 MOR rules
e 500 MOX rules
e 500 MOC rules
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9.2 MO Routing Paths

This section discusses MO routing paths in detail.

9.2.1 MO-MO Routing

In the MO-MO routing path (also called route to SMSC), incoming MO traffic is routed toward an
SMSC. MO-MO routing provides the following features:

¢ Monitoring

* Message control based on message processing or redirection

* Mobile number portability (MNP) verification for originator (if enabled)
* Advanced load balancing using prioritized and weighted schemes

The following diagram depicts the MO-MO routing path:

&) [

SS7 ss7 SMSC

&/

Figure 24: MO-MO routing

An MO-MO routing rule can be applied as a primary routing rule or as a fall-through rule, depending
on the priority and conditions in MO routing.

The primary objective of message control is to protect the SMS infrastructure from overload, congestion,
and misuse. Throughput control, load balancing, and optimised MNP checks support this objective.

9.2.2 MO-MT Routing

In the MO-MT routing path incoming MO traffic is processed and delivered using optimized MT
delivery. MO-MT routing provides the following features:

* Route incoming MO traffic

¢ Directly delivery MT messages to mobile recipients
¢ Discard MO messages on failure

* Generate CDRs (if configured)

MO-MT routing can provide SMSC offloading and offers differentiated SMS service. MO-MT routing
can optionally be combined with a phase 1 status report that is returned to the originator if the first
delivery attempt (FDA) was unsuccessful and the message was discarded. Also, MO-MT routing can
be configured with direct MT delivery, called optimized MT routing (see Optimized MT Routing).

The following diagram depicts the MO-MT routing path:
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Figure 25: MO-MT routing
MO-MT routing flows as follows:

1. The sender sends a message, which arrives in the RTR (flow 1).

2. Immediately, the RTR performs a first delivery attempt (FDA) to the recipient, which in the above
diagram is a mobile phone (flow 2).

3. If the delivery attempt is successful, a billing record can optionally be generated (flow 3).

4. If the delivery attempt is not successful, the message is dropped and the originator can receive a
message not sent message, depending on the configuration.

9.2.3 MO-MT-MO Routing
MO-MT-MO routing can provide SMSC offloading and SMSC overload protection.
MO-MT-MO routing enables:

* Processing of incoming MO messages

* Performing an optimized MT delivery (Try-and-Forward MO)
* Routing MO messages toward an SMSC (if required)

* Generating CDRs (if configured)

The following diagram depicts the MO-MT-MO routing path:

SS57
MT

b
& v p T

557
CDR MO
SMSC format SMsC

Figure 26: MO-MT-MO routing
MO-MT-MO routing flows as follows:

1. The sender sends an SMS message, which arrives in the RTR (flow 1).
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2. Immediately, the RTR performs one delivery attempt to the recipient (flow 2), which in the above
diagram is a mobile phone.

3. If the delivery attempt succeeds, a billing record is optionally generated (flow 3).

4. If the delivery attempt does not succeed, the message is forwarded to the appropriate SMSC (flow
4) for further delivery.

Now, the SMSC will perform delivery retries of the message and generate a billing record when
the message is delivered.

MO-MT-MO routing's direct MT delivery functionality can use optimized MT routing, as described
in Optimized MT Routing.

When MO-MT routing is applied, the RTR only does a single attempt to deliver a message. If that
attempt fails, the message is immediately dropped and not stored.

9.2.4 MO-MT-AO Routing

The HUB, in conjunction with the RTR, can support MO-MT-AO routing (route to MS fallback to SMSC
Group as AO or route to MS fallback to SMSC Application as AO option in the Manager). In this routing
path, the SMS RTR executes the first delivery attempt (FDA).

If this delivery attempt fails, the HUB enables routing the message to the SMSC as an
application-originated (AO) message.

TCP/IP

SMSC format

Figure 27: MO-MT-AO routing

The sender sends an SMS message, which arrives in the RTR (flow 1). Immediately, the RTR performs
one delivery attempt to the recipient (flow 2), which in this example is a mobile phone. When this
delivery attempt is successful, optionally a billing record is generated (flow 3). If the attempt fails, the
HUB forwards the message as an AO message to the SMSC over TCP/IP (flow 4). Optionally, a billing
record can be generated when the message is delivered to the SMSC (flow 5).

9.2.5 MO-MT-AT Routing

The MO-MT-AT routing path (also called route to MS, fallback to application) enables:

* First delivery attempt (FDA) with AT fallback to an SMS application
* Direct delivery of MO messages to a mobile
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* Routing MO messages to an application upon failure
* Generating CDRs (if configured)

The following diagram illustrates the MO-MT-AT routing path:

S57
MT
‘ A ﬂ
b m
i
CDR TCF' IP
SMSC format

SMS application

Figure 28: MO-MT-AT routing
MO-MT-AT routing flows as follows:

1. The originator sends an SMS message, which arrives in the RTR (flow 1).

2. Immediately, the RTR performs one delivery attempt to the recipient (flow 2), which in the above
diagram is a mobile phone.

3. If this delivery attempt succeeds, a billing record is optionally generated (flow 3).
4. If it does not succeed, the message is forwarded as an application-terminated (AT) message via
TCP/IP (using SMPP or UCP) to the appropriate application for further processing (flow 4).

Optionally, a billing record can be generated (flow 5) when the message is delivered to the
application.

Note: During the AT delivery via store, the configured value of the "outside transmit window
size" is used as the maxt r ansact i ons in the store request. For the AT delivery "outside transmit
window size" of the configured application is used for load balancing the traffic towards the HUB.

The application that is used in the MO-MT-AT routing path should be an SMS gateway that offers
protocol conversion.

MO-MT-AT routing's direct MT delivery functionality can use optimized MT routing, as described in
Optimized MT Routing.

Note: To avoid MO timeouts, the RTR sends the ACK to the MO message originator after the MNP
check (if applicable) and after evaluating the selected rule.

9.2.6 MO-AT Routing

MO-AT routing processes incoming MO messages and routes them toward SMS applications, using
a Deliver SM operation. MO-AT routing provides:

1. Direct delivery of MO messages to an SMS application
2. Decimation (if required)
3. CDR generation (if configured)
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Note: The RTR forwards MO messages that are not configured for direct delivery toward an
application, to the SMSC only if an MOR rule exists for that.

Note: During the AT delivery via store, the configured value of the "outside transmit window
size" is used as the maxt r ansact i ons in the store request. For the AT delivery "outside transmit
window size" of the configured application is used for load balancing the traffic towards the HUB.

The following diagram illustrates the MO-AT routing path:

} ’ SMS application
MO AT AT
S87 TCPIP A cop
MO S
Ss7 >
-
sSMsC

Figure 29: MO-AT routing

Note: The RTR can derive the application destination from the short code specified in the recipient
address. This is the default MO-AT routing.

9.2.6.1 SMS Voting Example

The following sample message flow illustrates MO routing for an SMS voting application:

1. An MO message that is destined for a voting application short number is originated in the PLMN.
2. In the PLMN, the message is routed to a RTR.

3. The RTR identifies the message as voting traffic and evaluates the first applicable rule, route to
application:
a) The RTR evaluates the message condition (the destination equals the short number that is
associated with the voting application).
b) The RTR evaluates the destination condition (the application is connected and available).
¢) The RTR evaluates the channel condition (the throughput limit has not yet been reached and
the current transmission window is not yet full).

4. If all of the above conditions are true, the RTR performs the specified action for the rule (forwards
the message to the voting application).

If any of the conditions had been false, the RTR could apply subsequent fall-though rules.

5. The voting application responds with the result status of the message delivery (ACK or NACK).
6. The RTR creates a CDR that reflects the result in the status field.

7. The RTR initiates a status report toward the originator (if it was requested), reflecting the success
of the message delivery.
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9.2.6.2 SMS Voting Example: First Fall-Through Rule

The following sample message flow illustrates a typical first fall-through rule for an SMS voting
application:

1. Evaluate the first applicable fall-through rule, route to SMSC.

a) The RTR does not have to evaluate the message condition, as it was evaluated in the initial rule.
b) The RTR evaluates the destination condition (SMSC is available).

¢) The RTR evaluates the channel condition (the throughput limit for this route and the total SMSC
throughput have not yet been reached).

2. If all of the above conditions are true, the RTR performs the specified action for the rule (forwards
the message to the SMSC).

If any of the conditions had been false, the RTR could apply subsequent fall-though rules.

3. The SMSC responds with the result status of the message delivery (ACK or NACK).
4. The SMSC creates a CDR that reflects the result in the status field.

5. The SMSC initiates a status report toward the originator (if it was requested), reflecting the success
of the message delivery.

9.2.6.3 SMS Voting Example: Second Fall-Through Rule

The typical second fall-through rule for an SMS voting application might have one of the following
actions:

1. Discard the message with ACK and create a CDR that reflects this result in the status field
2. Discard the message with NACK and do not create a CDR.

9.2.6.4 SMS Voting Example: Message Flow

The following diagram illustrates the MO routing message flow.

Release 17.4 Revision A, February 2019 140



RTR Operator Manual

Rule 1 |

Priority 60

Rule 2
Priority 50

B

Rule 3!

Priority 40 !

MO Routing

false
@nd 1
true l

~, una unavailable
De t1
?9_'@.':*'5%5 ...........................................................................
[ I | e W
—3<_C
true
unavailable
Destz“‘—
_available™—,~—
—><_Cond 3>
true
*’fD;SI:i‘ unavailable
B B ___E_:ymlaml I |
W L 4 L

route message to destination

Figure 30: SMS voting message flow

l discard message

9.2.6.5 Mobile Number Portability Verification for Originator

For mobile number portability (MNP) verification for originator, the following additional conditions
should be included in the MO routing rules:

¢ The originating global title is an MSC or SGSN in the range used within the HPLMN (for example,
49172000000-49172999999), and

* The MSISDN in the originator address begins with the HLPMN country code (for example, +49)

If these conditions are false, the message is routed to a configured SMSC, which performs an MNP
verification (via an HLR query) and obtains the originator’s IMSI.

Therefore, for an application to receive messages from subscribers who are roaming in foreign networks,
it should have a session with the available SMSCs.

9.2.6.6 Application Selection

For MO routing to application, the RTR supports provisioning of the destination application in the
MOR rule with the Application Selection and Application parameters in the MGR:
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MO Routing

Parameter

Description

Application Selection

Specifies how the destination application is to be determined. Valid values
are:

Speci fy Appli cati on—The destination application is an application
specified by the routing rule itself, by means of the Application
parameter.

Based on Reci pi ent Addr ess—The destination application is
determined by analyzing the recipient address. If it is a short number,
alphanumeric application alias or alias-MSISDN of an application, the
corresponding application will be selected as the destination application.
If no application can be determined, the rule will not match.

Based on SMBC Addr ess—The destination application is determined
by matching the SMSC address (at the MAP layer) against the set of
provisioned per-application private VSMSC addresses. Upon finding a
(exact) match, the application related to the VSMSC addresses is selected
as the destination application. If the SMSC address does not match any
of the provisioned private VSMSC addresses, the rule does not match.

Refer to Virtual SMSC Support.

Application

Select the application to which to route the message. Only applies when
Application Selection is set to Speci fy Application.

These parameters are applicable to the MO-AT related routing actions (MO-AT, MO-AT-Store or

MO-Store-AT).

9.2.6.7 MO-AT Routing Rule Set Example

The following diagram illustrates a typical set of rules representing the fall-through mechanism.

| PRIO=50 || IF Recipient=123 | -{ ACTION = Routeto App. 1 |

[ PRIO=50 |{ IF Recipient=789 | { ACTION = Routeto App. 3 | -~ aich voting application

| PRIO=50 | IF Recipient=456 | ACTION = Routeto App. 2 |

| PRIO=20 | IF Recipient=""|-{ACTION = Routeto SMSC 1|

Default destnation
M=SC1

[ PRIO=19 |- IF Recipient="" |-{ACTION = Routeto sMsc 2| - EZRackISMSCI fails:

Fallback if SMSC2 fails:

| PRIO=18 || IF Recipient=""|{ACTION = DiscardwithACK| - giscard message

Figure 31: MO-AT routing rule set

A typical message flow for regular MO routing (route to SMSC) is:

1. Evaluate the first applicable routing rule (route to SMSC).

a) The RTR does not have to evaluate the message condition, assuming it was already checked.
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b) The RTR evaluates the destination condition (SMSC is available).

c) The RTR evaluates the channel condition (the throughput limit for this route and the total SMSC
throughput have not yet been reached).

2. If all of the above conditions are true, the RTR forwards the message to the SMSC.

3. The RTR optimises the message routing and allows the SMSC to respond directly to the MSC with
the result status of the message delivery (ACK or NACK).

4. The RTR does not generate a CDR for an MO message that is routed to an SMSC.

Note: The scenarios and message flow that are described above are examples and contain
simplifications.

9.2.7 MO-AO Routing

In the MO-AO routing path (route to SMSC Group as AO or route to SMSC Application as AO option in
the Manager), the RTR forwards MO messages to a service centre or message gateway as AO messages.
This functionality can be used to relieve traffic on the SS7 connection to the SMSC or in cases where
there is no SS7 connection to the SMSC or message gateway.

The following diagram illustrates the MO-AO routing path:

@ o) S
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AD

TCP/P
SMsSC

Figure 32: MO-AO routing

For MO-AO routing, the RTR and HUB mimic the behaviour of an application toward the AO message’s
receiver. The service centre sees the NewNet system as an application that issues short messages. On
the NewNet system:

* A dedicated application must be configured for this purpose
¢ The MO-AO routing rule must refer to the application
* The session model of the application must be inside only - all SCs or inside only - SC list

The NewNet system sends acknowledgement to the MO message originator only after the result of
the AO submission is known. Therefore, if the service centre or the message gateway rejects the
message, the originator will receive an message not sent error and the RTR will not generate a CDR.
If the AO message is accepted, CDRs for the submission to the RTR and for the successful delivery to
the service centre or message gateway may be generated, depending on the configuration of the rule.

When configuring the application to which an MO-AO message should be routed, you must select
the session model (inside only - all SCs or inside only - SC list) directly in the application. You cannot
create a service class with a certain session model and then set the application to use service class
model.

For more information about session models and service classes, refer to the HUB Operator Manual.
For more information about configuring applications, refer to the Manager Operator Manual.
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9.2.7.1 AT Notification

If you use the NewNet system to combine MO-AOQ routing with charging responsibilities (generation
of CDRs and/or prepaid triggers), the RTR always requests an AT notification when submitting an
MO message as AO, by default. This functionality ensures that the final delivery result of an
AO-forwarded message is communicated back to the NewNet system.

However, you can use the overri denoti fi cati ont ypef or nnaonessages parameter in the
semi-static configuration file to override this functionality.

Note: The MO-AOQ routing path can be used together with the Icache functionality. The Icache final
delivery status notification is received from external Service Centre (5C) as an individual message.
The information in this final delivery status notification may not correspond to the original AO message
sent from the RTR to the external SC. For example, the TON/NPI of the same number in the two
messages can be different. If the TON/NPI do not match, there is a possibility that the Final Deliver
FCDR will not be generated, since the condition in the MOR rule does not match.

To match the two messages, the GSM Address Conversion (AC) rule can be used to change the
TON/NPI of the addresses in the delivery notification according to the original AO message.

Whenever RTR receives an AT delivery notification from an external SMSC and the Icache is enabled,
RTR internally discards the received notification if the original message is found to be Mobile Originated
(MO). In such a case RTR also sends back a positive acknowledgement to the SMSC because no further
processing or routing is required for the AT notification. If the originator of the MO message requested
a status report, then RTR generates the same and sends it to the originator.

9.2.7.2 MO-AO Routing with the Prepaid Billing Controller

Because many message parameters that are required to generate delivery CDRs and/or prepaid triggers
are not part of the AT notification message, the NewNet system uses the Prepaid Billing Controller
(PBC) to temporarily store the required data in a transaction database. The PBC is a required component
to enable delivery CDRs and/or prepaid triggers.

To correlate the AT notification with the original MO message’s parameters, the SMPP protocol’s
message ID field must be available.

To retrieve the parameters from the PBC’s transaction database when an AT notification is received,
an ATX rule must be provisioned for the MO-AQOapplication toward the PBC. To generate the final
delivery CDR, the RTR uses the billing profile that is specified for notifications in the original MO-AO
rule. The PBC’s transaction database is also required if the originator requests a status report.

Note: A configuration involving the PBC transaction database can be complex, depending on the
existing infrastructure. In all cases, use of the SMPP protocol for AO/AT message exchange is required.
It is strongly recommended to look for alternatives to the PBC transaction database for MO-AQ routing.

9.2.7.3 Configuration

To ensure that MO-AO messages can be routed and billed, the following t pconf i g attributes in the
semi-static configuration file should be set to true:

e adj ust prepai di ndi cat orondeductfail ure
e delivercdrforsuccessful moaof orwar di ng

Also, the index for a number of PBC external attributes must be configured:
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e external attri but ef or post pai dori gi nat or

e external attri but ef or prepai donl i neori gi nat or

e external attri butef orprepai dhotbillingoriginator
e external attri but ef or post pai dr eci pi ent

e external attri but ef or prepai donl i nereci pi ent

e external attri butef orprepai dhotbillingrecipient

Refer to Configuration for detailed information about these attributes.

9.2.8 MO-Discard

MO-Discard routing processes incoming MO messages and discards messages based on specified
conditions. MO-Discard routing provides:

¢ Discard with acknowledgement

¢ Discard with negative acknowledgement
¢ Discard without response

* CDR generation (if configured)

Note:

1. CDR will be generated using the billing profile (if configured) for Successful Delivery when the
action is set to Di scard wi th ACK

2. CDR will be generated using the billing profile (if configured) for Discarded Messages when the
actionissetasDi scard wi th negative acknow edgenent orDi scard wi t hout response

3. Only the FCDR format will be supported for generating CDRs for messages discarded by the RTR.

9.2.9 MO External Condition Routing

MO external condition (MOX) routing processes incoming MO messages and forwards selected
message fields to a configured external condition (EC) application. MO external condition routing
provides one of the following responses:

Response Description

True The rule condition evaluates to true and the message processing
continues normally.

False The rule condition evaluates to false and the failure action is
applied.

EC attributes

A returned matrix of result flags that the EC application sets and
upon which the RTR can base its routing decision.

Note: To use EC attributes in a rule condition, all used EC
attributes must be configured in the EC attribute entry.

MOX rules get evaluated using the logic common to all external condition rule sets (refer to Rule
Evaluation).

The possible failure actions are:
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Action Effect

None Ignore the false result and continue to process the
list of matching MOX rules, or assume that the
message "passed the MOX rule evaluation if there
are no more matching rules in the list.

Discard with negative acknowledgment Return an error to originator and discard the
message.
Discard with acknowledgment Return an acknowledge to originator and discard

the message.

Discard with no response Do not set any response to originator and discard
the message.

Note: CDRs will be generated using the billing profile (if configured) for Di scar ded Messages
when the message is discarded due to the application of any of the following failure action:

1. Discard with negative acknowledgment
2. Discard with no response

Only the FCDR format will be supported for generating CDRs for messages discarded by the RTR.

Note: A return message will be generated and send back to the originator when a configured message
template is associated with one of the following failure action:

1. Discard with acknowledgment
2. Discard with negative acknowledgement

For more details refer to section Return Error Message for MO Originate Message.

9.2.9.1 Including Recipient IMSI in MOX Rules

The RTR can retrieve the recipient IMSI from the HLR before it evaluates the MOX rules, allowing the
recipient IMSI to be used on the external condition interface (ECI). This functionality enables systems
that include the Prepaid Billing Controller (PBC) to implement differentiated prepaid charging that

depends on the recipient network, even in the case of mobile number portability (MNP) for originator.

To enable this functionality, set the Early SRI-SM for MO/SM parameter in the MGR GUI (Routing
O Properties). When it is set:

* The submission CDR will contain the recipient IMSL

¢ The RTR might retrieve the recipient IMSI at times that are different from the behavior when the
recipient IMSI is not included; for example, when an MOR rule that does not result in a delivery
attempt toward a mobile applies (such as when the rule's action is discard with ACK).

You can use thet pconf i g attribute ignorepermanentfailureofhlrqueryforrecipient to customize the RTR's
behavior if the HLR query for the IMSI results in a permanent error:

o Ifitis setto "false" (default), the RTR will NACK the MO message.

¢ Ifitis set to "true", the RTR will ignore the permanent error. To prevent MT delivery retries for a
message with a permanent HLR query error, you should configure the MO rules such that no
message with a permanent HLR query error is routed to a fallback to MT. Typically, such messages
should be routed to an application or be rejected.
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If the routing of the MO message results in a delivery attempt toward a mobile, the RTR will not
retrieve the recipient IMSI again. The RTR will use the information from the recipient IMSI that was
retrieved in the HLR query prior to the evaluation of the MOX rule.

Invalid Recipient MSISDNs

The RTR does not retrieve the recipient IMSI if the RTR regards the MO message recipient MSISDN
as invalid. The RTR considers an MSISDN to be valid when all of the following are true:

¢ The recipient address is 15 digits or shorter after conversion to international format
* The recipient NPI is equal to ISDN/telephony
e The recipient is not classified as a short number

Retrieving IMSI for a Subset of Recipients

This functionality may only be required for a subset of recipients. In the MGR, you can define a list
of recipient numbers for which the RTR should send an HLR query. Then, use the Early SRI-SM for
MO/SM Whitelist parameter in the MGR GUI (Routing 00 Properties) to refer to the list.

Note: If the RTR cannot find the list that is specified in the configuration file, it will send HLR queries
for all numbers. Therefore, it is important that the list is not removed from the MGR. The MGR does
not read the configuration file and therefore does not provide a warning if you attempt to remove the
list. It is recommended to include a reminder in the list name (for example,

MOWhi t eLi st _DO_NOT_REMOVE).

9.3 Defining an MO Routing Rule

Al MO traffic that is routed through the RTR is subject to MO routing (MOR) rules, which you configure
using the Manager (MGR).

To configure the RTR to always retrieve the originator's IMSI (with an SRI-SM request) before evaluating
the MOR rules, set the t pconf i g parameter al waysretri eveori gi natori nsi to "true" in the
semi-static configuration file. If an MOR rule contains a condition that requires the message originator's
IMSI, the RTR will always attempt to retrieve the IMSI when evaluating the rule, even if

al waysretrieveorigi natori nsi issetto "false".

9.3.1 MO Rule Conditions

The following table details the conditions that are available for MO rules.

Condition Values Description
Time Schedule | | Always Condition on the evaluation time of the message:
* Schedule

¢ Always: The condition is always true.

* Schedule: The condition is true if the current time
falls within the schedule as specified by the selected
routing schedule, defined in Routing [1 Schedules.
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Condition Values Description
Recipient TON None Type of number (TON) specified in the recipient
address of the message.
Bit string
¢ (: Unknown
¢ 1: International
number
¢ 2:National number
¢ 3:Network specific
number
® 4: Subscriber
number
¢ 5: Alphanumeric
* 6: Abbreviated
number
* 7:Reserved
Originator MSISDN Originator specified in the message.
MSISDN range Note: When an IMSI-related condition is used but the
MSISDN prefix originator IMSI is not known at the moment of rule
Country evaluation, the condition will evaluate to FALSE if not
IMSI Prefix negated or TRUE if negated. To ensure that the
originator IMSI is always retrieved before the rule
IMSI range evaluation, set the
IMSI al waysretrieveorigi natorinsi attribute in the
List common configuration file to true.
Recipient MSISDN Recipient specified in the message.
MSISDN range Note: When an IMSI-related condition is used but the
MSISDN prefix recipient IMSI is not known at the moment of rule
Country evaluation, the condition will evaluate to FALSE if not
. negated or TRUE if negated. For MOR and MOX rules,
IMSI prefix this condition requires th ipient ber to b
quires the recipient number to be an
IMSI range MSISDN and the HLR query to be performed before
IMSI the rule evaluation (to obtain the recipient IMSI). The
List Early SRI-SM for MO/SM attribute in the (MGR
Short number Routing > Properties) controls when the HLR query
Short number range | is performed.
Short number prefix | Note: The Network configuration may include
Application provisioned network number ranges and /or network
Network prefixes.
Alphanumeric
SMSC Address MSISDN SMSC address specified in the message.
MSISDN range
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Condition Values Description
* MSISDN prefix
e List
Orig. Originating MSC and/or SGSN specified in the
MSC/SGSN | * MSISDN mesgsage. ® b
e MSISDN range
» MSISDN prefix Note:
e List 1. If global title (GT) routing is used and this condition
¢ Point code is specified in terms of Point code or Point code
e Point code range range, then a non-inverted condition always
e Country evaluates to false and an inverted condition always
e Network evaluates to true.

2. If PC/SSN routing is used instead of GT routing
and this condition is specified in terms of Country
or Network, then a non-inverted condition will
always evaluate to false and an inverted condition
will always evaluate to true if no GT address is
present at the SCCP layer.

3. The Network configuration may include
provisioned network number ranges and/or
network prefixes.

Orig. . Translation Type specified in Originating MSC /SGSN
MSC/SGSN None Address.
Translation Type | ® Byte value (value
between 00 and FF,
hexadecimal)
Terminating e MSISDN Destination MSC and /or SGSN. This condition requires
MSC/SGSN the recipient number to be an MSISDN, and requires
* MBSISDN Range the HLR query to be performed before MO rule
* MSISDN Prefix evaluation (to obtain the MSC and /or SGSN). The Early
¢ Country SRI-SM for MO/SM attribute in the MGR (Routing
* Network O Properties) controls when the HLR query is
e List performed. If both the MSC and SGSN are present, the
preferrednt destinati on attribute determines
which will be used for rules evaluation. If the HLR
query fails, the condition will evaluate to "false",
whether it is a negative or positive condition.

Note: The Network configuration may include

provisioned network number ranges and/or network

prefixes.

Note: If the Network configuration is available

according to the MSC and/or SGSN (i.e. received in

the HLR query), The 'Preferred MT Destination' in
the Network configuration overrides the semi-static

Release 17.4 Revision A, February 2019

149



RTR Operator Manual

MO Routing

Condition Values Description

attribute 'pr ef err ednt desti nati on' for the rules

evaluation.

SCCP Called SCCP Called Party Address specified in the message.
Party Address * MSISDN ! ’ i

* MSISDN range Note:

* MSISDN prefix 1. If global title (GT) routing is used and this condition

e List is specified in terms of Point code or Point code

¢ Point code range, then a non-inverted condition always

e Point code range evaluates to false and an inverted condition always

e Country evaluates to true.

e Network 2. If PC/SSN routing is used instead of GT routing
and this condition is specified in terms of Country
or Network, then a non-inverted condition will
always evaluate to false and an inverted condition
will always evaluate to true if no GT address is
present at the SCCP layer.

3. The Network configuration may include
provisioned network number ranges and/or
network prefixes.

Called Party . N Translation Type specified in SCCP Called Party
Translation Type one Address.
¢ Byte value (value
between 00 and FF,
hexadecimal)
Orig. HLR e MSISDN HLR that serves the message originator. This condition
requires the recipient number to be an MSISDN, and

* MSISDN range requires the HLR query to be performed before MO

* MSISDN prefix rule evaluation (to obtain the HLR). The Early SRI-SM

e List for MO/SM attribute in the MGR (Routing [J

¢ Point code Properties) controls when the HLR query is performed.

* Point code range Note: The Network configuration may include

* Country provisioned network number ranges and /or network

* Network prefixes.

User Data ¢ None Content of the message:
¢ Full text ¢ Full text: Compares the entire message content with
* Texttag a defined string. Only evaluates positively if there

¢ Subtext (contains)
e Textlength
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is an exact match with the user data (message
content).

¢ Text tag: Compares the first part of the message
content with a defined tag-string. Only evaluates
positively if the message starts exactly with the
defined tag-string. Useful to define a rule on
keywords (e.g. * LONG# for CMG SMSCs).
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Condition Values Description

* Subtext (contains): Compares if the message content
contains a defined tag-string. To optimise the
search, a start position (default 1) and an end
position (default 160) must be specified in which
the string is to be found.

Note: All message content scanning is case-insensitive.

User Data

Header ¢ None Value specified in one of the information element

* Byte value identifiers (IEIs) of the user data header (UDH) of the
message. Only evaluates positively if there is an exact
match with the information element identifier (00-FF,
hexadecimal) of the UDH. Refer to technical
specification 3GPP 23.040 for more information. Most
common IEI values:

* (0: Concatenated short message
¢ (1: Special SMS message indication

* 04: Application port addressing scheme, 8-bit
address

* (5: Application port addressing scheme, 16-bit
address

* (6: SMSC control parameters

* 07: UDH Source Indicator

Reply Path Reply path bit in the message.

e None
e Bit value

e (:Off
e 1:On
?{tatus Report e None Status report request bit in the message.
equest
¢ Bitvalue
o 0: Off
e 1:On
Protocol Protocol ID specified in the message.

Identifier (PID) * None
¢ Byte value (value

between 00 and FF,
hexadecimal)

Data Coding

. N Data coding scheme (DCS) specified in the message.
Scheme (DCS) one
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Condition

Values

Description

¢ Byte value (value
between 00 and FF,
hexadecimal)

Recipient NPI

* None
¢ Bit string

0: Unknown

1: ISDN/telephone
numbering plan

2: Reserved

3: Data numbering
plan (X.121)

4: Telex numbering
plan

5: Service
centre-specific plan
6: Service
centre-specific plan
7: Reserved

8: National
numbering plan

9: Private
numbering plan
10: ERMES
numbering plan
11: Reserved

12: Reserved

13: Reserved

14: Reserved

15: Reserved

Number plan identifier (NPI) specified in the recipient
address of the message.

Ext Att

e None
e [External attributes

A set of 32 attributes (defined in Routing [0 EC
Applications [ Attributes), the value of which can be
controlled by external condition (EC) applications.

Recipient RN
Group

e None
e SNMP index

Routing number (RN) group to which the RN in the
recipient address belongs.

Recipient Query
Result

¢ None
* Bitstring

Any permanent
error
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Result of the HLR query for the recipient. This
condition requires the recipient number to be an
MSISDN, and requires the HLR query to be performed
before MO rule evaluation (to obtain the HLR query
result). The Early SRI-SM for MO/SM Whitelistand
Early SRI-SM for MO/SM attributes in the MGR
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Condition Values Description
¢ Any temporary (Routing U Properties) control when the HLR query
error is performed.
¢ Timeout
e System failure
¢ Data missing
* Unexpected data
value
¢ Facility not
supported
¢ Unknown
subscriber
¢ Absent subscriber
e (Call barred
¢ Teleservice not
provisioned
e TCAP aborted
* SCCP aborted
* MS deregistered
e MS purged
¢ Other errors
Originator SSI « None Perform a positive or negative test on one or more
individual originator subscriber services (defined in
* Subscriber Services SPF Services [0 SPF Services). The condition test
works like a logical AND operation (similar to the
external attributes). For example, if positive tests are
selected for originator copy and distribution list, the
condition would only be satisfied if both of these tests
are true.
Recipient SSI e None Perform a positive or negative test on one or more
individual recipient subscriber services. The condition
* Subscriber Services) | test works like a logical AND operation (similar to the
external attributes). For example, if positive tests are
selected for originator copy and distribution list, the
condition would only be satisfied if both of these tests
are true.
Message Segment sequence number of a concatenated message.
Segments * None
¢ Bit String
* First Segment
¢ Last Segment
¢ Not First Nor Last
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Condition

Values

Description

SIP Header

e None
e SIP Header

If set as "SIP Header", the sub-conditions will be
matched against the SIP header received in the
incoming SIP Originated message.

Four sub-conditions can be provisioned. Please refer
the section MO Rule Conditions for SIP Originated
Message for configuring the sub-conditions.

9.3.2 MO Routing Action Parameters

This section describes the parameters for MO routing actions.

Multiple MO Routing Actions

Parameter

Description

Default

Submission

Billing profile to use for submission; applies to all |None
MO routing actions.

Successful Delivery

succeeds.

Applies to:

Billing profile to use when the routing action

* Route to SMSC

* Route to application

* Route to MS fallback to SMSC

e Discard with acknowledgment

* Route to MS fallback to application

* Route to MS fallback to storage

* Route to application fallback to storage

¢ Route to SMSC Group as AO

¢ Route to MS fallback to SMSC Group as AO
* Route to SMSC Application as AO

¢ Route to MS fallback to SMSC Application as AO

None

Failed Delivery

Applies to:

Billing profile to use when the routing action fails.

* Route to SMSC

¢ Route to application

¢ Route to MS fallback to SMSC

e Discard with acknowledgment

* Route to MS fallback to application

* Route to MS fallback to storage

* Route to application fallback to storage

None
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Parameter Description Default

¢ Route to SMSC Group as AO

* Route to MS fallback to SMSC Group as AO

* Route to SMSC Application as AO

¢ Route to MS fallback to SMSC Application as AO

Delivery Notification Billing profile to use for delivery notification. None

Applies to:

* Route to SMSC

* Route to application

* Route to MS fallback to SMSC

¢ Discard with acknowledgment

* Route to MS fallback to application

* Route to MS fallback to storage

* Route to application fallback to storage

* Route to SMSC Group as AO

* Route to MS fallback to SMSC Group as AO
* Route to SMSC Application as AO

* Route to MS fallback to SMSC Application as AO

Discarded Messages Billing profile to use when routing action discard the None

message.

Applies to:

* Discard with negative acknowledgment
¢ Discard without response

: . N
Return Message Template Return message template to use when routing action. one

Applies to:

¢ Discard with negative acknowledgment
* Discard with acknowledgment

Route to SMSC and Route to MS, Fallback to SMSC

Parameter Description Default
SMSC Assignments SMSC(s) to which this rule applies. None
Priority Priority of the SMSC (between 1 and 100). 50
Weight Relative weight of messages to send to the SMSC (for |1

example, an SMSC with a weight of 2 will receive
twice as many messages as an SMSC with a weight
of 1).
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Parameter

Description

Default

Throughput

Throughput for the SMSC (messages per second); if
set to 0, throughput will be unlimited.

10,000

CdPA Based Forwarding

Enables forwarding based on the SCCP called party
address (CdPA) of received messages; if enabled, the
MOR rule not be associated with any provisioned
SMSC.

False

Keep MSC/SGSN SCCP
CdPA

Enables transparent routing:

e False: The RTR will start a new TCAP dialogue
when forwarding messages to the external SMSC.

* True: The RTR will reuse the existing TCAP
dialogue when forwarding messages to the
external SMSC.

¢ Use global setting: The RTR will use the value of
the opt i mi sednor out i ng parameter in its

semi-static configuration file (which defaults to
"false").

Use global setting

Modifier

Modifier to apply to the message.

None

Route to Application

Parameter

Description

Default

Always Respond with
ACK

Controls if the message should always be positively
acknowledged, regardless of the delivery result.

Cleared

Modifier

Modifier to apply to the message.

None

Application Selection

Controls how the destination application is to be
determined:

* Specify Application: The destination application
is an application specified by the routing rule
itself, by means of the Application parameter.

* Based on Recipient Address: The destination
application is determined by analyzing the
recipient address. If it is a short number,
alphanumeric application alias or alias-MSISDN
of an application, the corresponding application
will be selected as the destination application. If
no application can be determined, the rule will
not match.

¢ Based on SMSC Address: The destination
application is determined by matching the SMSC
address (at the MAP layer) against the set of
provisioned per-application private Virtual SMSC
addresses. Upon finding a (exact) match, the
application related to the Virtual SMSC addresses

Specify
Application
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Parameter Description Default
is selected as the destination application. If the
SMSC address does not match any of the
provisioned private VSMSC addresses, the rule
does not match.
Application Select the application to route the message to (only |First application on
applies when Application Selection is set to "Specify | the list
Application").
Application Load Application load balancing group to use (only applies [ None
Balancing Group to AT traffic).
Decimation Controls how many messages must be delivered to [1/1
the application.
Store for Delivery to MS
Parameter Description Default
Modifier Modifier to apply to the message. None
AMS Queue AMS queue to use for storage. First defined AMS
queue
Route to MS
Parameter Description Default
Always Respond with Controls if the message should always be positively | Cleared
ACK acknowledged, regardless of the delivery result.
Modifier Modifier to apply to the message. None
Route to MS, Fallback to Application
Parameter Description Default
Application Selection Controls how the destination application is to be Specify
determined: Application

* Specify Application: The destination application
is an application specified by the routing rule
itself, by means of the Application parameter.

* Based on Recipient Address: The destination
application is determined by analyzing the
recipient address. If it is a short number,
alphanumeric application alias or alias-MSISDN
of an application, the corresponding application
will be selected as the destination application. If
no application can be determined, the rule will
not match.
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Parameter Description Default
* Based on SMSC Address: The destination
application is determined by matching the SMSC
address (at the MAP layer) against the set of
provisioned per-application private Virtual SMSC
addresses. Upon finding a (exact) match, the
application related to the Virtual SMSC addresses
is selected as the destination application. If the
SMSC address does not match any of the
provisioned private VSMSC addresses, the rule
does not match.
Application Select the application to route the message to (only |First application on
applies when Application Selection is set to "Specify | the list
Application").
Application Load Application load balancing group to use (only applies [ None
Balancing Group to AT traffic).
Successful Delivery on | Billing profile to use when the fallback leg of the None
Fallback routing action succeeds.
Failed Delivery on Billing profile to use when the fallback leg of the None
Fallback routing action fails.
Route to MS, Fallback to Storage
Parameter Description Default
Modifier Modifier to apply to the message None
AMS Queue AMS queue to use for storage. First defined AMS
queue
Failed Delivery on Billing profile to use when the fallback leg of the None
Fallback routing action fails.
Store for Delivery to Application
Parameter Description Default
Modifier Modifier to apply to the message. None
Application Selection Controls how the destination application is to be Specify
determined: Application
* Specify Application: The destination application
is an application specified by the routing rule
itself, by means of the Application parameter.
* Based on Recipient Address: The destination
application is determined by analyzing the
recipient address. If it is a short number,
alphanumeric application alias or alias-MSISDN
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Parameter

Description

Default

of an application, the corresponding application
will be selected as the destination application. If
no application can be determined, the rule will
not match.

Based on SMSC Address: The destination
application is determined by matching the SMSC
address (at the MAP layer) against the set of
provisioned per-application private Virtual SMSC
addresses. Upon finding a (exact) match, the
application related to the Virtual SMSC addresses
is selected as the destination application. If the
SMSC address does not match any of the
provisioned private VSMSC addresses, the rule
does not match.

Application

Select the application to route the message to (only
applies when Application Selection is set to "Specify
Application”).

First application on
the list

Application Load
Balancing Group

Application load balancing group to use (only applies
to AT traffic).

None

AMS Queue

AMS queue to use for storage.

First defined AMS
queue

Route to Application, Fall

back to Storage

Parameter

Description

Default

Always Respond with
ACK

Controls if the message should always be positively
acknowledged, regardless of the delivery result.

Cleared

Modifier

Modifier to apply to the message.

None

Application Selection

Controls how the destination application is to be
determined:

Specify Application: The destination application
is an application specified by the routing rule
itself, by means of the Application parameter.
Based on Recipient Address: The destination
application is determined by analyzing the
recipient address. If it is a short number,
alphanumeric application alias or alias-MSISDN
of an application, the corresponding application
will be selected as the destination application. If
no application can be determined, the rule will
not match.

Based on SMSC Address: The destination
application is determined by matching the SMSC
address (at the MAP layer) against the set of

Specify
Application
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Parameter Description Default

provisioned per-application private Virtual SMSC
addresses. Upon finding a (exact) match, the
application related to the Virtual SMSC addresses
is selected as the destination application. If the
SMSC address does not match any of the
provisioned private VSMSC addresses, the rule
does not match.

Application Select the application to route the message to (only |First application on
applies when Application Selection is set to "Specify | the list
Application").

Application Load Application load balancing group to use (only applies [ None

Balancing Group to AT traffic).

AMS Queue AMS queue to use for storage. First defined AMS
queue

Decimation Controls how many messages must be delivered to [1/1

the application.
Failed Delivery on Billing profile to use when the fallback leg of the None
Fallback routing action fails.

Route to SMSC Group as AO

Parameter Description Default

Always Respond with | Controls if the message should always be positively | Cleared

ACK acknowledged, regardless of the delivery result.
Modifier Modifier to apply to the message. None
Application Select the application to route the message to (only |None

applies when Application Selection is set to "Specify
Application"). The application must have a session
model of Inside only - All SCs or Inside only - SC
List.

SMSC Load Balancing | SMSC group to which to route the MO message. None
Group

Route to MS, Fallback to SMSC Group as AO

Parameter Description Default
Modifier Modifier to apply to the message. None
Application Select the application to route the message to (only |None

applies when Application Selection is set to "Specify
Application"). The application must have a session
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Parameter Description Default

model of Inside only - All SCs or Inside only - SC

List.
Successful Delivery on | Billing profile to use when the fallback leg of the None
Fallback routing action succeeds.
Failed Delivery on Billing profile to use when the fallback leg of the None
Fallback routing action fails.

SMSC Load Balancing | SMSC group to which to route the MO message. None
Group

Route to SMSC Application as AO

Parameter Description Default

Always Respond with Controls if the message should always be positively | Cleared

ACK acknowledged, regardless of the delivery result.
Modifier Modifier to apply to the message. None
Application Select the application to route the message to (only |None

applies when Application Selection is set to "Specify
Application"). The application must have a session
model of Inside only - All SCs or Inside only - SC
List.

Route to MS, Fallback to SMSC Application as AO

Parameter Description Default
Modifier Modifier to apply to the message. None
Application Select the application to route the message to (only |None

applies when Application Selection is set to "Specify
Application"). The application must have a session
model of Inside only - All SCs or Inside only - SC

List.
Successful Delivery on | Billing profile to use when the fallback leg of the None
Fallback routing action succeeds.
Failed Delivery on Billing profile to use when the fallback leg of the None
Fallback routing action fails.

9.3.3 Condition Logic

The logic of MO rule conditions is:
(INOT] Condi tionl) AND ([NOT] Condition2) AND ([NOT] Condition3) AND...
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When you add a condition to an MO rule in the MGR, it defaults to "equals." To change the logic to
"does not equal” (inverting it), click

The icon changes to

#

To change the logic back to "equals," click

#

9.3.4 Rule Logic

9.3.4.1 Routing to SMSC

The following rule logic describes how messages are routed to an SMSC.

| F any of message conditions do not match THEN
Eval uate next rule;
END | F

Sel ect SMSC from set of SMSCs defined for rule to route SMto.
Only SMSCs for which all of the follow ng conditions satisfy should be
consi der ed:

> Rul e-speci fic throughput for SMSC should not be exceeded

> SMSC-speci fic throughput for SMSC shoul d not be exceeded

> SMSC shoul d be reachabl e

If multiple SMSCs:
> When rultiple SMSCs apply, select the one with highest priority.
> When nul tiple SMSCs of the highest priority are avail able, select the one based

on their assigned weight and the | oad that they have received during the current
second.

| F no SM5C sel ected THEN

Eval uate next rul e;
ELSE

Route SMto sel ected SMSC.

SMSC wi Il send ACK/NACK directly to originator or through RTR

In the latter case, the RTR will just forward ACK/ NACK to origi nator.
END | F

9.3.4.2 Routing Messages to Application

The following rule logic describes how messages are routed to an application.

| F any of nessage conditions do not natch THEN
Eval uate next rul e;

END | F

| F application not connected THEN
Eval uate next rul e;

END | F

| F application throughput regul ati on does not allow more MJ SMs to be routed to
application THEN
Eval uate next rul e;

END | F

| F no capacity avail able on sessions with application (due to wi ndowi ng) THEN
Eval uate next rule;

END | F

| F deci mation function does instruct to drop MJ SM THEN

Release 17.4 Revision A, February 2019 162



RTR Operator Manual MO Routing

IF billing enabl ed THEN
Generate billing record
END I F
send ACK to originator
ELSE
send SMto application. use session with |east nunber of unacknow edged SMs.
IF "always ACK" is true THEN
send ACK to origi nator
IF billing enabl ed THEN
Cenerate billing record
END | F
ELSE
Wait for ACK/ NACK from application
| F ACK THEN
IF billing enabl ed THEN
Generate billing record
END I F
Send ACK to origi nator
ELSE
Send NACK to ori gi nator
END | F
END I F
END | F

9.3.4.3 Discarding Messages with ACK

The following rule logic describes how messages are discarded with ACK.

| F any of nessage conditions do not match THEN
Eval uate next rul e;

END | F

send ACK to origi nator

I F billing enabl ed THEN
Cenerate billing record

END | F

9.3.4.4 Discarding Messages with NACK

The following rule logic describes how messages are discarded with NACK.

| F any of nessage conditions do not match THEN
Eval uate next rul e;

END | F

send NACK to origi nator

9.4 Configurable ACK Functionality

This section discusses the configurable ACK functionality for MO messages.

9.4.1 FDA with Fallback

When the RTR is configured to perform a first delivery attempt (FDA) with a fallback action (store,
MO, AO, or AT) and nor esponseaft er hl r query is set to "false", the RTR sends the MO ACK
immediately, before doing the HLR query (SRI-SM) for the recipient.

The mor esponseaf t er hl r query flag indicates whether TextPass should send a response to an
MO/SM after it has completed the HLR query to obtain the details of the recipient. The response
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depends on the HLR query result. If the HLR query resulted in an error of permanent nature, the
response to the MO/SM is a NAK. When the HLR query is successful or the HLR query failed due to
a temporary error, the MO/SM response is an ACK. A typical case in which this setting is activated
is for operators requiring that MO/SM's to unknown recipients are rejected. Default of this setting is
"false".

9.4.2 FDA without Fallback

When the RTR is configured to perform a first delivery attempt (FDA) without a fallback action (known
as route to MS) and Always Respond With ACK is not enabled, the RTR will generate the MO response
only after the final result is known (which may occur after the MT delivery).

When Always Respond With ACK is enabled and the nor esponseaft er hl r quer y parameter in
the semi-static configuration file is set to:

¢ False: The RTR generates the MO ACK immediately.

¢ True: The RTR delays the MO response until after the HLR query. The HLR response will determine
whether the RTR will return an ACK (successful HLR query) or a NACK (unsuccessful HLR query).

The following table illustrates the scenarios for route to MS that determine whether the RTR
acknowledges the message:

1. Before issuing the HLR query for the recipient
2. Between the HLR query and the MT message delivery
3. Only after the delivery result is fully known (which may occur after the MT message delivery)

Always Respond | MO Response HLR Query Result | MT Delivery MO Response
with ACK After HLR Query Result (Position)
False Any setting Negative N/A Negative (B)
False Any setting Positive Negative Negative (C)
False Any setting Positive Positive Positive (C)
True False Any result Any result Positive (A)
True True Negative Not applicable Negative (B)
True True Positive Any result Positive (B)

WARNING: When the ACK is configured to be sent after the FDA, there is a risk of MO time-outs
due to the difference in the MT time-out as compared to the MO time-out (as per the 3GPP 29.002
specification).

9.4.3 Store

When the RTR is configured to store messages immediately (without a first delivery attempt) and
nmor esponseaf t er hl r query is set to false, the MO message is stored in the AMS without an issued
HLR query. The result of the storage request to the AMS determines whether the RTR returns an ACK
or a NACK.

When nor esponseaf t er hl r query is set to true, the RTR generates an extra HLR query before it
requests that the AMS store the MO message (typically for the purpose of validating the message).
When this HLR query:
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* Results in a permanent error, the message is rejected.

* Results in a success or a temporary (recoverable) error, the RTR requests that the AMS store the
message. The MO response depends on whether the AMS accepts the message.

9.5 Configurable Status Report Functionality

The f or cest at usr epor t f or dr oppednonessage parameter in the semi-static configuration file
is available to instruct the RTR to always send a phase 1 status report to the originator, indicating that
the delivery failed and will not be attempted again (this functionality only applies when Always
Respond With ACK is selected).

If the originator requested a phase 2 status report, the value of the phaselst at usr epor t overrul es
parameter determines whether the status report that the RTR sends will be phase 1 or phase 2 (which
is the default).

Refer to Phase 1 Status Reports for more information about phase 1 status reports.

9.6 Configurable MO Deferred Delivery Relative Hours

When the parameter def er r eddel i ver yr el ati vehour s is configured in the semi-static
configuration file, it instructs the RTR to delay the MO message for a particular amount of time (i.e.
in hours).

This functionality only applies when the semi static parameter enabl eadvancednot agnode is set
to true.

The SMSC delays the MO message for a particular amount of time when it scans the received MO
message with a tag at the beginning of the message (usually starting with * <TAG>#). The tag must be
in GSM 7-bit format.

The syntax of a MO message with a tag is:
*<tag string><single space><rel ative hours>#<nmessage content >

For example:
*defer 2#This is a nessage.

The exact value of <TAG> is configured in the st r i ng attribute of the not ag entity in the semi-static
configuration file. The following example defines the value of <TAG> as def er:

<notag string="defer" function="deferreddeliveryrelativehours"/>

9.7 Configurable CDR Generation

The RTR can generate:

* A submission CDR when it acknowledges an MO message, containing destination information
(such as DGTI, DPC, and termination date).

* A notification CDR for status and delivery reports.
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* Arejected CDR for discarded message, when the MO routing rule action is configured as Di scar d
wi th negative acknow edgenent or Di scard w t hout response.

CDRs contain the fields identified by the billing profile that is selected for the applicable routing action,
in the applicable MO routing rule. In the MGR interface, you can create billing profiles, set a default
billing profile for MO traffic, and select a billing profile for each routing action in the MO routing
rules.

Refer to the Billing Manual for more information about CDR creation, the CDR formats that the RTR
supports, and the fields that can be included in CDRs.

9.8 Load Balancing over Multiple SMSCs

The RTR load balances MO messages over multiple SMSCs over SS7 or IP. The RTR’s load balancing
mechanism is based on a combination of:

* Dynamic variables:

* Availability of SMSCs
¢ Throughput threshold state per SMSC
¢ Total number of messages to distribute over the SMSCs

e Semi-static variables:

¢ Maximum throughput
¢ Priority
¢ Weight

The load balancing mechanism is recalculated every second. If any quasi-static variable is changed,
the mechanism takes the new value into account in the next second. Every second, the status of the
variables is refreshed and used as a basis for calculating the load balancing ratio. This dynamic load
balancing mechanism enables allocation of certain SMS traffic to particular SMSCs that are selected
based on priority and weight.

9.8.1 SMSC Availability

You must define each SMSC that interfaces with a RTR as an SMSC entity in the Manager. The SMSC
entity configuration includes:

¢ Throughput regulation—Controls whether the RTR regulates throughput toward the SMSC. If
throughput regulation is enabled, you define a threshold for the maximum number of messages
per second that the SMSC receives from each RTR.

* SMSC status tracking—Controls whether the RTR tracks the status of the SMSC. If SMSC status
tracking is enabled, the RTR verifies the SMSC status at regular intervals by opening a dialogue
with the SMSC at the application level. If the SMSC responds, the RTR considers it to be up. If the
dialogue opening times out or if the SMSC aborts the dialogue at a lower level, the RTR considers
the SMSC to be down.

Throughput regulation and SMSC status tracking can both cause the SMSC to not be available for
routing. The SMSC entity’s operational state reflects the SMSC'’s availability. The following table
describes the possible operational states:
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State Description

adminDisabled The SMSC entity is currently deactivated in the administration
unreachable The SMSC status tracking function reports the SMSC as being down
throughputExceeded The throughput regulation function has determined that the

threshold has been reached
Note: This state applies only to S§7 SMSC.

available The SMSC is available for routing

9.8.2 Load Balancing Scheme

When you define an MO routing rule that will route traffic toward an SMSC, you must specify a load
balancing scheme that specifies how traffic should be distributed over the set of available SMSCs. For
each SMSC, you must specify the following parameters:

Parameter Description

Maximum throughput Maximum number of messages that an RTR will send toward an
SMSC (0 disables throughput regulation)

Priority SMSC priority between 0 (least urgent) and 99 (most urgent);
significant when multiple SMSCs are defined

Weight SMSC weight; significant when multiple SMSCs have the same
priority

Modifier Modifier to apply when a message is routed to the SMSC.

Note: This parameter applies only to SS7 SMSCs.

The RTR only considers SMSCs that satisfy the following conditions:

* SMSC operational status is available
¢ The number of messages that the RTR has sent to the SMSC (for the MO routing rule) during the
current second does not exceed the threshold that the maximum throughput parameter specifies

The RTR will always route messages to the SMSC with the highest priority. Any other SMSC will not
receive any messages unless the highest-priority SMSC becomes unavailable for routing because:

¢ Itis unreachable
¢ As aresult of the SMSC-specific throughput regulation
* Asaresult of the rule-specific throughput regulation (only for SS7 SMSCs).

When multiple SMSCs have the same priority, the RTR will distribute traffic toward the SMSCs in the
rates defined by the weight parameter.

The RTR recalculates the load balancing scheme when the weight or priority of the SMSCs changes
or when SMSCs are added to or removed from the scheme.
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9.8.3 Load Balancing Example: Equal Weights

Given the following:

* 20SMSCs
¢ All SMSCs have a weight of 1
* Load of 600 messages per second over two RTRs (300 messages per second per RTR)

¢ Interval is 60 seconds (total of 36,000 messages)

Load balancing is calculated per RTR; therefore, every RTR must divide 300 messages over 20 SMSCs,
every second.

Because all SMSCs have an equal weight of 1, each SMSC in the load balancing scheme will receive:
300 * 1/ 20 = 900 nessages fromeach RTR in the 60-second interval

9.8.4 Load Balancing Example: Mixed Weights

Given the following:

* 20SMSCs

* 7 SMSCs with a weight of 4

* 13 SMSCs with weight 1

* Total sum of the weights is 41

* Load of 600 messages per second over two RTRs (300 messages per second per RTR)
¢ Interval is 60 seconds (total of 36,000 messages)

Load balancing is calculated per RTR; therefore, every RTR must divide 300 messages over 20 SMSCs,
every second.

Because the SMSCs have different weights, they will receive an unequal number of messages. The
SMSCs with a weight of 4 will receive:
60 * 300 * 4 / 41 = 1756 messages fromeach RTR in the 60-second interval

The SMSCs with a weight of 1 will receive:
60 * 300 * 1 / 41 = 439 nessages fromeach RTR in the 60-second interval

Note: Actual amounts may differ due to the rounding used in this example.

9.8.5 Load Balancing Use Case

Load balancing over multiple SMSCs can be used when person-to-person MO traffic with an originating
global title in the range of yyy to zzz should be routed to SMSC X because the SMSC is located in the
same area (thus limiting the signalling traffic).

When SMSC X reaches its defined throughput threshold, traffic should be routed to SMSC Y. To
achieve this overload mechanism, apply a higher priority to SMSC X than to SMSC Y.
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9.9 Mobile Number Portability Support

The RTR can perform a configurable, efficient mobile number portability (MNP) check for incoming
MO messages. The RTR’s MNP check reduces signalling load and efficiently uses HLR capacity.

Note: Using the MNP check functionality will impact the RTR’s performance.

9.9.1 MNP Configuration

The MNP support of the RTR is based on the following attributes in the common configuration file:

Attribute

Description

allowmofromfriendlysubscribersonly

Indicates if the RTR should perform an MNP check.
If set to:

e '"false" (disabled, default), all MO messages are accepted,
irrespective of the nunber port abi | i t yenabl ed and
nat i onal r oam ngenabl ed settings.

* "true" (enabled), MO messages with an originator MSISDN of
a different country are rejected independently of the
nunber portabilityenabl ed and
nat i onal r oam ngenabl ed settings.

smschavenumberportabilitycheck

Indicates if the SMSCs should perform an MNP check.
If set to:

e "false" (disabled, default), the RTR performs the MNP check (if
al | owrof ronf ri endl ysubscri bersonl y is "true").

* "true" (enabled), the RTR does not check the originator when
incoming MO traffic is routed to an SMSC.

numberportabilityenabled

Indicates if MNP is implemented in the HPLMN country.
If set to:

e "false" (disabled, default), the RTR does not care about the
nat i onal r oam ngenabl ed setting, but only looks at the
originator MSISDN (accept own MSISDN and reject foreign
MSISDN).

e "true" (enabled), the RTR looks at the
nat i onal r oani ngenabl ed setting.

nationalroamingenabled

Indicates if network is shared on national basis.
If set to:

e '"false" (disabled, default), MO messages from own network
MSCs are passed, MO messages from other operators of the
same country are blocked.
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Attribute Description

* "true" (enabled) or if the MO message comes from a different
country, the RTR starts considering the originator IMSI:

o If the IMSI is known, the RTR rejects messages with invalid
IMSIs or IMSIs that are not from own network. Only own
("friendly") IMSIs are passed.

¢ If the IMSIis not known, the RTR tries to retrieve it by means
of an SRI-SM. If the SRI-SM fails, the MO will be rejected,
except for the two errors "call barred" and "teleservice not
provisioned", for which the message can be accepted if so
configured, refer to:

e actionformpcheckf ai | ureduet ocal | barred
e actionformmpcheckfai |l ureduet ot svcnot prov

9.9.2 Advanced MNP Configuration

The RTR can perform an advanced MNP check using the configurable behaviour described below.

9.9.2.1 Configurable MO Access Control

You can specify the TT value for SRI-SM operations that the RTR issues to perform MO access control
(by default, the TT is 0). The t t usedf or ori gi nat ori msi retri eval attribute in the semi-static
configuration file controls the TT value.

If you need to address the HLRs using PC/SSN, you must define a GTT rule for each HLR. Each GTT
rule should impose the following conditions on the SCCP CDPA:

¢ TTis equal to the value specified for the t t usedf orori gi natori msi retri eval attribute
¢ GTAI masks the MSISDN range that is served by the HLR

You can implement MO access control using MO routing (MOR) rules. When the RTR evaluates an
MOR rule that includes an originator condition that pertains to an IMSI, the RTR first evaluates whether
or not all other conditions in the rule are satisfied. If this is the case, the RTR then retrieves the originator
IMSI.

The originator IMSI could already be available. If this is the case, the RTR will use that IMSI (instead
of retrieving it again).

If an SRI-SM query returns "teleservice not provisioned" or "call barred", the sender IMSI may not be
available, which will result in an MNP check error. Configure the RTR’s behaviour in this case with
the following t pconf i g attributes in the semi-static configuration file:

e actionfor mpcheckf ai | ureduet ot svcnot prov
e actionformpcheckf ai | ureduet ocal | barred

If these attributes are not set, the RTR will treat the error as if it is an MNP violation.

Mobile-originated counting (MOC) rules never trigger IMSI retrieval. If an MOC rule has an originator
condition that pertains to the IMSI, the rule will also match when the:
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* Originator IMSI was part of the MO-ForwardSM operation, or
* The RTR retrieved the originator IMSI from the HLR

9.9.2.2 Configurable SRI-SM Routing

The configuration supports a per number range basis implemented on a per network basis. The
configuration for the mobile network entity has the following items:

* TT value to be used for first SRI-SM.

* Indication whether a second SRI-SM is to be issued when the first

SRI-SM fails with an indication that the concerning MSISDN has been ported.

TT value to be used for second SRI-SM (only applicable if second SRI-SM is enabled).

9.9.2.3 Accessing HLR when IMSI is Known

An optimized way to access the HLR once the IMSI is known. This specific way of addressing saves
resources on the MNP /SRF and the STP. The MNP is basically bypassed as the HLR is accessed directly.

For this addressing method, the IMSI is used to determine the network that has the concerning MSISDN
as a subscriber. In the GTAI of the CDPA, the country code should replaced by a prefix that identifies
the network.

9.10 TON/NPI Support

The RTR supports a configurable combination of recipient TON/NPI values in MO rule conditions,
which enables routing or discarding of MO messages using a TON/NPI filter.

For originator MSISDN, the following standard validation applies:

¢ TON is equal to international or unknown
* NPl is equal to ISDN/telephony or private numbering plan - TCP/IP (value 5)

By default, the RTR will use the pre-normalized TON for the routing conditions. A new parameter,
rtruseprenornal i zedt ypeof nunber f orr outi ngcondi ti on has been introduced. If it is set
to false, the RTR will use the normalized TON value.

9.11 MO Routing to Unknown SMSCs

The RTR/FWL supports a type of MO-MO routing in which it routes MO messages to external SMSCs
that are not provisioned in the Mobile Messaging network ("unknown" SMSCs). This functionality
enables an operator to pass MO traffic from inbound roamers through their FWL, without requiring
the operator to provision the SMSC address of every roaming partner.

The RTR/FWL also supports routing MO messages to unknown SMSCs transparently. Transparent
routing means that:

¢ There is only a single TCAP dialogue between the originating MSC and the external SMSC.
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The Mobile Messaging network preserves the protocol layers up to and including TCAP, with the
exception of global title translation (the network may modify protocol layers above TCAP).

The external SMSC to which messages are forwarded is not aware that the messages have passed
through the Mobile Messaging network.

When a message arrives at the external SMSC, the SCCP Calling Party Address (CgPA) contains
the global title (GT) of the originating MSC, not the global title of the RTR.

By default, the RTR makes use of SCCP Called Party Translation Type 0 for ITU-T/Japanese SS7
or 10 for ANSI in the outbound MO message. A new parameter,

rtrusedefaul ttransl ati ont ypef or nof or war di ng, has been introduced. If it is set to false,
the RTR will forward the exact same Translation Type received to the SMSC.

9.11.1 Sample Inbound Roaming Message Flow

The following is an example of the message flow when an MO message from an inbound roamer is
routed to an external SMSC that is not provisioned:

1.

2
3.
4

AN

10.

The MSC sends a TCAP Begin message and the Mobile Messaging network intercepts it.

. The CdPA in the Begin message matches an address in a provisioned list.

The RTR transparently forwards the Begin message toward the external SMSC.

. The SMSC responds to the Begin message by sending a Continue message toward the MSC (the

Mobile Messaging network does not intercept this message).

The MSC responds with a Continue message with components.

The Mobile Messaging network intercepts the message and the RTR processes it. Standard mobile
number portability (MNP) for originator and anti-spoofing checks can be performed.

The MOX rules are evaluated and any resulting EC application actions (such as evaluation by the
FAF and/or PBC).

If the evaluation is positive, the MOR rules are evaluated.

If the message matches the MOR rule, and the selected action is route to SMSC, and CdPA-based
forwarding is enabled:

¢ [f transparent routing is enabled (the Keep MSC/SGSN SCCP of CdPA parameter is "true"),
the RTR will reuse the existing TCAP dialogue to forward the message to the external SMSC

¢ If transparent routing is disabled (the Keep MSC/SGSN SCCP of CdPA parameter is "false"),
the RTR will start a new TCAP dialogue to forward the message to the external SMSC

¢ Iftransparent routing is set to use the global setting, the RTR checks the opt i mi sednor outi ng
parameter in the semi-static configuration file:

o Ifitis "true", the RTR will reuse the existing TCAP dialogue to forward the message to the
external SMSC

o Ifitis "false", the RTR will start a new TCAP dialogue to forward the message to the external
SMSC

If transparent routing was used, the SMSC sends the End message directly to the MSC (the Mobile
Messaging network does not intercept this message). If transparent routing was not used, the SMSC
sends the End message to the Mobile Messaging network.

9.11.2 Restrictions on Firewalling MO Traffic from Inbound Roamers

There are some restrictions on routing MO traffic from inbound roamers to unknown SMSCs:
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¢ The RTR cannot send the messages to an SMSC other than the one identified by the CdPA of the
TCAP Begin message.

¢ The RTR cannot load balance the messages over multiple SMSCs.

¢ The MAP phase cannot be changed between the incoming MO message and the outgoing MO
message (except when required by the RTR's MAP phase negotiation functionality).

¢ If transparent routing is used, the message length cannot be increased such that it transforms from
a TCAP non-segmented message to a TCAP-segmented message. Therefore:

¢ The RTR's global title translation (GTT) functionality should not increase the address length
e Text insertion (via the XS-TIE component) should not be used

* The FAF should not be used in a way that increases the length of the user data (such as by
masking or replacing text)

If the message would require more than a single MTP PDU (because the address or the user data
is too long), the RTR will refuse the message and return a "system failure" message to the originating
MSC. The snsCnt MoRej ect edDueToLengt hChangeOnTr anspar ent For war di ng counter
indicates how many messages the RTR rejected for this reason.

Note: If transparent routing is used, the RTR will not know the result of the message submission nor
the result of the message delivery. Online billing can be applied to this type of routing; however, for
cases in which online billing depends on the delivery result, the RTR will assume that the message
was submitted and delivered successfully. This could result in over-charging of the subscriber, so it
is therefore not recommended.

9.11.3 Route MO Traffic from Inbound Roamers

To enable the FWL to intercept MO traffic from inbound roamers, in the MGR:

1. In Routing O Lists, create an MSISDN list. The addresses in this list will be matched against the
CdPA of all empty Begin messages received for MO messages. You can use the list as a blacklist
or as a whitelist.

If the CdPA matches an entry in a whitelist or does not match an entry in a blacklist, the RTR/FWL
will transparently forward the Begin message to the external SMSC.

If the CdPA does not match an entry in a whitelist or does match an entry in a blacklist, the
RTR/FWL will send a Continue back to the MSC (this makes transparent routing impossible because
it makes the MSC aware of the RTR). Once the RTR/FWL has a Begin and a Continue with
components, it will evaluate the MOR rules. If the RTR/FWL sees that the MOR rule is configured
for transparent routing, the RTR/FWL will return a "system failure" error to the MSC and increment
the smsCnt Tr anspar ent For war di ngOver ri ddenFor Segrment edMb counter.

2. InFirewall 0 MO O Properties, select the list that you created and set whether it will be a blacklist
or a whitelist.

3. InRouting [J Routing Rules [1 MOR, create an MOR rule that will handle MO traffic from inbound
roamers. For the rule's action, select Route to SMSC. Set the CdPA Based Forwarding parameter
to "true".

If you want the RTR/FWL to route MO messages transparently, for the Keep MSC/SGSN SCCP
CdPA parameter, select:

¢ False—Start a new TCAP dialogue to forward the message to the external SMSC
* True—Reuse the existing TCAP dialogue to forward the message to the external SMSC
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* Use global setting—Use the value of the opt i m sednor out i ng parameter in its semi-static
configuration file (which defaults to "false")

9.12 Using Alternative Global Titles for MO Routing

The RTR supports alternative identities for global title (GT) routing through the use of configurable
alternative GTs. Each RTR instance can have up to 10 alternative identities. The alternative GTs are
used on the same physical network connection; additional physical network connections are not added.

Note: This feature is not supported for point code (PC) routing.

The RTR receives an SCCP message at its virtual point code (VPC); any SCCP called party address
(CDPA) is accepted. It applies a best-matching algorithm to the CDPA to determine which identity to
use within the scope of the TCAP dialogue. This algorithm compares GTs digit-by-digit, starting with
the country code. If the same number of digits matches for two or more candidate GTs, then the

best-matching GT is unpredictable; however, if one of them is the RTR's own GT, then that is considered
to be the best match.

Subsequent SCCP messages that the RTR receives for the same TCAP dialogue will address the chosen
identity, which the RTR instance will accept as the CDPA GT.

The billing records (CDRs) and log records that the RTR writes will contain the GT that it receives.

Note: The RTR will not apply this feature in a configuration where transparent routing or interception
of TCAP CONTINUE dialogues is done.

9.12.1 MO Use Case for Alternative GTs

The RTR can use multiple alternative GTs to support an operator that uses dual IMSI SIM cards to
facilitate roaming agreements.

For example, there are three operators:

* Operators A and B have a roaming agreement and SS7 interconnect
* Operators B and C have a roaming agreement and SS7 interconnect
¢ Operators A and C do not have a roaming agreement and do not have SS57 interconnect

This figure illustrates the scenario.
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Figure 33: Operators with roaming agreements

Operator A does not have many roaming agreements, but Operator B does. Therefore, they agree that
A's subscribers can roam into networks with which B has a roaming agreement (including the network
of Operator C). To ensure that A's subscribers can register with C's network, A uses SIM cards that
contain two IMSIs:

* One of A's own IMSIs, which the phone uses whenever possible

* Analternative IMSI that belongs to a range that B has set aside for A's subscribers, which the phone
uses when attempting to register with the networks of B's roaming partners

When an A subscriber roams in C's network, C recognizes the alternative IMSI as belonging to B and
allows the subscriber to register with the network. Also, B's STPs recognize the SMSC address that is
associated with the IMSI and route messages to A.

To ensure that the lack of S57 interconnect between A and C does not block MO responses and
MtForwardSm requests, the RTR manipulates the GT in the SCCP CGPA.

When an MO message arrives at the RTR, it will:

* Address the RTR's virtual point code (VPC) at the MTP/M3UA level, and
e Have a B GT at the SCCP level (CDPA)

The RTR will accept the message. However, if the RTR's response contains its own GT in the CGPA
(which is a GT belonging to A), C might drop or reject the response. Therefore, the RTR should use
an B GT instead.

This figure illustrates a TCAP dialogue with an alternative GT (RTRx).
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Feer RTRx

BEGIN

CDOPA=X
DPC =VPC

END
CGPA=RTRx 1

Figure 34: MO TCAP dialogue with alternative GT

9.12.2 Configuring Alternative GTs

Configure the alternative GTs by adding the al t er nat i vei dent ity tag to the host-specific
configuration file as a sub-tag of t pconf i g. Set the gt attribute to a string of 1 to 20 digits representing
an alternative GT.

The RTR supports up to 10 al t er nat i vei denti ty tags in the configuration file.

Sample Alternative GT Configuration

This excerpt of a host-specific configuration file shows the RTR's main identity in
the gt addr essi nf o attribute and its alternative identities in the
alternativeidentity tag.

<tpconfig

gt addr essi nf 0="491720499014"
[other attributes]

<alternativeidentity gt="31600001003"/>
<al ternativeidentity gt="33890022276"/>

[ ot her tags]
</tpconfig>

9.13 Virtual SMSC Support

A Virtual SMSC (VSMSC) is a logical SMSC node, identified primarily by a dedicated global title
(VSMSC address), that resides on a physical SMSC node. The physical SMSC node (the RTR) only
performs a relay service for VSMSCs.
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All MO traffic sent to the global title of the VSMSC (as indicated by the MO/SM's MAP layer service
center address field) can be provisioned to be routed /relayed to a dedicated SMS application (MO-AT).

All AO traffic from that SMS application can be provisioned to be AO-MT routed/relayed using the
SMSC address of the VSMSC in the MT/SM's MAP layer service center address field.

Virtual SMSC Provisioning

There is a tight coupling between the VSMSC's address and an SMS Application. The VSMSC address
for an SMS application can be provisioned through the application provisioning in the MGR (SMS
Applications O Application). The related parameters are:

Parameter Description

Virtual SMSC type

Specifies the VSMSC type of an application. This type relates to the FCDR
format.

Valid values are:

¢ publi c (default)

* privat e—The VSMSC address of this application (see Virtual SMSC
Address) is required to be unique among all private VSMSC addresses,
assisting in the correct routing of MO-AT traffic. The value of this
parameter influences the vsnscType field of FCDRs for AO and AT
messages (refer to the RTR Billing Manual for additional information).

When the RTR tries to MT-deliver an AO message from an application that
has a VSMSC address provisioned (irrespective of the VSMSC type), the
SMSC address at the MAP layer of the MT-FSM will be set to that address,
unless it is overruled by an explicit MTO modifier.

Virtual SMSC Address Specifies the VSMSC address associated with this application. The address

must be specified in E.164 format, i.e. as internationally significant numbers,
starting with the country code.

When specified, this value can be used for routing MO traffic for this VSMSC
address to this application (as AT/SM), and for delivering AO messages
from this application (as MT/SM) using the VSMSC address as the SMSC
address.

The value of this parameter influences the vsnscl d field of FCDRs for AO
and AT messages (refer to the RTR Billing Manual for additional
information).

For MO routing to an application, the RTR supports determining the destination application by
matching the received SMSC address against the set of provisioned, private Virtual SMSC (VSMSC)
addresses (refer to Application Selection).

For AO-MT routing, where the Virtual SMSC Address is specified, the service center in the MT-FSM
will be based on the specified Virtual SMSC Address, unless it is modified by an MTO modifier. The
SRI-SM and Report-SM delivery service center addresses will not be changed by the Virtual SMSC
Address.
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9.14 Portable Application Support for MO-AT

The MO-AT routing path for portable applications is applied when:

MO-AT, MO-AT-Store or MO-Store-AT routing path is licensed

Portable application for MO is enabled (Routing [] Properties 1 Enable Portable Application For
MO)

The recipient address of the received MO-SM is recognized as an alias-MSISDN for a portable
application.

MO-AT routing takes place by an MOR rule with the MO-AT, MO-AT-Store or MO-Store-AT action
in use, and the Application field not referring to a specific application. An MO-AT rule only matches
if during the rule evaluation, the destination application is 'available' (i.e. is logged into at least one
HUB and has room for receiving additional AT messages), in the same way as the RTR currently treats
‘regular' MO-AT messages.

It is possible to use the condition Recipient [cond] of type Application in all MO rule types, to have
the rule match if the recipient is an alias-MSISDN for that application.

Note: This condition does not support matching of multiple applications through a single rule, there
would need to be a rule for each application.

When an MOX rule triggers an evaluation request to an EC application, if the recipient is an
alias-MSISDN, the RTR will populatet er mi nat i ngAppl i cat i on message field with the short code
of the application associated with the alias-MSISDN.

Since an alias-MSISDN is used for the recipient, any early SRI-SM will be skipped, as the HLR would
not know the MSISDN.

9.15 MO Rule Conditions for SIP Originated Message

MO Routing rules support SIP Headers conditions which can be used to determine Routing Action
based on SIP Header values received in incoming SIP messages.

If set as "SIP Header", sub-conditions will be matched against SIP header received in incoming SIP
Originated message. Four sub-conditions can be provisioned.

Note: SIP Header to be used in Rule Evaluation must be provisioned in SIP Header Screen under
IPSM-GW tab. For example, if user wants to apply condition on SIP header "P-Access-Network-Info"&
"P-Visited-Network-Id" then, it should be configured Under the IPSM-GW tab.

IPSMGW/sipHeader Routing/aoRtgRule

SIP Headers

ID Name Last Updated
1  P-Access-Network-Info 2017-02-13 10:11:24
3 P-Wisited-Network-Id 2017-02-14 10:52:40

[ SIP Headers
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Four SIP Header conditions can be provisioned in MO Rules as in the following image:

Message Segments [cond]: = |Mone A

SIP Header [cond]: = | SIP Header hd

SIP Header Assignments

Condition

1 P-Access-Network-Info = || Contains - | v |3GPP-E-UTRAN-FDD;utran
2 P-Visited-Network-Id ~ || Does Not Contain ¥ |+ |Hello.mnc002.mcc262.3gp
3 P-Visited-Network-1d - || Equals x|« |ims.mnc002.mcc262.3gpp
4 P-Access-Network-Info - || Not Equal - | + |3GPP-E-UTRAN-FDD;3gpp:
Action: © | Discard with acknowledgement |ZI
Billing for Submission: r | Mone |ZI

Each SIP Header condition consists of three parts:
1. Name:

Index to the SIP Header Table. It indicates the SIP Header on which this condition must be applied.
2. Condition type:

This parameter indicates the Condition Type: contains, does not contain, equals, not equal. Default
value is none. Below table describe for the condition type.

Condition type Description

contai ns If the condition type is Contains, then the condition will match only if the
configured Value string is contained in the corresponding SIP Header of the
incoming message.

doesNot Cont ai n [If the condition type is Does not Contain, then the condition will match only
if the configured Value string is not contained in the corresponding SIP
Header of the incoming message.

equal s If the condition type is Equals, then the condition will match only if the
configured Value string is exactly contained in the corresponding SIP Header
of the incoming message.

not Equal If the condition type is Not Equal, then the condition will match only if the
configured Value string is not exactly contained in the corresponding SIP
Header of the incoming message.

3. Value:

This parameter indicates the SIP header value to be searched in corresponding SIP Header in the
incoming message. The value can be 255 characters long.

Note: If non-basic ASCII characters are configured in the SIP Header condition, the SNMP commands
like "t p_wal k" on a terminal may not display the characters properly. This does not means the
configuration is wrong. Please check the SNMP trace to confirm the configuration. The terminal display
of the characters depends on the Operating System, Locale setting and language support of the machine
where the terminal runs.
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9.15.1 Processing Logic

On receiving a SIP Originated Message, the IIW parses the message and captures the SIP Header
provisioned in the SIP Header table. The IIW forwards the captured headers to the RTR using the
internal interface. The RTR further uses the headers in rule evaluation.

Some important points to observe:

1.

10.

11.

If the SIP Header provisioned in the condition wass not received in the incoming SIP message,
then the condition fails and the rule is not matched.

Only first 255 bytes of SIP header are captured. The rest are ignored and will not be part of the rule
evaluation.

The header can be a multi-header in comma separated format or multiple instances of the same
header. In both cases the header will be shared in comma separated format.

For a SIP multi-header string, the search will be performed on the complete string (including the
comma as well) and not just on the last header.

Up to 10 SIP headers can be provisioned.

Up to 4 SIP header sub-conditions are allowed.

Evaluation is performed on the sub-conditions one by one and the combined result is the logical
AND of all the sub-conditions.

If negation is specified for a SIP condition, then the combined result of all SIP sub-conditions will
be reverted.

Search will be performed case-insensitive.

Leading spaces in the SIP header name are not recommended due to the default behavior in [IW
which will truncate the leading spaces (if any) present in a SIP Originated Message.

When an incoming SIPO message with more than 255 characters is received by the IIW, the IIW
truncates the SIP header and captures only first 255 characters. In case if the 255 character is a
space (" "), the IIW & RTR consider it as a character, which further impacts the rule matching as in
MGR GUI only 254 characters with condition type as "equal” & SIP header length in the capture is
255 character, then rule will not match.

. When the IIW receives incoming SIP message with short form of the header name and the SIP

header provisioned in the condition with original header name in MGR GUI then condition fails
and rule will not matched.

The following are examples of valid To header fields.

The compact form of the To header field is t .

t:

si p: +12125551212@er ver . phone2net . com

If the SIP header is configured as To, the condition fails and the rules will not match.

The rule evaluation logic based on the Condition type, assuming A, B, C are strings without comma:

Header Value | Condition Condition: Condition: Condition: Condition:
Value
contains does not equals not equal
contains
A A Match Fail Match Fail
AB A Match Fail Fail Match
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Header Value Sg{ljeition Condition: Condition: Condition: Condition:

contains does not equals not equal
contains

(A is a substring

of AB)

AB A Match Fail Fail Match

A A;B Fail Match Fail Match

A;B A;B Match Fail Match Fail

B;A A;B Fail Match Fail Match

A;B;,C A;B Match Fail Fail Match

9.15.2 Examples of MO Rule Conditions for SIP Originated Message

Example 1:

If the operator wants to discard a SIP message, using the headers P- Access- Net wor k- | nf o and
P- Vi si t ed- Net wor k- | d with condition types "cont ai ns" and "equal ", respectively, where:

e The P- Access- Net wor k- | nf 0 header contains the value "3GPP- E- UTRAN- FDD;
utran-cel | -i d-3gpp=262096e€a10014104"

e The P- Vi si t ed- Net wor k- | d header contains the value
"i ms. Mc002. ncc262. 3gppnet wor k. org"

and SIP Header conditions are configured as given in the below example. Here,

P- Access- Net wor k- | nf o: Cont ai ns = 3GPP- E- UTRAN- FDD; utr an

P- Vi sit ed- Net wor k-1 nfo: Equals = inms. mc002. ncc262. 3gppnet work. org

Note: The Value box in the GUI displays a limited amount of text, as shown in this example.

If the content of Value exists as a substring in the P- Access- Net wor k- | nf 0 header and a complete
string in the P- Vi si t ed- Net wor k- | nf o header, then the condition matches and the MO rule will
be applied as per the routing action.

Message Segments [cond]: = | None

SIP Header [cond]: = | SIP Header -

SIP Header Assignments

Condition
1 P-Access-Network-Info :l Contains :l 3GPP-E-UTRAN-FDD;utran
2 P-Wisited-MNetwork-1d T || Equals - ims.mnc002.mcc262.3gpp
3 None > || None 7
4 | None E” Mone |Z| | |
Action: = | Discard with acknowledgement El
Billing for Submission: J | MNone |Z|
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Example 2:

If the operator wants to route the SIP message using headers P- Access- Net wor k- | nf 0 and
P- Vi si t ed- Net wor k- | d, with condition types "does not contai n"and "not equal ",
respectively, where :

e The P- Access- Net wor k- | nf o header contains the value "3GPP- E- UTRANS- FDDS;
utran-cell -id-3gpp=262096ea10014104"

e The P- Vi si t ed- Net wor k- | d header contains the value
"i ms. Mmc002. 123ntc262. 3gppnet wor k. org"

and SIP Header conditions are configured as given in the below example. Here,

P- Access- Net wor k- I nfo: Does Not Contain = 3GPP-E- UTRAN- FDD; utr an

P- Vi si t ed- Networ k-1 nfo: Not Equal = ins. mc002. ncc262. 3gppnetwork. org

Note: The Value box in the GUI displays a limited amount of text, as shown in this example.

If the sub-string search for the P- Access- Net wor k- | nf 0 header and complete string search for the
P- Vi si t ed- Net wor k- | nf 0 header, as per the configured Value (example), is not successful, the
condition will be successful and the MO rule will be applied as per the routing action.

Message Segments [cond]: = | None hd

SIP Header [cond]: = |SIP Header -

SIP Header Assignments

Condition

1 P-Access-Network-Info :l Does Mot Contain :l 3GPP-E-UTRAN-FDD;utran
2 | P-Visited-Metwark-Id E” Mot Equal EI |ims.mnc002.mcc262.3gpp|
3 | None E” Mone EI | |
4 | None E” Mone EI | |

Action:  ~ [RoutetoMs ]

Always Respond With Ack: v [

Modifier: 4 | None IZ|

Billing for Submission: + | None IZ|

Rillina fnr Surcaccful Nalivan: v [ hana [

Note: The SIP header conditions are applicable in the MOR/MOX/MOC rule.

9.16 Return Error Message for MO Originate Message

When the RTR receives an incoming MO message, if the applied MO rule rejecting the message
(MOR/MOX rule failure action: discard with Ack/Nack) is associated with a configured message
template, then the RTR will send the custom return message back to the originator. For this feature,
the RTR supports sending an SMS back to the originator, specifically also in Japanese (i.e. UCS-2) .

The MOR/MOX Rules allow the selection of Message template when the action is set to Discard with
Ack or Discard with Nack. This functionality is controlled by the license "Enable Message Template".
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- - - a L 2

Action: - | Discard with acknowledgement |Z|
Return Message: 4 |N0ne |z|
Billing for Submission: 3 | Mone IZ|
Billing for Successful Delivery: * | Mone |Z|
Billing for Delivery Notification: * | Mone |z|
Log Profile: | Default |Z|

Last Updated: Auto Generated

Note: Select Return message template for the MOR/MOX Rule when the action is set to Discard with
ACK or Discard with NACK.

The return message template can be configured in the section Others [ Message Template:

O overviews
Routing Rules Message Template
EC Rules
Counting Rules Index: Auto Generated
EC Applications Name: @
& Modifi
& rmers Translated Originator TON: Alphanumeric a
Routing Numbers
Address Conversion Translated Originator NPI: Unknown -
& Others Translated Originator: Information
O Lists
= Untranslated Originator TON: Network specific number
[ Load Balancing
[1 MT Character Map Untranslated Originator NPI: Private numbering plan .
[1 Massage Template Untranslated Originator: 8085
L1 Number Partability Return Message Template:
[ Properties
[ Schedules
__ Last Updated: Auto Generated

The below placeholders can be used in the return message template:

$( USER_DATA) - the user data of the original message, received by the RTR
$( SCTS_2) - the service center timestamp, indicating the local time
$(RCP) - the address of the recipient of the original MO message

Example of a template with proper order of placeholders:
Message from $(RCP) at $(SCTS 2) "$(USER DATA)" is not sent.

Note:

¢ [f Translated or Untranslated Address are configured as Alphanumeric Address then TON/NPI
should be 5/0 respectively, otherwise, it cannot be sent via AMS. For more information about the
TON/NPI in CCDRG, refer to the Billing Manual.

* For configured return messages, the first 160 characters (for ASCII) or first 140 bytes (for UCS2)
are sent to the final return message. The remaining characters will be truncated.

o If the user executes t p_wal kal | for the return message template, only the template having the
state act i ve will be displayed.

9.17 Point code (PC) Routing for MO Messages

The PC routing functionality is applicable to MO-FSM and MO-FSM Response traffic, where the RTR
acts as a SMSCs and retains the Global Title Address of the incoming MO-FSM, even when the Routing
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Indicator is 1 (i.e. Route on SSN), and creates a response with a GTI of 0x04 and the RTR's own Actual
Global Title address.

Following are the functionalities in details related to PC routing:

The details related to this functionality are presented below:

¢ If the semi-static parameter rtrsetownnetandownctyforpcroutedmofsm is set to false, the RTR determines
the MSC country and network using the received SCCP CGPA GTA (i.e. MSC GT Address) and
will be used for rule matching transactional log and Comverse 3g CDR.

Note: In case of The Comverse 3g CDR, the field Ser vi ce Type contains the abbreviated network
of the incoming MSC address. The Ser vi ce Type will be updated as per the description given
in the section defaultoperatorabbreviation and operatorabbrevationforunknownnetworks.

* If the semi-static parameter rtrsetownnetandownctyforpcroutedmofsm is set to true, the RTR will use
its own country and network as Originator MSC country and network for the Rule matching and
transactional log, while it will match the originating MSC GT to determine the network and will
use the defined 'Operator Abbreviation' (for the determined network) against the field "Service
Type" in 3g CDR.

o If the parameter sccppointcoderoutingfunctionsformofsm is set to true and the RTR receives MO-FSM
in TCAP begin with SCCP CGPA GTA with RI=PC/SSN and close using TCAP-End / TCAP-Abort,
the RTR will perform the following steps (Figure 35: MO-FSM closed using TCAP-End or Abort ):

1. The RTR receives MO-FSM request on virtual PC and GT address and send MO-FSM response
back to SGP. In MO-FSM response:

The MTP OPC is set to the RTR's actual point code.
The SCCP CgPA Rl is GT, GTA is set as the RTR's actual GT.
The SCCP CdPA is the same as the SCCP CgPA of the incoming MOFSM.

The MTP DPC is set to either the MTP OPC or SCCP PC of the incoming MO-FSM based on
the below condition:

an o

e MTP OPC if CgPA Rl is SSN and SCCP PC is not available in incoming MOFSM.
e SCCPPCif CgPA RIis SSN and SCCP PC is different from MTP OPC in incoming MOFSM.
If it is same, then either of the PC's will be used (it makes no difference).

2. If the SCCP CgPA PC is available in the MO-FSM Request, the same PC will be used for the
"Orig. MSC/SGSN" condition in the MOR/MOX/MOC rule. If not available, the MTP OPC
will be used.

Note: There is no impact on the SCCP UDTS due to this functionality.
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SGPNode
[VPC: 30:10:11)
[APC: 30:10:21)
[GTA: 313066519335)

SMSC

[VPC: 30.9.18)
[APC:20.9.29)
[CGTA: 319066519238)
[SGTA: 519066619318)

T

MO-FSM (TCAP Begin)

DPC :30.9.16

OPC:30.10.21

CDPA: 319066519398 (RI=GT)

CGPA: 319066519152 (Rl = PC/SSN)

- CGTA address of SMSC

- GTA addreszof MSC [not visible inthis diagram)
-PCl=1, PC=30.10.21
10 : D49c0003

MO-FSM Response [TCAP End or Abort)

DPC :30.10.21

OPC:30.9.29

CDPA : B19066519192 (Rl = PC/SSN)
- GTA address of MEC [notvisible in thisdizgram)
-PCl=1,PC=30.10.21

CGPA: 819066619312 (RI=0)
- 5GTA address of SMSC

TID : 04900003

F Y

Figure 35: MO-FSM closed using TCAP-End or Abort

MO Routing

* If the parameter sccppointcoderoutingfunctionsformofsm is set to true and the RTR receives MO-FSM

in TCAP continue with SCCP CGPA GTA with RI=PC/SSN and close using

TCAP-End/TCAP-Abort, then RTR will perform the following steps (Figure 36: MO-FSM continue
using TC-continue and closed using TC-End or Abort):

1. The RTR receives TCAP begin without component to established a TCAP dialogue on virtual
PC and GT address and send TCAP-continue back to SGP Node. In MO-FSM response:

a. The MTP OP

b. The SCCP CgPA Rlis GT, GTA is set as RTR’s actual GT address.

C is set to RTR actual point code.

2. In continuation of the above, the RTR will receive MO-FSM Request in TCAP-Continue on the
actual PC and GT address of the RTR and send the MO-FSM response back to the SGP. In the
MO-FSM response:

The MTP OP

an o

C is set to the RTR's actual point code.

The SCCP CgPA Rl is GT, GTA is set as the RTR's specific GT.
The SCCP CdPA is same as the SCCP CgPA of the incoming MOFSM.
The MTP DPC is set to either the MTP OPC or SCCP PC of the incoming MO-FSM based on

the below condition:

e The MTP OPC if CgPA Rl is SSN and the SCCP PC is not available in the incoming

MOFSM.
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e The SCCP PC if CgPA Rl is SSN and the SCCP PC is different from the MTP OPC in the
incoming MOFSM. If it is the same, then either of the PC's will be used (it makes no
difference).

3. If the SCCP CgPA PC is available in the MO-FSM Request, then the same PC will be used for
the "Orig. MSC/SGSN" condition in the MOR/MOX/MOC rule. If not available, the MTP OPC
will be used.

Note: There is no impact on the SCCP UDTS due to this functionality.
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CDPA: B19066E19332 (RI=GT)
- CGTA address of SMSC

CGPA: 219066519152 (Rl = PC/SSN)
- GTA addressof MSC [not visible inthis diagram)
-PCl=1,PC=30.1021

TID : 04300002

SMSC
SGPNode [VPC: 30.9.18)
[VPC: 30:10:11) [APC:30.9.29)
[APC: 30:10:21) [CGTA: 219066619258)
[GTA: 819066519325) [56TA: 319066619318)
TCAP Begin
DPC :30.9.16
OPC:30.10.21

TCAP Continue

DPC :30.10.21

OPC:30.9.29

CDPA: 819066519192 (Rl = PC/55N)
-GTA address of MEC [notvisiblein thisdiagram)
-PCl=1, PC=30.10.21

CGPA: B15066619318 (RI=0)
-5G6TA address of SMEC

TID : 0490003

¥

MO-F5M [TCAP Continue}

DPC :30.9.29

OPC:30.10.21

CDPA: 819066619318 (Rl = GT)
-5GTA address of SMEC

CGPA: 819066519192 (Rl = PC/SSN)
- GTA addressof MSC [not visible inthisdiagram)
-PCl=1,PC=30.10.21

TID : 04900003

F 9

MO-F5M Response (TCAP End)

DPC :30.10.21

OPC:30.9.29

CDPA: B19066519192 (Rl = PC/SEN)
-GTA address of MSC (notvisible in thisdiagram}
-PCl=1,PC=30.1021

CGPA: 319066619318 (RI =0}
-5GTA address of SMSC

TID : 3490003

MO Routing

Figure 36: MO-FSM continue using TC-continue and closed using TC-End or Abort

¢ If the RTR acts as a SMSC and the SGP Node will be configured as an MTP destination from the
RTR, the following configuration is required:

o If MTP destination configured as 'msc' then it will be used for the functionality as described in
this feature to work.
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e If MTP destination configured as 'stp' then it will be used to route the message on GTT and this
is not the desired behavior of functionality of this feature.

* Set the semi-static parameter rtrsetownnetandownctyforpcroutedmofsm to false.
* Set the semi-static parameter sccppointcoderoutingfunctionsformofsm to true.

¢ If the RTR acts as a SGP towards the SMSC, the following configuration is required:
* Set the below semi-static parameters to false:

* rtrincludepcinmofwdsmtosmsc
* optimisedmorouting
* sccpoptimisedaddressing

* Set the semi-static parameter includemscaddrinmofwdsmtosmsc to al ways.
¢ Set the semi-static parameter pcssnroutingwhenincludingmscaddrinmofwdsmtosmsc to true.

9.18 Opcode and SMS-SUBMIT-REPORT in MO-FSM_ack and
MO-FSM_nack Messages

*  When the value of value of semi-static parameter rtrinsertsubmitreportinmofsmresponse is set to 'false’
then, Opcode & SMS-SUBMIT-REPORT will not be included in MO-FSM_ack/MO-FSM_nack; this
follows the current behavior.

* When the value of semi-static parameter rtrinsertsubmitreportinmofsmresponse is set to 'true' and
incoming MO-FSM request MAP Phase version is 3, then Opcode and SMS-SUBMIT-REPORT will
be included in MO-FSM_ack and MO-FSM_nack. The SMS-SUBMIT-REPORT will have fields as
per the format specified below.

1. For MO-FSM_ack following fields will be added to SMS-SUBMIT-REPORT:

TP-UDH = 0
TP MII =1
TP- Par anet er- |1 ndi cat or = 0x00
TP- Servi ce- Cent re- Ti me- St anp:
<Year, Month, Day
Hour, M nutes, Seconds
Ti mezone: GMI + hour ni nutes>

2. For MO-FSM_nack following fields will be added to SMS-SUBMIT-REPORT:
TP-UDHI =0
TP MM =1
TP- FCS =0xc2
TP- Par anet er - | ndi cat or = 0x00
TP- Servi ce- Centre- Ti me- St anp:
<Year, Month, Day
Hour, M nutes, Seconds
Ti mezone: GMI + hour mi nutes>

Note: In case of MOMO, the RTR will transparently forward the MO-FSM_ack/nack response received
from the external SMSC.

Note: This functionality supports only MAP Phase 3.
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9.19 Conversion of NAI/NP of SCCP CgPA in Incoming MOFSM to GSM

TON/NPI

While storing SCCP CgPA of an incoming MOFSM as Originated MSC Address, the NAI/NP is
converted to GSM TON/NPI. The conversion of SCCP NAI/NP to GSM TON/NPI takes place
differently for different SS7 flavor. The converted Originated MSC Address type is used in transactional

logs and the CDRs except 3G Comverse CDR.

1. For Japanese SS7 flavor, conversion takes place as per below tables:

Table 1: Conversion table for NAI to TON for Japanese SS7

NAI

TON

unknown)

0 (unknown)

subscriber number)

4 (subscriber number)

3 (network specific)

0(
1(
2 (reserved for national use)
3(

national significant number)

2 (national)

4 (international number)

1 (international)

all others

7 (reserved)

Table 2: Conversion table for NP to NPI for Japanese SS7

NP

NPI

0 (unknown)

0 (unknown)

1 (ISDN/telephony numbering plan)

1 (ISDN/telephony numbering plan)

6 (land mobile E.212) 6 (land mobile E.212)
7 (ISDN/mobile E.214) 7 (undefined in 23.040)
all others 1 (ISDN/telephony numbering plan)

If GTI is 1 (only NAI present)

TON As per Conversion table for NAI to TON for
Japanese SS7 (make reference to table above)
NPI Default value of 1 (ISDN)

ITU-T SCCP flavor for this condition.

If GTI is 2 (the translation type also implies the encoding scheme, used to encode the address
information, and the numbering plan), set TON/NPI with value as present in current code of

TON

0 (unknown)

NPI

Default value of 1 (ISDN)
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If GTI is 3 (only NP present)

TON

Default value of 7 (reserved)

NPI

As per Conversion table for NP to NPI for

Japanese SS7 (make reference to table above)

If GTI is 4 (NAI and NP present)

TON As per Conversion table for NAI to TON for
Japanese SS7 (make reference to table above)
NPI As per Conversion table for NP to NPI for

Japanese SS7 (make reference to table above)

2. If the CgPA in an incoming MOFSM request has any GTI for ITU-T SS7 flavor, then the conversion
takes place as per below tables:

Table 3: Conversion table for NAI to TON for ITU-T SS7

NAI TON
0 (unknown) 0 (unknown)
3 (national significant number) 2 (national)

4 (international number) 1 (international)

all others or NAI not present 0 (unknown)

Table 4: Conversion table for NP to NPI for ITU-T SS7

NP NPI

Any value or NP not present 1 (ISDN/telephony numbering plan)

3. For ANSI SS7 flavor, the NAI/NP of SCCP CgPA in incoming MOFSM is always converted to
TON/NPI 1 (International)/1 (ISDN).

9.20 Early SRI-SM Behavior for Store Cases

The following table describes the behavior of Early SRI-SM for MO-Store-MT and MO-MT-Store
Flow:

moresponseafterhlrquery | Early SRISM Early SRI-SM Behavior against Paths
Disable Disable MO-ST-MT

¢ Early SRI-SM will not be performed
MO-MT-ST
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moresponseafterhlrquery

Early SRISM

Early SRI-SM Behavior against Paths

¢ FEarly SRI-SM will not be performed

Disable

Enable

MO-ST-MT
¢ Early SRI-SM will be performed
MO-MT-ST
¢ Early SRI-SM will be performed

Enable

Disable

MO-ST-MT
¢ Early SRI-SM will be performed
MO-MT-ST
¢ Early SRI-SM will be performed

Enable

Enable

MO-ST-MT
¢ Early SRI-SM will be performed
MO-MT-ST
¢ Early SRI-SM will be performed

The parameter moresponseafterhlrquery is a flag that indicates whether RTR should send a response to
an MO/SM after it has completed the HLR query in order to obtain details of the recipient.

If it is false, the MO response is sent immediately. If it is true, the MO response is sent after the
completion of the HLR query.

There are two ways by which the RTR evaluates if the early SRI-SM is enabled or not:

1. There is a white list including the recipient
2. The parameter hlrqueryforrecipientbeforeapproval is enabled

If the white list is configured, the parameter hlrqueryforrecipientbeforeapproval will not be used. The
white list overrides the configuration of parameter hirqueryforrecipientbeforeapproval.
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10.1 Introduction

This chapter describes how the RTR handles mobile-terminated (MT) messages.

The process of delivering an MtForwardSm request (which can carry a "normal" Deliver-SM or a Status
Report) has two phases:

1. The node that plays the role of an SMSC issues a SendRoutingInfoForSm (SRI-SM) request for the
MT message's recipient, which is routed to the Home Location Register (HLR). The HLR typically
returns the recipient's International Mobile Subscriber ID (IMSI) and the address of the Mobile
Switching Center (MSC) where the mobile phone is currently registered.

2. The SMSC uses the routing data that the HLR returned to send the MT message to the MSC where
the recipient is registered.

For a more detailed description of the MT delivery process, refer to the documentation of the SS7
protocols, especially the MAP protocol's SMS-related operations.

Inbound and Outbound MT Routing
When processing MT messages:

e The RTR can play the role of the SMSC, in which case SendRoutingInfoForSm and MT messages
are always outbound messages. For example, this is the case when applying MO-MT or AO-MT
routing.

* The RTR can play the role of an MT firewall that is logically located between the SMSC and the
HLR and/or between the SMSC and the terminating MSC. In this case, SendRoutingInfoForSm
and MT messages are always inbound messages.

If the provisioned logic results in forwarding a SendRoutingInfoForSm to the HLR or forwarding
an MT message to the MSC, they are also outbound messages. In the case of forwarding an MT
message to the MSC, the processing of the inbound message occurs before the processing of the
outbound message.

Home Routing

"Home Routing" refers to a scenario in which an external SMSC intends to deliver an MT message
and the associated SendRoutingInfoForSm request is received by the RTR. In this case, the RTR returns
a SendRoutingInfoForSm response that includes its own address as the address of the MSC where the
recipient is currently registered. This causes the external SMSC to send the subsequent MT message(s)
to the RTR instead of to the real MSC. Home Routing is described in more detail with the SRI-SM
response rule set.

10.2 MT Rule Sets

The RTR supports several rule sets that are relevant to MT routing. The following table provides an
overview of the rule sets and the types of messages they apply to:
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MT Routing

Rule Set

Inbound
SRI-SM
Request

Outbound
SRI-SM
Request

Response to
Outbound
SRI-SM
Request

Response to
Inbound
SRI-SM
Request

Inbound
MT
Message

Outbound MT
Message

SRI-SM
Request Rule
Set

X

SRI-SM
Response
Rule Set

MTIR Rule
Set

MTIX Rule
Set

MTIC Rule
Set

MTOR Rule
Set

Xl

MTOX Rule
Set

MTOC Rule
Set

This image illustrates the order in which MT rule sets are evaluated.

1 The MTOR rule set is only evaluated in the firewalling case, where the SRI-SM arrived at the RTR as
an inbound SRI-SM request that the RTR relayed to the HLR. This must be explicitly enabled. This is
a deprecated way of controlling Home Routing. It is recommended to use the SRI-SM response rule

set instead.
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SMSC RTR HLR

SRI-SM Request

SRI-S5M Request Rules

MTOX Rules
I
MTOR Rules
SRI-SM Request
SRI-SM Response
MTOR Rules
I
MTOC Rules

SRI-SM Response Rules

SRI-5M Response

MT Message

MTIX Rules
|
MTIR Rules
|
MTIC Rules

Figure 37: MT rule set evaluation order

10.3 MT Rule Set Evaluation Examples

This section describes the order of MT rule set evaluation for common routing scenarios.

MO-MT Routing Example

In a simple MO-MT routing scenario, the RTR plays the role of the SMSC. The RTR received a message
as MO, and is attempting the message as MT.

Evaluate the MTOX rule set for the outbound SRI-SM request. Result: pass.
Evaluate the MTOR rule set for the outbound SRI-SM request. Result: pass.
Send the SRI-SM request to the HLR.

Receive the SRI-SM response from the HLR (assuming success).

Evaluate the MTOC rule set for the SRI-SM operation.

Evaluate the MTOX rule set for the inbound SRI-SM response. Result: pass.

S Ak wbhE=
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7. Evaluate the MTOX rule set for the outbound MT message. Result: pass.
8. Evaluate the MTOR rule set for the outbound MT message. Result: pass.

9. Send the MT message to the MSC.
10. Receive the MT response from the MSC (assuming success).
11. Evaluate the MTOC rule set for the MT message.

This image illustrates the process described in this example.

RTR HLR

1
Evaluate MTOX rules for
outbound SRI-SM request
|
Evaluate MTOR rules for
outbound SRI-SM request

SRI-SM Request

SRI-SM Response

Ewvaluate MTOC rules for
SRI-SM operation
|
Evaluate MTOX rules for
inbound SRI-SM response
I
Evaluate MTOX rules for
outbound MT message
|
Evaluate MTOR rules for
outbound MT message

MT Mgssage

MSC

MT Regponse

Evaluate MTOC rules
for MT message

Figure 38: MO-MT routing example

MT-MT Routing Example

MT Routing

In a simple MT-MT routing scenario, the RTR plays the role of a firewall. The RTR contacts the HLR
during the SRI-SM processing phase and Home Routes the MT message to relay it to the MSC.

1. Receive the inbound SRI-SM request.
Execute MT anti-spoofing checks. Result: success
Evaluate the SRI-SM request rule set. Result: query HLR.

Send the SRI-SM request to the HLR.
Receive the SRI-SM response from the HLR (assuming success).
Evaluate the MTOC rule set for the SRI-SM operation.

® NSO LDN
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Evaluate the MTOX rule set for the outbound SRI-SM request. Result: pass.
Evaluate the MTOR rule set for the outbound SRI-SM request. Result: pass.
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9. Evaluate the MTOX rule set for the inbound SRI-SM response. Result: pass.
10. Optionally evaluate the MTOR rule set for the inbound SRI-SM response. Result: pass.
11. Evaluate the SRI-SM response rule set. Result: home route.

12. Send the SRI-SM response to the SMSC.

13. Receive the inbound MT message from the SMSC.

14. Execute MT anti-spoofing checks. Result: success

15. Evaluate the MTIX rule set for the inbound MT message. Result: pass.

16. Evaluate the MTIR rule set for the inbound MT message. Result: route to MS.
17. Evaluate the MTOX rule set for the outbound MT message. Result: pass.

18. Evaluate the MTOR rule set for the outbound MT message. Result: pass.

19. Send the MT message to the MSC.

20. Receive the MT response from the MSC (assuming success).

21. Evaluate the MTOC rule set for the MT message.

22. Send the MT response to the SMSC.

23. Evaluate the MTIC rule set for the MT message.

This image illustrates the process described in this example.

Release 17.4 Revision A, February 2019 197



RTR Operator Manual MT Routing

SMSC RTR HLR MSC

Execute MT anti-
spoofing checks

Evaluate SRI-SM
request rules

Evaluate MTOX rules for
outbound SRI-SM request

Evaluate MTOR rules for
outbound SRI-SM request

SRI-SM Request
SRI-5M Response

K

Evaluate MTOC rules for
SRI-SM operation

Evaluate MTOX rules for
inbound SRI-SM response

Optionally evaluate MTOR
rules for inbound SRI-SM
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Evaluate SRI-SM
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MT Message
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Evaluate MTIR rules for
inbound MT message

I
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outbound MT message

i
Evaluate MTOR rules for
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MT Regponse

Evaluate MTOC rules
for MT message

k MT Response |

1
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Figure 39: MT-MT routing example
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10.4 SRI-SM Request Rule Set

The SRI-SM Request rule set determines how the RTR handles inbound SendRoutingInfoForSm
requests, as emitted by an external SMSC. Use the SRI-SM request rule set to control the RTR's behavior
regarding the following questions:

1. Should we process SRI-SM request, or reject it?
2. Should we immediately pass the SRI-SM request to the HLR, or not?

10.4.1 SRI-SM Request Rule Evaluation

When the RTR receives a SendRoutingInfoForSm request from an external SMSC, it first executes any
applicable validation checks?. If the request successfully passes these tests, you may query the Subscriber
Service Information (SSI) component for the recipient and the originator MSISDN, if it is present. Then,
the RTR evaluates the SRI-SM Request rule set and applies the resulting routing action.

The SRI-SM Request rule set is not evaluated for outbound SRI-SM requests (that is, when the RTR
plays the role of the SMSC).

The RTR evaluates the SRI-SM Request rule set in the same way that it evaluates the routing rule set;
it evaluates individual rules in priority order, and the first matching rule is used, with any lower-priority
rules being disregarded. If no rule matches the RTR behaves as if a rule with the routing action "query
HLR" had matched.

10.4.2 SRI-SM Request Rule Conditions

The SRI-SM Request rule set supports conditions on the following parameters:

Condition Format Description

Time Schedule This condition is independent of the received SRI-SM
request, but is evaluated against the time at which the
rule is evaluated.

Originator General This condition is evaluated against the address included
in the SRI-SM request's optional RP-SMEA parameter.
When the parameter is absent, but this condition is
specified, the condition evaluates to false if not inverted
and to true if inverted.

Single MSISDN, This condition is evaluated against the normalised
MSISDN range, or MSISDN, if the RP-SMEA address is categorized as
MSISDN prefix MSISDN.

Single short number, | This condition is evaluated against the RP-SMEA address,
short number range, or | if the RP-SMEA address is categorized as a short number.
short number prefix

2 Depending on the installed licenses, this may include MT anti-spoofing checks.
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Condition

Format

Description

Alphanumeric

This condition is evaluated against the RP-SMEA address,
if the RP-SMEA address is specified as an alphanumeric
address.

Country

This condition is evaluated against the country, as derived
from extracting the E.164 country code from the
normalized MSISDN, if the RP-SMEA address is
categorized as MSISDN. Successful extraction of the
country code depends on the provisioned countries.

Network

This condition is evaluated against the network, as
derived from matching the normalized MSISDN against
the provisioned mobile network number ranges and /or
network prefixes, if the RP-SMEA address is categorized
as MSISDN.3

List

This condition evaluates the normalized MSISDN against
alist of MSISDNEs, , if the RP-SMEA address is categorized
as MSISDN. This enables logical OR operation.

Originator TON

This condition is evaluated against the type of number
(TON) parameter of the SRI-SM request's optional
RP-SMEA parameter. If that parameter is not present,
the non-inverted condition evaluates to true if it requires
a TON of "unknown"; otherwise, it evaluates to false.

Originator NPI

This condition is evaluated against the numbering plan
indicator (NPI) parameter of the SRI-SM request's
optional RP-SMEA parameter. If that parameter is not
present, the non-inverted condition evaluates to true if
it requires a NPI of "unknown"; otherwise, it evaluates
to false.

Originator SSI

This condition is evaluated against the SSI information
that is retrieved prior to evaluating the SRI-SM Request
rule set. It enables you to specify which services the
originator must or must not have. If SSI is not used, this
condition should not be specified. If the originator is not
available, or if it is not categorized as MSISDN, the SSI
will be empty (no services).

Recipient

Single MSISDN,
MSISDN range, or
MSISDN prefix

This condition is evaluated against the MSISDN received
at the MAP layer of the SRI-SM request. It refers to the
recipient of the subsequent MT messages.

Country

This condition is evaluated against the country, as derived
from extracting the E.164 country code from the received
MSISDN. Successful extraction of the country code
depends on the provisioned countries.

3 In general, deriving a mobile network from an MSISDN only works reliably if that network does not

support mobile number portability (MNP).
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Format

Description

Network

This condition is evaluated against the network, as
derived from matching the MSISDN against the
provisioned mobile network number ranges and/or
network prefixes.*

Application

This condition is evaluated against the application, which
may be associated with the recipient MSISDN, based on
the portable application configuration of the RTR.

List

This condition evaluates the received MSISDN against a
list of MSISDNSs. This enables logical OR operation.

Recipient SSI

This condition is evaluated against the SSI information
that is retrieved prior to evaluating the SRI-SM Request
rule set. It enables you to specify which services the
recipient must or must not have. If SSI is not used, this
condition should not be specified.

SMSC Address

Single MSISDN,
MSISDN range or
MSISDN prefix

This condition is evaluated against the SMSC address
received at the MAP layer of the SRI-SM request.

Country

This condition is evaluated against the country, as derived
from extracting the E.164 country code from the SMSC
address. Successful extraction of the country code
depends on the provisioned countries.

Network

This condition is evaluated against the network, as
derived from matching the SMSC address against the
provisioned mobile network number ranges and /or
network prefixes.

List

This condition evaluates the SMSC address received at
the MAP layer of the SRI-SM request against a list of
E.164 numbers. This enables logical OR operation.

SCCP Calling
Party Address

Single MSISDN,
MSISDN range or
MSISDN prefix

This condition is evaluated against the Calling Party
Address in E.164 format received at the SCCP layer of
the SRI-SM request.

Country

This condition is evaluated against the country, as derived
from extracting the E.164 country code from the SCCP
Calling Party Address. Successful extraction of the
country code depends on the provisioned countries.

Note: If PC/SSN routing is used instead of GT routing
then a non-inverted condition will always evaluate to
false and an inverted condition will always evaluate to
true if no GT address is present at the SCCP layer.

4 In general, deriving a mobile network from an MSISDN only works reliably if that network does not

support mobile number portability (MNP).

Release 17.4 Revision A, February 2019

201



RTR Operator Manual

MT Routing

Condition

Format

Description

Network

This condition is evaluated against the network, as
derived from matching the Calling Party Address
received at the SCCP layer against the provisioned mobile
network number ranges and/or network prefixes.

Note: If PC/SSN routing is used instead of GT routing,
then a non-inverted condition will always evaluate to
false and an inverted condition will always evaluate to
true if no GT address is present at the SCCP layer.

List

This condition evaluates the Calling Party address
received at the SCCP layer of the SRI-SM request against
alist of E. 164 numbers. This enables logical OR operation.

PC or PC Range

This condition evaluates the PC included in Calling Party
address received at the SCCP layer of the SRI-SM request
against a Point Code or a Point Code Range.

Note:

1. If globaltitle (GT) routing is used, then a non-inverted
condition will always evaluate to false and an inverted
condition will always evaluate to true.

2. If PC/SSN routing is used but no SCCP PC is
available, OPC at MTP3 layer will be used for rule
matching.

Calling Party

Translation Type

* None
¢ Byte value (value

between 00 and FF,

hexadecimal)

Translation Type specified in SCCP Calling Party Address
received in the SRI-SM request.

SCCP Called
Party Address

Single MSISDN,
MSISDN range or
MSISDN prefix

This condition is evaluated against the Called Party
Address in E.164 format received at the SCCP layer of
the SRI-SM request.

Country

This condition is evaluated against the country, as derived
from extracting the E.164 country code from the SCCP
Called Party Address. Successful extraction of the country
code depends on the provisioned countries.

Note: If PC/SSN routing is used instead of GT routing,
then a non-inverted condition will always evaluate to
false and an inverted condition will always evaluate to
true if no GT address is present at the SCCP layer.

Network
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This condition is evaluated against the network, as
derived from matching the Called Party Address received
at the SCCP layer against the provisioned mobile network
number ranges and /or network prefixes.
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Format

Description

Note: If PC/SSN routing is used instead of GT routing,
then a non-inverted condition will always evaluate to
false and an inverted condition will always evaluate to
true if no GT address is present at the SCCP layer.

List

This condition evaluates the Called Party address
received at the SCCP layer of the SRI-SM request against
alist of E. 164 numbers. This enables logical OR operation.

PC or PC Range

This condition evaluates the PC included in Called Party
address received at the SCCP layer of the SRI-SM request
against a Point Code or a Point Code Range.

Note:

1. If globaltitle (GT) routing is used, then a non-inverted
condition will always evaluate to false and an inverted
condition will always evaluate to true.

2. If PC/SSN routing is used but no SCCP PC is
available, OPC at MTP3 layer will be used for rule
matching.

Called Party
Translation Type

e None

¢ Byte value (value
between 00 and FF,
hexadecimal)

Translation Type specified in SCCP Called Party Address
received in the SRI-SM request.

Traffic Type

This condition is evaluated against the trusted /suspect
categorization of the external SMSC that issued the
SRI-SM request. Refer to the Firewall Guide for
information about how this categorization is done.

Portable
Application

This condition is evaluated against the outcome of
matching the recipient MSISDN against the provisioned
portable application MSISDNSs. If there is a match, the
recipient is considered to be a portable application.

10.4.3 SRI-SM Request Rule Routing Action

The sole effect of the evaluation of the SRI-SM Request rule set is that the RTR applies the resulting
routing action to the SendRoutingInfoForSm operation. The possible actions are:

Action Effect

Send to HLR Send the SRI-SM request to the RTR's outbound SRI-SM request processing,
with the intent to forward the SRI-SM to the HLR in such a way that the
response will be routed back to the RTR (using a new TCAP dialogue).

Discard with temporary | Reject the SRI-SM request by sending a ReturnError response that contains

error the configurable error code for temporary errors of the HLR back to the
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Action Effect

external SMSC. You can configure the error code using the semi-static
configuration attribute nt t enpor ar ydi scar derror f or hl r . In this case,
the SRI-SM Response rule set is not evaluated.

Discard with permanent | Reject the SRI-SM request by sending a ReturnError response that contains
error the configurable error code for permanent errors of the HLR back to the
external SMSC. You can configure the error code using the semi-static
configuration attribute nt per manent di scar der r or f or hl r . In this case,
the SRI-SM Response rule set is not evaluated.

Discard with no Drop the SRI-SM request, without sending a response back to the external
response SMSC. In this case, the SRI-SM Response rule set is not evaluated.

Accept and respond to | Do not send the SRI-SM request on to the RTR's outbound SRI-SM request
SMSC immediately processing, but proceed with the evaluation of the SRI-SM response rules.

Have HLR respond to | Send the SRI-SM request to the RTR's outbound SRI-SM request processing,
SMSC directly with the intent to relay the SRI-SM to the HLR in such a way that the

response will be routed directly back to the external SMSC (using the same
TCAP dialogue). In this case, the SRI-SM Response rule set is not evaluated.

10.4.4 SRI-SM Request Rule Matching Ratio

The SRI-SM Request Rule Matching Ratio parameter enables you to provision a matching fraction.
This is a fraction of two integers, M and N; N must be equal to or greater than M, and both integers
must be between 1 and 9999. The matching fraction causes the rule to:

¢ Only match M out of N times
¢ Not match N minus M of N times

Non-matching due to the matching fraction only occurs if all other provisioned conditions evaluate
to true.

10.5 SRI-SM Response Rule Set

The SRI-SM Response rule set determines how the RTR handles inbound SendRoutingInfoForSm
requests, to be sent back to an external SMSC. Use the SRI-SM response rule set to control the RTR's
behavior regarding the following questions:

1. Should we Home Route subsequent MT messages?
2. What IMSI should we return to the external SMSC?

Home Routing, as well as returning a real IMSI vs. a generated IMSI is described in more detail at the
end of this section.
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10.5.1 SRI-SM Response Rule Evaluation

If the SRI-SM Request rule set routed the inbound SendRoutingInfoForSm request such that the HLR
was not contacted (routing action "accept and respond to SMSC immediately"), the RTR evaluates the
SRI-SM Response rule set immediately after evaluating the SRI-SM Request rule set.

If the inbound SendRoutingInfoForSm request was forwarded to the HLR (routing action "send to
HLR") and the outbound SendRoutingInfoForSm processing (MTO) resulted in the intent to neither
reject nor release the SendRoutingInfoForSm request, the RTR also evaluates the SRI-SM Response
rule set.

In all other situations, the SRI-SM Response rule set is ignored.

The RTR evaluates the SRI-SM Response rule set in the same way that it evaluates the routing rule
set; it evaluates individual rules in priority order, and the first matching rule is used, with any
lower-priority rules being disregarded. If no rule matches and the RTR successfully queried the HLR
previously, the RTR behaves as if a rule with the routing action "no home routing" action had matched.
If no rule matches and the RTR did not successfully query the HLR, the RTR behaves as if a rule with
the routing action "discard with temporary error" action had matched.

10.5.2 SRI-SM Response Rule Conditions

The SRI-SM Response rule set supports conditions on the following parameters:

Condition Format Description

Time Schedule This condition is independent of the received SRI-SM
request or response, but is evaluated against the time
at which the rule is evaluated.

Originator General This condition is evaluated against the address
included in the SRI-SM request's optional RP-SMEA
parameter. When the parameter is absent, but this
condition is specified, the condition evaluates to false
if not inverted and to true if inverted.

Single MSISDN, MSISDN | This condition is evaluated against the normalized
range or MSISDN prefix | MSISDN, if the RP-SMEA address is categorized as

MSISDN.
Single short number, short | This condition is evaluated against the RP-SMEA
number range or short address, if the RP-SMEA address is categorized as a
number prefix short number.
Alphanumeric This condition is evaluated against the RP-SMEA

address, if the RP-SMEA address is specified as an
alphanumeric address.

Country This condition is evaluated against the country, as

derived from extracting the E.164 country code from
the normalized MSISDN, if the RP-SMEA address is
categorized as MSISDN. Successful extraction of the
country code depends on the provisioned countries.
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Format

Description

Network

This condition is evaluated against the network, as
derived from matching the normalized MSISDN
against the provisioned mobile network number ranges
and/or network prefixes, if the RP-SMEA address is
categorized as MSISDNP.

List

This condition evaluates the normalized MSISDN
against a list of MSISDNSs if the RP-SMEA address is
categorized as MSISDN. This enables logical OR
operation.

Originator TON

This condition is evaluated against the type of number
(TON) parameter of the SRI-SM request's optional
RP-SMEA parameter. If that parameter is not present,
the non-inverted condition evaluates to true if it
requires a TON of "unknown"; otherwise, it evaluates
to false.

Originator NPI

This condition is evaluated against the numbering plan
indicator (NPI) parameter of the SRI-SM request's
optional RP-SMEA parameter. If that parameter is not
present, the non-inverted condition evaluates to true
if it requires a NPI of "unknown"; otherwise, it
evaluates to false.

Originator SSI

This condition is evaluated against the SSI information
that is retrieved prior to evaluating the SRI-SM Request
rule set. It enables you to specify which services the
originator must or must not have. If SSI is not used,
this condition should not be specified. If the originator
is not available, or if it is not categorized as MSISDN,
the SSI will be empty (no services).

Recipient

Single MSISDN, MSISDN
range or MSISDN prefix

This condition is evaluated against the MSISDN
received at the MAP layer of the SRI-SM request. It
refers to the recipient of the subsequent MT messages.

Country

This condition is evaluated against the country, as
derived from extracting the E.164 country code from
the received MSISDN. Successful extraction of the
country code depends on the provisioned countries.

Network

This condition is evaluated against the network, as
derived from matching the MSISDN against the
provisioned mobile network number ranges and/or
network prefixes®.

5 In general, deriving a mobile network from an MSISDN only works reliably if that network does not
support mobile number portability (MNP).
6 In general, deriving a mobile network from an MSISDN only works reliably if that network does not
support mobile number portability (MNP).
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Format

Description

Single IMSI, IMSI range or
IMSI prefix

This condition is evaluated against the "real" IMSI for
the recipient of the subsequent MT messages, as
returned by the HLR or retrieved from the portable
application provisioning data. If no "real" IMSI is
available, the condition evaluates to false if not
inverted and to true if inverted.

Application

This condition is evaluated against the application,
which may be associated with the recipient MSISDN,
based on the portable application configuration of the
RTR.

List

This condition evaluates the received MSISDN against
a list of MSISDN s or the recipient IMSI against a list
of IMSIs. This enables logical OR operation.

Recipient SSI

This condition is evaluated against the SSI information
that is retrieved prior to evaluating the SRI-SM Request
rule set. It enables you to specify which services the
recipient must or must not have. If SSI is not used, this
condition should not be specified.

SMSC Address

Single MSISDN, MSISDN
range or MSISDN prefix

This condition is evaluated against the SMSC address
received at the MAP layer of the SRI-SM request.

Country

This condition is evaluated against the country, as
derived from extracting the E.164 country code from
the SMSC address. Successful extraction of the country
code depends on the provisioned countries.

Network

This condition is evaluated against the network, as
derived from matching the SMSC address against the
provisioned mobile network number ranges and/or
network prefixes.

List

This condition evaluates the SMSC address received
at the MAP layer of the SRI-SM request against a list
of E.164 numbers. This enables logical OR operation.

Dest. MSC or
SGSN

General
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This condition is evaluated against the MSC or SGSN
address as returned by the HLR. If the HLR returns
both addresses, the rule set is evaluated against either
the MSC or the SGSN address, as selected by the
semi-static attribute pr ef err ednt desti nati on. If
neither an MSC nor SGSN address is available when
the SRI-SM Response rule set is evaluated, a
non-inverted condition evaluates to false and an
inverted condition evaluates to true.

Note: If the Network configuration is available
according to the MSC and/or SGSN (i.e. received in
the HLR query), The 'Preferred MT Destination' in
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Description

the Network configuration overrides the semi-static
attribute 'pr ef err ednt dest i nat i on' for the rules
evaluation.

Single MSISDN, MSISDN
range or MSISDN prefix

This condition is evaluated against the selected MSC
or SGSN address received at the MAP layer of the
SRI-SM response from the HLR.

Country

This condition is evaluated against the country, as
derived from extracting the E.164 country code from
the selected MSC or SGSN address. Successful
extraction of the country code depends on the
provisioned countries.

Network

This condition is evaluated against the network, as
derived from matching the selected MSC or SGSN
address against the provisioned mobile network
number ranges and/or network prefixes.

List

This condition evaluates the selected MSC or SGSN
address against a list of E. 164 numbers. This enables
logical OR operation.

SCCP Calling
Party Address

Single MSISDN, MSISDN
range or MSISDN prefix

This condition is evaluated against the Calling Party
Address in E.164 format received at the SCCP layer of
the SRI-SM request.

Country

This condition is evaluated against the country, as
derived from extracting the E.164 country code from
the SCCP Calling Party Address. Successful extraction
of the country code depends on the provisioned
countries.

Note: If PC/SSN routing is used instead of GT routing,
then a non-inverted condition will always evaluate to
false and an inverted condition will always evaluate

to true if no GT address is present at the SCCP layer.

Network

This condition is evaluated against the network, as
derived from matching the Calling Party Address
received at the SCCP layer against the provisioned
mobile network number ranges and/or network
prefixes.

Note: If PC/SSN routing is used instead of GT routing,
then a non-inverted condition will always evaluate to
false and an inverted condition will always evaluate

to true if no GT address is present at the SCCP layer.

List

Release 17.4 Revision A, February 2019

This condition evaluates the Calling Party address
received at the SCCP layer of the SRI-SM request

208



RTR Operator Manual

MT Routing

Condition

Format

Description

against a list of E.164 numbers. This enables logical
OR operation.

PC or PC Range

This condition evaluates the PC included in Calling
Party address received at the SCCP layer of the SRI-SM
request against a Point Code or a Point Code Range.

Note:

1. If global title (GT) routing is used, then a
non-inverted condition will always evaluate to false
and an inverted condition will always evaluate to
true.

2. If PC/SSN routing is used but no SCCP PC is
available, OPC at MTP3 layer will be used for rule
matching.

Calling Party
Translation Type

¢ None

¢ Byte value (value
between 00 and FF,
hexadecimal)

Translation Type specified in SCCP Calling Party
Address received in the SRI-SM request.

SCCP Called
Party Address

Single MSISDN, MSISDN
range or MSISDN prefix

This condition is evaluated against the Called Party
Address in E.164 format received at the SCCP layer of
the SRI-SM request.

Country

This condition is evaluated against the country, as
derived from extracting the E.164 country code from
the SCCP Called Party Address. Successful extraction
of the country code depends on the provisioned
countries.

Note: If PC/SSN routing is used instead of GT routing,
then a non-inverted condition will always evaluate to
false and an inverted condition will always evaluate

to true if no GT address is present at the SCCP layer.

Network

This condition is evaluated against the network, as
derived from matching the Called Party Address
received at the SCCP layer against the provisioned
mobile network number ranges and/or network
prefixes.

Note: If PC/SSN routing is used instead of GT routing,
then a non-inverted condition will always evaluate to
false and an inverted condition will evaluate to true if
no GT address is present at the SCCP layer.

List
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Condition Format Description

against a list of E.164 numbers. This enables logical
OR operation.

PC or PC Range This condition evaluates the PC included in Called
Party address received at the SCCP layer of the SRI-SM
request against a Point Code or a Point Code Range.

Note:

1. If global title (GT) routing is used, then a
non-inverted condition will always evaluate to false
and an inverted condition will always evaluate to
true.

2. If PC/SSN routing is used but no SCCP PC is
available, OPC at MTP3 layer will be used for rule
matching.

Called Party Translation Type specified in SCCP Called Party

Translation Type * None Address received in the SRI-SM request.
¢ Byte value (value
between 00 and FF,
hexadecimal)
Traffic Type This condition is evaluated against the trusted /suspect
categorization of the external SMSC that issued the
SRI-SM request. Refer to the Firewall Guide for
information about how this categorization is done.
Portable This condition is evaluated against the outcome of
Application matching the recipient MSISDN against the

provisioned portable application MSISDNS. If there is
a match, the recipient is considered to be a portable
application.

10.5.3 SRI-SM Response Rule Routing Action

The primary effect of evaluating the SRI-SM Response rule set is that the RTR determines whether
subsequent MT messages should be Home Routed or not, which is implemented through the matching
SRI-SM rule's routing action. The possible actions are:

Action Effect

Home Routing Return a successful SRI-SM response to the external SMSC so that when

the returned routing data is used, subsequent MT messages will be routed
to the RTR. A rule with this action can only match if:

* Areal IMSI is available (from the HLR or the portable application
provisioning data), or
¢ Therule specifies a range of IMSIs from which an IMSI can be generated
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Action Effect

Discard with temporary | Reject the SRI-SM request by sending a ReturnError response that contains
error the configurable error code for temporary errors of the HLR back to the
external SMSC. You can configure the error code using the semi-static
configuration attribute nt t enpor ar ydi scarderrorforhlr.

Discard with permanent | Reject the SRI-SM request by sending a ReturnError response that contains
error the configurable error code for permanent errors of the HLR back to the
external SMSC. You can configure the error code using the semi-static
configuration attribute nt per manent di scarderrorforhlr.

Discard with no Drop the SRI-SM request, without sending a response back to the external
response SMSC.
No Home Routing Return a successful SRI-SM response to the external SMSC that includes

the IMSI and MSC and/or SGSN address as returned by the HLR. This
causes the SMSC to direct subsequent MT delivery attempts for that
recipient directly to the MSC or SGSN. A rule with this action can only
match if the RTR successfully queried the HLR previously, so there is real
routing data to return to the external SMSC.

10.5.4 SRI-SM Response Rule Matching Ratio

The SRI-SM Response Rule Matching Ratio parameter enables you to provision a matching fraction.
This is a fraction of two integers, M and N; N must be equal to or greater than M, and both integers
must be between 1 and 9999. The matching fraction causes the rule to:

¢ Only match M out of N times
¢ Not match N-M of N times

Non-matching due to the matching fraction only occurs if all other provisioned conditions evaluate
to true.

For example, to Home-Route only 30% of the Home-Routable messages, all SRI-SM Response rules
with the "Home Route" action should have a Rule Matching Ratio of 3/10.

10.5.5 IMSI Generation

If an SRI-SM Response rule has a routing action of "home route", you can associate it with a range of
IMSIs between 5 and 15 digits. The range is used to generate an IMSI for use in the RTR's
SendRoutingInfoForSm response to the external SMSC in two cases:

* No "real" IMSI (that is, no IMSI provided by the HLR or portable application provisioning data) is
available, so a "fake" IMSI must be generated to make Home Routing possible.

e A "real" IMSI is available, but the MT anti-spoofing license is enabled, and generated” IMSIs are
used to generate a one-to-one mapping between the SendRoutingInfoForSm request and the
subsequent MT messages on a per-SMSC basis.

7 Generated IMSIs have also been called "scrambled" IMSIs. However, this term implies that there is a
reverse-engineerable algorithm that translates a real IMSI into a scrambled IMSI, which is not the case.
When an IMSI is generated, the RTR selects a random IMSI out of the configured range.

Release 17.4 Revision A, February 2019 211



RTR Operator Manual MT Routing

Therefore, if the MT anti-spoofing license is disabled and a real IMSI is available, the RTR will return
the real IMSI to the external SMSC. This is called "plain" Home Routing.

Note: When a generated IMSI is returned to the external SMSC instead of a real IMSI, you should be
aware that the result is that all logging and billing done on the external SMSC will show the generated
IMSI instead of the real IMSL

IMSI Generation Range

The ranges for generating IMSIs must be large enough to supply sufficient IMSIs under high load
conditions. If more IMSIs cannot be generated, the SRI-SM request is rejected with a temporary error.
A guideline for calculating the appropriate size of an IMSI generation range is:

t hroughput * max_interval _between_srismand_nt * 2.2 / nunber_of _rtr_nodes

Where:

e throughput isthe expected number of MT messages that are supposed to be Home-Routed using
this IMSI generation range under peak traffic load, in SMs per second.

e max_interval _between_srism and_nt is the value of the semi-static configuration attribute
firewal | maxi nt er val bet weensri smandnt f wdsm which defaults to 60 seconds.

* nunber _of _rtr_nodes is the number of RTR nodes that perform the same task (that is, that
share the message load as identified by (t hr oughput )

For example, if a certain IMSI generation range is supposed to support a throughput of 1000 SM/s
and four RTR nodes are deployed to share that load, the IMSI generation range should contain at least
33,000 IMSIs.

10.5.6 Home Routing

Home Routing is a RTR feature that causes an external SMSC to deliver MT messages to the RTR
instead of to a real MSC or SGSN. You can use Home Routing to:

¢ Apply MT anti-spoofing checks
* Apply personalized services or services such as message forwarding, message copying, spam
detection, or spam filtering to MT messages

* Take advantage of interconnect agreements that may exist between the foreign PLMN and the
HPLMN or between the HPLMN and the visited PLMN

Home Routing requires the RTR to maintain a correlation database that contains correlation records. These
records preserve message parameters that are available during SendRoutingInfoForSm processing,

so they will be available during MT message processing. The database is stored in volatile memory?8,
and the key for retrieving a record is the recipient IMSP (as included in the Home Routed MT message
issued by the external SMSC). A correlation record typically preserves the recipient MSISDN (as it is
not available in an MT message) and the relevant routing data returned by the HLR. Each correlation

8 This means that when the RTR is restarted, the database will be cleared. In this case, if the external
SMSC attempts to delivery Home Routed MT messages, an "unsolicited MT message" event will occur
on the RTR. By default, this event causes the RTR to drop the MT message with no response. The
SMSC's delivery attempt will time out, and the next delivery attempt will begin with a
SendRoutingInfoForSm operation again, re-installing the correlation record.

9 If the HLR returned an LMSI, that LMSI is not returned to the SMSC when Home Routing, so that the
recipient IMSI is always present in a Home-Routed MT message.
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record exists only on a single RTR instance; the instance that processed the SendRoutingInfoForSm
request.

Home Routing works because the MSC and/or SGSN address returned to the external SMSC in the
SendRoutingInfoForSm response is populated with an E.164 address that is uniquely assigned to that
RTR instance. By default, that is the RTR's global title (GT) or one of the E.164 addresses specified in
the list that is provisioned in the semi-static configuration attribute

firewal | mecsgsnaddr essi nsuspect sri snr esponse. If, during the processing of the
SendRoutingInfoForSm request, the HLR was queried successfully and the HLR returned both an
MSC and an SGSN address, the RTR's SendRoutingInfoForSm response will include the same E.164
address in the MSC and SGSN fields. Therefore, the external SMSC can choose whether to deliver the
MT message to the SGSN or to the MSC. That decision is conveyed to the RTR by means of the
subsystem number (SSN) in the called party address (CDPA) of the subsequent MT delivery attempt.

10.6 MTI Rule Set

There are three types of MTI rules:

* MTI routing rules (MTIR)
e MTI external condition rules (MTIX)
* MTI counting rules (MTIC)

All rules are evaluated for Home-Routed, inbound MT traffic only; that is, when the RTR plays the
role of a firewall. They are not evaluated for outbound MT traffic, and they are not evaluated for MT
traffic that is rerouted to the RTR through MAP screening functionality.

All MTI rule sets support the same conditions.

Note: An MT message can be either a GSM 03.40 Deliver-SM (a normal message) or a phase 2
Status-Report.

10.6.1 MTI Rule Evaluation

When the RTR processes inbound MT traffic from an external SMSC, it begins by categorizing the
SMSC as trusted or suspect. The originating external SMSC of an inbound MT message is categorized
as trusted if:

* The SMSC address at the SCCP layer (and at the MAP layer, if present) matches the list of trusted
SMSCs in the semi-static configuration attribute fi r ewal | t r ust edsnscl i st, or

¢ If the MT message was received with an originating point code (OPC) that is different from the
provisioned STP's!0 or

o [fthe SCCP CgPA GT address present in an incoming SendRoutingInfoForSm exists in the Trusted
SMSC SCCP CgPA List configured in the MGR GUI (Firewall O MT O Properties), then the
SMSC is considered trusted and the corresponding MT Forward SM received with the same IMSI
as returned in SendRoutingInfoForSm response is also considered trusted.

10

This way of categorizing originating SMSCs means that operators must instruct their own SMSCs to
directly route SRI-SMs (and MT messages) to the RTR; that is, GT translation rules on the SMSC would
address the RTR, and any intermediate STP would not need to apply GTT rules, and therefore not
change the message's OPC. Therefore, any SRI-SM or MT message received on the RTR from an STP's
OPC would not come from any of the operator's own SMSCs, but from a foreign, suspect SMSC.
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MT messages from suspect sources undergo stricter MT anti-spoofing checks (when the MT
anti-spoofing license is present).

After the SMSC is categorized as trusted or suspect, the RTR validates the categorized MT message,
which includes normalization of address parameters and performing MT anti-spoofing checks. During
validation, the RTR retrieves the correlation record from the correlation database. If retrieval fails, the
RTR rejects the MT message as unsolicited. If the retrieval succeeds, the message parameters contained
in the correlation record (such as the recipient MSISDN and, possibly, the recipient's real IMSI and
serving MSC) become available to be used in rule conditions.

If the message passes the validation phase successfully, the RTR can optionally retrieve the SSI data.
Then, the RTR evaluates the MTIX rule set. After the message passes MTIX rule evaluation, the RTR
evaluates the MTIR rule set, primarily to determine the routing path for the inbound MT message.
The RTR then routes the MT message and sends a response back to the external SMSC. The RTR
evaluates the MTIC rule set during the post-processing phase for the message, and increments MTIC
counters according to the response sent back to the SMSC.

Note: The external SMSC may use a single TCAP dialogue to request the delivery of multiple MT
messages. For Home-Routed MT traffic, the TCAP dialogue is always established between the SMSC
and the RTR; it is never established between the SMSC and the real MSC or SGSN. If the RTR needs
to forward the MT message to the real MSC or SGSN, the RTR initiates a second TCAP dialogue to
do so. For each MT message received over the same TCAP dialogue, the same evaluation process is
executed. Therefore, every message can potentially take a different route (even if this would be desirable
only for rare scenarios). When routing the MT message to an application (MT-AT), to storage (MT-Store),
or to another SMSC as AO (MT-AO), the RTR uses the TP-MMS field of the inbound MT message to
determine if the inbound TCAP dialogue should be continued. When the MT message is routed to the
real MSC or SGSN, that node's dialogue continuation behavior will be mirrored on the inbound TCAP
dialogue.

10.6.2 MTI Rule Conditions

The MTI rule sets support conditions on the following parameters:

Condition Format Description

Time Schedule This condition is independent of the received MT
message, but is evaluated against the time at which the
rule is evaluated.

Originator General By originator, we generally refer to the TP-OA parameter
of a Deliver-SM message or the TP-RA parameter of a
Status-Report message.

Single MSISDN, MSISDN | This condition is evaluated against the originator
range or MSISDN prefix | address, if the originator address is categorized as

MSISDN.
Single short number, This condition is evaluated against the originator
short number range or | address, if the originator address is categorized as a short
short number prefix number.
Alphanumeric This condition is evaluated against the originator

address, if the originator address is specified as an
alphanumeric address.
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Condition

Format

Description

Country

This condition is evaluated against the country, as
derived from extracting the E.164 country code from the
normalized originator address, if the originator address
is categorized as MSISDN. Successful extraction of the
country code depends on the provisioned countries.

Network

This condition is evaluated against the network, as
derived from matching the normalized MSISDN against
the provisioned mobile network number ranges and / or
network prefixes, if the originator address is categorized
as MSISDN.

List

This condition evaluates the normalized address against
a list of MSISDN s or short numbers, enabling logical OR
operation.

Originator TON

This condition is evaluated against the type of number
(TON) parameter of the TP-OA or TP-RA parameter.

Originator NPI

This condition is evaluated against the numbering plan
indicator (NPI) parameter of the TP-OA or TP-RA
parameter.

Originator SSI

This condition is evaluated against the SSI information
that is retrieved prior to evaluating the MTI rule set. It
enables you to specify which services the originator must
or must not have. If SSI is not used, this condition should
not be specified.

Recipient

Single MSISDN, MSISDN
range or MSISDN prefix

This condition is evaluated against the recipient MSISDN
retrieved from the correlation record.

Country

This condition is evaluated against the country, as
derived from extracting the E.164 country code from the
recipient MSISDN. Successful extraction of the country
code depends on the provisioned countries.

Network

This condition is evaluated against the network, as
derived from matching the recipient MSISDN against
the provisioned mobile network number ranges and
network prefixes!!.

Single IMSI, IMSI range
or IMSI prefix

This condition is evaluated against the "real" IMSI for
the recipient of the subsequent MT messages, as returned
by the HLR or retrieved from the portable application
provisioning data. If no "real” IMSI is available, the
condition evaluates to false if not inverted, and to true
if inverted.

11 In general, deriving a mobile network from an MSISDN only works reliably if that network does not
support mobile number portability (MNP).

Release 17.4 Revision A, February 2019

215



RTR Operator Manual

MT Routing

Condition

Format

Description

Application

This condition is evaluated against the application, which
may be associated with the recipient MSISDN, based on
the portable application configuration of the RTR.

List

This condition evaluates the recipient MSISDN against
a list of MSISDNs, or the "real" recipient IMSI against a
list of IMSIs. This enables logical OR operation.

Recipient SSI

This condition is evaluated against the SSI information
that is retrieved prior to evaluating the MTI rule set. It
enables you to specify which services the recipient must
or must not have. If SSI is not used, this condition should
not be specified.

DCS

This condition is evaluated against the Deliver-SM's
TP-DCS parameter. If the MT message is a Status Report,
the condition evaluates as if the TP-DCS parameter were
set to 0.

Message Type

This condition is evaluated against the M T message type,
which is a Deliver-SM or a Status Report.

User Data

This condition is evaluated against the user data portion
of the MT message. In the case of a Status Report, this
condition behaves as if the user data portion were empty.

User Data
Header

This condition is evaluated against the list of user data
header information element identifiers that are present
in the MT message.

Ext Att

This condition is evaluated against the external attributes
as set and reset by the EC application consulted during
the evaluation of the MTIX rules. This condition is not
supported in the MTIX rule set.

SMSC Address

Single MSISDN, MSISDN
range or MSISDN prefix

This condition is evaluated against the SMSC address
received at the MAP layer of the MT message.

Country

This condition is evaluated against the country, as
derived from extracting the E.164 country code from the
SMSC address. Successful extraction of the country code
depends on the provisioned countries.

Network

This condition is evaluated against the network, as
derived from matching the SMSC address against the
provisioned mobile network number ranges and/or
network prefixes.

List

This condition evaluates the SMSC address received at
the MAP layer of the MT message against a list of E.164
numbers. This enables logical OR operation.
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Condition

Format

Description

Originator -
SMSC Addr.
Match

This condition is evaluated by comparing the Originator
address and the SMSC Address on the basis of their
country and network parameters. The respective country

is derived by extracting the E.164 country code from the

Originator and the SMSC address and matching the same
against the provisioned countries. Similarly, the
respective network is derived by matching the Originator
and the SMSC address against the provisioned mobile
network number ranges/prefixes. In case no provisioned
country or network number range/prefix is matched,
then the corresponding country or network is considered
as “unknown”.

The comparison of the Originator and the SMSC address
is based on the following criteria, which are configurable

on the MGR:

* (- Originator Country equals SMSC
¢ 1 - Originator Country strictly equals SMSC
¢ 2-Originator Network equals SMSC
* 3 - Originator Network strictly equals SMSC

The 'strictly equals' criterion requires an exact match of
the two values being compared, and it is a special case
of the 'equals’ criterion which can be satisfied even if one
(or both) of the values being compared is (are)
‘unknown'. Note that only one criterion can be
configured at a time. In case none of the criteria is
configured, the non-inverted condition always evaluates
to FALSE and the inverted condition always evaluates
to TRUE.

Dest. MSC or
SGSN

General

This condition is evaluated against the real MSC or SGSN
address as retrieved from the correlation record. If
addresses are available, the rule set is evaluated against
either the MSC or the SGSN address, as selected by the
SSN included in the SCCP CDPA. If neither an MSC nor
SGSN address is available in the correlation record, a
non-inverted condition evaluates to FALSE, and an
inverted condition evaluates to TRUE.

Single MSISDN, MSISDN
range or MSISDN prefix

This condition is evaluated against the selected MSC or
SGSN address retrieved from the correlation record.

Country

This condition is evaluated against the country, as

derived from extracting the E.164 country code from the
selected MSC or SGSN address. Successful extraction of
the country code depends on the provisioned countries.
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Condition Format Description

Network This condition is evaluated against the network, as
derived from matching the selected MSC or SGSN
address against the provisioned mobile network number
ranges and/or network prefixes.

List This condition evaluates the selected MSC or SGSN
address against a list of E.164 numbers. This enables
logical OR operation.

SCCP Calling | Single MSISDN, MSISDN | This condition is evaluated against the Calling Party
Party Address |range or MSISDN prefix | Address in E.164 format received at the SCCP layer of
the inbound MT message.

Country This condition is evaluated against the country, as
derived from extracting the E.164 country code from the
SCCP Calling Party Address. Successful extraction of
the country code depends on the provisioned countries.

Note: If PC/SSN routing is used instead of GT routing,
then a non-inverted condition will always evaluate to
false and an inverted condition will always evaluate to
true if no GT address is present at the SCCP layer.

Network This condition is evaluated against the network, as
derived from matching the Calling Party Address
received at the SCCP layer against the provisioned
mobile network number ranges and / or network prefixes.

Note: If PC/SSN routing is used instead of GT routing,
then a non-inverted condition will always evaluate to
false and an inverted condition will always evaluate to
true if no GT address is present at the SCCP layers.

List This condition evaluates the Calling Party address
received at the SCCP layer of the inbound MT message
against a list of E.164 numbers. This enables logical OR
operation.

PC or PC Range This condition evaluates the PC included in Calling Party
address received at the SCCP layer of the inbound MT
message against a Point Code or a Point Code Range.

Note:

1. If global title (GT) routing is used, then a non-inverted
condition will always evaluate to false and an
inverted condition will always evaluate to true.

2. If PC/SSN routing is used but no SCCP PC is
available, OPC at MTP3 layer will be used for rule
matching.
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Condition Format Description

SCCP Called Single MSISDN, MSISDN | This condition is evaluated against the Called Party
Party Address |range or MSISDN prefix | Address in E.164 format received at the SCCP layer of
the inbound MT message.

Country This condition is evaluated against the country, as
derived from extracting the E.164 country code from the
SCCP Called Party Address. Successful extraction of the
country code depends on the provisioned countries.

Note: If PC/SSN routing is used instead of GT routing,
then a non-inverted condition will always evaluate to
false and an inverted condition will always evaluate to
true if no GT address is present at the SCCP layer.

Network This condition is evaluated against the network, as
derived from matching the Called Party Address
received at the SCCP layer against the provisioned
mobile network number ranges and/ or network prefixes.

Note: If PC/SSN routing is used instead of GT routing,
then a non-inverted condition will always evaluate to
false and an inverted condition will always evaluate to
true if no GT address is present at the SCCP layer.

List This condition evaluates the Called Party address
received at the SCCP layer of the inbound MT message
against a list of E.164 numbers. This enables logical OR
operation.

PC or PC Range This condition evaluates the PC included in Called Party
address received at the SCCP layer of the inbound MT
message against a Point Code or a Point Code Range.

Note:

1. If global title (GT) routing is used, then a non-inverted
condition will always evaluate to false and an
inverted condition will always evaluate to true.

2. If PC/SSN routing is used but no SCCP PC is
available, OPC at MTP3 layer will be used for rule

matching.
Reply Path This condition is evaluated against the MT message's
TP-RP flag.
Status Report This condition is evaluated against the MT message's
TP-SRI flag.
PID This condition is evaluated against the Deliver-SM's

TP-PID parameter. If the MT message is a Status Report,
the condition evaluates as if the TP-PID parameter were
set to 0.
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Condition Format

Description

Traffic Type

This condition is evaluated against the trusted /suspect
categorization of the external SMSC that which issued
the MT message.

Message
Segments

This condition is evaluated against the interpreted user
data header information element, indicating that the
message is segmented.

Note: A condition with neither the first, nor the last, nor
the intermediate segment flags turned on will evaluate
to false if the MT message is not segmented. To match
on unsegmented messages only, turn on all three flags
and invert the condition.

Recipient RN
Group

During the processing of the preceding SRI-SM request,
the HLR may have returned an IMSI that was prefixed
with a provisioned routing number. If a routing number
was recognized, it was stripped off the real IMSI,
associated with a routing number group, and added to
the correlation record. This condition is evaluated against
that routing number group.

Portable
Application

This condition is evaluated against the outcome of
matching the recipient MSISDN against the provisioned
portable application MSISDNs during the processing of
the SRI-SM request. If there was a match, the recipient
is considered to be a portable application.

10.6.3 MTIR Rule Set

The RTR evaluates the MTIR rule set to determine how inbound, Home-Routed MT messages will be
routed. An MT message can be Deliver-SM (a normal message) or a Status Report. For information
about the circumstances in which the MTIR rule set is evaluated, refer to MTI Rule Evaluation.

10.6.3.1 MTIR Routing Action

The primary effect of the evaluation of the MTIR rule set is that the RTR determines where the MT
message will be routed, which is implemented through the matching MTIR rule's routing action. The

possible actions are:

Action Effect
Discard with temporary | Reject the MT message by sending a ReturnError response that contains
error the configurable error code for temporary errors of the MSC/SGSN back

to the external SMSC. You can configure the error code using the semi-static
configuration attribute nt t enpor ar ydi scar derr or f or rscor sgsn.

Discard with permanent
error
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Action

Effect

to the external SMSC. You can configure the error code using the semi-static
configuration attribute nt per manent di scar derr or f or rscor sgsn.

Discard with no

Drop the MT message without sending a response back to the external

response SMSC.

Discard with Discard the MT message after sending a response to the external SMSC that

acknowledgment indicates delivery success. The external SMSC will proceed as if the MT
messages was delivered successfully.

Store for delivery to MS | Store the MT message in the specified AMS queue and return a response

depending only on the storage result. At a later point in time, the AMS will
request that the RTR deliver the MT message, which may lead to multiple
retries. You must specify the AMS queue in which to temporarily store the
MT message in the MTIR rule. A rule with this routing action only matches
if, at the time of the rule evaluation, at least one AMS is available, which
indicates the capability for storing messages (as opposed to Icache
functionality only).

Route to mobile

Directly send the inbound MT message on to the MSC or SGSN with which
the recipient is currently registered. If no routing data is available from the
correlation record (because the HLR was not queried during the preceding
SRI-SM processing), the HLR query is executed before the MT message is
sent to the MSC or SGSN.

Note: In this case of a "late" HLR query, the transparent nature of MT-MT
forwarding is lost, the RTR recreates the outbound MT message, and the
RTR typically uses its own global title (GT) to identify the SMSC toward
the terminating MSC or SGSN. Likewise, the transparent nature of the MT
response forwarding toward the external SMSC is lost. Depending on the
categorization of the MT response from the MSC or SGSN, the error code
that is sent back to the SMSC is determined in the same way as for the
"discard with temporary error" or "discard with permanent error" action.
In the case of a late HLR query, the MTO rules are evaluated during the
outbound SRI-SM processing in the same way as they are evaluated for an
outbound SRI-SM during the inbound SRI-SM processing, with one
exception: the MTOR rule set does not follow the

firewal | enabl entrtgrul eeval uati onf orsri snr esponse attribute,
but rather is never evaluated for SRI-SM responses.

Route to application

Route the inbound MT message as an AT message to an application. The
target application can be determined in three ways:

* By therule. The MTIR rule explicitly refers to a provisioned application.
All MT messages matching this rule are delivered as AT messages to
that application. Such MTIR rules only match if, at the time of the rule
evaluation, the target application is available for receiving AT messages.

* By recipient address. The recipient address can refer to a provisioned
application by means of the provisioned portable applications. If that
is the case of the inbound MT message, such an MTIR rule can only
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match if at the time of the rule evaluation, the application associated
with the recipient address is available for receiving AT messages.

* By load balancing group. Refer to the description of AT load balancing
groups. The MTIR rule explicitly refers to a provisioned load balancing
group. All MT messages matching this rule are delivered as AT messages
to one of the applications in that load balancing group. Such MTIR rules
only match if at the time of the rule evaluation, at least one of the
applications in the load balancing group is available for receiving AT
messages.

When an temporary/permanent error is returned, the error code can be
configured using the semi-static configuration attributes:

e mttenporarydi scarderrorfornmscorsgsn
e mt permanent di scarderrorfornmscorsgsn

Route to SMSC as AO

Route the inbound MT message as an AO message to an external SMSC so
that the SMSC will take care of the (further) delivery of the message. The
rule explicitly specifies:

*  Which application should be used to submit the AO message to the

SMSC
e Which SMSC group the AO message should be forwarded to

For such an MTIR rule to match, the following additional conditions must
be met:

¢ The MT message must be a Deliver-SM (it is not possible to route Status
Report messages as AO)

e Atthe time of the rule evaluation, at least one of the SMSCs in the SMSC
group must be available to receive AO messages from the designated
application

When an temporary/permanent error is returned, the error code can be
configured using the semi-static configuration attributes:

e mttenporarydi scarderrorfornmscorsgsn
e mnt pernmanent di scarderrorfornscorsgsn

Note:

CDRs will be generated using the billing profile (if configured) for Di scar ded Messages when the
message is discarded due to the application of any of the following routing action:

1. Discard with permanent error

2. Discard with no response

Only the FCDR format will be supported for generating CDRs for messages discarded by the RTR.

Apart from the above stated condition, if the semi-static parameter
rtrcreatentntcdrforerrorscenari os isconfigured as true, CDRs will also be generated using
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the billing profile (if configured) for Discarded Messages when the configured billing profile is of 3G
CDR format and the message is discarded due to the application of any of the following routing actions:

1. Discard with permanent error
2. Discard with no response
3. Discard with temporary error

If no MTIR rule matches, the RTR applies the following logic:

If the recipient MSISDN is associated with an application by neans of the portable
application provisioning data, then
If that application is available to receive AT nessages
Route the MI message as AT to that application
El se
Behave as if a MIIR rule with action "discard with tenporary error" had
mat ched
El se
Behave as if a MIIRrule with action "route to M5' had mat ched

10.6.3.2 MTIR Rule Modifier

MTIR rules can refer to an MTI modifier. The MTI modifier only supports the Defer Period parameter,
which enables you to defer the delivery of an MT message that matches an MTIR rule that refers to
the modifier. The modification is applied to the inbound message after MTIR rule evaluation, along
with any modifications requested by EC applications that were contacted during evaluation of the
MTIX rules. The defer period only has an effect if the routing action is "store for delivery to MS" or
"route to SMSC as AO".

10.6.3.3 MTIR Rule Billing

MTIR rules can refer to a billing profile that will trigger the generation of CDRs representing the
processing of the inbound MT messages. When processing inbound MT traffic, the RTR creates CDRs
that represent the fact that the inbound MT message was accepted (that is, a positive acknowledgment
is sent back to the SMSC) or the MT message is rejected due to temporary /permanent error or blocked
due routing action when the semi-static parameter rtrcreatemtmtcdrforerrorscenarios is set to "true" and
the billing profile is for 3G CDR only. When generating CDRs for inbound MT traffic, the RTR also
considers any billing profiles that were assigned to the message during the evaluation of the MTOR
or ATOR rule sets.

For more information about the CDR formats that the RTR supports, refer to the Billing Manual.

10.6.4 MTIX Rule Set

The RTR evaluates the MTIX rule set so that EC applications can process the inbound MT message.
EC processing may include providing extra personalized services, filtering messages, and / or performing
real-time charging.

MTIX rules get evaluated using the logic common to all external condition rule sets (refer to Rule
Evaluation).

For information about the circumstances in which the MTIX rule set is evaluated, refer to MTI Rule
Evaluation.
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10.6.4.1 MTIX Rule Failure Action

If the ECI evaluation produces a result of false (after the optional inversion of the corresponding MTIX
rule's external condition), then the processing of the sorted list of matching MTIX rules stops and the
failure action of the MTIX rule is applied.

The possible failure actions are:

Action Effect

None Ignore the false result and continue to process the list of matching MTIX
rules, or assume that the message "passed" the MTIX rule evaluation if there
are no more matching rules in the list.

Discard With Leave the MTIX rule evaluation and behave as if an MTIR rule with action
Temporary Error "discard with temporary error" had matched.

Discard With Leave the MTIX rule evaluation and behave as if an MTIR rule with action
Permanent Error "discard with permanent error" had matched.

Discard With No Leave the MTIX rule evaluation and behave as if an MTIR rule with action
Response "discard with no response” had matched.

Discard With Ack Leave the MTIX rule evaluation and behave as if an MTIR rule with action

"discard with ACK" had matched.

Note:

CDRs will be generated using the billing profile (if configured) for Di scar ded Messages when the
message is discarded due to the application of any of the following routing action:

1. Discard with permanent error
2. Discard with no response

Only the FCDR format will be supported for generating CDRs for messages discarded by the RTR.

Apart from the above stated condition, if the semi-static parameter

rtrcreatentntcdrforerrorscenari os is configured as true, CDRs will also be generated using
the billing profile (if configured) for Discarded Messages when the configured billing profile is of 3G
CDR format and the message is discarded due to the application of any of the following routing actions:

1. Discard with permanent error
2. Discard with no response
3. Discard with temporary error

10.6.5 MTIC Rule Set

The MTIC rule set is evaluated to generate statistics about the handling of inbound, Home-Routed
MT messages. Each MTIC rule has a set of per-result counters in addition to the "total" counter. The
result counters pertain to the result as the external SMSC would see it (coming from the RTR).

10.6.6 Portable Application Support for Inbound MT Traffic

The portable applications feature enables you to associate certain MSISDNs with an application.
Messages addressing one of these MSISDNs can be routed as AT messages to the associated application.
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To use the portable applications feature for home-routed inbound MT messages, you must have the
MT-AT routing path license, and you must enable the feature for inbound MT traffic in Routing [
Properties [ Enable Portable Application for MT).

The RTR will match the recipient MSISDN of the inbound SendRoutingInfoForSm request against the
portable application provisioning data. If there is a match, the RTR associates the recipient address
with the corresponding application and flags the message as making use of the portable application
feature. The flag and the association of the recipient address with an application can be used during
the evaluation of the SRI-SM and MTI rule sets.

By default, the portable application feature works in the absence of SRI-SM Request and MTI rules.
However, it is recommended to explicitly express the fact that the portable application feature is in
use for inbound MT traffic by defining rules.

Sample Portable Application Configuration

This is a sample of a recommended configuration for the portable application
feature:

1. Create an SRI-SM response rule that Home Routes all MT traffic that is destined
for a portable application. Enable the portable application condition. Set the
routing action of the rule to "home route". The specification of an IMSI range is
not necessary.

2. Create an SRI-SM Request rule with the appropriate priority and the portable
application condition enabled. Set the routing action to "Accept and Respond
to SMSC immediately."

3. Create an MTIR rule of appropriate priority with the portable application
condition enabled. Set the routing action to "route to application”" and set the
Application to "by recipient”.

This configuration implements rule-based MT-AT routing for inbound MT traffic
toward portable applications. The RTR will automatically select the appropriate
destination application based on the portable application provisioning data.

10.7 MTO Rule Set

There are three types of MTO rules:

* MTO routing rules (MTOR)
e MTO external condition rules (MTOX)
* MTO counting rules (MTOC)

All rules are evaluated for outbound MT traffic only; this includes processing of the MT messages
(Deliver-SMs and Status Reports) and the processing of SendRoutingInfoForSm (SRI-SM) requests
and responses. Outbound MT traffic can originate from the RTR or from an external SMSC (in which
case the traffic would have passed through inbound MT processing before arriving at outbound MT
processing).

All MTO rules support the same conditions.
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10.7.1 MTO Rule Evaluation

SRI-SM Evaluation

When the RTR processes outbound SendRoutingInfoForSm (SRI-SM) requests, it begins by evaluating
the MTOX rule set. After the message passes MTOX rule evaluation, the RTR evaluates the MTOR
rule set. The RTR then sends the SRI-SM request toward the HLR. After the RTR receives the HLR's
response, it evaluates the MTOC rule set, and then re-evaluates the MTOX rule set for the outbound
SRI-SM request. The RTR can then optionally re-evaluate the MTOR rule set, if the SRI-SM request
originated from an external SMSC.

If, after evaluating the MTOR rule set, no rule matches, the RTR passes the SRI-SM request or response
to the next stage of message processing.

MT Message Evaluation
The RTR processes outbound MT messages:

¢ Immediately after processing the preceding SRI-SM if the RTR initiated the SRI-SM, or
* After the inbound MT message processing if an external SMSC initiated the MT delivery attempt

For information about inbound MT message processing, refer to MTI Rule Set.
MT messages that pass through the RTR's outbound MT message processing fall into three groups:

¢ Delivery attempts initiated by the RTR
* Home-Routed MT messages issued by an external SMSC
e "Unsolicited" (not Home-Routed) MT messages issued by an external SMSC12

When the RTR processes outbound MT messages, it begins by evaluating the MTOX rule set. After
the message passes MTOX rule evaluation, the RTR evaluates the MTOR rule set. The RTR then sends
the MT message toward the terminating MSC or SGSN.

If the HLR returned both an MSC and SGSN address in the SRI-SM response, the RTR or the external
SMSC may attempt to deliver the MT message to one of them first and, upon failure, attempt to deliver
to the other. If such a second attempt is made, all outbound MT processing is executed twice, once for
each delivery attempt.

If, after evaluating the MTOR rule set, no rule matches, the RTR passes the MT message to the MSC
or SGSN.

10.7.2 MTO Rule Conditions

MTO rule sets are evaluated in many scenarios; therefore, the amount of message-related information
that is available to the rule set evaluation varies significantly. Most conditions should be used with
care. Additional conditions may be required to disambiguate among cases. The message type condition
is the primary example of such an additional condition.

The MTO rule sets support conditions on the following parameters:

12 The RTR receives these messages if an SS7 network node with MAP screening functionality re-routes
them to the RTR.
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Format

Description

Time Schedule

This condition is independent of the MT message, but
is evaluated against the time at which the rule is
evaluated.

SMSC Address

General

If the MT message was issued by an external SMSC, this
condition is evaluated against the normalized SMSC
address found at the MAP layer of the inbound MT
message. If the message was issued by the RTR, this
condition is evaluated against the RTR's common address
or, if there is no common address, the RTR's specific
global title (GT). The latter is not commonly used.

Single MSISDN, MSISDN
range, or MSISDN prefix

This condition is evaluated against the E.164 address
representing the SMSC.

Country

This condition is evaluated against the country derived
from the SMSC address by extracting the E.164 country
code. Evaluation of this condition depends on the
provisioned countries.

Network

This condition is evaluated against the mobile network
derived from the SMSC address by matching the E.164
number against the number ranges and /or network
prefixes that are provisioned for each mobile network.
Evaluation of this condition depends on the provisioned
countries and mobile networks.

List

This condition evaluates the SMSC address against a list
of MSISDNSs.

Originator

General

This condition is evaluated against a normalized version
of the originator address of the MT message. In case of
a Status Report, the condition is evaluated against the
recipient of the original message that caused the
generation of the status report. When the MTO rule set
is evaluated for an SRI-SM request issued by an external
SMSC or for the HLR's response to that request, the
originator may not be available (the RP-SMEA field of
the SRI-SM request is optional and typically not present).
If the originator address is not present, a non-inverted
condition evaluates to false and an inverted condition
evaluates to true.

Single MSISDN, MSISDN
range, or MSISDN prefix

This condition is evaluated against the originator address
of the MT message, if it is categorized an MSISDN.

Single short number,
short number range, or
short number prefix

This condition is evaluated against the originator address
of the MT message, if it is categorized as a short number.

Application
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This condition is evaluated against the application
associated with the originator address of the MT
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message, if a locally provisioned application matches
the originator address by means of the short number or
an alphanumeric alias.

Note: MT messages originating from an external SMSC
may have a different meaning/application assigned to
a certain short number or alphanumeric alias. Therefore,
this condition should be used with care.

Country

This condition is evaluated against the country derived
from the originator address by extracting the E.164

country code from the normalized MSISDN. Evaluation
of this condition depends on the provisioned countries.

List

This condition evaluates the normalized originator
against a list of MSISDNs or short numbers (as
determined by the list's type).

Alphanumeric

This condition is evaluated against an alphanumeric
originator address (as determined by the type of number
of the originator address). Alphanumeric addresses can
be no longer than 11 characters from the GSM default
alphabet.

Application category

The Application Category configured under the
Originator condition is considered matched when at
least one of the configured bit matches with the
originating application.

In case of MTOR rules, for incoming application
originated message (e.g. AO-MT path), while evaluating
the Originator condition, the source application is
considered as the originating application.

Originator -
SMSC Addr.
Match
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This condition is evaluated by comparing the Originator
address and SMSC Address on the basis of their country
and network parameters. The respective country is
derived by extracting the E.164 country code from the
Originator and the SMSC address and matching the same
against the provisioned countries. Similarly, the
respective network is derived by matching the Originator
and the SMSC address against the provisioned mobile
network number ranges/ prefixes. In case no provisioned
country or network number range/prefix is matched,
then the corresponding country or network is considered
as “unknown”.

The comparison of the Originator and the SMSC address
is based on the following criteria, which are configurable
on the MGR:
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* (- Originator Country equals SMSC
* 1 - Originator Country strictly equals SMSC
¢ 2 - Originator Network equals SMSC
* 3 - Originator Network strictly equals SMSC

The 'strictly equals' criterion requires an exact match of
the two values being compared, and it is a special case
of the 'equals’ criterion which can be satisfied even if one
(or both) of the values being compared is (are)
‘unknown'. Note that only one matching criterion can
be configured at a time. In case none of the criteria is
configured, the non-inverted condition always evaluates
to FALSE and the inverted condition always evaluates
to TRUE.

The Originator address used for evaluating this condition
is the same as the address used for evaluating the
‘Originator’ condition. The SMSC address is taken from
the MAP layer service centre address (SM-RP-OA) in
the case of an incoming MT message, and for other types
of messages it is the same as the address used for
evaluating the ‘SMSC Address’ condition.

Note:

This condition is not supported for outgoing MT Status
Reports, SRI-SM Requests and SRI-SM Responses. If
configured, the condition will always evaluate to false
while matching a MTO rule against any of the above
message types.

Dest. MSC or
SGSN
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General

This condition is evaluated against the terminating MSC
or SGSN of the MT message. This information is not
available when:

¢ The MTO rule set is evaluated for an SRI-SM request
(in such a case, a non-inverted condition evaluates
to false and an inverted condition evaluates to true)

* The MTOX rule set is evaluated for the response to
an SRI-SM request

* The MTOR rule set is evaluated for the response to
an SRI-SM request issued by the RTR

When the MTOR rule set is evaluated for the response
to an SRI-SM request issued by an external SMSC and
the MSC and SGSN address are both available, the rule
set is evaluated twice: once for the MSC and once for the
SGSN, as selected by the semi-static attribute
preferredntdestinati on. The RTR uses the
matching rule with the higher priority.
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Note: If the Network configuration is available according
to MSC and/or SGSN (i.e. received in the HLR query),
the Preferred MT Destination in the Network
configuration overrides the semi static attribute

pref errednt destinati on for the rules evaluation.

Single MSISDN, MSISDN
range, or MSISDN prefix

This condition is evaluated against the E.164 address
representing the terminating MSC or SGSN.

Country

This condition is evaluated against the country derived
from the MSC or SGSN address by extracting the E.164
country code. Evaluation of this condition depends on
the provisioned countries.

Network

This condition is evaluated against the mobile network
derived from the MSC or SGSN address by matching
the E.164 number against the number ranges and/or
number prefixes that are provisioned for each mobile
network. Evaluation of this condition depends on the
provisioned countries and mobile networks.

List

This condition evaluates the MSC or SGSN address
against a list of MSISDNSs.

Single point code or
point code range

When the MTO rule set is evaluated against an MT
message issued by an external SMSC, the MSC/SGSN
address is only available in the SCCP called party
address (CDPA). If PC/SSN routing is used, rather than
global title (GT) routing, the MSC/SGSN address may
only be available in the form of a point code (PC). This
condition is evaluated against that PC. If the PC is not
available, a non-inverted condition evaluated to false
and an inverted condition evaluates to true.

Recipient

General

This condition is evaluated against the MT message's
recipient address. The recipient MSISDN is not part of
an MT message; therefore, if the MT message was issued
by an external SMSC and not Home Routed, the recipient
MSISDN is not available to this condition.

The recipient IMSI is not available when:

* The MTO rule set is evaluated for an SRI-SM request

* The MTOX rule set is evaluated for the response to
an SRI-SM request issued by the RTR

Single MSISDN, MSISDN
range, or MSISDN prefix

This condition is evaluated against the recipient
MSISDN. When not available, the non-inverted condition
evaluates to false, and the inverted condition evaluates
to true.

Release 17.4 Revision A, February 2019

230



RTR Operator Manual

MT Routing

Condition

Format

Description

Single IMSI, IMSI range
or IMSI prefix

This condition is evaluated against the recipient IMSI.

Country

This condition is evaluated against the country for which
the recipient's IMSI has been issued. Evaluation of this
condition depends on the provisioned countries.

Network

This condition is evaluated against the mobile network
for which the recipient IMSI has been issued. Evaluation
of this condition depends on the provisioned countries
and mobile networks.

List

This condition evaluates the recipient MSISDN or IMSI
against a list of MSISDNss or IMSIs.

SCCP Calling
Party Address

General

This condition is evaluated against the Calling Party
Address received at the SCCP layer of the MT message.
This information is applicable only for MT-FSM requests
originated from external SMSCs. For all other types of
MT messages, a non-inverted condition evaluates to false
and an inverted condition evaluates to true.

Single MSISDN, MSISDN
range or MSISDN prefix

This condition is evaluated against the E.164 address
representing Calling Party at the SCCP layer.

Country

This condition is evaluated against the country, as
derived from extracting the E.164 country code from the
SCCP Calling Party Address. Successful extraction of
the country code depends on the provisioned countries.

Note: If PC/SSN routing is used instead of GT routing,
then a non-inverted condition will always evaluate to
false and an inverted condition will always evaluate to
true if no GT address is received at the SCCP layer.

Network

This condition is evaluated against the network, as
derived from matching the Calling Party Address
received at the SCCP layer against the provisioned
mobile network number ranges and / or network prefixes.

Note: If PC/SSN routing is used instead of GT routing,
then a non-inverted condition will always evaluate to
false and an inverted condition will always evaluate to
true if no GT address is present at the SCCP layer.

List

This condition evaluates the Calling Party address
received at the SCCP layer of the MT message against a
list of E.164 numbers. This enables logical OR operation.
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PC or PC Range

This condition evaluates the PC included in Calling Party
address received at the SCCP layer of the MT message
against a Point Code or a Point Code Range.

Note:

1. If global title (GT) routing is used, then a non-inverted
condition will always evaluate to false and an
inverted condition will always evaluate to true.

2. If PC/SSN routing is used but no SCCP PC is
available, OPC at MTP3 layer will be used for rule
matching.

SCCP Called
Party Address

General

This condition is evaluated against the Called Party
Address received at the SCCP layer of the MT message.
This information is applicable only for MT-FSM requests
originated from external SMSCs. For all other types of
MT messages, a non-inverted condition evaluates to false
and an inverted condition evaluates to true.

Single MSISDN, MSISDN
range or MSISDN prefix

This condition is evaluated against the E.164 address
representing the Called Party at the SCCP layer.

Country

This condition is evaluated against the country, as
derived from extracting the E.164 country code from the
SCCP Called Party Address. Successful extraction of the
country code depends on the provisioned countries.

Note: If PC/SSN routing is used instead of GT routing,
then a non-inverted condition will always evaluate to
false and an inverted condition will always evaluate to
true if no GT address is present at the SCCP layer.

Network

This condition is evaluated against the network, as
derived from matching the Called Party Address
received at the SCCP layer against the provisioned
mobile network number ranges and/or network prefixes.

Note: If PC/SSN routing is used instead of GT routing,
then a non-inverted condition will always evaluate to
false and an inverted condition will always evaluate to
true if no GT address is present at the SCCP layer.

List

This condition evaluates the Called Party address
received at the SCCP layer of the MT message against a
list of E. 164 numbers. This enables logical OR operation.
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PC or PC Range

This condition evaluates the PC included in Called Party
address received at the SCCP layer of the MT message
against a Point Code or a Point Code Range.

Note:

1. If global title (GT) routing is used, then a non-inverted
condition will always evaluate to false and an
inverted condition will always evaluate to true.

2. If PC/SSN routing is used but no SCCP PC is
available, OPC at MTP3 layer will be used for rule
matching.

User Data

This condition is evaluated against the user data of an

MT message. If the message is a Status Report or if the
MTO rule set is evaluated against a SRI-SM request (or
its response) issued by an external SMSC, no user data
is available.

User Data Hdr

This condition is evaluated against the list of user data
header information element identifiers present in the
MT message. If the message is a Status Report, if the
MTO rule set is evaluated against a SRI-SM request
issued by an external SMSC (or its response), or if the
MT message does not contain a user data header, no user
data header is available.

Reply Path

This condition is evaluated against the MT message's
TP-RP flag. If the MTO rule set is evaluated against a
SRI-SM request issued by an external SMSC (or its
response), no reply path information is available.

Status Report

This condition is evaluated against the MT message's
TP-SRI flag. If the MTO rule set is evaluated against a
SRI-SM request issued by an external SMSC (or its
response), no status report indication information is
available.

PID

This condition is evaluated against the Deliver-SM's
TP-PID parameter. If the MT message is a Status Report
or if the MTO rule set is evaluated against a SRI-SM
request issued by an external SMSC (or its response), the
condition evaluates as if the TP-PID parameter were set
to 0.

DCS

This condition is evaluated against the Deliver-SM's
TP-DCS parameter. If the MT message is a Status Report
or if the MTO rule set is evaluated against a SRI-SM
request issued by an external SMSC (or its response), the
condition evaluates as if the TP-DCS parameter were set
to 0.
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Originator TON

This condition is evaluated against the type of number
(TON) parameter of the originator. Refer to the
description of the originator condition for information
about this parameter's availability.

Originator NPI

This condition is evaluated against the numbering plan
indicator (NPI) parameter of the originator. Refer to the
description of the originator condition for information
about this parameter's availability.

Ext Att

This condition is evaluated against the external attributes
as set and reset by the EC application consulted during
the evaluation of EC rules.

XS Message

This condition is evaluated against the XS message type
of an MT message. Only Deliver-SMs can have an XS
message type other than "no XS message". Valid XS
message types are:

¢ Forwarded message
* Message copied to a subscriber

* Message copied to an application (not relevant to
MTO rule sets)

* Auto-reply message
¢ Copy to Email (not relevant to MTO rule sets)
e Forward to Email (not relevant to MTO rule sets)

This condition is not supported in the MTIC and MTIX
rule sets.

Message Type

This condition is evaluated against the type of message.
Valid values are:

* Deliver-SM (normal message)
e Status Report

* SRI-SM Request

* SRI-SM Response

Originator SSI

This condition is evaluated against the SSI information
of the originator. It enables you to specify which services
the originator must or must not have. If the MTO rule
set is evaluated while the originator MSISDN is not
available (such as for SRI-SM requests issued by an
external SMSC with the RP-SMEA field not present, and
the subsequent responses), no originator SSI is available.
If SSI is not used, this condition should not be specified.

Recipient SSI
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This condition is evaluated against the SSI information
of the recipient. It enables you to specify which services
the recipient must or must not have. If the MTO rule set
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is evaluated while the recipient MSISDN is not available
(such as for unsolicited MT messages issued by an
external SMSC), no recipient SSl is available. If SSI is not
used, this condition should not be specified.

Traffic Type

This condition is evaluated against the trusted /suspect
categorization of the external SMSC, which issued the
SRI-SM request or MT message. If the RTR issued the
message, it is considered trusted.

Message
Concatenated
Match

This condition is evaluated against the Deliver-SM's
UDH in the IEI parameter. If the MT message is a Status
Report or if the MTO rule set is evaluated against a
SRI-SM request issued by an external SMSC (or its
response), the condition evaluates as if the UDH in IEI
parameter were set to 0 or 8.

10.7.3 MTOR Rule Set

The RTR evaluates the MTOR rule set to filter and block certain messages.

The MTOR rule set has certain limited routing capabilities (described below), but they are deprecated
and should not be used. Instead, the SRI-SM Request and Response rule sets should be used.

10.7.3.1 MTOR Routing Action

The primary effect of the evaluation of the MTOR rule set is that the RTR determines if a message
should be passed or blocked, which is implemented through the matching MTOR rule's routing action.

The possible actions are:

Action

Effect

Pass

When the MTOR rule set is evaluated for an SRI-SM request, this action
causes the RTR to send the SRI-SM request to the HLR, so that the HLR
will send its response back to the RTR. When the MTOR rule set is evaluated
for the response to an SRI-SM request issued by an external SMSC, this
action means that SRI-SM response processing will continue by the inbound
SRI-SM processing logic's evaluation of the SRI-SM Response rule set. When
the MTOR rule set is evaluated for an MT message, this action means that
the MT message shall be sent to the MSC/SGSN, so that the MSC/SGSN
will send its response back to the RTR.

Block with temporary
error

This action means that the requestor of the outbound SRI-SM or MT message
will consider the requested outbound service to have failed with an error
classified as temporary.

Block with permanent
error

This action means that the requestor of the outbound SRI-SM or MT message
will consider the requested outbound service to have failed with an error
classified as permanent.

Release 17.4 Revision A, February 2019 235



RTR Operator Manual MT Routing

Action Effect

Block with no response | This action means that if the SRI-SM request or MT message was issued by
an external SMSC, the RTR will discard the inbound message and return
no response. For MT delivery attempts requested by the RTR, this action
produces the same behavior as the "block with temporary error" action.

Block with When the MTOR rule set is evaluated for an MT message, this action causes
acknowledgment the RTR to not send the MT message to the MSC/SGSN, but to indicate
successful delivery to the requestor of the outbound MT service. When the
MTOR rule set is evaluated for a SRI-SM request or response, this action
produces the same behavior as the "pass" action.

Release When the MTOR rule set is evaluated for a SRI-SM request issued by an

external SMSC, this action causes the RTR to relay the SRI-SM request to
the HLR so that the HLR will send its response directly to the external
SMSC (not to the RTR). When the MTOR rule set is evaluated for the
response to an SRI-SM request issued by an external SMSC, this action
means that the RTR skips evaluation of the SRI-SM Response rules of the
inbound SRI-SM processing, and subsequent MT messages are therefore
not get Home-Routed. In all other cases, this action has the same effect as
the "pass" action.

Note: The "release"” action is deprecated. The SRI-SM Request and SRI-SM
Response rule sets should be used.

If no MTOR rule matches, the RTR applies routing logic that is the same as for the "pass" action.

10.7.3.2 MTOR Modifier

MTOR rules can refer to an MTO Modifier. If the matching MTOR rule refers to an MTO Modifier,
that modifier is applied to the evaluated message after the MTOR rule set evaluation. For information
about MTO modifiers, refer to Modifiers.

10.7.3.3 MTO Throughput Regulation

The RTR supports rule-based throughput regulation when evaluating the MTOR rule set. You can
specify the maximum number of times that each MTOR rule does not match. If such a rule would
match (due to its priority and conditions), but the rule's throughput counter has not reached the
provisioned threshold for the current second, the rule does not match. The rule will only match if the
rule's throughput counter has reached the provisioned threshold. This mechanism enables you to
block certain MT messages if their throughput exceeds a threshold.

10.7.3.4 MTOR Rule Matching Ratio

The MTOR rule matching ratio enables you to Home-Route a fraction of inbound MT traffic. However,
this functionality is deprecated. The matching fraction mechanism of the SRI-SM Response rule set
should be used instead.

10.7.3.5 MT Outgoing Address Conversion

An outgoing originator address conversion rule set may be specified for each MTO routing rule.
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See Outgoing Address Conversion for details of Outgoing Conversion Rules.

Note: In case both output TON and output NPI for MT outgoing address conversion are set to def aul t
for a given output address prefix then the RTR will use some older TON/NPI conversion semantics
in order to avoid a possible upgrade issue. Following explains how the older TON/NPI conversion
works:

1. If the output address matches the configured E164 international prefix (see internationalprefix), then
the Output TON/NPI will be 1/1.

2. If the output address starts with the configured E164 country code(see countrycode), then the Output
TON/NPI will be 0/1. Also the country code present in the output address will be replaced by the
configured national prefix.

3. If the output address matches the configured E164 national prefix (see nationalprefix), then the
Output TON/NPI will be 2/1.

4. For other scenarios the Output TON/NPI will be 0/0.

The outgoing MT originating address conversion affects the MT status report only if the semi-static
appl yout goi ngrul eset onnt st at usr eport item is set to 'true' (see
applyoutgoingrulesetonmtstatusreport).

In case of MT SMS-Deliver message where the originating address is a short number outgoing address
conversion is only applied if the semi-static appl yout goi ngaconnt del i ver wi t hor i gsn item is
set to 'true’ (see applyoutgoingaconmtdeliverwithorigsn). (This limitation does not affect MT status report
if the semi-static appl yout goi ngr ul eset onnt st at usr eport item is set to 'true'.)

Outgoing address conversion is not applied for delivery to IMS domain (SIP-MT).

10.7.3.6 MTOR Billing

MTOR rules can refer to a billing profile that will be associated to outbound MT messages. The actual
generation of CDRs is not part of the outbound MT processing, but is rather part of the inbound
message control's post-processing logic. If a matching MTOR rule causes a "default” billing profile to
be associated with a message, then the determination of which profile is the default profile is performed
during the post-processing of the inbound message. Therefore, the "default" billing profile in an MTOR
rule may be the default billing profile designated for inbound MO, inbound AO, or inbound MT traffic,
depending on the origin of the message.

The MTOR-based billing profiles that are used to generate CDRs depend on the MTOR routing action
and on the message's exact routing path and delivery result(s).

The billing profile for delivery notifications (that is, for Status Reports) is generally used in all cases
where a CDR is generated for a Status Report. Otherwise, if the MTOR rule's action is a "block" action,
the billing profile for blocked delivery is used. Delivery or non-delivery CDRs, respectively, are created
using the billing profile for successful or failed delivery. If submission CDRs are created after the
outbound MT processing, the billing profile for submission will be used.

For information about the billing profile for B-IMSI retrieval, refer to the Billing Manual. This billing
profile should be used with care.

The billing profile configured for the Blocked Delivery can be used to create the CDRs for the rejected
messages if the following conditions are met:

1. Applied MTO routing rule action is set as Block with permanent error or Block with no response.
2. The field Not Delivered Status is set as Rejected in the billing profile used for Blocked Delivery.

Only the FCDR format will be supported for Rejected CDR generated by the RTR.
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In case of MT-MT scenario, billing profile configured for the Blocked Delivery can be used to create
the CDRs for the rejected messages if the following conditions are met:

1. The applied MTO routing action is set as Block with permanent error or Block with temporary
error or Block with no response.

2. The semi-static parameter rtrcreatemtmtcdrforerrorscenarios is configured as true.
3. The configured Billing profile is of 3G CDR format.

When the AMS is used to perform the MT delivery and the MTOR routing action is set to Block with
no response, no CDR will be generated, because in this case the messages will be stored again in the
AMS for further retries.

Note: Reject CDRs will not be generated if the early SRISM request for the MO message is rejected
due to the routing action set to Block with no response in the MTOR rule.

For more information about the CDR formats that the RTR supports, refer to the Billing Manual.

Note: Supported CDR formats for Return Messages are the same as with Notification Messages. Please
refer to Billing Manual for Details (4.9 CDR Formats by Billing Profile).

10.7.3.7 Unicode Character Conversion

The Unicode Character Conversion Map setting allows to customize the character translation logic
that is applied on the final user data (excluding UDH) of outgoing MT messages matching a given
MTOR rule.

Supported path for Unicode Character Conversion are AO-ST-MT, MO-ST-MT, and MT-MT paths.
Note: Character Conversion is not performed on SIP-Terminated messages.

See Unicode Character Conversion for details of the Unicode Character Conversion functionality.

10.7.4 MTOX Rule Set

The RTR evaluates the MTOX rule set so that EC applications can process the outbound MT message
or SRI-SM request/response. MTOX rules are most commonly used to apply additional personalized
services to Deliver-SMs.

MTOX rules get evaluated using the logic common to all external condition rule sets (refer to Rule
Evaluation).

For information about the circumstances in which the MTOX rule set is evaluated, refer to MTO Rule
Evaluation.

10.7.4.1 MTOX Failure Action

If the ECI evaluation produces, after the optional inversion of the corresponding MTIX rule's external
condition, a result of FALSE, then, the processing of the sorted list of matching MTOX rules [see the
generic description of the evaluation of X rules in the introduction section] stops, and the Failure
Action, associated with that MTOX rule gets applied. If the Failure Action is set to "None", then the
result of the external evaluation is ignored. Whenever the purpose of the EC application is other than
to block certain messages, this Failure Action should be used. All other Failure Actions behave like
their MTOR counterparts (see above).
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If the ECI evaluated produces a result of false (after the optional inversion of the corresponding MTOX
rule's external condition), then the processing of the sorted list of matching MTOX rules stops and the
failure action of the MTOX rule is applied.

If the failure action is set to "none", then the result of the external evaluation is ignored. If the purpose
of the EC application is anything other than blocking certain messages, this failure action should be
used. All other failure actions behave like their MTOR counterparts (see MTOR Routing Action).

Note:

CDRs will be generated using the billing profile (if configured) for Di scar ded Messages when the
message is discarded due to the application of any of the following routing action:

1. Discard with permanent error
2. Discard with no response

Apart from the above stated condition for the MT-MT scenario, if the semi-static parameter
rtrcreatemtmtcdrforerrorscenarios is configured as true, CDRs will also be generated using the billing
profile (if configured) for Discarded Messages when the configured billing profile is of 3G CDR format
and the message is discarded due to the application of any of the following routing actions:

1. Discard with permanent error
2. Discard with no response
3. Discard with temporary error

Only the FCDR format will be supported for generating CDRs for messages discarded by the RTR.

Note: Reject CDRs will not be generated if the early SRISM request for the MO message is rejected
due to the failure action set as Block with no response in the MTOX rule.

10.7.5 MTOC Rule Set

The MTOC rule set is evaluated to generate statistics about the handling of outbound
SendRoutingInfoForSm and MT messages. Each MTOC rule has a set of per-result counters in addition
to the "total" counter. The result counters pertain to the result as received from the HLR, MSC, or
SGSN.

MTOC rules are also evaluated in the case of an outbound ReportSmDeliveryStatus operation toward
the HLR. The evaluation of MTO conditions is similar to the evaluation against a SendRoutingInfoForSm
request.

10.8 Using Alternative Global Titles for MT Routing

The RTR supports alternative identities for GT routing through the use of configurable alternative
global titles (GTs). Each RTR instance can have up to 10 alternative identities. The alternative GTs are
used on the same physical network connection; additional physical network connections are not added.

Note: This feature is not supported for point code (PC) routing.

When the RTR is going to initiate an outgoing TCAP dialog in which the MAP operation is
MtForwardSm, SendRoutingInfoForSm, or ReportSmDeliveryStatus, it applies a best-matching
algorithm to the MAP-layer SMSC address to determine which identity to use as the SCCP calling
party address (CGPA) within the scope of the TCAP dialogue. This algorithm compares the GTs
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digit-by-digit, starting with the country code. If the same number of digits matches for two or more
candidate GTs, then the best-matching GT is unpredictable; however, if one of them is the RTR's own
GT, then that is considered to be the best match.

When multiple MT messages are delivered on the same TCAP dialogue, the RTR only applies the
best-matching algorithm on the first MAP operation.

The billing records (CDRs) and log records that the RTR writes will contain the GT that it sends.

Note: The RTR will not apply this feature in a configuration where transparent routing or interception
of TCAP CONTINUE dialogues is done.

For information about configuring alternative identities, refer to Confiquring Alternative GTs.

10.8.1 MT Use Case for Alternative GTs

The RTR can use multiple alternative GTs to support an operator that uses dual IMSI SIM cards to
facilitate roaming agreements.

For example, there are three operators:

* Operators A and B have a roaming agreement and SS7 interconnect
* Operators B and C have a roaming agreement and SS7 interconnect
¢ Operators A and C do not have a roaming agreement and do not have SS7 interconnect

This figure illustrates the scenario.

Operator B
roaming, 557
interconnect
/ roaming, SS7
interconnect
Operator A \

Operator C

r

»
no roaming, no
SS57interconnect

Figure 40: Operators with roaming agreements

Operator A does not have many roaming agreements, but Operator B does. Therefore, they agree that
A's subscribers can roam into networks with which B has a roaming agreement (including the network
of Operator C). To ensure that A's subscribers can register with C's network, A uses SIM cards that
contain two IMSIs:

* One of A's own IMSIs, which the phone uses whenever possible

* Analternative IMSI that belongs to a range that B has set aside for A's subscribers, which the phone
uses when attempting to register with the networks of B's roaming partners

When an A subscriber roams in C's network, C recognizes the alternative IMSI as belonging to B and
allows the subscriber to register with the network. Also, B's STPs recognize the SMSC address that is
associated with the IMSI and route messages to A.
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To ensure that the lack of SS7 interconnect between A and C does not block MO responses and
MtForwardSm requests, the RTR manipulates the GT in the SCCP CGPA.

When the RTR attempts to deliver an MT message to a subscriber of A who is roaming in C's network,
the delivery must be routed through B, because C must see the message as coming from Operator B.
To accomplish this, both the MAP SMSC address and the GT in the CGPA must represent a B identity.

To change the MAP SMSC address, use an MTO modifier to change the SMSC address to the desired
value.

RTRx Peer

BEGIN

»
[MAP SMSC = X]
CGPA=RTRx

END >
COPA=RTRx

Figure 41: MT TCAP dialogue with altenative GT

10.8.2 Limitations on MT-MT Routing

This section describes limitations on the alternative GT functionality for MT-MT routing.

Incoming Dialogue

For incoming TCAP dialogues, the RTR selects its GT based on the SCCP CDPA. Therefore, when the
incoming CDPA address is from Operator B, the dialogue will contain the alternative RTR SCCP
address from Operator B.

Outgoing Dialogue
For outgoing TCAP dialogues, the RTR selects its GT based on the MAP address that was used when
the dialogue began. Therefore, when the outgoing MAP SMSC address is from Operator B, the dialogue

should have the RTR SCCP address from Operator B. This requires you to use an MT modifier to set
the Operator B MAP SMSC address.

Home Routing

When Home Routing is applied, each incoming MT message addresses a specific RTR instance: the
one that has the correlation record for that message. Therefore, the SCCP CDPA will contain the RTR
instance's own GT. In this case, the RTR sets its CGPA to the received CDPA, overriding the
best-matching algorithm's output.
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Unsolicited MT Messages

An unsolicited MT message is an MT message that does not have a corresponding previous
SendRoutingInfoForSm operation and does not have a correlation record on the RTR.

When the RTR receives an unsolicited MT message and the incoming TCAP dialogue does not contain
a "components" part:

e The RTR will not use an alternative identity in the corresponding outgoing dialogue. This is because
the RTR will forward the first BEGIN message to the MSC, at which point the RTR does not know
what value the MAP layer SMSC field will have.

* In the incoming dialogue for the first CONTINUE (which is sent back to the SMSC that initiated
the dialogue with the RTR), the RTR will use an alternative identity. This is because the CONTINUE
must contain an address that is specific to a RTR instance.

When the RTR receives an unsolicited MT message and the incoming TCAP dialogue is a simple
BEGIN-END dialogue, the RTR places the terminating MSC's address into the SCCP CGPA of its
response to the SMSC, overriding the best-matching algorithm's output. This functionality ensures
that the SMSC sees the response as coming from the MSC.

10.9 Home Routing

The Home Routing feature allows you to act as a home PLMN (HPLMN) when routing messages that
originate in a foreign PLMN and are destined for your outbound-roaming subscribers. This enables
you to control messages that are addressed to your subscribers without performing a complete MT
spoofing check. Home Routing can be used to:

* Block certain messages, such as welcome messages from the visited PLMN

* Ensure that your subscribers can access their Personalized Services, whether or not they are roaming
in foreign networks

* Take advantage of interconnect agreements that may exist between the foreign PLMN and the
HPLMN

¢ Take advantage of interconnect agreements that may exist between the HPLMN and the visited
PLMN

When Home Routing is not used, the foreign PLMN SMSC delivers messages to the visited PLMN
MSC without the involvement of the HPLMN.
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Figure 42: Home Routing

The FWL forwards SendRoutingInfoForSm (SRI-SM) requests to the HLR. After the HLR sends an
SRI-SM response to the FWL, the FWL modifies the response's MSC address. This ensures that the
originating SMSC will see the FWL as the MSC and will send the subsequent MtForwardSm operation
to the FWL. The FWL stores the actual MSC/SGSN in its local correlation records.

After the FWL receives the MtForwardSm, it uses a correlation key to look up the record and retrieve
the correct MSC /SGSN. The composition of the correlation key depends on the type of Home Routing
in use:

Type Description

"Plain" Home Routing The FWL uses the recipient's IMSI as a correlation key, rather than
a scrambled IMSI. This means that the originating SMSC will receive
the recipient's true IMSL

"Scrambled" Home Routing The FWL uses a scrambled IMSI as a correlation key. The scrambled
IMSI is a number that is randomly selected from a range that you
define in the MGR interface. This means that the originating SMSC
will not receive the recipient's true IMSI; it will receive the
scrambled IMSI instead. This is the same correlation key mechanism
that the FWL uses for MT anti-spoofing.

You can use plain Home Routing and scrambled Home Routing together by creating sets of IMSI
prefix ranges in Routing 0 Home Routing in the MGR. You associate each IMSI prefix range with a
range of numbers from which the FWL randomly selects a scrambled IMSI; an empty scrambling
range results in plain Home Routing. You can then choose to apply the set to trusted traffic, suspect
traffic, or both.

10.9.1 Home Routing Process

The Home Routing process flows as follows:

1. The STP intercepts the SendRoutingInfoForSm (SRI-SM) operation from the SMSC to the HLR and
redirects it to the FWL.
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2. The FWL modifies the SRI-SM request to ensure that the SRI-SM response will be sent back to the
FWL.

3. The FWL passes the SRI-SM operation to the HLR.
4. When the FWL receives the SRI-SM response from the HLR, it:

a. Stores information about the response in a correlation record; if "scrambled" Home Routing is
in use, the record includes a randomly generated key (scrambled IMSI)

b. Modifies the response as follows:

* Substitutes an address randomly selected from the list in
firewal | mecsgsnaddressi nsuspect sri snr esponse (or the FWL's GT, if a list is not
provisioned) for the MSC and/or SGSN

¢ If "scrambled" Home Routing is in use, substitutes the correlation key for the IMSI
* Removes the LMS], if it is present

5. The FWL sends the modified SRI-SM response to the SMSC.
6. The SMSC sends an MtForwardSm operation that:

a.
b.

C.

Terminates at the FWL (as a result of the MSC/SGSN substitution in the SRI-SM response)
If "scrambled” Home Routing is in use, passes the correlation key as the IMSI (as a result of the

IMSI substitution)

Specifies the IMSI as the reference for the destination mobile (as a result of the LMSI removal)

7. The FWL looks up the correlation record:

e If the look-up succeeds, the FWL combines the information from the correlation record and the
MtForwardSm operation and issues an MtForwardSm operation toward the MSC or SGSN
using the actual IMSI. In this case, the originator address on the SCCP level contains the SCCP

address of the FWL.

* If the look-up fails, the FWL rejects the MT message.

10.9.2 MAP Phase Translation in Home Routing

In home-routed scenario, the external SMSC does not have the actual MSC /SGSN address and hence
it cannot determine the MAP Phase of Terminating MSC/SGSN which leads to more dialogues if there
are "Application-Context-Name-Not-Supported" responses for the delivered MtForwardSm operation.

The FWL can be configured with the parameter MAP Phase Translation under the Firewall 0 MT
O Properties in the MGR GUI to determine whether the MAP phase translation is to be supported or
not for home routing scenarios.

This configuration provides the following three options:

S.
No.

MAP Phase
Translation option

FWL behavior

1.

No translation

With this configuration:

1. FWL sends the outgoing MtForwardSm using incoming MAP Phase.

2. Any error including Abort due to
"Application-Context-Name-Not-Supported" received by the FWL is
sent back to the external SMSC.
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S. |MAP Phase
No. [ Translation option

FWL behavior

3. External SMSC has the responsibility of retrying with lower MAP
version.

2. |Translation based on
App Context Not
Supported Error

With this configuration:

1. In Case the FWL receives the TCAP Abort due to
"Application-Context-Name-Not-Supported" in response to
MtForwardSm request, the FWL will try forwarding the outbound
MtForwardSm using the supported map phase value received in the
response from the other entity.

2. If the message is not delivered, then the error received for outgoing
MtForwardSm is converted to incoming MtForwardSm MAP phase
format while sending the response back to the external SMSC.

3. This is the default behavior of the FWL.

Note: The RTR will perform the map-phase translation irrespective of
whether the incoming message is received from a Japanese Operator or
an Oversea Operator.

3. | Translation based on
Destination MAP
Phase and App
Context Not
Supported Error

With this configuration:

1. FWL will check the MAP phase of the incoming MtForwardSm
message.

2. If the MAP phase is 1 or 2, then FWL will behave as defined for "No
translation" operation.

3. If the MAP phase is 2+, FWL will convert and send the outgoing
MtForwardSm using MAP Phase configured in Destination network
(determined based on MSC /SGSN address).

4. If the destination network is unknown, FWL uses the incoming MAP
phase version.

5. In case FWL received TCAP Abort due to
"Application-Context-Name-Not-Supported" in response to
MtForwardSm request, FWL tries to forward outbound MtFowardSm
in decreasing order of map phase i.e. either 3>2 or 3>1.

6. If the message is not delivered, then the error received for outgoing
MtForwardSm is converted to incoming MtForwardSm MAP phase
format while sending the response back to the external SMSC.

Note: The RTR will perform the map-phase translation irrespective of
whether the incoming message is received from a Japanese Operator or
an Oversea Operator.

The following table specifies how the MAP phase translation is performed when the outgoing
MtForwardSm is a success, failure or receives the TCAP abort with
"Application-Context-Name-Not-Supported".
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st nd rd
Incoming | Configured |1 2 MAP-Phase Response
MAP Destination | MtForwardSm | MtForwardSm | MtForwardSm | translations translation
Phase |Network [delivery delivery delivery (while
MAP attempt attempt attempt sending the
Phase response to
the External
SMSCQ)
3 3 Success
3 3 Error
3 3 App context |[Success 3->2
not sup
3 3 App context |Error 3->2 2->3
not sup
3 3 App context [App context |Success 3->2,3->1
not sup not sup
3 3 App context [App context |Error 3->2,3->1 1->3
not sup not sup
3 2 Success 3->2
3 2 Error 3->2 2->3
3 2 App context |Success 3->2,3->1
not sup
3 2 App context |Error 3->2,3->1 1->3
not sup
3 1 Success 3->1
3 1 Error 3->1 1->3
2 Don't care [Success No translation, | No translation
phase 2 used
2 Don't care |Error No translation, | No translation
phase 2 used
2 Don't care | App context No translation, | No translation
not sup required for required,
29.002 application
compliant context error
behavior phase | send towards
2 used. SMSC.
1 Don't care |Success No translation |No translation
1 Don't care |Error No translation, | No translation
phase 1 used
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10.9.3 Home Routing Ratio

Home Routing can offer financial benefits by enabling a network operator to avoid termination fees
from other operators. Because of this, some operators have contractual agreements about the percentage
of MT traffic that each operator is allowed to Home Route.

The FWL enables you to configure this percentage by adding a rule matching ratio to outgoing
mobile-terminating routing (MTOR) rules (this is sometimes referred to as "decimation"). The ratio
determines the number of messages to which the RTR will apply the routing action of a rule, out of
all MT messages that match the rule's conditions.

The ratio is in the format N /M, where:

* N is the number of messages to which the RTR will apply the routing action of the rule
* M is the number of messages in a "set"

For example, if the ratio is 13/50, the RTR will apply the routing action to the first 13 messages of the
set, and will not apply the outing action to the following 37 messages. A new set of messages then
begins: the RTR applies the action to the next 13 messages, and does not apply the action to the 37
messages after that.

N and M can be 1 through 9999, and M must be greater than or equal to N. The default ratiois 1/1,
which means that the RTR will apply the routing action to all messages that match the rule.

To control the amount of traffic that is Home Routed, create MTOR rules that will match trusted
SendRoutingInfoForSm (SRI-SM) responses and use the rule matching ratio to pass and release portions
of the responses ("pass" means proceed to the next-lowest priority MTOR rule, while "release” means
release the operation without further MTOR rules processing).

CAUTION: Do not apply a ratio to suspect traffic when the FWL MT anti-spoofing license is enabled.
This will cause incorrect blocking of unsolicited MT messages. The ratio should only be applied to
trusted traffic.

10.10 Unicode Character Conversion

The RTR supports twenty different default Unicode Character Map Tables that translate a Unicode
character into another Unicode character in an outgoing MTFSM.

10.10.1 Configuring Unicode Character Map

The RTR supports updating of Unicode Character Map configuration in a transactional manner, i.e.
in case of incorrect configuration in any Unicode Character Map entry RTR aborts the complete
configuration update action and continues to use the existing Character Map.

Unicode Character Map entries can be configured on MGR in the following two ways:

* One translation character entry at a time.
¢ Multiple translation character entries at a time by uploading a CSV file.

Unicode character conversion (UCC) feature has two parts:
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1. Unicode character conversion feature that may be configured per MT routing rule on normal SMS
deliver messages (NOT on error messages, NOT on MAP phase 1 or any other status reports). Will
not be done on internally generated messages such as copied or forwarded messages, for AO-ST-MT,
MO-ST-MT, and MT-MT paths.

2. New enhanced character conversion feature that may be enabled per AMS storage queue, for
MO-ST-MT and AO-ST-MT paths.

Note:

* Adding a new Unicode Character Map table or deleting any existing Unicode Character Map table
is not supported.

* A maximum of 32000 translation character entries can be configured for a single Unicode Character
Map.

¢ Maximum 20 Unicode Character Map table are supported.

¢ Currently only Unicode codepoints are supported from MGR. and UTE-16 encoded Unicode code
points for RTR.

* Provisioning of the translation character entries is done in such a way that only those entries for
which a translation is required are considered for provisioning. Hence Input Character should not
be same as Output Character in any Translation Character entry.

¢ For CDR, only converse 3G format is supported, also Message Data in CDR will contain the original
userdata received in message.

For more information about configuring Unicode Character Map, refer to the MGR Operator Manual
(section 4.15).

10.10.2 Character Translation

For Unicode Character Conversion, the Unicode Character Conversion setting allows you to do user data
translation based on:

e destination network
e presence or absence of concatenated message headers

¢ source and destination handset type as determined by LDAP query using the PBC (over ECI) and
reported in external attributes bits.

The Unicode Character Conversion Map settings allow you to do user data translation based on source
SMSC address, presence or absence of concatenated message headers, and destination handset type.

Translation is performed just before sending out the message, if the matching MTOR rule has the
Unicode Character Map configured and DCS is UCS-2. Hence only the final user data content (excluding
UDH) is translated.

Currently the Unicode Character Conversion is limited to outgoing MT messages. Translation is not
performed on SIP-Terminated messages. The supported routing paths are:

e MT-MT

¢ MO-ST-MT

* AO-ST-MT

However, there are no restrictions on the following paths:

* MT-ST-MT

¢ MO-MT-ST

* AO-MT-ST
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10.10.3 Unsplit Surrogate Pairs

Existing behavior of UCC conversion may separate the pairs into 2 segments by fully using the space
in the segment. This leads to issues in certain handsets (android phones where the software version
is less than 6.0) from not being able to display messages when multi Unicode characters/surrogate
pairs are split into 2 segments.

This feature prevents certain Unicode characters (surrogate pairs and multi-Unicode characters) on
the SMSC from splitting into 2 segments of a concatenated message, thus this feature will move the
whole pair of Unicode characters to one of the segments. Consequently, the whole surrogate pair is
unsplit.

Once UCC conversion is applied to the incoming message, the RTR always performs the check for the
unsplit surrogate pair and Configured Multiple Unicode characters by using the pairedunicodecharlist
semi-static parameter, if an incoming message is not segmented for RTR.

Note: The router will not perform the unsplit surrogate pair check in case the incoming message is a
concatenated message, or if Unicode Character Conversion not applied.

Limitation: In case of Modifiers are applied, then this feature is not applicable.

10.10.4 Unique TP-SCTS in Additional Segments After Applying the Unicode Character
Conversion

Currently, while the RTR applies the UCC conversion to the single (unsegmented) incoming message,
the RTR can create extra segments after the UCC conversion (Max 2 segment), so both the outgoing
MT segments can have the same SCTS. This applies for incoming MT message or DeliverSmRequest
MXP message from the AMS.

In the above scenario, the RTR makes unique SCTS. This means all segments created by the RTR will
have different SCTS for the same recipient.

This is applicable for MT-MT and STORE-MT flows of the RTR UCC conversion.
Limitation of this solution:

1. The uniqueness of SCTS only has the scope of a single RTR instance, means RTR can generate the
duplicate SCTS for the same recipient if multi-instance RTR is configured.

2. Same SCTS can be used by RTR and AMS (if the system is configured for MO/AO-ST-MT and
MT-MT flow together)

10.11 TP-OA Modification Using MTO Modifier

If for the matching MTOR rule the Outgoing Address Conversion field is set to Or i gi nat or and
the originator address is not an alphanumeric or a short number, the outgoing conversion rule(s)
would be applied on the Originator Address of the MT message.

For scenarios where outgoing conversion rule(s) is not applied, originator address modification is
done as per the MTO modifier configuration.
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This modifier overrides the format specified in the nt or i gi nat or f or mat f ordonmestictraffic
andnt ori gi nat or f or mat f or nt nt donest i ct r af f i ¢ parameters in the semi-static configuration
file. These parameters take effect only when the modifier is set to Tr anspar ent .

The parameter nt or i gi nat or f or mat f or donmest i ctraf fi c is applicable for MO/AQO/Store-MT
and MT-MT (where the SRIQ routing rule action is set to '/Accept and Respond to SMsC
i mredi at el y') traffic.

The parameter nt or i gi nat or f or mat f or nt nt donmest i ctraf fi c is applicable for MT-MT traffic
(except in the case where the SRIQ routing rule action is set to 'Accept and Respond to SMsC
i medi ately),

A special value of -1 is supported for MT modifier Originator TON and NPI, that preserves the received
TON and NPI value in the TP-OA.

Note: For the following scenarios, the TON/NPI value is always encoded as 0/1 in the TP-OA:

1. If the received TON/NPI is 6/1 (regardless of value configured in the MTO modifier)
2. If the originator input format is short, and any of the following case matches :

a. The MTO modifier originator format is national/international.
b. The MTO modifier originator format is transparent and TON /NPl is any value other than-1/-1.

If the originator input format is short, the received TON/NPI value will be preserved when the matched
MTO modifier is configured with the following values:

1. The originator format is transparent.
2. The originator TON/NPI is set as -1/-1.

The below table summarizes how TP-OA modification is done using MTO Modifier for different
originator types:

Originator Input Format MT modifier TP-OA Modification
Originator
Format

Alphanumeric National / Received TON/NPI is preserved
International /
Transparent

National /
International /
(A number is defined as short |Transparent

Short number If in the MT modifier, the Originator format is set

astransparent and TON/NPI as -1/-1

number: . Received TON/NPI is preserved
se
¢ If the address length is less TON/NPI is updated as 0/1

than or equal to the
configurable parameter
nax| engt hf or shor t nunber .

e If an application is
configured with a number,
then it is defined as a short
number regardless of
length)
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Originator Input Format

MT modifier
Originator
Format

TP-OA Modification

International / National
MSISDN

International

If TON/NPI configured in the MT modifieras 1/1
If received NPI is 1
TON/NPI is updated as per MTO modifier
configuration, i.e. 1/1
Else
Received TON/NPI is preserved
Else
TON/NPI is updated as per MTO modifier
configuration.

International / National
MSISDN

National

The TON/NPI is updated as per MTO modifier
configuration.

If the normalized address starts with an E164
country code and the received NPI is unknown(0)
or i sdnTel ephony(1), the E164 country code is
replaced with the national prefix. In this scenario
also, the TON/NPI is updated as per MTO
modifier configuration.

Note: When the incoming TON/NPI =2/1 and
the normalized MSISDN does not start with an
E164 country code and the TON/NPI in MTO
modifier is 0/1 and semi-static parameter
"preservenational ori gt on"is set to "true",
the TON/NPIin the outgoing TP-OA will be 2/1.
This is for backward compatibility.

International / National
MSISDN

Transparent

TON/NPI is updated as per MTO modifier
configuration.

Note: Some handsets cannot cope with the address type TON as abbr evi at ed (6) and NPI as
i sdnTel ephony (1). The RTR therefore overrules this particular TON/NPI combination with TON
as unknown (0) and NPI as i sdnTel ephony (1). This functionality is applicable for below routing

paths:

e AO/MO/Store-MT /SIPT scenarios
e Home routed MT-SIPT scenarios.

* Home routed MT-MT scenarios in the case where the SRIQ routing rule action is set to 'Accept
and Respond to SMSC i nmmedi atel y'

Few examples for TP-OA modification using MTO modifier:
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Input Number
format

Destination

Desired
TON/NPI
in TP-OA

Required Configuration

MSISDN national
number

National

0/0

Select Originator TON as 'national' and Recipient
condition as national network in MTOR and the
attached modifier should contain the below
configuration:

Originator Format : National
Originator TON : 0
Originator NPI: 0

MSISDN national
number

International

1/1

Select Originator TON as 'national' and Recipient
condition as international network in MTOR and the
attached modifier should contain the below
configuration:

Originator Format : International
Originator TON : 1
Originator NPI: 1

MSISDN
international
number

International

1/1

Select Originator TON as 'international' in MTOR and
the attached modifier should contain the below
configuration:

Originator Format : International
Originator TON : 1
Originator NPI : 1

Short number

National

0/1

Select Originator = Short Number condition in MTOR
and the attached modifier should contain the below
configuration:

Originator Format : National

Alphanumeric

International

5/0

MTO modifier not required as this is the default
behavior. TP-OA modification is not done for
Alphanumeric originator.
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11.1 Introduction

Application-originating (AO) routing is the generic name for the processing of incoming AO messages.
The HUB works in conjunction with the RTR and, in the case of routing with storage, the AMS to route
AO messages to their destinations.

For more information about AO routing, refer to the HUB Operator Manual. This manual discusses
AO-MT routing, which is subject to the RTR's outgoing mobile-terminating (MTO) rules.

11.2 AO Routing Paths

Supported AO routing paths are:
e AO-MT (route to mobile station)
Note: AO-MT messages are subject to AO and MTO routing rules.

¢ AO-AT (route to application)

e AO-AO (route to SMSC)

e AO-MT-AO (route to mobile station, fallback to SMSC)

* AO-MT-Store (route to mobile station, fallback to storage)
* AO-AT-Store (route to application, fallback to storage)

* AO-AO-Store (route to SMSC, fallback to storage)

* AO-Store-MT (store for delivery to mobile station)

* AO-Store-AT (store for delivery to application)

* AO-Store-AO (store for forwarding as AO)

¢ AO-Discard:

e Discard with NACK
e Discard with ACK

Note: During the AT delivery via store, the configured value of the "outside transmit window size"
is used as the maxt r ansact i ons in the store request. For the AT delivery "outside transmit window
size" of the configured application is used for load balancing the traffic towards the HUB.

11.3 AO-MT, AO-MT-Store and AO-Store-MT Routing

The HUB can support AO-MT routing (route to mobile station) . The HUB provides the functionality
to process incoming AO messages and the RTR performs an optimised MT delivery. AO-MT routing
provides the following features:

* Optimised direct delivery of MT to mobile
e Throughput control

* Notification generation, if configured

¢ CDR generation, if configured
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TCPAP MXPISCTP 557 recipient

Figure 43: AO-MT routing

AO-MT routing can provide SMSC offload and SMSC overload protection. The direct MT delivery of
AO-MT routing can use optimised routing on a per-application basis.

When the Mobile Messaging system includes the AMS, the HUB can provide AO-MT-Store (route to
mobile station, fallback to storage) and/or AO-Store-MT (store for delivery to mobile station) routing.

Note: The AO-MT messages use the SMSC address that is configured in the conmonaddr ess attribute
as the MAP SMSC address in the MT message.

Important: In case of AO-MT-Store (route to mobile station, fallback to storage), the message is sent
by the RTR to Store (AMS) before even making a FDA to the MS. Here the message is not stored in

the AMS database but it is placed in the appropriate message queue; now the AMS immediately sends
an Ack. to the RTR and then sends the message back to the RTR for performing the FDA. If the FDA
is successful, the RTR generates a billing record (CDR); otherwise the routing result is returned to the
AMS for storing it in the database for later retries. In the AO routing rule counters on the RTR, when
the message is sent to the AMS, it is always counted as the primary destination and never as a fallback.

Note: In the AO-MT scenario, if early HLR query for AO/SM is configured (see Routing- 0 Properties
Early SRI-SM for AO/SM Whitelist and Early SRI-SM for AO/SM in MGR), then during AO Rule
evaluation, early SRISM is sent irrespective of Recipient Mobile Network Domain. MT delivery is also
attempted in SS7 domain irrespective of Recipient Mobile Network Domain.

Note: The AO Rule condition (Terminating MSC/SGSN [cond]) is evaluated against the MSC or
SGSN address as returned by the HLR. If the HLR returns both addresses, the rule set is evaluated
against either the MSC or the SGSN address, as selected by the semi-static attribute

pref errednt desti nati on. If the Network configuration is available according to MSC and/or
SGSN (i.e. received in the HLR query), the Preferred MT Destination in the Network configuration
overrides the semi static attribute pr ef er r ednt dest i nati on for the rules evaluation.

Note: During the AT delivery via store, the configured value of the "outside transmit window size"
is used as the maxt r ansact i ons in the store request. For the AT delivery "outside transmit window
size" of the configured application is used for load balancing the traffic towards the HUB.

Important: In case of AO-MT, AO-MT-ST and AO-ST-MT billing if Source address of AO message is
an alphanumeric address and reflecting the service provider name or address then the content vendors
should send an SMPP message where an optional field TLV should reflect the real short code. The
SMSC should retrieve this field and put it in the FCDR's OrigAddress fields.

The RTR will receive an or i gi nat or Addr essFor Bi | | i ngOver ri de in receivedSubmitSmRequest
from HUB over the MXP interface and will retrieve the short code belonging to the optional TLV in
range 0x1400 to 0x3fff (5120 to 16383).

The following sub-fields will be affected in the FCDR's OrigAddress:

¢ ton will be short (4)

* npi will be private (5)

* msi sdn will be an integer value (up to 9 digit) received in TLV 0x1403

* nsi sdnUTF8 will be an integer value (up to 9 digit) received in TLV 0x1403.
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Note:

1. It should be applicable for the submitted, rejected, Delivery FCDRs,
2. there should not be any impact on Routing rules, log and events.
3. Following routing path can be impacted:

a. AO-MT
b. AO-Store-MT
c. AO-MT-Store

11.3.1 Setting SRI-SM Priority

SRI-SM Priority configuration for an Application/ AMS Queue controls the setting of the priority field
in the SRI-SM Requests for messages originated from an application and to be delivered to a MT
recipient, either directly (FDA by RTR) or via the AMS. This parameter can be configured independently
for each Application as well as for each AMS Queue, and it can have three possible settings: 'High',
‘Low' and 'Use message priority'.

If the SRI-SM Priority parameter is set to 'High' or 'Low’, the value of the sm-RP-PRI in the SRI-SM
Request will be set to "TRUE' (1) or 'FALSE' (0), respectively. Note that in case a message gets stored

in the AMS and retried later, then the SRI-SM Priority setting for the AMS queue will override the
corresponding setting for the Application; refer to the AMS Operator Manual for more details.

In case the parameter is set to 'Use message priority":

¢ For an application, it means that the value of the sm-RP-PRI in the SRI-SM will be set as per the
value of the Priority field in individual AO-MT messages originated from that Application, if the
Priority field is actually present in a message; in case no Priority field is present in a particular
message, the value of the sm-RP-PRI in the SRI-SM will be set to 'FALSE'".

¢ For an AMS Queue, it means that the value of the sm-RP-PRI in the SRI-SM will not be affected by
the Queue configuration setting, i.e. the sm-RP-PRI value will remain the same as it would have
been in the case of a direct FDA by the RTR.

By default the SRI-SM Priority parameter is configured as 'High' for an Application as well as an AMS
Queue.

Note: In case of early SRI-SM for AO message, the SRI-SM Request will always be sent with sm-RP-PRI
as TRUE', irrespective of the configured "SRI-SM Priority" setting in the Application or the value of
the priority field received in the AO message.

11.4 AO-MT-AO Routing

AO-MT-AO routing provides the functionality to process incoming AO messages where the HUB will
route the AO message to the RTR for a first delivery attempt (FDA). The HUB will only forward the
AO message to an SMSC if the FDA fails. AO-MT-AO routing provides the following features:

* Traffic distribution and load balancing traffic over RTRs and SMSCs
¢ Throughput regulation of the AO traffic

* Optimised direct delivery of MT to mobile

e Throughput control
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* Notification generation, if delivered successfully and if configured
* CDR generation, if configured
¢ Forward to SMSC in case of an unsuccessful delivery attempt

To relieve the SMSC of excessive application traffic, the HUB can also provide the first delivery attempt

(MT) for application-originated (AO) traffic.
ﬂ
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Figure 44: AO-MT-AO routing

The application submits an AO message (via SMPP, UCP, or CIMD?2) to the HUB (flow 0). When the
routing path AO-MT-AO is defined for the incoming SMS message, the HUB routes the AO message
to the RTR (flow 1). Immediately, the RTR performs one delivery attempt to the recipient (flow 2),
which in this example is a mobile phone. If the delivery attempt is successful, a billing record is
generated (flow 3); if the delivery failed, the message is forwarded as an AO submit message to the
appropriate SMSC (flow 4) for further delivery. Now the SMSC will take care of the delivery (retries)
of the message and will generate a billing record when the message is delivered.

11.4.1 AO-MT-AO Message Flow
A typical message flow for regular AO-MT-AO routing is:

1. The HUB accepts a connect request from an SMS application on one of the configured AO-MT-AO
ports.

2. The HUB receives a UCP60 log-in request from the SMS application on the established session.

If the UCP60 log-in is valid, the HUB:

a) Forwards the log-in request to the RTR configured

b) Establishes a connection to the SMSC configured in the service class
c) Logs in to the SMSC on behalf of the SMS application

d) Responds to the UCP60 log-in request to the SMS application

e) Logs in to the RTR on behalf of the SMS application

3. The HUB receives a UCP51 submit message from the SMS application.

4. The HUB investigates the properties of the UCP51 message to determine one of the following
required actions:
a) If the message can be delivered by the RTR, the HUB forwards the message to the RTR
b) If the RTR’s delivery attempt is not successful, the message is forwarded to the SMSC for further
retries

5. If the HUB receives a valid UCP message (not UCP60, UCP51, UCP54), the HUB forwards the
message to the SMSC.
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6. If the HUB receives a disconnect request from the SMS application, it disconnects the corresponding
session to the SMSC and forwards the disconnect request to the RTR.

The HUB actively manages the session set up to the SMSCs on behalf of the SMS applications by
issuing UCP31 as keep-alive messages.

Note: Forwarding to the SMSC requires that the system wait on the response from the SMSC to return
a response to the application, due to the identifier that the SMSC assigns.

11.4.2 AO-MT-AOQO Failure Scenarios

This section describes some AO-MT-AOQ failure scenarios.

Scenario Result

There is not an SMSC connection | The AO-MT-AO rule will not match the message.
when the message is submitted
(UCP51 message is received)

All SMSC connections are The AO-MT-AO rule will not match the message.
overloaded (throughput
limitation or window size is
exceeded)

When the fallback AO message
is submitted, the SMSC returns
an error

If an acknowledgement has already been returned to the
application, the Mobile Messaging system can only notify the
application of this failure if it requested a delivery notification. The
delivery status in the notification would indicate failure.

If the application did not request delivery notification and logging,
the log record will show that the message was dropped. However,
the application sees the message as having been delivered
successfully.

The SRI-SM or MT operation
performed by the RTR returns a
permanent error

If an acknowledgement has already been returned to the
application, the Mobile Messaging system can only notify the
application of this failure if it requested a delivery notification. The
delivery status in the notification would indicate failure.

If the application did not request delivery notification and logging,
the log record will show that the message was dropped. However,
the application sees the message as having been delivered
successfully.

The connection to the SMSC fails
after the RTR performs a
delivery attempt (MtFwdSm)

If an acknowledgement has already been returned to the
application, the Mobile Messaging system can only notify the
application of this failure if it requested a delivery notification. The
delivery status in the notification would indicate failure.

If the application did not request delivery notification and logging,
the log record will show that the message was dropped. However,
the application sees the message as having been delivered
successfully.
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Scenario Result

Segment of a concatenated
message is greater than 140 bytes
on the MT path.

If an AO message, submitted via SMPP, contains sar fields and the
"total messages" value is greater than 1, then the message is a
segment of a sequence of concatenated messages; according to
specifications. To forward such an AO message through an MT
path, requires the sar fields be converted to a user data header. This
requires the RTR to prepend six or seven bytes to each segment.

There may exist scenarios that such prepending will result in an
individual segment greater than 140 bytes. In this case the message
is undeliverable by the MT path and a line will be logged to syslog
(saying,” Appl i cati on <xxx> of |D <xx> sent

unexpect ed data”).

noSpaceFor Segnent i ngHeader will be logged as
rej ect Cause.

Applications are required to explicitly divide long messages into
segments of 133 bytes or less, allowing just enough space for the
user data header.

11.4.3 Configuring the Application Entity for AO-MT-AO Routing

In the case of AO-MT-AO routing, RTR routing properties must be adapted determine when to generate
the ACK/NACK response for a submit operation. These properties can be configured on an individual
RTR application basis.

In the MGR interface, the SMS application entity has the following attributes:

¢ AO-MT-AO Enabled—When selected, the RTR always generate an ACK/NACK response that
reflects the result of the delivery attempt. (This functionality requires the license for the AO-MT-AO
routing path.)

* Respond After Delivery—When selected, the RTR will generate an ACK/NACK response that
reflects the result of the delivery attempt. This attribute is mandatory for AO-MT-AO routing, but
it can also be applied to the AO-MT path.

11.5 Multi-SIM Support for AO-MT Routing

Multi-SIM is an operator service that enables a customer to have more than one SIM card, but be
reachable by only one MSISDN, which is called the master MSISDN. The non-master MSISDNs are
called hidden MSISDN.

The customer selects which MSISDN is the master. The device that the master MSISDN redirects to
is called the Active Paging Device (APD).

Normally, SMS messages can only be delivered to the master MSISDN. If a message is sent toward a
hidden MSISDN, the HLR rejects the SendRoutingInfoForSm request for the message with an error.
If a message is sent toward the master MSISDN, the HLR responds to the SendRoutingInfoForSm
request with the IMSI and MSC location of the SIM card in the APD.
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However, in some scenarios, a message must be delivered to a specific SIM card; for example, an AO
binary message to update the preferred roaming list in the SIM. In such a scenario, the HLR redirection

mechanism must be overridden so the message can be delivered to the specific MSISDN, even if it is
hidden.

The RTR supports HLRs that achieve the override functionality by requiring that the SMSC number
in the SendRoutingInfoForSm operation be set to a special number. This number indicates to the HLR
that it should override the rejection of the message and return the IMSI for the requested MSISDN,
whether it is hidden or not. The RTR supports this method for AO-MT messages, on a per-application
basis. When an application is configured for this functionality, the RTR:

* Queues messages from that application separately from other messages to the same recipients

* Sets the SMSC number in SendRoutingInfoForSm operations from that application to the configured
special value

To configure the RTR:

¢ In the common configuration file, set the t pconf i g attribute
snecaddr essformul tisimhlrredirecti onbypass to the special SMSC number (0-15 digits).

¢ In the MGR, select the Multi SIM HLR Redirection Bypass option in the SMS application
configuration.

11.6 AO Routing Action Billing Parameters

This section describes the billing parameters for AO routing actions.

Parameter Description Default
Submission Billing profile to use for submission; applies to all AO routing | None
actions.

Successful Delivery None

Billing profile to use when the routing action succeeds.
Applies to:

¢ Path AO-AO (to SMSC)

¢ Path AO-AT (to Application)

e Path AO-MT (to MT)

e Path AO-MT-AO (Try-and-Forward MT)
e Discard with ACK

* Route to SMSC, Fallback to Storage

Failed Delivery None

Billing profile to use when the routing action fails.
Applies to:

e Path AO-AO (to SMSC)
e Path AO-MT (to MT)
¢ Path AO-MT-AO (Try-and-Forward MT)
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Parameter Description Default
Delivery Notification Billing profile to use for delivery notification. None

Applies to:
¢ Path AO-AO (to SMSC)
e Path AO-AT (to Application)
e Path AO-MT (to MT)
e Path AO-MT-AO (Try-and-Forward MT)
® Discard with ACK
None

Successful Delivery on

Billing profile to use when the fallback leg of the routing action
succeeds.

Billing profile to use when routing action discard the message.
Applies to:
¢ Discard with NACK

Note: Only the FCDR format will be supported for generating
CDRs for messages discarded by the RTR.

Fallback
Applies to:
¢ Path AO-MT-AO (Try-and-Forward MT)

. . s . . . |None
Failed Delivery on Billing profile to use when the fallback leg of the routing action
Fallback fails.

Applies to:
Path AO-MT-AO (Try-and-Forward MT)
Discarded Messages None

11.7 AO External Condition Routing

AO external condition (AOX) routing processes incoming AO messages and forwards selected message
fields to a configured external condition (EC) application.

AO external condition routing provides one of the following responses:

Response Description

True The rule condition evaluates to true and the
message processing continues normally.

False The rule condition evaluates to false and the
failure action is applied.
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Response

Description

EC attributes

A returned matrix of result flags that the EC
application sets and upon which the RTR can base
its routing decision.

Note: To use EC attributes in a rule condition, all
used EC attributes must be configured in the EC
attribute entry.

AOX rules get evaluated using the logic common to all external condition rule sets (refer to Rule

Evaluation).

The possible failure actions are:

Action

Effect

None

Ignore the false result and continue to process the
list of matching AOX rules, or assume that the
message "passed” the AOX rule evaluation if there
are no more matching rules in the list.

Discard with negative acknowledgement

Return an error to originator and discard the
message.

Discard with acknowledgement

Return an acknowledge to originator and discard
the message.

Note:

CDRs will be generated using the billing profile (if configured) for Di scar ded Messages when the
message is discarded due to the application of any of the following failure actions:

1. Discard with negative acknowledgement

Only the FCDR format will be supported for generating CDRs for messages discarded by the RTR.

11.8 Early SRI-SM Behavior for Store Cases

The following table describes the behavior of Early SRI-SM for AO-Store-MT and AO-MT-Store Flow:

Early SRISM

Early SRI-SM Behavior against Paths

Disable AO-ST-MT

AO-MT-ST

¢ Early SRI-SM will not be performed

¢ Early SRI-SM will not be performed

Release 17.4 Revision A, February 2019

263



RTR Operator Manual AO Routing

Early SRISM Early SRI-SM Behavior against Paths
Enable AO-ST-MT

¢ Early SRI-SM will be performed
AO-MT-ST
¢ Early SRI-SM will be performed

There are two ways by which the RTR evaluates if the early SRI-SM is enabled or not:

1. There is a white list including the recipient
2. The parameter hlrqueryforrecipientofaobeforeapproval is enabled

If the white list is configured, the parameter hirqueryforrecipientofaobeforeapproval will not be used. The
white list overrides the configuration of the parameter hlrqueryforrecipientofaobeforeapproval.
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12.1 Introduction

Application-terminated (AT) routing is the generic name for the processing of incoming (ATI) and
outgoing (ATO) application-terminated messages.

The RTR and HUB work in conjunction to route AT messages to their destinations. In the case of AT
routing with storage, the AMS acts as a message store. The AMS can also provide a transaction database
(called the Intermediate Cache, or Icache) that stores message state and parameters while the message
itself is stored in an external SMSC. For more information about the Icache, refer to the AMS Operator
Manual.

Note: MIB items that are related to ATO rules use the acronym AT. MIB items that are related to ATI
rules use the acronym ATL

Up to 500 ATIR rules and up to 500 ATOR rules can be defined.

Incoming AT Messages

When an incoming AT message arrives at the RTR, it is evaluated by the following rules, in the following
order:

1. Incoming AT external condition (ATIX) rules
2. Incoming AT routing (ATIR) rules
3. Incoming AT counting (ATIC) rules

Outgoing AT Messages

When outgoing AT message is ready to leave the RTR, it is evaluated by the following rules, in the
following order:

1. Outgoing AT external condition (ATOX) rules
2. Outgoing AT routing (ATOR) rules
3. Outgoing AT counting (ATOC) rules

12.2 AT Routing Paths

The available AT routing paths are:

e AT-AT (route to application)

* AT-AT-Store (route to application, fallback to storage)

e AT-Store-AT (store for delivery to application)

e AT-AO (route to SMSC as AO)

* AT-AO-Store (route to SMSC as AO, fallback to storage)
* AT-Store-AO (store for delivery to SMSC as AO)

¢ AT-Discard:

¢ Discard with ACK
¢ Discard with temporary error
¢ Discard with permanent message error
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¢ Discard with permanent recipient error

Note: During the AT delivery via store, the configured value of the "outside transmit window size"
is used as the maxt r ansact i ons in the store request. For the AT delivery "outside transmit window
size" of the configured application is used for load balancing the traffic towards the HUB.

12.3 AT-AT Routing

AT-AT routing allows for monitoring and controlling traffic toward applications. In AT-AT routing,
the RTR receives incoming AT messages from a service centre and routes them to an application.
AT-AT messages are first evaluated by the incoming AT routing (ATIR) rules, then by the outgoing
AT (ATOR) routing rules.

rules evaluated

1’ € € =

SMsC
Figure 45: AT-AT routing

The Destination Application parameter in the ATIR rule determines the application to which the RTR
routes the message:

¢ The application that sent the message

* The recipient application that is specified in the message

* An application that the user specifies in the ATIR rule

¢ An application that is determined by the Intermediate Cache (Icache)

Note: During the AT delivery via store, the configured value of the "outside transmit window size"
is used as the maxt r ansact i ons in the store request. For the AT delivery "outside transmit window
size" of the configured application is used for load balancing the traffic towards the HUB.

Note: For more information about the Icache, refer to the AMS Operator Manual.

12.4 AT-AT-Store Routing

In AT-AT-Store routing, if the application rejects a message with a temporary error, the message can
fall back to storage in the AMS. The AMS delivery scheme determines when and how often message
delivery is retried.
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rules evaluated
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SMsC v A

The AMS Queue parameter in the ATIR rule determines the queue in which the message is stored
(and, therefore, the delivery scheme that applies to the message).

Figure 46: AT-AT-Store routing

Note: During the AT delivery via store, the configured value of the "outside transmit window size"
is used as the maxt r ansact i ons in the store request. For the AT delivery "outside transmit window
size" of the configured application is used for load balancing the traffic towards the HUB.

12.5 AT-Store-AT Routing

In AT-Store-AT routing, the RTR does not perform a first delivery attempt of the message. Instead, it
immediately sends the message to the AMS for storage. The AMS delivery scheme determines when
and how often message delivery is tried.

Note: During the AT delivery via store, the configured value of the "outside transmit window size"
is used as the maxt r ansact i ons in the store request. For the AT delivery "outside transmit window
size" of the configured application is used for load balancing the traffic towards the HUB.

rules evaluated

' o &

v A AT

SMsC

application

Figure 47: AT-Store-AT
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12.6 AT-AO Routing

AT-AO routing allows a carrier to receive inter-carrier peer-to-peer AT messages, convert them to AO
messages, and route them to the appropriate home network SMSC. AT-AO can also enable intra-carrier
SMSCs to route AT messages that arrive at the wrong SMSC to the correct SMSC as AO messages.

AT-AO routing requires the AT-AO license.

rules
evaluated
o AT AT AD AQD =
o [ vos e e T
| [ |
SMsC

SMSC
Figure 48: AT-AO

AT-AO routing flows as follows:

1. Aninbound AT message arrives at the HUB
2. The HUB sends the AT message to the RTR for rule evaluation
3. The RTR evaluates the ATIR rules for the message, and it matches an AT-AO rule

a. If the protocol of the incoming AT message does not match the protocol that is accepted by the
destination application, the RTR blocks the message with a permanent error and processing of
the message stops

b. If the protocol of the incoming AT message matches the protocol that is accepted by the

destination application, the RTR converts the AT message to AO and sends the AO message to
the HUB

4. The HUB sends the AO message to the SMSC

5. The SMSC acknowledges (ACKs) or negatively acknowledges (NACKSs) the AO message to the
HUB

6. The HUB relays the SMSC's response to the RTR

a. If the AO message was ACKed, the RTR sends an ACK for the AT message to the HUB
b. If the AO message was NACKed, the RTR sends a NACK for the AT message to the HUB

7. The HUB relays the RTR's response to the AT originator
Note: This routing path is not supported for CIMD messages.

12.6.1 AT-AO Configuration

The Destination Application parameter in the ATIR rule determines which application the Mobile
Messaging system uses to submit the message to the service centre:

* The application that sent the message
¢ The recipient application that is specified in the message
¢ An application that you specify in the ATIR rule
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The destination application should be an application that has an inside connection to the service
center(s) to which the message will be submitted. In the most common scenario, it would be set to an
application that you specify in the ATIR rule.

Note: The Destination Application parameter must not be set to Icache-based application
determination.

The SMSC Group parameter in the ATIR rule determines the group of service centres to which the
Mobile Messaging system will submit the message.

12.6.2 Introduction
Application-terminated (AT) routing is the generic name for the processing of incoming (ATI) and

outgoing (ATO) application-terminated messages.

The RTR and HUB work in conjunction to route AT messages to their destinations. In the case of AT
routing with storage, the AMS acts as a message store. The AMS can also provide a transaction database
(called the Intermediate Cache, or Icache) that stores message state and parameters while the message
itself is stored in an external SMSC. For more information about the Icache, refer to the AMS Operator
Manual.

Note: MIB items that are related to ATO rules use the acronym AT. MIB items that are related to ATI
rules use the acronym ATL

Up to 500 ATIR rules and up to 500 ATOR rules can be defined.

Incoming AT Messages

When an incoming AT message arrives at the RTR, it is evaluated by the following rules, in the following
order:

1. Incoming AT external condition (ATIX) rules
2. Incoming AT routing (ATIR) rules
3. Incoming AT counting (ATIC) rules

Outgoing AT Messages

When outgoing AT message is ready to leave the RTR, it is evaluated by the following rules, in the
following order:

1. Outgoing AT external condition (ATOX) rules
2. Outgoing AT routing (ATOR) rules
3. Outgoing AT counting (ATOC) rules

12.7 AT-AO-Store Routing

In AT-AO-Store routing, if the SMSC NACKSs the AO message with a temporary error, the message
can fall back to storage in the AMS. The AMS delivery scheme determines when and how often message
delivery is retried.

AT-AO-Store routing requires the following licenses:

e AT-AO
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Figure 49: AT-AO-Store

AT-AO-Store routing flows as follows:

1.
2.
3.

o

An inbound AT message arrives at the HUB
The HUB sends the AT message to the RTR for rule evaluation
The RTR evaluates the ATIR rules for the message, and it matches an AT-AO-Store rule

a. If the protocol of the incoming AT message does not match the protocol that is accepted by the
destination application, the RTR blocks the message with a permanent error and processing of
the message stops

b. If the protocol of the incoming AT message matches the protocol that is accepted by the
destination application, the RTR converts the AT message to AO and sends the AO message to
the HUB

The HUB sends the AO message to the SMSC
The SMSC ACKs or NACKSs the AO message to the HUB
The HUB relays the SMSC's response to the RTR

a. If the AO message was ACKed, the RTR sends an ACK for the AT message to the HUB (this is
the AT-AO routing path) and steps 7, 9, and 10 are omitted from the flow

b. If the AO message was NACKed with a temporary error, the RTR attempts to store the AO
message in the AMS

The AMS ACKs or NACKSs the storage request

a. If the storage request was ACKed, the RTR sends an ACK for the AT message to the HUB
b. If the storage request was NACKed, the RTR sends a NACK for the AT message to the HUB

The HUB relays the RTR's response to the AT originator

When the delivery scheme indicates that the message should be delivered, the AMS notifies the
RTR

10. The RTR sends the message to the SMSC

a. If the SMSC ACKs the message, the RTR notifies the AMS, which then deletes its internal copy
of the message

b. If the SMSC NACKSs the message with a temporary error, the RTR notifies the AMS, which
continues to store the message until the next scheduled delivery attempt
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The AMS Queue parameter in the ATIR rule determines the queue in which the message is stored
(and, therefore, the delivery scheme that applies to the message).

Note: This routing path is not supported for CIMD messages.

12.8 AT-Store-AO Routing

In AT-Store-AO routing, the RTR does not perform a first submission attempt of the message. Instead,
itimmediately sends the message to the AMS for storage. The AMS delivery scheme determines when
and how often message delivery is tried.

AT-Store-AQ routing requires the following licenses:

AT-Store
Store-AO

rules
evaluated AO

e

SMSC AC W

AOQ v

SMSC

Figure 50: AT-Store-AO

AT-Store-AO routing flows as follows:

1.
2.
3.

An inbound AT message arrives at the HUB
The HUB sends the AT message to the RTR for rule evaluation
The RTR evaluates the ATIR rules for the message, and it matches an AT-Store-AO rule

a. If the protocol of the incoming AT message does not match the protocol that is accepted by the
destination application, the RTR blocks the message with a permanent error and processing of
the message stops

b. If the protocol of the incoming AT message matches the protocol that is accepted by the

destination application, the RTR converts the AT message to AO and attempts to store it in the
AMS

The AMS ACKSs or NACKSs the storage request
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a. If the storage request was ACKed, the RTR sends an ACK for the AT message to the HUB
b. If the storage request was NACKed, the RTR sends a NACK for the AT message to the HUB

5. The HUB relays the RTR's response to the AT originator

6. When the delivery scheme indicates that the message should be delivered, the AMS notifies the
RTR

7. The RTR sends the message to the SMSC

a. If the SMSC ACKs the message, the RTR notifies the AMS, which then deletes its internal copy
of the message

b. If the SMSC NACKSs the message with a temporary error, the RTR notifies the AMS, which
continues to store the message until the next scheduled delivery attempt

The AMS Queue parameter in the ATIR rule determines the queue in which the message is stored
(and, therefore, the delivery scheme that applies to the message).

Note: This routing path is not supported for CIMD messages.

12.9 ATIR Rule Billing

The ATIR rules can refer to a billing profile that will trigger the generation of CDRs representing the
processing of the inbound AT messages. When processing inbound AT traffic, the RTR creates CDRs
for an inbound AT message that has been rejected based on the following routing actions:

1. Block with permanent message error
2. Block with permanent recipient error

For more information about the CDR formats that the RTR supports, refer to the Billing Manual.

12.10 AT Outgoing Address Conversion

An outgoing originator address conversion rule set and an outgoing recipient address conversion rule
set may be specified for each ATO routing rule.

See Outgoing Address Conversion for details of Outgoing Conversion Rules.

12.11 ATOR Rule Billing

The ATOR rules can refer to a billing profile that will be associated to outbound AT messages. The
ATOR-based billing profiles that are used to generate CDRs depend on the ATOR routing action and
on the message's exact routing path and delivery result(s).

The billing profile for delivery notifications (that is, for internally generated AT Notification) is generally
used in all cases where a CDR is generated for an internally generated AT Notification. Otherwise, if
the ATOR rule's action is a "block" action, the billing profile for blocked delivery is used. Delivery or
non-delivery CDRs, respectively, are created using the billing profile for successful or failed delivery.
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If submission CDRs are created after the outbound AT processing, the billing profile for submission
will be used.

Note:

1. The billing profile configured for the Blocked Delivery can be used to create the CDRs for the
rejected messages due to applied ATO routing rule action (where action is Block with permanent
error). For getting the desired status value with the ATOR rule applied for AT messages, configure
the Not Delivered Status field as Rejected in the billing profile used for Blocked Delivery.

2. Only the FCDR format will be supported for Rejected CDR generated by RTR.

3. In case of AO-AT routing path, with AT delivery failure, CDR will only be generated when the
condition specified in point 1 is met. Otherwise there will be no CDR generated.

4. If AMS is used to perform AT delivery, then no CDR will be generated when the ATOR routing
action is set as Block with temporary error as in this case message will again be stored in the AMS
for the next retry.

5. In case of MO-AT routing path or AO-ST-AT or AO-AT-ST, if the AT message is blocked due to
permanent error then the status field in the CDR generated will be "Expired". The only exception
is if the condition specified in point 1 is met. In that case status field in the CDR will be set as
"Rejected".

For more information about the CDR formats that the RTR supports, refer to the Billing Manual.

12.12 ATIX Rule Set

The RTR evaluates the ATIX rule set so that EC applications can process the inbound AT message. EC
processing may include providing extra personalized services, filtering messages.

ATIX rules get evaluated using the logic common to all external condition rule sets (refer to Rule
Evaluation).

12.12.1 ATIX Rule Failure Action

If the ECI evaluation produces a result of false (after the optional inversion of the corresponding ATIX
rule's external condition), then the processing of the sorted list of matching ATIX rules stops and the
failure action of the ATIX rule is applied.

The possible failure actions are:

Action Effect

None Ignore the false result and continue to process the
list of matching ATIX rules, or assume that the
message "passed the ATIX rule evaluation if there
are no more matching rules in the list.

Leave the ATIX rule evaluation and behave as if
an ATIR rule with action "Block with temporary
error" had matched.

Block with temporary error

Leave the ATIX rule evaluation and behave as if
an ATIR rule with action "Block with permanent
error’ had matched.

Block with permanent error
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Action Effect
Block with acknowledgment Leave the ATIX rule evaluation and behave as if
an ATIR rule with action "Block with ACK" had
matched.
Note:

CDRs will be generated using the billing profile (if configured) for Di scar ded Messages when the
message is discarded due to the application of any of the following failure actions:

1. Discard with permanent error

Only the FCDR format will be supported for generating CDRs for messages discarded by the RTR.

12.13 ATOX Rule Set

The RTR evaluates the ATOX rule set so that EC applications can process the outbound AT message.
EC processing may include providing extra personalized services.

ATOX rules get evaluated using the logic common to all external condition rule sets (refer to Rule
Evaluation).

12.13.1 ATOX Rule Failure Action

If the ECI evaluation produces a result of false (after the optional inversion of the corresponding ATOX
rule's external condition), then the processing of the sorted list of matching ATOX rules stops and the
failure action of the ATOX rule is applied.

The possible failure actions are:

Action Effect

None Ignore the false result and continue to process the
list of matching ATOX rules, or assume that the
message "passed” the ATOX rule evaluation if
there are no more matching rules in the list.

Leave the ATOX rule evaluation and behave as if
an ATOR rule with action "Block with temporary
error" had matched.

Block with temporary error

Leave the ATOX rule evaluation and behave as if
an ATOR rule with action "Block with permanent
error" had matched.

Block with permanent error

Block with acknowledgment Leave the ATOX rule evaluation and behave as if
an ATOR rule with action "Block with ACK" had
matched.

Note:
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CDRs will be generated using the billing profile (if configured) for Di scar ded Messages when the
message is discarded due to the application of any of the following failure actions:

1. Discard with permanent error

Only the FCDR format will be supported for generating CDRs for messages discarded by the RTR.
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13.1 Introduction

The RTR implements logic dedicated to the processing of internally generated SMs, i.e. short messages
that are created by the RTR, and need to be processed and delivered or relayed in some way. Among
other capabilities, this logic includes the evaluation of the Internally Generated Message (IGM) rule
sets. This chapter describes that logic.

There are three types of IGM rules:

¢ IGM routing rules (IGMR)
¢ IGM external condition rules (IGMX)
¢ IGM counting rules IGMC)

Note: Even though the logic has been designed to be generic for any kind of internally generated SM,
IGM rules are currently only applied to Auto Reply (ARP) messages (refer to Auto Reply Service).

13.2 IGM Rule Evaluation

The evaluation of the IGM logic on the RTR consists of the following consecutive steps:

1. SSI Query: If a Subscriber Service Information (SSI) is available, and if the SSI of the originator or
recipient of the IGM are unknown, the RTR issues a query to retrieve the SSI.

2. SCTS Generation: The RTR generates a Service Centre Timestamp (SCTS), optionally involving
the AMS, for the IGM.

3. Early SRI-SM: Under the control of MGR GUI properties (Routing 0 Properties, refer to MGR
Operator Manual for more information), an Early SRI-SM query may be issued, primarily in order
to retrieve a routing number for the recipient of the IGM.

4. IGMX Rule Set Evaluation: The RTR evaluates the IGM External Condition (IGMX) rule set
according to the normal rules for evaluating an External Condition Rule set. If this does not
reject/discard the IGM, then

5. CAMEL Charging: If an EC application (typically, the PBC) requested CAMEL charging, the RTR
applies CAMEL charging, using SMSC and MSC parameters as configured through the semi-static
configuration parameters localsmscaddressincameltrigger and localmscaddressincameltrigger respectively.
If CAMEL charging does not reject the IGM, then

6. IGMR Rule Set Evaluation: The RTR evaluates the IGM Routing rule set, primarily in order to
determine how to route the IGM. Additionally, this may associate Billing Profiles with the IGM in
order to generate CDRs.

7. Route IGM: Route the IGM according to the matching rule's Routing Action.

8. Post-process IGM: Evaluate the IGM Counting (IGMC) rule set, complete any pending CAMEL
and ECI communication (mostly evolving around real-time charging) and generated CDRs.

13.3 IGM Rule Conditions

The IGM rule sets share the following set of supported rule conditions:
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Condition

Format

Description

Time Schedule

This condition does not depend on any parameter of
the IGM, it evaluates against the current time (local to
the RTR instance) at the moment that the rule set is
evaluated.

Originator

Single MSISDN, MSISDN
range or MSISDN prefix

This condition is evaluated against the normalized
originator address, if it is categorized as MSISDN3.

Country

This condition is evaluated against the country, as
derived from extracting the E.164 country code from
the normalized MSISDN. Successful extraction of the
country code depends on the provisioned countries.

Network

This condition is evaluated against the network, as
derived from matching the normalized MSISDN
against the provisioned mobile network number ranges
and/or network ranges. Successful association of the
MSISDN with a provisioned mobile network can only
happen if mobile number portability for originator is
not supported for that network, and if the network
and its number range(s)/prefix(es) have been
provisioned.

List

This condition evaluates the normalized MSISDN
against a list of MSISDNSs, enabling logical OR
operation.

Originator SSI

This condition is evaluated against the originator's SSIL.
It enables you to specify which services the originator
must or must not have. If SSI is not used, this condition
should not be specified.

Recipient

General

If an early SRI-SM query was executed for the IGM,
both the recipient's MSISDN and IMSI may be
available.

Single MSISDN, MSISDN
range or MSISDN prefix

This condition is evaluated against the normalized
recipient address, if it is categorized as MSISDN3.

Country

If the recipient's IMSI has been retrieved, this condition
is evaluated against the country, as derived from
extracting the mobile country code (MCC) from the
IMSI. Otherwise, the condition is evaluated against
the country, as derived from extracting the E.164
country code from the normalized MSISDN. Successful
extraction of the country depends on the provisioned
countries.

Network

If the recipient's IMSI has been retrieved, this condition
is evaluated against the mobile network, as derived

13- While only ARP messages pass through these rules, both the IGM's originator and recipient are expected
to always be categorized as MSISDNs.
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Condition

Format

Description

from extracting the mobile network code (MNC) from
the IMSI. Otherwise, the condition is evaluated against
the network, as derived from matching the normalized
MSISDN against the provisioned mobile network
number ranges and/or network prefixes. Successful
extraction of the mobile network depends on the
provisioned mobile networks.

List

This condition evaluates the normalized MSISDN or
IMSI against a list of MSISDNs or IMSIs, enabling
logical OR operation.

Single IMSI, IMSI range or
IMSI prefix

This condition is evaluated against the recipient IMSI,
if that IMSI has been retrieved prior to the evaluation
of the rule set.

Recipient SSI

This condition is evaluated against the recipient's SSI.
It enables you to specify which services the recipient
must or must not have. If SSI is not used, this condition
should not be specified.

User Data

This condition is evaluated against the user data of the
IGM.

External
Attributes

This condition is evaluated against the external
attributes as set by the EC application(s) consulted
during the evaluation of the IGMX rule set. Due to the
nature of the EC rule set evaluation, this condition is
only supported in the IGMR and IGMC rule sets.

XS Message

This condition is evaluated against the XS message
type of the IGM. As currently, IGM processing only
applies to Auto Reply (ARP) messages, this condition
should not be used.

Recipient RN
Group

This condition is evaluated against the recipient's
Routing Number (RN) group. A routing number can
be retrieved by issuing an early SRI-SM query, and
routing numbers can only ever be extracted when they
were provisioned.

Terminating
MSC/SGSN

General
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The terminating MSC or SGSN address is only
available during rule evaluation after a successful early
SRI-SM query. If that query returned both an MSC and
an SGSN address the condition is evaluate against the
address selected by the semi-static configuration
setting pr ef er r ednt dest i nati on only.

Note: If the Network configuration is available

according to the MSC and/or SGSN (i.e. received in
the HLR query), The 'Preferred MT Destination' in
the Network configuration overrides the semi-static
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Condition Format Description

attribute 'pr ef err ednt dest i nat i on' for the rules
evaluation.

Single MSISDN, MSISDN | This condition is evaluated against the MSC or SGSN
range or MSISDN prefix | E.164 number.

Countr This condition is evaluated against the country, as
y g y

derived from extracting the E.164 country code from
the MS or SGSN address. Successful extraction of the
country code depends on the provisioned countries.

Network This condition is evaluated against the network, as

derived from matching the E.164 address against the
provisioned mobile network number ranges and/or
network prefixes. Successful association of the MSC
or SGSN address with a provisioned mobile network
can only happen if the network and its number
range(s)/prefix(es) have been provisioned.

List

This condition evaluates the MSC or SGSN address
against a list of E.164 numbers, enabling logical OR
operation.

13.4 IGMR Rule Set

The RTR evaluates the IGM Routing (IGMR) rule set to determine how IGMs will be routed. In addition,
the evaluation of the IGMR rule set can associate a Billing Profile with the IGM in order to generate
CDRs. For information about the circumstances in which the IGMR rule set is evaluated, refer to IGM

Rule Evaluation.

13.4.1 IGMR Routing Action

The possible routing actions are:

Action Effect

Discard Discard the IGM, and do the post-processing as if the message was
successfully delivered.

Reject Discard the IGM, and do the post-processing as if the delivery of the
message failed and the message got dropped.

Route to MS Try to deliver the IGM to a Mobile Station (MS), no fallback upon failure.

Route to MS, Fallback to | Try to deliver the IGM to an MS, or try to store the IGM in the specified

Storage AMS queue upon temporary failure of the first MT delivery attempt.

Store for Delivery to MS | Try to store the IGM in the specified AMS queue, such that the AMS takes
care of requesting the delivery of the IGM to an MS. Such IGMR rules only
match if, at the time of rule evaluation, at least one AMS is available, which
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Action

Effect

indicates the capability for storing messages (as opposed to Icache
functionality only).

Route to Application

Try to deliver the IGM as AT to an application. The destination application
is determined by the Application Selection field:

* By Rule: The IGMR needs to specify the destination application.

* By Load Balancing Group: The IGMR needs to specify the load balancing
group to be used when determining the destination application.

Such IGMR rules only match if, at the time of the rule evaluation, the
destination application is available, i.e. there are active outside sessions for
the destination application(s).

Route To Application,
Fallback to Storage

Try to deliver the IGM as AT to an application, or try to store the IGM in
the specified AMS queue upon temporary failure of the first AT delivery
attempt. The destination application is determined in the same way as it is
for the Route to Application action. Such IGMR rules only match if, at the
time of the rule evaluation, either the destination application or the AMS
is available.

Store for Delivery to
Application

Try to store the IGM in the specified AMS queue, such that the AMS takes
care of requesting the delivery of the IGM to an application. The destination
application is determined in the same way as it is for the Route to
Application action. Such IGMR rules only match if, at the time of rule
evaluation, at least one AMS is available.

Route to SMSC as AO

Try to forward the IGM as an AO message to an external SMSC. The IGMR
needs to specify both the application to use when forwarding the AO
message, and the SMSC group to which the IGM is supposed to be
forwarded. Such IGMR rules only match if, at the time of rule evaluation,
at least one of the SMSCs in the SMSC group is available to receive AO
messages from the designated application.

Route to SMSC as AO,
Fallback to Storage

Try to forward the IGM as an AO message to an external SMSC, or try to
store the IGM in the specified AMS queue upon temporary failure of the
first AO forwarding attempt. The IGMR needs to specify both the application
to use when forwarding the AO message, and the SMSC group to which
the IGM is supposed to be forwarded. Such IGMR rules only match if, at
the time of rule evaluation, at least one of the SMSCs in the SMSC group
is available to receive AO messages from the designated application, or if
at least one AMS is available.

Store for Forwarding to
SMSC as AO

Try to store the IGM in the specified AMS queue, such that the AMS takes
care of requesting the forwarding of the IGM as AO to an external SMSC.
The IGMR needs to specify both the application to use when forwarding
the AO message, and the SMSC group to which the IGM is supposed to be
forwarded. Such IGMR rules only match if, at the time of rule evaluation,
at least one AMS is available.

Route to MS, Fallback to
SMSC as AO
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attempt. The IGMR needs to specify both the application to use when
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Effect

forwarding the AO message, and the SMSC group to which the IGM is
supposed to be forwarded.

Action

If no IGMR rule matches, the IGM processing continues as if an IGMR with Routing Action "Reject”
had matched.

Note: When the selected routing action leads to the an MT or AT delivery attempt, the MTOX or
ATOX rule set only gets evaluated for IGMs if the semi-static configuration attribute
out boundext condr ul esenabl edf ori gsmis set to true.

13.4.2 IGMR Billing

The IGMR rule set allows associating a billing profile by means of the matching IGMR rule, in order
to generate (non-)delivery CDRs during the post-processing of the IGM. CDRs can only be generated
for IGMs if the IGM logic evaluates the IGMR rule set for the IGM. If the IGM gets discarded before

matching the IGMR rules, no CDRs get created for the IGM.

If the selected routing action leads to the an MT or AT delivery attempt, billing profiles assigned to
the IGM by means of a matching MTOR or ATOR rule also trigger the creation of a CDR.

If any billing profile assigned to the IGM is the default profile, the default profile designated to IGMs
will be used. The default profile for IGM is configured on the MGR through Billing 00 Post-paid
Billing [0 Properties [ Default Profile For IGM.

For each IGMR rule, two separate billing profiles can be referred to:

 Billing Profile for Successful Delivery
* Billing Profile for Failed Delivery

Billing Profile for Successful Delivery
This billing profile is used for the following IGMR routing actions:

Routing Action Remarks

Discard

Use of a billing profile for this routing action may only make sense
in rare cases.

Route to Ms or Route to MS,
Fallback to Storage

Billing Profile used upon successful MT delivery or MTOR "block
with ack” (see MT Routing).

Route to Application or Route to
Application, Fallback to Storage

Billing Profile used upon successful AT delivery or ATOR "block
with ack" (see AT Routing).

Route to SMSC as AO or Route

Billing Profile used upon successful AO forwarding to an external

to SMSC as AQO, Fallback to SMSC as AO. Where possible, the message status in the CDR would

Storage indicate "submitted" rather than "delivered".
Route to MS, Fallback to Billing Profile used upon successful MT delivery or MTOR "block
Forwarding to SMSC as AO with ack”, or for successful forwarding to an external SMSC as AO.

If the IGM is successfully stored in the AMS, no CDR is generated. Later on, if the IGM gets delivered
from the AMS, or if the IGM gets deleted from the AMS, Billing Profiles assigned through IGMR rules
are not considered. Instead, use billing profiles assigned through the MTOR or ATOR rule set.
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If the message is successfully forwarded to an external SMSC as AO, CDRs get created regardless of
the use of the Icache (see IGMR Icache). If the Icache is in use, and the parameters of an IGM are
successfully retrieved from the Icache, the IGMR rules get (re-)evaluated in order to determine the
Billing Profile for generating the Final Delivery CDR.

Billing Profile for Failed Delivery
This billing profile is used for the following IGMR routing actions:

Routing Action Remarks

Reject Use of a billing profile for this routing action may only make sense
in rare cases.

Route to MS Billing Profile used upon MT delivery failure, or MTOR "block

with error” (see MT Routing).

Route to MS, Fallback to Storage | Billing Profile used upon permanent MT delivery failure or MTOR
"block with permanent error", or upon failure to store the IGM in
the AMS.

Store for Delivery to MS, Store | Billing Profile used upon failure to store the IGM in the AMS.
for Delivery to Application or
Store for Forwarding to SMSC
as AO

Route to Application Billing Profile used upon AT delivery failure, or ATOR "block with
error” (see AT Routing).

Route to Application, Fallback | Billing Profile used upon permanent AT delivery failure or ATOR

to Storage "block with permanent error", or upon failure to store the IGM in
the AMS.

Route to SMSC as AO Billing Profile used upon AO forwarding failure.

Route to SMSC as AO, Fallback | Billing Profile used upon temporary AO forwarding failure, or

to Storage upon failure to store the IGM in the AMS.

Route to MS, Fallback to Billing Profile used upon permanent MT delivery failure or MTOR

Forwarding to SMSC as AO "block with permanent error", or upon failure to forward the IGM

to an external SMSC.

13.4.3 IGMR Icache

The Icache functionality is designed to enable charging on delivery, while the message (IGM) is delivered
by some external SMSC. This functionality depends on the availability of one or more AMS nodes
with Icache capability. For more information about Icache, refer to the AMS Operator Manual.

The Icache functionality is supported for IGMs that are successfully forwarded to an external SMSC
as AO. To use this functionality, it must be turned on explicitly for IGMs in the MGR GUI (Storage [
Intermediate Cache [ IGM Intermediate Cache Support ). For more information about this setting,
refer to the MGR Operator Manual.

When creating Final Delivery CDRs, the IGMR rule set gets (re-)evaluated (refer to IGMR Billing for
more information).
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13.5 IGMX Rule Set

The IGMX rule set enables the following functionality:

* Real-time charging (using the PBC)
* Message screening/filtering (using the FAF)
¢ Providing extra (personalized) services.

IGMX rules get evaluated using the logic common to all external condition rule sets (refer to Rule
Evaluation).

For information about the circumstances in which the IGMX rule set is evaluated, refer to IGM Rule
Evaluation.

13.5.1 IGMX Failure Action

If the ECI evaluation produces a result of false (after the optional inversion of the corresponding IGMX
rule's external condition), then the processing of the sorted list of matching IGMX rules stops and the
failure action of the IGMX rule is applied.

Possible failure actions are:

Action Effect

None Ignore the false result and continue to process the list of matching IGMX
rules, or assume that the message "passed" the IGMX rule evaluation if
there are no more matching rules in the list.

Reject Leave the IGMX rule evaluation and proceed with the post-processing for
the IGM, indicating that the message was not delivered, i.e. dropped.

Discard Leave the IGMX rule evaluation and proceed with the post-processing for
the IGM, indicating that the message was "delivered successfully".

13.6 IGMC Rule Set

The IGMC rule set is evaluated in order to generate statistics about the routing of IGMs. Each IGMC
rule has a set of per-routing result counters in addition to the "total rules matched" counter
(igmCntRuleMatchedCounter).

The IGMC rules have the same conditions as the IGMR rules.
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14.1 Introduction

The RTR and the IIW work in conjunction to provide IPSMGW functionality. The IPSMGW can be
deployed in three ways:

Integrated IPSMGW

Integrated IPSMGW acts as a gateway between IMS domain and SS7 domain and provides ability to
receive text messages from IMS domain and deliver text messages to subscriber in the IMS domain.
It is tightly coupled with other components like RTR, AMS, and HUB. It supports all the paths for IMS
Originating messages as supported for Mobile Originated messages. It provides transport level
interworking.

Stand-Alone IPSMGW

Stand-Alone IPSMGW acts as a gateway between IMS domain and SS7 domain and provides ability
to receive text messages from IMS domain and deliver text messages to subscriber in the IMS domain.
It can be deployed as a separate server in operator’s network and can be integrated with the existing
“SMS Network” product to seamlessly enable SIP-based messaging. It is logically located between
the legacy SMSC domain and the IP Multi-media Subsystem (IMS) Domain. Apart from text, it also
supports Registration, Subscribe and Notify. It provides transport level interworking

Service Level Interworking with Krypton

IPSM-GW can be deployed with Krypton to provide ability to deliver messages to recipient not
registered in IMS domain. It also allows to deliver messages originated from SS7 domain to subscriber
in IMS domain. Messages are exchanged with Krypton using Service level interworking. In the current
release only simple text messages as supported.

14.2 Integrated IPSM-GW

14.2.1 Rule Evaluation for IMS Messages

The Existing Mobile Originated and Mobile Terminated Outgoing rules are applied on IMS Originated
and IMS Terminated messages respectively.

14.2.1.1 Rule Evaluation for IMS Originated Messages

IMS Originated Messages are handled similarly to an MO-ForwardSM, applying the MOX/MOR/MOC
rules.

14.2.1.2 Rule Evaluation for IMS Terminated Messages
Existing MTOX/MTOR/MTOC rules can be applied on IMS Terminated messages.
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14.2.2 IMS Originated Routing Paths

SIP Originated (SIPO) routing is the generic name for the processing of incoming IMS Originated
messages. The IIW works in conjunction with the RTR and, in the case of routing with storage, the
AMS to route SIPO messages to their destinations. The IMS Originated message handling requires
MO-MO 3G routing path license.

Supported SIPO routing paths are:

e SIPO-MT (route to mobile station)

¢ SIPO-MO (route to SS7 SMSC)

e SIPO-MT-MO (route to mobile station, fall back to SS7 SMSC)
e SIPO-MT-AO (route to mobile station, fall back to SMSC)

o SIPO-MT-AT (route to mobile station, fall back to application)
¢ SIPO-AT (route to application)

e SIPO-Store-AT (store for delivery to application)

* SIPO-AT-Store (route to application, fallback to storage)

¢ SIPO-MT-Store (route to mobile station, fall back to storage)

e SIPO-Store-MT (store for delivery to mobile station)

e SIPO-AO (route to SMSC as AO)

¢ SIPO-Discard

e Discard with NACK
e Discard with ACK

For more information about SIPO routing paths, please refer to the [IW Operator Manual.

14.2.3 IMS Terminated Routing Paths

The RTR and IIW work in conjunction to route IMS Terminated messages to their destinations. In the
case of routing with storage, the AMS acts as a message store.

The delivery to IMS domain requires the license for the MT-MT 3G routing path.
The IMS Terminated Routing supports the following domains:
* Delivery to IMS Domain

e SIPO-SIPT
e AO-SIPT
e MT-SIPT

¢ Delivery to IMS Domain with fall back to SS7 Domain

¢ MO-SIPT-MT
e SIPO-SIPT-MT

When the Mobile Messaging system includes an AMS, the system can provide SIPO-SIPT-Store or
MO-SIPT-Store (route to the UE's in the IMS domain, fall back to storage) routing.

Important: In case of fall back to storage, the message is sent by the RTR to the Message Store
(AMS) before even attempting an FDA to the UE in IMS domain. Here, the message is not stored
in the AMS database but it is placed in the appropriate message queue; then, the AMS immediately
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sends an acknowledgement to the RTR and then sends the message back to the RTR to perform
the FDA. If the FDA is successful, the RTR generates a billing record (CDR); otherwise the routing
result is returned to the AMS for storing it in the database for later retries.

14.2.3.1 Delivery to IMS Domain

SIPO-SIPT
When the recipient mobile network domain is 'l M5 onl y', then:

* The RTR forwards the message to the IIW to perform a first delivery attempt (FDA) to the recipient
in the IMS domain.

¢ If the delivery attempt is successful, a billing record can optionally be generated.

¢ If the delivery fails in the IMS domain with a temporary error, the message can fall back to the
storage in the AMS. The AMS delivery scheme determines when and how often the message
delivery is retried.

=) € € € (=) &
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TCP/ STCP
SMSC
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Figure 51: Sample Flow (SIPO-SIPT Scenario)

AO-SIPT
The AO-SIPT routing flows as follows:

- > > O &

Recipient
MXP/SIPT SIPT
TCRAP MXP/SCTP /5 UDP/SCTP

Figure 52: Sample Flow (AO-SIPT Scenario)

1. The Application submits the Short Message using SMPP/UCP/CIMD, which arrives in the
Integrated IPSM-GW via the HUB.

2. The Integrated IPSM-GW determines the Recipient Network Mobile Domain as specified in the
section Mobile Network Domain Selection.

3. If the domain is IMS, the RTR forwards the message to the IIW to perform a delivery attempt to
the recipient using the IMS domain.
4. The IIW delivers the message to the IMS domain.

a. If the delivery attempt is successful, a billing record can optionally be generated.

b. If the delivery attempt is not successful, the message is dropped and the originator can receive
a message delivery status, depending on the configuration.
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Note: In above scenario if early HLR query is configured for AO/SM (see Routingll Properties Early
SRI-SM for AO/SM Whitelist and Early SRI-SM for AO/SM in MGR), then early recipient query is
sent to HLR irrespective of Recipient Mobile Network Domain. MT delivery is attempted in SS7
domain.

MT-SIPT

The MT-SIPT Routing path allows the capability to receive the messages from a foreign subscriber in
the 2G/3G network and deliver it to an own subscriber in IMS /4G network.

In this routing path, message from foreign SMSC is home routed to RTR. RTR, via [IW, delivers the
message in the IMS domain.

&0 @»(=)

SMSC MT MEP MIP SPT
557 SIPT uoe /
SCTP

Figure 53: Sample Flow (MT-SIPT Scenario)

The message arrives at SMSC from the subscriber in the 2G/3G network.
The SMSC forwards the message to RTR via the MT and SS7 interface.
The RTR forwards the message to IIW for further delivery, via internal MXP and MIP interface.

The IIW forwards the message to IMS network via the SIP network. The CSCF will perform delivery
retries of the message and generate a billing record when the message is delivered.

Lol

14.2.3.2 Delivery to IMS Domain with Fall Back to SS7 Domain
MO-SIPT-MT
When the recipient mobile network domain is 'l M5 t hen SS7', then:

¢ The RTR forwards the message to the IIW to perform a FDA to the recipient in the IMS domain.

* If the delivery attempt is successful, then IIW informs the RTR about the status of the delivery
attempt, and RTR generates billing record if configured.

¢ If the delivery attempt is not successful, then IIW informs the RTR about the status of the delivery
attempt, and RTR falls back to the SS7 domain.

* The RTR performs a first delivery attempt (FDA) to the recipient via the SS7 domain.

o If the delivery attempt is successful, then [IW informs the RTR about the status of the delivery
attempt, and RTR generates billing record if configured.

* If delivery fails in both IMS and SS7 domain, then the error class and error result calculation are
based of the 'last error' i.e. on fallback to SS7 the RTR will present SS7 outcome to the other
components.

¢ If the delivery fails in both IMS and S57 domain and the error is a temporary error, the message
can fall back to storage in the AMS. The AMS delivery scheme determines when and how often
the message delivery is retried.

Sample flow (MO-SIPT-MT scenario)
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CDR
SM5C
FORMAT

SIPO-SIPT-MT

The routing flow is as follows:
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1. The message arrives at the [IW via the IMS network.

2. The IIW parses the SIP message and forwards it to the RTR via the internal MXP interface.

3. The RTR determines the Recipient Network Mobile Domain as specified in the section Mobile
Network Domain Selection. If the domain is IMS fallback to SS7, the RTR forwards the message to
the ITW.

4. The IIW performs the FDA to the recipient in the IMS domain, which in the above diagram is a
UE.

a. If the delivery attempt is successful, then IIW informs the RTR about the status of the delivery
attempt, and RTR generates billing record if configured.

b. If the delivery attempt is not successful, then IIW informs the RTR about the status of the delivery
attempt, and RTR falls back to the S57 domain.

5. The RTR performs a FDA to the recipient via SS7 domain, which in the above diagram is a mobile
phone.

6. If the delivery attempt is successful, then IIW informs the RTR about the status of the delivery
attempt, and RTR generates billing record if configured.

7. 1f the delivery attempt is not successful, the message is dropped and the originator can receive a
message delivery status, depending on the configuration. If the delivery fails in both IMS and SS7
domain and the error is a temporary error, the message can fall back to storage in the AMS. The
AMS delivery scheme determines when and how often the message delivery is retried.

Note:
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e SIPO-SIPT-MT messages are subject to MO and MTO routing rules. The same rules apply to
MO-SIPT-MT as well.

¢ The RTR maintains separate MT Queues for IMS and SS7 delivery. In case, some segments of a
message end up in different queues, then out of order delivery of messages can occur on SS7.

14.2.4 IMS Billing

14.2.4.1 IMS Originated Messages Billing

The system supports both CDR and Real-time billing for IMS Originated messages. To identify IMS
Originated messages coming from the home network, the system supports following parameters

* pseudoOrigi nati ngAddr ess: Pseudo A-Party MSC address
¢ pseudoOrigi nati ngPoi nt Code: Pseudo A-Party MSC Point Code

For IMS Originated messages, the FCDR fields ogt i Addr ess and ogt i Addr ess GSM(if included in
the FCDR) would be set to the configured pseudo A-party MSC Address.

Also the or i gPoi nt Code field (if included in the CDR) would be set to a configured pseudo A-party
MSC Point Code.

For IMS Originated messages, the FCDR fields or i gi nat or Pani UE, or i gi nat or Pani NP and

ori gi nator Pcni (if included in the FCDR billing profile) would be set to the received values of the
originator P- Access- Net wor k- | nf o (User-Equipment provided header and Network-Provided
header) and originator P- Cel | ul ar - Net wor k- | nf o header in the message.

The IIW module parses the last occurrence of the received originator P- Access- Net wor k- I nfo
(User-Equipment and Network-Provided) and originator P- Cel | ul ar - Net wor k- | nf o header and
sends it over to the RTR for capturing in the generated FCDR.

Note:

1. For more details on the parsing of the received originator P- Access- Net wor k- I nf o
(User-Equipment and Network-Provided) and originator P- Cel | ul ar - Net wor k- | nf o header,
refer to IIW Operator Manual.

2. These new fields are applicable only on the Transport Level Interworking.

Billing programs can use these CDR Fields to recognize IMS Originated messages. This will accomplish
two things:

1. Prevent the billing program from applying roaming charges to the A-party.
2. Allow the billing program to apply any special processing to IMS Originated text messages.

The configured Pseudo A-Party MSC Address can also be used in Diameter Charging Requests sent
by the PBC. The back-end systems can recognize them and calculate the charges correctly.
14.2.4.2 IMS Terminated Messages Billing

The system supports both CDR and Real-time billing for IMS Terminated messages. To identify IMS
Terminated messages delivered to the home network, the system supports two parameters:

* pseudoTer m nati ngMscAddr ess: Pseudo B-Party MSC address
* pseudoTer mi nati ngMscPoi nt Code: Pseudo B-Party MSC Point Code
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For IMS Terminated messages, the FCDR fields dgt i Addr ess and dgt i Addr ess GSM(if included
in the CDR) would be set to the configured pseudo B-party MSC Address.

Also the dest Poi nt Code field (if included in the FCDR) would be set to a configured pseudo B-party
MSC Point Code.

For IMS Terminated messages, the FCDR field r eci pi ent Pani Np (if included in the FCDR billing
profile) would be set to the received values of the P- Access- Net wor k- | nf 0 header in the received
200 OK message from network for delivery or from the SIP message containing the delivery report in
response to the delivered IMS Terminating messages (SIPT).

The IIW module parses the last occurrence of the recipient P- Access- Net wor k- | nf o header and
send it over to the RTR for capturing in the generated FCDR. The recipient P- Access- Net wor k- I nf o
header is included in the FCDR only if the message is successfully delivered in IMS network.

Note:

1. For more details on the parsing of the received recipient P- Access- Net wor k- | nf o header, refer
to the IIW Operator Manual.

2. These new fields are applicable only on the Transport Level Interworking.

14.3 Stand-Alone IPSM-GW

14.3.1 Rule Evaluation for IMS Messages

The Existing Mobile Originated and Mobile Terminated Outgoing rules are applied on IMS Originated
and IMS Terminated messages respectively.

Rule Evaluation for IMS Originated Message s
IMS Originated Messages are handled similarly to an MO-ForwardSM, applying the MOX/MOR/MOC

rules. The Operator should use the below conditions to distinguish between GSM Originated and IMS
Originated messages:

* Originating MSC Address: The Originating MSC address for IMS Originating messages is the
pseudo MSC address that is provisioned in the IIW semi-static configuration file.

¢ Originating MSC Point Code: The Originating MSC Point Code for IMS Originating messages is
the pseudo MSC Point Code that is provisioned in the IIW semi-static configuration file.

Rule Evaluation for IMS Terminated Messages

Existing MTOX/MTOR/MTOC rules can be applied on IMS Terminated messages. The Operator
should use the below conditions in MTO rules to distinguish between GSM Terminated and IMS
Terminated messages.

¢ Terminating MSC Address: The Terminating MSC Address for IMS Terminated messages is the
pseudo Terminating MSC Address that is provisioned in the RTR semi-static file.

¢ Terminating MSC Point Code: The Terminating MSC Point Code for IMS Terminated messages is
the pseudo Terminating MSC Point Code that is provisioned in the RTR semi-static file.
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14.3.2 IMS Originated Routing Paths

Stand-Alone IPSM-GW is deployed between Legacy SMSC and IMS network, so it supports only one
routing path SIPO-MO.

Note : For more information about routing paths, please refer to the IIW Operator Manual.

14.3.3 IMS Terminated Routing Paths

Stand-Alone IPSM-GW is deployed between Legacy SMSC and IMS network, so it supports only one
path on Terminating side: MT-SIPT.

Note: For more information about SIPT routing paths, please refer to the IIW Operator Manual.
14.3.4 IMS Billing

IMS Originated Messages Billing
Please refer to Section : IMS Originated Messages Billing

IMS Terminated Messages Billing
Please refer to Section: IMS Terminated Messages Billing

14.4 IPSM-GW Service Level Interworking with RCS Server

14.4.1 IPSM-GW Service Level Interworking with RCS Server

SERVICE LEVEL INTERWORKING is a termination side function.Unlike TRANSPORT LEVEL (which
transport SMS-over-IP originations to the SMSC), SERVICE LEVEL is invoked by either an RCS
Application Server or an SMSC after the origination function has been completed and the termination
function needs to be executed.

Since it is on terminating side so SIPT will be used as generic term for messages incoming from RCS
Server. The Existing Mobile Terminated Incoming and Mobile Terminated Outgoing rules are applied
on Incoming RCS Server and Outgoing RCS Server messages respectively.

Rule Evaluation for incoming RCS Server Messages

Incoming RCS Server Messages are handled similarly to an MT-Incoming, applying the
MTIX/MTIR/MTIC rules. The Operator should use the below conditions to distinguish between GSM
Originated and RCS Server Originated messages:

¢ Originating SMSC Address: The Originating SMSC address for incoming RCS Server messages is
the pseudo SMSC address that is provisioned in the IIW semi-static configuration file.

* Originating SMSC Point Code: The Originating SMSC Point Code for incoming RCS Server messages
is the pseudo SMSC Point Code that is provisioned in the IIW semi-static configuration file.

Rule Evaluation for Outgoing RCS Server Messages
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Existing MTOX/MTOR/MTOC rules can be applied on outgoing RCS Server messages. The Operator
should use the below conditions in MTO rules to distinguish between GSM Terminated and RCS
Terminated messages.

e Terminating MSC Address: The Terminating MSC Address for outgoing RCS Server messages is
the pseudo Terminating MSC Address that is provisioned in the RTR semi-static file.

* Terminating MSC Point Code: The Terminating MSC Point Code for outgoing RCS Server messages
is the pseudo Terminating MSC Point Code that is provisioned in the RTR semi-static file.

14.4.2 Incoming RCS Server message Routing Paths

RTR and IIW process incoming RCS Server messages and routes them to their destination.
The following paths are supported for messages incoming from RCS Server:

e SIPT-MT (route to mobile station)
e SIPT-AO (route to SMSC as AO)
¢ SIPT-AT (route to application)

SIPT-MT

The IIW, in conjunction with RTR supports the standard configuration of SIPT-MT. The IIW can be
deployed to receive the messages from Krypton and deliver it to subscriber in 2G /3G network. In this
routing path, the IIW processes incoming SIPT messages and routes them to SS7 network.

The SIPT-MT routing flow is as follows:

8= Cr € @V

SIPT SIPT v
MXP/S CTP

upp/ m .
TCR/ Recipient
SCTP CDR
SMSC
FORMAT

1. The Krypton receives message from UE.
2. The Krypton sends the message to IIW via UDP, TCP or SCTP interface.

3. The IIW parses the SIP message and forwards it to the RTR via the internal MXP interface.
Immediately, the RTR performs a first delivery attempt (FDA) to the recipient, which in the above
diagram is a mobile phone.

a. If the delivery attempt is successful, a billing record can optionally be generated.

b. If the delivery attempt is not successful, the message is dropped and the originator can receive
a 'message not sent' message, depending on the configuration.

Note: SERVICE LEVEL INTERWORKING is a termination side function so term SIPT is used for
messages incoming from Krypton.
SIPT-AO

The IIW, in conjunction with RTR and HUB, supports the configuration of SIPT-AO. In this routing
path, the IIW can be deployed to receive IMS-terminated (SIPT) messages from Krypton are forwarded
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messages.
SPT SIPT 11

The SIPT-AO routing flow is as follows:
e SMSC
UDe /TCP/ MP /SCTP MXP/SCTP TCPAP

as Application-originated (AO) messages to a service centre or to a message gateway that accepts AO
SIPT
SCTP

The message arrives at the Krypton via the IMS network via SIPT interface.

The Krypton sends the SIPT message to IIW via UDP, TCP or SCTP interface.

The IIW parses the message and forwards it to the RTR via the internal MXP interface.
The RTR forwards the message to HUB through AO interface.

The HUB forwards the message as an AO message to the SMSC using SMPP/CIMD/UCP over
TCP/IP.

SIPT-AT

g BN =

The IIW, in conjunction with RTR and HUB, supports the configuration of SIPT-AT. In this routing
path, the IIW processes incoming IMS-terminated (SIPT) messages from Krypton and routes them to
routes them to towards SMS application.

The SIPT-AT routing flow is as follows:

> > €> € O E

SIPT SIPT aT aT
uDe /TCP / MXP /SCTP MXP,/SC TP TCP/IP
SCTP

The message arrives at the Krypton via the IMS network via SIPT interface.

The Krypton sends the SIPT message to IIW via UDP, TCP or SCTP interface.

The IIW parses the message and forwards it to the RTR via the internal MXP interface.
The RTR forwards the message to HUB through AT interface.

The HUB forwards the message as an AT message to the SMS Application using SMPP /CIMD/UCP
over TCP/IP.

1.
2.
3.
4.
5.

Note: All the routing paths in transport-level interworking also apply for service-level Interworking.

14.4.3 Long message Support

IPSM-GW supports delivery of long messages received by service level interworking from Krypton.
The IPSM-GW divides the messages in small segments, depending on maximum data that can be
copied in one message. The IPSM-GW supports long message delivery in following scenarios:

RCS to CS Long Message Handling

The IPSM-GW supports long message delivery from RCS Server to CS. It receives long messages from
the server and delivers them to CS.
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IPSM-GW performs following actions bases on the content length of the SIP MESSAGE:

e If the RCS Server sends the SIP MESSAGE with “charset=us-ascii”, then the IPSM-GW allows the
content up to 640 bytes. However, if the length of the content is more than 640 bytes, then the
IPSM-GW rejects that message and displays “413 Request too Large” error result code.

e If the RCS Server sends the SIP MESSAGE has “charset” other than “us-ascii”, then the IPSM-GW
allows the total content length upto 320 bytes. However, if the total length is longer than 320 bytes,
then the IPSM-GW rejects that message and displays “413 Request too Large” error result code.

In both the above scenarios, if the RCS Server sends the SIP MESSAGE with length more than 160
bytes for “charset=us-ascii”, or more than 70 bytes for “non us-ascii”, then the IPSM-GW performs
the following steps:

1. Segment the text message depending on maximum data that can be copied in one message.
2. For each segment

a. Prepare MT-FSM

b. Add Concatenated message User Data Header
c. Set More message to send

d. Deliver the segment to MS

Note: If any of the segment delivery fails to reach CS, then complete delivery will be treated as failed.
RCS Server to AO Long Message Handling

The IPSM-GW supports long message delivery from RCS Server to AO. If message length of the SIP
MESSAGE sent by RCS Server is more than 160 for “charset=us-ascii” or more than 70 for “non ascii”,
then IPSM-GW forward the complete text as a single message to AO.

CS to RCS Server Long Message Handling

In the network, there can be multiple IWs and RTRs that support long message delivery from CS to
RCS Server. There is a possibility that the concatenated message segments can arrive on different RTR
and also forwarded to different IIW. As a result, the IPSM-GW might not be able to following tasks:

¢ Combine all the segments and send one long message to RCS Server
* Send Segments in correct order

To manage this situation, RTR supports a new semi-static configuration parameter
‘rtrdeliverconcatmessagetorcs'.

e If" rtrdeliverconcatmessagetorcs " is set to false, RTR shall force SS7 delivery of concatenated
messages regardless of whether recipient domain is RCS.

* If" rtrdeliverconcatmessagetorcs " is set to true, RTR shall deliver concatenated messages to RCS
Server if recipient domain is RCS.

Note: It is recommended to keep the value for ‘rtrdeliverconcatmessagetorcs’ parameter as false (which
is default value), so that the concatenated messages are delivered via SS7 domain. In case, the value
for ‘rtrdeliverconcatmessagetorcs’ parameter is true, then following issues might occur:

* Since system cannot enforce correct ordering of segments, individual segments may be sent to RCS
Server in random order.

* RCS Server will not be able to identify User Data Header for Concatenation in “text/plain’.
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14.4.4 Krypton Billing

Incoming RCS Server Messages Billing

The system supports CDR billing for incoming RCS Server messages. To identify incoming RCS Server
messages coming from the home network, the system supports following parameters

¢ pseudoOriginatingAddress: Pseudo A-Party SMSC address

For incoming RCS Server messages, the FCDR field’s ogtiAddress and ogtiAddressGSM (if included
in the CDR) would be set to the configured pseudo A-party SMSC Address.

Billing programs can use these CDR Fields to recognize incoming RCS Server messages. This will
accomplish two things:

1. Prevent the billing program from applying roaming charges to the A-party.

2. Allow the billing program to apply any special processing to incoming RCS Server incoming text
messages.

Note : The configured Pseudo A-Party SMSC Address can also be used in Diameter Charging Requests
sent by the PBC. The back-end systems can recognize them and avoid the real-time Billing.

14.5 Mobile Network Domain Selection

14.5.1 Integrated IPSM-GW

The Mobile-Terminated messages can be delivered to either SS7 domain or IMS domain. The supported
options are:

* Delivery to SS57 domain (Mobile-Terminated messages are delivered to UE via GSM network)
* Delivery to IMS domain (Mobile-Terminated messages are delivered to UE via IMS network)

* Delivery to IMS domain fall back to SS7 domain (Mobile-Terminated message are first attempted
on IMS network. If delivery fails then delivery is re-attempted in GSM network)

To configure domain for recipient mobile network, the operator can apply either of the below methods:

* Configure domain through semi-static file
¢ Configure domain through LDAP Database Lookup Domain Information query
¢ Configure domain through selection MTOR rule

If all the above options are provisioned, the default domain (from semi-static configuration file)
superseded by domain from LDAP Query (caused by MTOX rule) is superseded by domain in MTOR
Rule.

14.5.1.1 Configure the Domain via Semi-static File

The operator can configure the default domain in the Semi-Static Configuration file via the following
parameters:

e rtrdefaul tdomai nsel ecti on

This parameter is used to set delivery domain for the SS7 Originated traffic.
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e rtrdefaul tdomai nfor4gori gi nat ednmessage

This parameter is used to set delivery domain for the IMS originated traffic.

IMS Routing

14.5.1.2 Configure the Domain Selection via LDAP Database Lookup Domain

Information Query

The domain information can be provisioned on the LDAP server. IPSM-GW can retrieve this information
via PBC. The following configuration must be performed to retrieve domain information via LDAP:

1. The operator must maintain a LDAP database with the domain information for each recipient. The

domain can be:

a. SS7 only
b. IMS only

c. IMS then SS7

2. The MTOX rules must be provisioned on the RTR to send ECI requests to the PBC.

3. The PBC must be configured to fetch the recipient mobile network domain from the LDAP database
and send this information back in the ECI evaluation response. Refer to the PBC Operator Manual

for details.

If the system is configured as per above, the RTR will send the ECI evaluation request to the PBC. The
PBC will retrieve the recipient mobile network domain information using a LDAP Query. The RTR
will record the recipient mobile network domain received from the PBC in the ECI evaluation response.
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Figure 54: Mobile Domain via PBC and LDAP Server
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14.5.1.3 Configure the Domain Selection via MTOR Rule

IPSM-GW supports Recipient Domain Selection via MTOR Rules. The MTOR rules contain the Mobile
domain parameter which indicates the recipient domain.

The Mobile Domain supports the following values:

¢ No Change

e IMS Domain

e IMS Then SS7 Domain
e SS7 Domain

Important Considerations:

¢ The default value of Mobile Domain will be No Change.

e If the Domain Selection License is disabled, the Mobile Domain will not be visible in the MTOR
rules on the MGR GUL

¢ If the Domain Selection License is disabled, t p_wal k /t p_set on the Mobile domain oid will give
the value as noChange.

¢ If the Domain Selection License is enabled, t p_wal k/t p_set on the Mobile domain oid will give
the value same as provisioned on the MGR GUI 0 Routing 0 MTOR 0O Mobile Domain.

Mobile Domain: -~ | Mo Change |

Character Map:

_ MS
Action: ™ |IMS then 557
Modifier: 3 557

Figure 55: MTOR Rule Mobile Domain

Note:

If the matching MTOR rule has Mobile Domain as 'No Change', then the Recipient Domain determined
using LDAP Query (if performed) will be used for Delivery. If the LDAP query was not performed,
the global default domain will be used.

14.5.1.4 Domain Selection Scenarios
14.5.1.4.1 MT Delivery Scenario

The domain can be configured at the following places:

Default domain

MTOX on SRISM (via LDAP Query)

MTOR (parameter Mobile Domain) on SRISM
MTOX on MTFSM (via LDAP Query)

MTOR (parameter Mobile Domain) on MTFSM

G bR

During message processing the domain is recorded at these places (in the same order as above 1-2-3-4-5).
The final recorded domain is the selected domain.

The figure below highlights places where domain value is recorded and applied.

Note:
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1. The flow in the figure below is MO-SIPT fallback to SS7.
2. Similar order applies to AO, SIPO and Store to MT delivery.

Integrated IPSM-GW. HLR “

MO-FSM

Drefault Dornain

i
Record damain result fram
MT Q% MITOR

SRI- 51
SRI-SM RES

PR S

Record darnzain result fram
MT O MATOR
1

Perform Doran Selection

B R L L -
SIP MESSAGE

400 BAD REC

Figure 56: Domain Selection Mechanism in Case MTFSM

14.5.1.4.2 Home Routed Scenario

The domain result is recorded in the following order for delivery from external SMSC scenario, however
it is only applied at the time of sending MTESM.

Default domain

MTOX (via LDAP Query) on SRISM

MTOR (parameter Mobile Domain) on SRISM

MTOX (via LDAP query) on SRISM Response

MTOR (parameter Mobile Doman) on SRISM Response
MTOX (via LDAP query) on MTFSM

MTOR (parameter Mobile Domain) on MTFSM

NS Ek ®NRE

During message processing the domain is recorded at these places (in the same order as above
1-2-3-4-5-6-7).

The final recorded domain is the selected domain.
The figure below highlights places where domain value is recorded and applied.

Note:
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1. The flow in the figure below is MT-SIPT fallback to SS7.
2. Similar order applies to AT and Store to MT delivery.

SRI-5 1
— |

Drefault Dornain

I
Record damain result fram
T 0% T OR

SRI- 51
SRI-SM RES

Record darnain result fram
MT O MTOR

SRI-5M RES

Record damain resultfram
MT 0%/ AT OR
[ ]

Perform Doman Selection

SIP MESSAGE
400 BAD REC
il e ————

o MT-FSM ACK

Figure 57: Domain Selection Mechanism Delivery for Home Routed Scenario

14.5.2 Standalone IPSM-GW

The Mobile-Terminated messages can be delivered to either a SS7 domain or an IMS domain. The
supported options are:

¢ Delivery to IMS domain (Mobile-Terminated messages are delivered to UE via IMS network)

® Delivery to IMS domain fall back to S57 domain (Mobile-Terminated message are first attempted
on IMS network. If delivery fails then delivery is re-attempted in GSM network)

The Stand-Alone IPSM-GW configure the recipient network domain via semi-static parameter
def aul t domai nsel ect i on only. Possible values are:

e jnsdonai n
e insthenss7donuai n

The default value isi nst henss7donai n.

Release 17.4 Revision A, February 2019 304



RTR Operator Manual IMS Routing

To enable the recipient mobile network selection, set:
def aul t domai nsel ecti on=i nst henss7domai n

The selected domain is the last recorded domain; it is only applied at the time of sending MTFSM.

Note: If you set the value for def aul t domai nsel ect i on parameter as | egacy or ss7Domai n,
then the value of the parameter value is changed back to the default value i mst henss7domai n.

14.6 SIP Message Barring

The functionality allows the RTR along with the IIW to restrict the sending/receiving of SMS to a
subscriber. In the IMS domain, the functionality is provided by the Integrated or Stand-Alone IPSM-GW
solution for the messages exchanged through TRANSPORT LEVEL Interworking.

14.6.1 SIPO Barring

The below two mechanisms for SIPO message barring are mutually exclusive, that is, only one of these
two barring mechanisms should be enabled or used at any point in time.

14.6.1.1 Barring Based on Route Header

The RTR and I[IW support a mechanism for barring SIPO messages, which is based on comparing the
‘Route' header field received in a SIP 'MESSAGE' method (carrying a SIPO message as per transport
level Interworking) against the configured values of the semi-static parameters rtrsipauthenticationtokena
and rtrsipauthenticationtokenb.

14.6.1.2 Barring Based on HSS Query

This section describes the specific SIPO barring functionality supported in the RTR and [IW by means
of querying the HSS for retrieving SMS barring-related information.

If the RTR is configured for SIPO barring action through the semi-static parameter sipsmsbarringaction,
then it performs the following processing upon receiving a new message from the IIW over the MXP
interface:

* The RTR generates an HSS query request for the originator of the received SIPO message and
forwards this request to an IIW.

Note: While sending the "RecipientQueryRequest”, the RTR encodes the field si pMsgt ype as
si po to indicate that this query is for retrieving the SMS Barring information for SIPO Barring.

The result of the HSS query indicates if the originating subscriber is barred from sending the
message.

Note: While forwarding an HSS query request to the [IW, the RTR considers all available IIW
instances that have indicated their connectivity with the HSS, and selects one IIW instance in an
adaptive round-robin manner. Hence, the IIW instance that had originally received the SIPO
message and sent it to the RTR need not necessarily be responsible for performing the HSS query
for the purpose of checking the SMS barring status. Also, in case none of the IIW instances have
connectivity with the HSS, then the RTR does not perform any barring action, but continues with
the normal processing of the received message.
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If the HSS response indicates that the SIPO message barring is activated for the originating subscriber
(refer to the IIW Operator Manual, Section 5.2.2), then the IIW responds to the RTR with the call
barred error (MXI P_ERR_SRI SM_CALL_BARRED). Accordingly, the RTR discards the message and
sends back an MXP response indicating a routing error to the IIW instance that had originally
received the SIPO message.

If the originating subscriber is not barred from sending messages, then the RTR proceeds with the
processing of the message.

If a timeout occurs while the RTR is waiting for a response to the HSS query request from the IIW,
then the subsequent processing in the RTR is controlled by the semi-static configuration parameter
sipsmsbarringonresponsetimeout. If this parameter is set to TRUE (default is FALSE), then the RTR
considers the originating subscriber as barred from sending SMS, and performs the same processing
as mentioned above.

Note: A timeout can occur under the following circumstances:

* Timeout on the Diameter Sh interface between the IIW and HSS, due to the HSS response not
being received by IIW in time. There is an IIW configuration parameter
(i i wDi amQuer yTi meout ) which is used to configure the Diameter Sh query timeout in seconds.
¢ Timeout on the internal MIP interface between the RTR and IIW, before IIW can send a response
back to RTR for the HSS query request. The value of this timeout is set to 5 seconds internally
and is not configurable. It is recommended to set the value of the IIW parameter
"I i wDi amQuer yTi meout " to 3 seconds otherwise internal MIP timer (on RTR) will expire
prematurely.

In case the RTR receives any error other than timeout and call barred from IIW in response to the
HSS query request, then the subsequent processing in RTR is controlled by the semi-static
configuration parameter sipsmsbarringonerrorresponse. If this parameter is set to TRUE (default is
FALSE), then the RTR considers the originating subscriber as barred from sending SMS, and
performs the necessary processing as mentioned above.

14.6.2 Barring Using MO Routing Rules

MO Routing rules support SIP Headers conditions which can be used to determine Routing Action
based on SIP Header values received in incoming SIP messages.

For barring SIP Originated message:

1.

2.
3.
4.

Header on which decision is performed must be provisioned in SIP Header screen under IPSM-GW
tab.

In MO Routing Rule, SIP Header condition should be selected as "SIP Header"
SIP Header sub-condition should be added for the Header.
Routing Action is added as "Discard with ack"

For example: If the P-Access-Network-Info header contains the value "3GPP- E- UTRAN- FDD;
utran-cel | -i d- 3gpp=262096ea10014104" and the P-Visited-Network-Id header contains the
value "i ms. mc002. ntc262. 3gppnet wor k. or g", the SIP Header sub-condition should be added
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for the Header as mentioned in the figure

Message Segments [cond]: = | MNone El
SIP Header [cond]: = | SIP Header IZ|

SIP Header Assignments

Condition
1 P-Access-Network-Info * | | Contains - 3GPP-E-UTRAN-FDD; utran
2 P-Visited-Metwork-Id - || Equals - ims.mnc02.mcc262.3gpp
3 None - || Mone -
4 None > || None -
Action: < | Discard with acknowledgement El
C Billing for Submission: 4 | Mone El

14.6.3 SIPT Barring

14.6.3.1 Barring Based on HSS Query

While sending the SIPT message towards the CSCF, the RTR initiates the "RecipientQueryRequest"
over the MIP interface and performs the following steps:

1. The RTR checks if the semi-static parameter sipsmsbarringaction is set to si pt Barri ng or
Si poSi pt Bar ri ng. If the configuration parameter is set as noBar r i ng, the RTR triggers the MIP
message "RecipientQueryRequest” towards the IIW to initiate the HSS query for the recipient to
retrieve IMS User State and S-CSCF name.
While sending the "RecipientQueryRequest”, the RTR encodes the field avpVal ueSel ect i on as
"0x03" and the field si pMsgt ype as Si pt to indicate that this query is for retrieving the IMS User
State and S-CSCF name.

2. If the semi-static parameter sipsmsbarringaction is set as Si pt Barri ng or si poSi pt Barri ng,
the RTR triggers the MIP message "RecipientQueryRequest” towards the IIW to initiate the HSS
query for the recipient to retrieve Barring information, Service Indication, IMS User State and
S-CSCF name.

While sending the "RecipientQueryRequest", the RTR encodes the field avpVal ueSel ect i on as
"0Ox0F" and the field si pMsgt ype as Si pt to indicate that this query is for retrieving the SMS
Barring information pertaining to the IPSM-GW.

Note: The avpVal ueSel ect i on value "0xOF" indicates that the IIW enquires the below information
from the HSS server corresponding to the recipient:

e IMS user state

e SCSCF Name

e SMS Barring

e HSS service indication

Note: If SIPT Barring is configured then the RecipientQuery Request is performed even if the SIP
End Point is configured.

3. Based on the "RecipientQueryResult", the RTR decides if the SIPT message is to be barred. If the
response contains the result as successful, the RTR continues to process it as a non-barred message.

4. If the response contains the result as failure, the er r or Code determines the SIPT barring (i.e.
applicable for domain 'IMS' as well as 'IMS then SS7').
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a) Iftheerr or Code received by the RTRis MXI P_ERR_SRI SM _CALL_BARRED, the RTR considers
the message as failed with permanent error. No fallback to SS7 (in case of IMS then SS7) is
performed.

b) Iftheerror Code MXI P_ERR_SRI SM_TI MEQUT (0x01000001) is received, then the configuration
parameter sipsmsbarringonresponsetimeout controls the barring behavior of the SIPT message as
follows:

¢ If the parameter is set to TRUE, the RTR considers the message as failed with permanent
error. No fallback to SS7 (in case of IMS then S57) is performed.

¢ If the parameter is set as FALSE, RTR handles the error as SRISM time-out error.

O] CI0CIEDED

MO-F5n ‘

_ MO-FSM Ack
- SRI-5M

L J

SRI-5M RES

"

RecipientOueryRequest
L

UDR{ %1 PT-Barring + Routing info request)

UDA{SIFT Barring+ Routing irfo.)

RecipientQueryResult{MHIP_ERR_SRISM_TIMEOLT)

'\

Figure 58: MO-SIPT message flow when the HSS query from the IIW times out

Note: SIPT-Barring + Routing info = Service Indication + SMS Barring + S-CSCF Name + IMS
User State

Note: If the HSS query request (UDR) of the IIW times-out, that is the UDA is not received
within the default 3 seconds (the time-out value is configurable), then the IIW informs the RTR
using the corresponding error code in the "RecipientQueryResult" MIP response. If the

configuration parameter sipsmsbarringonresponsetimeout is set to TRUE, the SIPT message is
barred.

Note: A timeout can occur under the following circumstances:

¢ Timeout on the Diameter Sh interface between the IIW and HSS, due to the HSS response
not being received by IIW in time. There is an IIW configuration parameter
(i i wDi amQuer yTi meout ) which is used to configure the Diameter Sh query timeout in
seconds.

e Timeout on the internal MIP interface between the RTR and IIW, before IIW can send a
response back to RTR for the HSS query request. The value of this timeout is set to 5 seconds
internally and it is not configurable. It is recommended to set the value of the IIW parameter
"i i wDi amQuer yTi meout " to 3 seconds, otherwise the internal MIP timer (on RTR) will
expire prematurely.
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c) Similarly, if any er r or Code other than MXI P_ERR_SRI SM_CALL_BARRED is received, then
the configuration parameter sipsmsbarringonerrorresponse defines if the message is barred.

¢ If the parameter is set to TRUE, the RTR considers the message as failed with permanent
error. No fallback to SS7 (in case of IMS then S57) is performed.

¢ If the parameter is set to FALSE, the RTR handles the error accordingly.

d) If the "ResponseQueryResult" is timed out (i.e. if there is a timeout on the MIP interface before
any response is received from IIW side), then the configuration parameter
sipsmsbarringonresponsetimeout controls the barring behavior of SIPT message as follows:

e If the parameter is set to TRUE, the RTR considers the message as failed with permanent
error. No fallback to SS7 (in case of IMS then SS7) is performed.

o If the parameter is set to FALSE, the RTR handles the error accordingly.

s e CIEICIED

MO-F S ‘ ‘

MO-FSM Ack
P L =L a el T SRI-5M »

-
4 SRI-S5M RES |

-

RecipientQueryRequest n

LDR{SIPT-Barring + Routing info request)

UDA(SIE'E,EIarring *I Routing info.)

P
Y
Recipient@uer\rResun(M}{IP_ERR_SRISM_TIM/EOU'I') |
al

Figure 59: MO-SIPT message flow when the HSS query from the IIW times-out with fallback

Note: SIPT-Barring + Routing info = Service Indication + SMS Barring + S-CSCF Name + IMS
User State

Note: If the HSS query request (UDR) of the IIW times-out, that is, the UDA is not received
within the default 3 seconds (the time-out value is configurable), then the IIW informs the RTR
using the corresponding error code in the "RecipientQueryResult" MIP response. If the
configuration parameter sipsmsbarringonresponsetimeout is set to FALSE and the domain is set
to Fallback to SS7, the SIPT message is delivered to the S57 domain.

5. If the SIPT message is not barred after the previous steps, the RTR attempts the SIP-T Delivery.
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Figure 60: MO-SIPT message flow when the SIPT message does NOT get barred

Note: SIPT-Barring + Routing info = Service Indication + SMS Barring + S-CSCF Name + IMS User

State

Note: The above example of a message flow shows the successful delivery of a non-barred MO-SIPT
message. However, the functionality addressed in this feature does not depend on whether a SIPT
message is eventually coming as MT, SIPO, AO etc.

6. InSIPO-SIPT case, if the SIPO message is not barred but the SIPT message is barred, the IP-SM-GW
(i.e. RTR + IIW) behavior is as in the following figure:
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Integrated IPSM-GW
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Figure 61: SIPO-SIPT scenarios where SIPO is not barred and SIPT is barred

Note: SIPT-Barring + Routing info = Service Indication + SMS Barring + S-CSCF Name + IMS User
State

7. In case of MT-SIPT scenarios with Accept and Respond Immediately, on receiving an MT-FSM, if
the domain is set to "IMS" or "IMS then 557", then the RTR initiates the HSS query request (i.e. via
IIW) to HSS for SIPT barring information. Upon receiving the HSS query response for SIPT barring,
the RTR rejects the SIPT Message with permanent error. Refer Figure 5 for flow diagram.
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Integrated IPSM-GW
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Figure 62: MT-SIPT scenario where SRISM performed After MT-FSM

infa request)
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-

IMS Routing

Note: SIPT-Barring + Routing info = Service Indication + SMS Barring + S-CSCF Name + IMS User

State

8. In case of MT-SIPT scenarios with Send to HLR., on receiving an MT-FSM, if the domain is set to
"IMS" or "IMS then S57", then the RTR initiates the HSS query request (i.e. via IIW) to HSS for SIPT
barring information. Upon receiving the HSS query response for SIPT barring, RTR rejects the SIPT
Message with permanent error. Refer Figure 6 for flow diagram.
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IMS Routing
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Figure 63: MT-SIPT scenario where SRISM performed before MT-FSM
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ing info.)

Note: SIPT-Barring + Routing info = Service Indication + SMS Barring + S-CSCF Name + IMS User

State

14.7 Mapping of SIP Error Codes to Internal Errors

SIP Error Code Internal Error

404 UE-Deregistered Error

410 UE-Deregistered Error

503 UE-Deregistered Error

408 No Response Via IPSMGW
480 No Response Via IPSMGW
486 No Response Via IPSMGW
504 No Response Via IPSMGW
Between 300-399 System Failure

All Others Other Error
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14.8 Counters for IMS Delivery Scenarios

This section describes the counters for the IMS delivery for the following scenarios:

MO-SIPT
MO-SIPT-MT

* SIPT delivery failed fallback to MT
e HSS query failed fallback to MT

MO-SIPT fallback to Store
MO-SIPT-MT fallback to Store
MT-SIPT

e SRIQ rule with action ‘Send to HLR’
* SRIQ rule with action ‘Accept and Respond to SMSC immediately’

MT-SIPT-MT
e SRIQ rule with action ‘Send to HLR’

¢ SIPT delivery failed fallback to MT
e HSS query failed fallback to MT

¢ SRIQ rule with action “Accept and Respond to SMSC immediately’

¢ SIPT delivery failed fallback to MT
¢ HSS query failed fallback to MT

Note:

IMS Routing

1. In the following scenarios, the MTFSM failure counters can be smsCnt M Ti meout Count er,

snmsCnt M AbsSubEr r or Count er, snsCnt M SysFai | Err or Count er,
snmsCnt M Dat aM sErr or Count er, etc.

The SRISM failure counters can be snmsCnt Sri Snili nmeout Count er,

snsCnt Sri SnBysFai | Error Count er, smsCnt Sri SnDat aM sErr or Count er,

snsCnt Sri SmAbsSubEr r or Count er, etc.

In the following scenarios, Mobile Network Domain is set to "IMS then SS7". For more details, refer

to the section Mobile Network Domain Selection.

In the following scenarios, few counters are incremented twice, thrice and four times. Below are

the explanation for those counters:

¢ Incremented Twice: The counters are incremented for the first time in case of SIPT failure, and

second time in case of MT successful delivery.

¢ Incremented Thrice: The counter is incremented for the first time in case of SIPT failure, second
time in case of SS7 temporary failure, and third time when message is retried from AMS (via

RTR) to IMS and the delivery gets failed.

¢ Incremented Four Times : The counters are incremented for the first time in case of SIPT failure,
second time in case of SS7 temporary failure, third time when message is retried from AMS (via
RTR) to IMS and the delivery gets failed, and last time when the message is delivered to SS7.
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14.8.1 MO-SIPT

IMS Routing

Below are the counters and their values for successful delivery of a MO message into IMS domain.

MO Counters

Incremented/Not Incremented

smsCntMoTotalCounter

Incremented Once

smsCntMoSuccessfulCounter

Incremented Once

smsCntRecvMoFwdSmCounter

Incremented Once

smsCntRecvMoFwdSmWithoutStatusReportRequestCounter

Incremented Once

smsCntMoMtSuccess Incremented Once
MT Delivery Counters Incremented/Not Incremented
smsCntMtTotalCounter Incremented Once

smsCntMtSuccessful Counter

Incremented Once

smsCntSentMtFwdSmWithOrdinaryMessageCounter

Incremented Once

smsCntMtFirstDeliveryCounter

Incremented Once

smsCntSentMtFwdSmCounter

Incremented Once

MTFSM failure counter

Not Incremented

smsCntSriSmTotalCounter

Incremented Once

smsCntSriSmSuccessCounter

Incremented Once

smsCntSentSriSmCounter

Incremented Once

SRISM failure counter

Not Incremented

14.8.2 MO-SIPT-MT

Case 1: SIPT delivery failed fallback to MT

Below are the counters and their values for successful delivery of a MO message into SS7 domain, if

IMS delivery failed in first attempt.

MO Counters

Incremented/Not Incremented

smsCntMoTotalCounter

Incremented Once

smsCntMoSuccessfulCounter

Incremented Once

smsCntRecvMoFwdSmCounter

Incremented Once

smsCntRecvMoFwdSmWithoutStatusReportRequestCounter

Incremented Once

smsCntMoMtSuccess

Incremented Once
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IMS Routing

MT Delivery Counters

Incremented/Not Incremented

smsCntMtTotalCounter

Incremented Twice

smsCntMtSuccessful Counter

Incremented Once

smsCntSentMtFwdSmWithOrdinaryMessageCounter

Incremented Twice

smsCntMtFirstDeliveryCounter

Incremented Twice

smsCntSentMtFwdSmCounter

Incremented Twice

MTFSM failure counter

Incremented Once

smsCntSriSmTotalCounter

Incremented Once

smsCntSriSmSuccessCounter

Incremented Once

smsCntSentSriSmCounter

Incremented Once

SRISM failure counter

Not Incremented

Case 2: HSS query failed fallback to MT

Below are the counters and their values for successful delivery of a MO message into SS7 domain, if

HSS query failed in first attempt.

MO Counters

Incremented/Not Incremented

smsCntMoTotalCounter

Incremented Once

smsCntMoSuccessfulCounter

Incremented Once

smsCntRecvMoFwdSmCounter

Incremented Once

smsCntRecvMoFwdSmWithoutStatusReportRequestCounter

Incremented Once

smsCntMoMtSuccess Incremented Once
MT Delivery Counters Incremented/Not Incremented
smsCntMtTotalCounter Incremented Once

smsCntMtSuccessful Counter

Incremented Once

smsCntSentMtFwdSmWithOrdinaryMessageCounter

Incremented Once

smsCntMtFirstDeliveryCounter

Incremented Once

smsCntSentMtFwdSmCounter

Incremented Once

MTFSM failure counter

Not Incremented

smsCntSriSmTotalCounter

Incremented Once

smsCntSriSmSuccessCounter

Incremented Once

smsCntSentSriSmCounter

Incremented Once

SRISM failure counter

Not Incremented

Note: When the HSS query fails, the SRISM failure counters will not increment.
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14.8.3 MO-SIPT Fallback to Store

IMS Routing

Below are the counters and their values for the successful delivery of an MO message in IMS domain,
when the SIPT delivery failed in the first attempt followed by message getting stored in the AMS.

MO Counters

Incremented/Not Incremented

smsCntMoTotalCounter

Incremented Once

smsCntMoSuccessfulCounter

Incremented Once

smsCntRecvMoFwdSmCounter

Incremented Once

smsCntRecvMoFwdSmWithoutStatusReportRequestCounter | Incremented Once

smsCntMoMtSuccess

Not Incremented

smsCntMoMtAmsPrimaryFailure

Incremented Once

smsCntMoMtAmsFallbackSuccess

Incremented Once

smsCntMoMtFromAmsSuccess

Incremented Once

MT Delivery Counters

Incremented/Not Incremented

smsCntMtTotalCounter

Incremented Twice

smsCntMtSuccessful Counter

Incremented Once

smsCntSentMtFwdSmWithOrdinaryMessageCounter

Incremented Twice

smsCntMtFirstDeliveryCounter

Incremented Once

smsCntSentMtFwdSmCounter

Incremented Twice

MTFSM failure counter

Incremented Once

smsCntSriSmTotalCounter

Incremented Twice

smsCntSriSmSuccessCounter

Incremented Twice

smsCntSentSriSmCounter

Incremented Twice

SRISM failure counter

Not Incremented

14.8.4 MO-SIPT-MT Fallback to Store

Below are the counters and their values for the successful delivery of an MO message in SS7 domain
when the SIPT delivery failed followed by MT delivery failure followed by message being stored in

the AMS.

MO Counters

Incremented/Not Incremented

smsCntMoTotalCounter

Incremented Once

smsCntMoSuccessfulCounter

Incremented Once

smsCntRecvMoFwdSmCounter

Incremented Once
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IMS Routing

MO Counters

Incremented/Not Incremented

smsCntRecvMoFwdSmWithoutStatusReportRequestCounter | Incremented Once

smsCntMoMtSuccess

Not Incremented

smsCntMoMtAmsPrimaryFailure

Incremented Once

smsCntMoMtAmsFallbackSuccess

Incremented Once

smsCntMoMtFromAmsSuccess

Incremented Once

MT Delivery Counters

Incremented/Not Incremented

smsCntMtTotalCounter

Incremented Four Times

smsCntMtSuccessful Counter

Incremented Once

smsCntSentMtFwdSmWithOrdinaryMessageCounter

Incremented Four Times

smsCntMtFirstDeliveryCounter

Incremented Twice

smsCntSentMtFwdSmCounter

Incremented Four Times

MTFSM failure counter

Incremented Thrice

smsCntSriSmTotalCounter

Incremented Twice

smsCntSriSmSuccessCounter

Incremented Twice

smsCntSentSriSmCounter

Incremented Twice

SRISM failure counter

Not Incremented

14.8.5 MT-SIPT

Case 1: SRIQ rule with action 'Send to HLR'

Below are the counters and their values for successful delivery of an MT message into IMS domain.

MT Counters

Incremented/Not Incremented

smsCntRecvMtPassedCounter

Incremented Once

smsCntRecvMtHomeRoutedSuspectScrambledCounter | Incremented Once

smsCntRecvMtFwdSmCounter

Incremented Once

smsCntRecvSriSmPassedCounter

Incremented Once

smsCntRecvSriSmCounter

Incremented Once

smsCntMtMtSuccess Incremented Once
MT Delivery Counters Incremented/Not Incremented
smsCntMtTotalCounter Incremented Once

smsCntMtSuccessfulCounter

Incremented Once
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MT Delivery Counters Incremented/Not Incremented
smsCntSentMtFwdSmWithOrdinaryMessageCounter | Incremented Once
smsCntMtFirstDeliveryCounter Not Incremented
smsCntSentMtFwdSmCounter Incremented Once

MTFSM failure counter Not Incremented
smsCntSriSmTotalCounter Incremented Once
smsCntSriSmSuccessCounter Incremented Once
smsCntSentSriSmCounter Incremented Once

SRISM failure counter Not Incremented

Case 2: SRIQ rule with action 'Accept and Respond to SMSC immediately'

Below are the counters and their values for successful delivery of an MT message into IMS domain.

MT Counters Incremented/Not Incremented

smsCntRecvMtPassedCounter Incremented Once

smsCntRecvMtHomeRoutedSuspectScrambledCounter | Incremented Once

smsCntRecvMtFwdSmCounter Incremented Once
smsCntRecvSriSmPassedCounter Not Incremented
smsCntRecvSriSmCounter Incremented Once
smsCntMtMtSuccess Incremented Once

MT Delivery Counters Incremented/Not Incremented
smsCntMtTotalCounter Incremented Once
smsCntMtSuccessfulCounter Incremented Once

smsCntSentMtFwdSmWithOrdinaryMessageCounter | Incremented Once

smsCntMtFirstDeliveryCounter Not Incremented
smsCntSentMtFwdSmCounter Incremented Once
MTESM failure counter Not Incremented
smsCntSriSmTotalCounter Incremented Once
smsCntSriSmSuccessCounter Incremented Once
smsCntSentSriSmCounter Incremented Once
SRISM failure counter Not Incremented
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14.8.6 MT-SIPT-MT

Case 1: SRIQ rule with action 'Send to HLR'

a. SIPT Failure

Below are the counters and their values for successful delivery of an MT message into SS7 domain, If
IMS delivery failed in first attempt.

MT Counters Incremented/Not Incremented

smsCntRecvMtPassedCounter Incremented Once

smsCntRecvMtHomeRoutedSuspectScrambledCounter | Incremented Once

smsCntRecvMtFwdSmCounter Incremented Once

smsCntRecvSriSmPassedCounter Incremented Once

smsCntRecvSriSmCounter Incremented Once

smsCntRecvMtMatchingMtRoutingRuleCounter Incremented Once

smsCntMtMtSuccess Incremented Once
MT Delivery Counters Incremented/Not Incremented
smsCntMtTotalCounter Incremented Twice

smsCntMtSuccessful Counter Incremented Once

smsCntSentMtFwdSmWithOrdinaryMessageCounter | Incremented Twice

smsCntMtFirstDeliveryCounter Incremented Twice

smsCntSentMtFwdSmCounter Incremented Twice

MTFSM failure counter

Incremented Once

smsCntSriSmTotalCounter Incremented Once

smsCntSriSmSuccessCounter Incremented Once

smsCntSentSriSmCounter Incremented Once

SRISM failure counter Not Incremented

b. HSS query failure

Below are the counters and their values for successful delivery of an MT message into S57 domain, If
HSS query failed in first attempt.

MT Counters Incremented/Not Incremented

smsCntRecvMtPassedCounter

Incremented Once

smsCntRecvMtHomeRoutedSuspectScrambledCounter

Incremented Once
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MT Counters Incremented/Not Incremented
smsCntRecvMtFwdSmCounter Incremented Once
smsCntRecvSriSmPassedCounter Incremented Once
smsCntRecvSriSmCounter Incremented Once
smsCntMtMtSuccess Incremented Once
MT Delivery Counters Incremented/Not Incremented
smsCntMtTotalCounter Incremented Once
smsCntMtSuccessfulCounter Incremented Once

smsCntSentMtFwdSmWithOrdinaryMessageCounter [ Not Incremented

smsCntMtFirstDeliveryCounter Not Incremented
smsCntSentMtFwdSmCounter Incremented Once
MTESM failure counter Not Incremented
smsCntSriSmTotalCounter Incremented Once
smsCntSriSmSuccessCounter Incremented Once
smsCntSentSriSmCounter Incremented Once
SRISM failure counter Not Incremented

Note: No counter is incremented for HSS query failure or pass.
Case 2: SRIQ rule with action 'Accept and Respond to SMSC immediatly'

a. SIPT Failure

Below are the counters and their values for successful delivery of an MT message into S57 domain, If
IMS delivery failed in first attempt.

MT Counters Incremented/Not Incremented
smsCntRecvMtPassedCounter Incremented Once
smsCntRecvMtHomeRoutedSuspectScrambledCounter [ Incremented Once
smsCntRecvMtFwdSmCounter Incremented Once
smsCntRecvSriSmPassedCounter Not Incremented
smsCntRecvSriSmCounter Incremented Once
smsCntRecvMtMatchingMtRoutingRuleCounter Incremented Once
smsCntMtMtSuccess Incremented Once

MT Delivery Counters Incremented/Not Incremented
smsCntMtTotalCounter Incremented Twice
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MT Delivery Counters

Incremented/Not Incremented

smsCntMtSuccessful Counter

Incremented Once

smsCntSentMtFwdSmWithOrdinaryMessageCounter

Incremented Twice

smsCntMtFirstDeliveryCounter

Incremented Twice

smsCntSentMtFwdSmCounter

Incremented Twice

MTFSM failure counter

Incremented Once

smsCntSriSmTotalCounter

Incremented Once

smsCntSriSmSuccessCounter

Incremented Once

smsCntSentSriSmCounter

Incremented Once

SRISM failure counter

Not Incremented

b. HSS query failure

Below are the counters and their values for successful delivery of an MT message into SS57 domain, If

HSS query failed in first attempt.

MT Counters

Incremented/Not Incremented

smsCntRecvMtPassedCounter

Incremented Once

smsCntRecvMtHomeRoutedSuspectScrambledCounter

Incremented Once

smsCntRecvMtFwdSmCounter

Incremented Once

smsCntRecvSriSmPassedCounter

Not Incremented

smsCntRecvSriSmCounter

Incremented Once

smsCntMtMtSuccess Incremented Once
MT Delivery Counters Incremented/Not Incremented
smsCntMtTotalCounter Incremented Once

smsCntMtSuccessful Counter

Incremented Once

smsCntSentMtFwdSmWithOrdinaryMessageCounter

Incremented Once

smsCntMtFirstDeliveryCounter

Incremented Once

smsCntSentMtFwdSmCounter

Incremented Once

MTFSM failure counter

Not Incremented

smsCntSriSmTotalCounter

Incremented Once

smsCntSriSmSuccessCounter

Incremented Once

smsCntSentSriSmCounter

Incremented Once

SRISM failure counter

Not Incremented

Note: No counter is incremented for HSS query failure or pass.
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14.9 SCSCFName Support over MIP/MXP Interface

To deliver the SIPT message, first RTR initiates the recipient query towards the IIW side and then the
IIW initiates the HSS query to get the CSCF address.

In successful case, the IIW receives the <SCSCFNane> value with additional parameters. The exact
same information of <SCSCNane> will be transferred to the RTR over the MIP interface.

In SIPT Message delivery, the RTR will copy the same information of <SCSCFNane> value and transfer
towards the IIW over the MXP interface.

Note: The maximum length of SCSCFName which can be transferred over the MIP /MXP interface is
256 bytes. The scscf Nane is an optional field over the MIP/MXP interface and it will be added only
wheni i wrout eheader t enpl at ef or si pt is configured with a route URI template in the [IW
components. Please refer to section 3.5.3 of the IIW Operator Manual.
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15.1 Introduction

The RTR supports two types of logging:

¢ Transactional logging, also called message logging, in which log records are created post-transaction

* Event logging, in which log records are created instantaneously, as events occur (limited to short
messages and unexpected TCAP messages)

15.2 Message Logging

Transaction logging, also called message logging, is the RTR's mechanism for logging inbound SMSC
traffic. Log records are created post-transaction. These records provide information about each short
message's origins, message fields, and how it was routed.

To enable message logging, create message logging profiles in the MGR (Logging [0 Messages []
Profile) and optionally assign as defaults for categories such as MO messages, MT violations, etc.
(Logging L1 Messages LI Properties). Then, when you create a routing or counting rule, you can select
whether the messages that match the rule are logged according to the applicable default profile,
according to a specific profile, or not at all. You can create up to 100 message log profiles.

Important: The logging of MT status reports must be configured in the MOR rule, the MTOR rule
and the default MO log profile | ogPr opDef aul t Pr of i | eFor Mo to enable MT status report logging.
The logging of AT notifications must be configured in the AOR rule, the ATOR rule and the default
AO log profile | ogPr opDef aul t Prof i | eFor Ao to enable AT notification logging.

Note: While logging the addresses, the values of the addresses captured will be same as the addresses
present in the messages received and transmitted by the RTR. The RTR can change the value of the
TON/NPI based on the following logic:

1. In case of ASN1 extended format Ton/NPI value of the address is retained.
2. In case of ASN1 extended with Country and Network

a. TON/NPI of the Short number is logged as 6/0.
b. If NPI of the msisdn is set as ISDN Telephony then the TON/NPI is set as 1/1.
c. If NPI of the msisdn is not ISDN Telephony then the original TON/NPI is retained.

15.2.1 Logging Fatal Protocol Violations

Messages may contain protocol violations that will cause the RTR to reject them before the rule engine
evaluates them. These messages are not subject to routing or counting rules, and are therefore logged
according to separate profiles.

A violation occurs when one or more of the following conditions apply to an inbound operation:

* Aninvalid SMSC address at MAP layer
* Aninvalid recipient address

* Aninvalid originator address

* Aninvalid IMSI
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* Aninvalid MSC address

* A forged MSC address

¢ A forged IMSI

* A forged LMSI

* An unknown SMSC address at SCCP layer
* An unknown SMSC address at MAP layer
¢ Conflicting SMSC addresses

* A spoofed SMSC address at SCCP layer

* A spoofed SMSC address at MAP layer

* Anunsolicited MtForwardSm operation (that is, one not preceded by a SendRoutingInfo operation)
¢ A spoofed originator address

15.2.2 Logging CDMA- and TDMA-Specific Fields

The RTR supports logging of CDMA- and TDMA-specific SMPP message fields.
The CDMA-specific SMPP message fields are:

e privacy_indi cator
e source_subaddress
e dest subaddress

* user_response_code
e | anguage_i ndi cat or
e nunber_of nessages
e cal |l back_num

e display tine

e n_validity

e alert_on_nessage_delivery
e its reply_type

e its_session_info

The TDMA-specific SMPP message fields are:

e call back_numpres_ind

e call back_num at ag

e sns_signal

e alert_on_nessage_delivery

15.2.3 Creating Message Logging Profiles
To create a logging profile:
1. In the left navigation bar, select Logging [J Messages [J Profile.

The Logging Profiles tab appears.

2. Click Add New.
A new Logging Profiles tab appears.

3. Enter a unique name for the profile in the Name box (maximum 31 characters).

4. Optionally enter a description of the profile in the Description box.
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10.

11.

13.

14.

15.

16.

Select the message type(s) that the profile applies to:

In the Processing Directory box, enter the location in which to store the log files while they are
being created (defaults to / var / Text Pass/ | og/ pr ocessi ng).

Note: In a multi-instance setup, the processing directory will be shared by all the RTR instances
running on a node.

In the Finished Directory box, enter the location in which to store the log files after they are created
(defaults to / var / Text Pass/ | og/ avai | abl e).

Note: In a multi-instance setup, the finished directory will be shared by all the RTR instances
running on a node.

In the Copy 1 of Finished Directory through Copy 9 of Finished Directory boxes, enter directories
in which to created hard links to the files in the finished directory (by default, there are no copies
of the finished directory).

Note: The finished directory and all finished directory copies must be on the same disk partition
as the processing directory.

In the Filename Template box, enter the template to use to name the log files (defaults to
| og_%_%J_ %r%rbe_%eviE_9a3. dat ).

Important: If multi-instances of RTR are running on the same node, then it is important to include

% escape sequence, which will be translated to Ul D (operating system user identifier). This ensures
that multiple instances of RTR do not try to create files with identical names.

In the Max. File Size box, enter the maximum size of a log file in bytes (defaults to 1048576 bytes,
which is 1 MB). The range is 1024 byes (1 KB) to 1073741824 bytes (1 GB).

In the Max. File Duration box, enter the maximum duration of a log file in seconds (defaults to
3600 seconds, which is 1 hour). The range is 1 second to 2,678,400 seconds (1 month).

. In the Max. File Records box, enter the maximum number of records to allow in a log file (defaults

to 10000 records). The range is 1 record to 10,000,000 records.
Select the file format from the File Format list:

e ASN.1 Extended
* ANS.1 Extended with country and network info (default)

In the Starting Sequence Number box, enter the number with which to start the log file numbering
sequence (defaults to 0).

From the Suspect/Trusted Messages list, select the type of messages to log:

* Only suspect
* Only trusted
* Both suspect and trusted (default)

Suspect/Trusted Messages logging pertains to whether the RTR/FWL considers the message
source to be suspect or trusted. Inbound MO messages may come from a suspected or trusted MSC,
while inbound SendRoutingInfoForSm operations and MT messages may come from a suspected
or trusted SMSC. Refer to the Firewall Guide for more information about suspect and trusted
qualifications.

From the Failed/Succeeded Messages list, select the type of messages to log:
* Only failed
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17.

18.

19.

20.

21.

22,

* Only succeeded
* Both failed and succeeded (default)

Failed/Succeeded Messages logging pertains to whether a message was successfully delivered
from the Mobile Messaging system to the destination. For outbound MT messages, the destination
is an MSC (MS). For outbound AT messages, the destination is an application.

From the Accepted/Rejected Messages list, select the type of messages to log:

* Only accepted
* Only rejected
* Both accepted and rejected (default)

Accepted/Rejected Messages logging pertains to whether the Mobile Messaging system accepts
a message or not. This applies to inbound MO and inbound AO messages only.

From the Legitimate/Violated Messages list, select the type of messages to log:

® Only legitimate
* Only violated
* Both legitimate and violated (default)

Legitimate/Violated Messages logging pertains to whether a message passes or fails a spoof check.
Legitimate messages are messages that passed the spoof check. Violated messages are messages
that failed the spoof check.

From the Expired/Deleted Messages list, select the type of messages to log:

* Do not log (default)

¢ Only expired

¢ Only deleted

* Both expired and deleted

* Only replaced

¢ Both expired and replaced

* Both deleted and replaced

* Expired, deleted and replaced

Expired/Deleted Messages logging pertains to the AMS delivery result. Expired messages reached
their validity period expiration or their maximum number of delivery attempts. Deleted messages
were manually deleted from the AMS by a user or by an application. Replaced messages were
replaced in the AMS.

From the Status Report Messages list, select the type of messages to log:

* Do not log (default)
e Status reports

From the Copied/Forwarded Messages list, select the type of messages to log:

Do not log (default)

Only copied

Only forwarded

* Both copied and forwarded

From the Transparent User Data Level list, select the level of user data logging:
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23.

24.

* Use Global Setting
e Always

* Protocol Violation
* Never

e Encrypt Always

Note: If the value of the logging profile parameter is Use G obal Setti ng, the RTR will use
the semi-static parameter | ogt r anspar ent user dat al evel .

Click Save.
The MGR creates the logging profile and closes the tab.

Activate the profile.

15.2.4 Configuring Message Logging Properties

The message logging properties are used to set a log profile as the default log profile for certain
messages or violation types.

Note: Changing the default profile will change the logging for all rules that are configured with this
default profile.

Prerequisites:

Logging profile

To configure logging properties:

1.

S Uk W

10.

11.

In the left navigation bar, select Logging I Messages U Properties.

The Logging Properties tab appears.

Select a logging profile for mobile-originating or IMS-originating traffic from the MO Messages
list.

Select a logging profile for mobile-terminating traffic from the MT Messages list.

Select a logging profile for application-originating traffic from the AO Messages list.

Select a logging profile for application-terminating traffic from the AT Messages list.

Select a logging profile to use in case of a fatal protocol violation in a mobile-originating message
from the MO Violations list.

Select a logging profile to use in case of a fatal protocol violation in a mobile-terminating message
from the MT Violations list.

Select alogging profile to be used for mobile-originating SMS commands from the MO Commands
list.

Select a logging profile to be used for application-originating SMS commands from the AO
Commands list.

Select a logging profile to be used for mobile number portability (MNP) violations of originator(in
case of MO message) from the MNP Violations list.

Click Save.
The MGR saves the logging properties and closes the tab.
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15.2.5 Configurable User Data Logging

The level of user data logging can be configured to meet local privacy regulations. The text of messages,
for which user data should not be logged, will be masked by a string of Xs.

To allow flexibility and privacy protection, the maximum logging level is determined and locked by
the license key. Therefore, the log level that is configured in the semi-static configuration file and per
logging profile can never exceed the maximum log level that is defined in the license.

The following table specifies information for the semi-static variable
| ogt r anspar ent user dat al evel and per logging profile parameter Transparent User Data Level.

logtransparentuserdatalevel |This governs the system-wide setting for the transparent User data
level. If the variable is less than the License key, the RTR gives an

error.

Transparent User Data Level | This parameter can be configured per logging profile. If this parameter
is configured with a value less than the license key, the RTR gives

an error.

The following table specifies the possible configuration values for the semi-static variable
| ogt r anspar ent user dat al evel and the logging profile parameter Transparent User Data Level
for different License key values:

License Key values

Allowed Allowed

logtransparentuserdatalevel Transparent User Data Level values

values

always, protocolViolationsOnly, never,
Use Global Setting

always always, protocolViolationsOnly,

never

protocol violations
only

protocolViolationsOnly, never protocolViolationsOnly, never, Use Global

Setting

never never never, Use Global Setting

The following tables describe different possible configuration for the semi-static parameter

| ogt ranspar ent user dat al evel and per logging parameter Transparent User Data Level. Based
on the license key, the possible configuration values for semi-static & per logging profile parameter
are:

License Key value is "always"

logtransparentuserdatalevel Transparent User Data Level User-data Logged
always always Yes

always protocolViolationsOnly Protocol-Violations
always never No

protocol violations only always Protocol-Violations
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logtransparentuserdatalevel Transparent User Data Level User-data Logged
protocol violations only protocolViolationsOnly Protocol-Violations
protocol violations only never No
never always No
never protocolViolationsOnly No
never never No
always encrypt-always Yes (encrypt Data)
encrypt-always always Yes (encrypt Data)
License Key value is "protocol ViolationsOnly"

logtransparentuserdatalevel Transparent User Data Level User-data Logged
never never No

never protocolViolationsOnly No

protocol violations only never No

protocol violations only protocolViolationsOnly Protocol-Violations
never always Not possible
always always Not possible
always protocolViolationsOnly Not possible
always never Not possible
protocolViolationsOnly always Not possible

any value encrypt-always Not possible
encrypt-always any value Not possible
License Key value is "never"

logtransparentuserdatalevel Transparent User Data Level | User-data Logged
never never No

protocol violations only protocolViolationsOnly Not possible
never protocolViolationsOnly Not possible
protocol violations only never Not possible
never always Not possible
always always Not possible
always protocolViolationsOnly Not possible
always never Not possible
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logtransparentuserdatalevel Transparent User Data Level | User-data Logged

protocol violations only always Not possible

any value encrypt-always Not possible

encrypt-always any value Not possible
15.3 Event Logging

Event log records are created instantaneously, when an event occurs. Each event record is defined in
ASN.1 form, and expresses what event has occurred to which object (such as a short message) in what
moment. Multiple events for the same object can be correlated and sorted by timestamp, producing
the event trail for that object. You can use the Event Logs Search within the Customer Care Interface
(CCI) to view the event trail of a short message.

To enable event logging, create an event logging profile in the MGR (Logging 0 Events O Profile)
and assign it to a property (Logging U Events ] Properties). The supported objects are short messages
and unexpected TCAP messages. You can create up to 100 event log profiles.

15.3.1 Logging of Unexpected TCAP Messages

In case of fraud attempts between operators, unexpected TCAP end messages or TCAP continue
messages with a ReturnResult will be received by an operator. These unexpected messages are identified
as messages with no existing dialog and can be logged as stipulated in section 1.1.3 of AA.50 and
section 3.1.3 of IR.71, industry-standard documents for SMS fraud detection and prevention.

Only the unexpected TCAP messages will be logged when they arrive at the RTR.

Note: Late responses on outgoing TCAP dialogs (i.e. responses after a timeout) will result in logging
these responses as unexpected TCAP messages.

The following TCAP information will be logged:

¢ MTP3 originating point code

* SCCP calling party address (including country and network when provisioned)
* SCCP called party address (including country and network when provisioned)
¢ TCAP message type (end or continue)

¢ TCAP originating transaction ID (in case of TCAP continue)

¢ TCAP destination transaction ID

* Application context name

Logging of unexpected TCAP messages only logs messages that are received directly on the RTR/FWL.
Unexpected TCAP messages going directly to other SMS components (for example, the SMSC in
FWL-only deployments) are not logged. Those messages should be logged by the SMSC, as the
RTR/FWL does not see these messages. If these other SMS components do not have unexpected TCAP
logging capabilities, all MT traffic should be directed through the RTR/FWL, so unexpected TCAP
message logging of the RTR/FWL can be used for these SMS components too.
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15.3.2 Creating Event Logging Profiles

To create a logging profile:

1.

10.

11.

12.

13.

In the left navigation bar, select Logging [0 Events O Profile.
The Event Logging Profiles tab appears.

Click Add New.
A new Event Logging Profiles tab appears.

Enter a unique name for the profile in the Name box (maximum 31 characters).

. Optionally enter a description of the profile in the Description box.

In the Processing Directory box, enter the location in which to store the log files while they are
being created (defaults to / var / Text Pass/ | og/ pr ocessi ng).

Note: In a multi-instance setup, the processing directory will be shared by all the NMM component
instances running on a node.

In the Finished Directory box, enter the location in which to store the log files after they are created
(defaults to / var / Text Pass/ | og/ avai | abl e).

Note: In a multi-instance setup, the finished directory will be shared by all the NMM component
instances running on a node.

In the Filename Template box, enter the template to use to name the log files (defaults to
9N event %) Y% %r%dd %RANE U3B. dat).

Important: As multiple components on the same system may share an event logging profile
configuration, it is important to include the %N escape sequence, which will be translated to the
component name. This ensures that multiple components will not try to create files with identical
names.

Important: If multi-instances of NMM components are running on the same node, then it is
important to include % escape sequence, which will be translated to Ul D (operating system user
identifier). This ensures that multiple components will not try to create files with identical names.

In the Max. File Size box, enter the maximum size of a log file in bytes (defaults to 1,048,576 bytes,
which is 1 MB). The range is 1024 byes (1 KB) to 1,073,741,824 bytes (1 GB).

In the Max. File Duration box, enter the maximum duration of a log file in seconds (defaults to
3600 seconds, which is 1 hour). The range is 1 second to 2,678,400 seconds (1 month).

In the Max. File Records box, enter the maximum number of records to allow in a log file (defaults
to 10,000 records). The range is 1 record to 10,000,000 records.

In the Starting Sequence Number box, enter the number with which to start the log file numbering
sequence (defaults to 0).

Click Save.
The MGR creates the logging profile and closes the tab.

Activate the profile.
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15.3.2.1 Configuring Event Logging Copies

For each event logging profile, you can create a list of directories in which the LGP will save copies
of the files in the profile's Finished Directory. You can use this functionality to ensure that an automatic
backup of completed files exists. The list for each event logging profile can contain up to 10 directories.

Note: The Finished Directory and all directories containing copies must be on the same disk partition
as the Processing Directory.

Prerequisites:

¢ Event logging profile

To add a directory to an event logging copies list:

1. In the left navigation bar, select Logging U Events [ Profile.
The Event Logging Profiles tab appears.

2. Click the name of an event logging profile.
3. Inthe Event Logging Copies section, click Add New. A new Event Logging Copies List tab appears.

4. In the Copy Directory box, enter a directory in which the LGP should create hard links to the files
in the Finished Directory (defaults to / var / Text Pass/ backup).

You can only add a directory to the list if the event logging profile is deactivated.

5. From the Event Log Profile list, select the profile to use for this copy location (defaults to the profile
that you clicked earlier).

6. Click Save.
The MGR closes the tab and adds the directory to the Event Logging Copies list.

7. On the event logging profile tab, click Add New to add another directory to the list, or click Save
to save the profile.

15.3.3 Configuring Event Logging Properties

The event logging properties are used to set a specific log profile for certain events.
Prerequisites:
¢ Event logging profile
To configure event logging properties:
1. In the left navigation bar, select Logging U Events [J Properties.
The Event Logging Properties tab appears.

2. Select an event logging profile for:
Option Description

Short Message Events  Events related to the processing of Short Messages, that are used for
the Event Logs Search within the Customer Care Interface (CCI)
component.

Rogue TCAP Events Events that are used for unexpected TCAP messages (that is, TCAP
messages for which no TCAP dialog exists). All unexpected TCAP End
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Option Description

and TCAP Continue messages with a Ret ur nResul t message will be
logged to this profile when they arrive at the RTR.

3. Click Save.
The MGR saves the event logging properties and closes the tab.

15.4 Log File Creation

Log files are always generated in the processing directory. When the file has been generated, it is
moved to the finished directory. Files in the finished directory can be further processed by the operator.

The log record is written to the log file that is currently open. This log file will be closed and physically
written to disk based when any of the following conditions become true:

¢ Maximum file duration time limit reached. If the time since the creation of the log file has exceeded
the value defined in the maximum file duration as configured in the log profile, the log file is closed
and written to disk, and a new log file is created.

* Maximum file size limit reached. If the log file size reaches the maximum file size as configured in
the log profile, the log file is closed and written to disk, and a new log file is created.

* Maximum file records limit reached. If the number of log records reaches the maximum log records
as configured in the log profile the log file is closed and written to disk, and a new log file is created.
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16.1 Introduction

A prerequisite before improving the quality of service (QoS) of the SMS service is determining the
traffic profile and the key performance indicators, such as message success rate, message volume per
destination, and differentiated peak throughput figures in several time intervals.

These performance indicators can be viewed in the routing rule counters and counting rules.

16.2 Routing Statistics

For every routed message per network layer, the RTR stores statistical information in counters.
Signalling network counters are available on the MTP3, SCCP, and TCAP levels. The following table
provides an overview of the counters:

Entity Originator Destination

Application AOQO (short number) AT (short number)
Network MO (originating global title) MT (destination global title)
Country MO (originating global title) MT (destination global title)
Router MO MT

For each entity, totals counters are broken down into error and success counters.

16.3 SMS Firewall Statistics

The FWL can provide a specific set of statistical counters tailored to its functionality. These counters
fall into the following categories:

* Detailed applied counters for MO routing rules
* Detailed counters for validation and action statistics on MT-MT routing rules
¢ Country and network specific counters on MO spoofing

The MT routing counters differentiate between SRI-SM and MtForwardSm.

16.4 User-Defined Counting

User-defined counting rules count messages that match specific rule conditions. Counting rules are
defined in the MGR.

Counting rules have the same flexible rule structure as routing rules. The main difference is that
counting rules do not have an associated action; their implicit action is to count the number of messages
that match the rule conditions.
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All active mobile-originated counting (MOC) rules are executed for each incoming MO from the SS7
network and are counted if the conditions apply. If a message generates an error (for example, "service
center congested"), the corresponding error counter is incremented. In this way, specific error conditions
can be monitored by user-defined counting rules.

All active outgoing mobile-terminated counting (MTOC) rules are executed for outgoing MT messages,
which consist of a SendRoutingInfoForSm (SRI-SM) operation to an HLR and an MTForwardSm
operation to the MSC. If an error occurs in one of these messages (for example, "absent subscriber"),
the corresponding error counter is incremented. If the MT message is successfully delivered, the success
counter is incremented.

Note: The conditions in the counting rules operate on message requests. The message response
determines the counter that will be updated. For example, when an MTOC rule is active based on an
IMSI or IMSI range condition, the SRI-SM counters of the MTOC rule are not updated. This is because
the IMSI is not part of a SRI-SM request, but part of the SRI-SM response. The MT total and the
MTForwardSm counters are updated.

Examples of user-defined counting rules are:

¢ Count voicemail traffic (has a high "absent subscriber" error rate)

¢ Count MO messages from outbound roamers (home network subscribers using a foreign network
but the home SMSC)

* Count MO-MT messages of test phones to specifically see the results messages sent and received
by the test phones (enables testing while the RTR handles other traffic)

You configure MOC and MTOC counting rules using the MGR's Web-based interface. The conditions
that are available for counting rules are described in the MGR Operator Manual.
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17.1 Introduction

The RTR uses the Simple Network Management Protocol (SNMP) to configure and monitor interfaces,
system statuses, and settings. SNMP is a widely used industry standard for managing and configuring
network components.

Note: Because the RTR device stores its configuration in volatile memory, the default configuration
is always restored after booting the RTR device.

17.2 MIB Files

All statistical and configuration information (including internal values) that can be configured and /or
viewed with SNMP are described in the Management Information Base (MIB) files (*. ny).

The following MIB files apply to RTR:

Figure 64: MIBs

Each MIB is stored in a separate * . ny file. Due to the size of the MIB files, they are not included in
this manual. However, they can easily be viewed in the RTR system. The MIB files are located in
/usr/ |l ocal/share/snnp/m bs/.

17.3 SNMP Manager

For configuration and monitoring purposes, an SMNP Manager or Management Station issues SNMPv1
requests to the RTR. SNMP Managers should send such requests to UDP port 11661 of the RTR. The
device does not enforce an SNMP Manager to originate requests from any specific UDP port (any UDP
port can be used for this purpose).

The device requires an SNMP Manager to use a community string equal to:

* publ i c for read operations
e privat e for set operations

The RTR silently discards any request that does not satisfy these requirements.

Note: If 'snmpPr opLi st enAddr essType' parameter in semi-static configuration file is set to 'dual,
then RTR will accept requests on both IPv4 and IPv6.
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17.4 Trap Service

Up to seven SNMP managers can subscribe to the RTR trap service. When a trap condition occurs, the
RTR sends an SNMP trap to any SNMP management station that is subscribed to the trap service.

To subscribe an SNMP manager to the trap service, add an entry to the alarm station table that contains:

* The IP address (IPv4 or IPv6) or Hostname of the SNMP manager
* A UDP port number to which traps should be sent for that particular SNMP manager

The alarm station table is also SNMP manageable; refer to the TEXTPASS- GENMIB for more information
about this table.

The RTR always originates SNMP traps from UDP port 11162 and terminates them in the UDP ports
that are specified in the alarm station table. The community string that the RTR specifies in SNMP
traps is always equal to publ i c.

The RTR uses an SMNP trap daemon to log generated SNMP traps locally in/ var/ | og/ messages.
The daemon uses UDP port 11173.

Note:

1. If ‘snmpPr opAl ar mOml pv6Addr ess’ parameter in semi-static configuration file is set, then
specified address will be used as source address for sending SNMP traps to SNMP Manager with
address of type IPv6.

2. If‘snmpPr opAl ar mOanl pAddr ess’ parameter in semi-static configuration file is set, then specified
address will be used as source address for sending SNMP traps to SNMP Manager with address
of type IPv4.

17.5 Trap Filtering

SNMP trap filters to be applied on the NewNet Mobile Messaging component(s) and can be customised
per configured alarm station. This filtering can be configured using a combination of black-listing and
white-listing of traps in two tables that are associated with the alarm stations table:

¢ Whitelist table—Contains a list of all traps that should be sent toward an alarm station (wild-cards
are allowed)

¢ Blacklist table—Contains a list of traps that should be blocked for a particular alarm station
(wild-cards are allowed)

Note: The whitelist is applied before the blacklist. An empty whitelist is identical to a whitelist of "*".
An empty blacklist does not block any trap.

The following rules and restrictions apply:

* Creating a whitelist for a trap belonging to a specific MIB, implicitly blacklists all other traps from
that MIB, for the alarm station the whitelist is configured on.

* It is not possible to have a black- and whitelist for traps that belong to the same MIB and for the
same alarm station. It is possible to combine both a black- and whitelist for a specific trapreceiver,
as long as the black- and whitelist do not contain entries from the same MIB.
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17.6 Device Type Variable Binding

When an SNMP trap occurs, the generic SNMP library that the RTR uses automatically adds an extra
variable binding to the trap. This variable contains the product name as specified in the global variable
module. The product name is the last variable in the trap message. This feature allows trap receivers
to distinguish among traps from different products.

The following are examples of traps with the device type variable:

$11: 28: 41 TEXTPASS- GEN- M B: : devi ceOper at i onal St at eChanged TEXTPASS-
GEN- M B: : devi ceQperational State.0 = | NTEGER starting(1l) TEXTPASS-
GEN- M B: : devi ceType. 0 = STRING "AMS' from systenil. asd. nbal ance. com

11: 28: 41 TEXTPASS- GEN- M B: : devi ceQper at i onal St at eChanged TEXTPASS-
GEN- M B: : devi ceQperational State. 0 = | NTEGER synchi ng(4)

TEXTPASS- GEN- M B: : devi ceType. 0 = STRING "AMS" from

syst enl. asd. nbal ance. com

11: 28: 48 TEXTPASS- GEN- M B: : devi ceQper at i onal St at eChanged TEXTPASS-
GEN- M B: : devi ceCper ational State. 0 = | NTEGER operati ng(2)
TEXTPASS- GEN- M B: : devi ceType. 0 = STRING "AMS" from

syst enll. asd. nbal ance. com

11: 28: 56 TEXTPASS- AM5S-M B: : rtrUnAvai | abl e TEXTPASS- GEN-
M B: : devi ceType. 0 = STRING "AMS' from systeml. asd. nmbal ance. com

11: 28: 57 TEXTPASS- GEN- M B: : devi ceQper at i onal St at eChanged TEXTPASS-
GEN- M B: : devi ceCperational State. 0 = | NTEGER admi nDi sabl ed(0)
TEXTPASS- GEN- M B: : devi ceType. 0 = STRING "AMS" from

syst enll. asd. nbal ance. com

11: 28: 57 TEXTPASS- GEN- M B: : devi ceQper at i onal St at eChanged TEXTPASS-
GEN- M B: : devi ceCper ati onal State. 0 = | NTEGER synchi ng(4)

TEXTPASS- GEN- M B: : devi ceType. 0 = STRING "AMS" from

syst enll. asd. nbal ance. com

11: 28: 58 TEXTPASS- GEN- M B: : net wor kDi scover yNodeAdded TEXTPASS- GEN-
M B::lastSnnpErrorString.0 = STRING "node_type=RTR, port=25092,

i p1=10. 0. 0. 46" TEXTPASS- GEN- M B: : devi ceType. 0 = STRING "AMWS'
from systeml. asd. nbal ance. com
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18.1 Introduction

The RTR uses the Mobile Application Part (MAP) protocol over SS7 to interface with the mobile
network. The RTR specifically uses the MSC/SGSN and SMSC mobile network components.

18.2 SS7 Addressing

The core components of a mobile network, the MSC and the HLR, are connected through the SS7
protocol. Each mobile operator has its own SS7 network. The international SS7 network arranges
interconnection of an operator’s SS7 network with other SS7 networks.

The SS7 networks are thus arranged in two planes: the top plane of the international SS7 network and
the bottom plane of the SS7 networks of various operators. The network indicator that is sent in each
SS7 packet reflects the network type on which it is conveyed.

18.2.1 Signalling Link Selection (SLS)

The valid values of SLS depend on the SCCP flavour supported by the RTR:

e ITU-T-0to15
e ANSI-0to 255
¢ Japanese S57 - 0 to 255

For Japanese SS7 flavour, the RTR ignores bits 4-7 of the SLS when a value greater than 15 is received
and only transmits out the SLS value within the range 0-15.

18.2.2 Signaling Point Code (SPC) Addressing

Each entity within a SS7 network is addressable with a Signaling Point Code (SPC). An entity can only
be addressed with its SPC if it is accessed from within the same SS7 network, because SPCs are only
unique within one network.

The valid values and format of signaling point codes depend on the SCCP flavour supported by the
RTR. The SCCP flavour can be any one of the following:

e ITU-T
e ANSI
* Japanese SS7

The actual SCCP flavour is controlled by the Software License.

For the ITU-T flavour, the RTR supports 14-bit signaling point codes. A valid ITU-T SPC can be
represented as follows:

* Decimal integer (Range: 0-16383)
¢ String (3-8-3 format indicating the Area/Network, Cluster, and Member)

* Area/Network is represented by the most significant 3 bits (Range: 0-7)
* C(luster is represented by the next 8 bits (Range: 0-255)
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* Member is represented by the least significant 3 bits (Range: 0-7)

For the ANSI flavour, the RTR supports 24-bit signaling point codes. A valid ANSI SPC can be
represented as follows:

¢ Decimal integer (Range: 65536-16777215)
e String (8-8-8 format indicating the Area/Network, Cluster, and Member)

* Area/Network is represented by the most significant 8 bits (Range: 1-255)
¢ C(luster is represented by the next 8 bits (Range: 0-255)
* Member is represented by the least significant 8 bits (Range: 0-255)

Note: The Network value cannot be 0 (zero) in an ANSI SPC string.

For the Japanese SS7 flavour, the RTR supports 16-bit signaling point codes. A valid Japanese SS7 SPC
can be represented as follows:

* Decimal integer (Range: 0-65535)

¢ String (5-4-7 format indicating the Main Number Area/Network, Sub Number Area/Cluster and
Unit Number/Member)

* Main Number Area/Network is represented by the least significant 5 bits (Range: 0-31)
* Sub Number Area/Cluster is represented by the middle 4 bits (Range: 0-15)
* Unit Number/Member is represented by the most significant 7 bits (Range: 0-127)

The following formula is used by the RTR for computing the decimal integer value of a Japanese S57
SPC that is given in the string format:

I nteger value of SPC = [Unit Nunber * 512] + [Sub Nunmber Area * 32] + Main Nunber
Area

18.2.3 Global Title (GT) Addressing

To enable access to entities in other SS7 networks, most SS7 entities are also addressable with one or
more global titles (GTs). Unlike an SPC, a GT is a worldwide unique identification of an SS7 entity
over all SS7 networks. Therefore, GT addressing is used for inter-network addressing. GT addressing
is also widely used for intra-network addressing as well.

The following diagram illustrates intra-network addressing (between 3 and 4) and inter-network
addressing (between 1 and 3). The network elements 1 and 3 have the same SPC. However, none of
the network elements 1, 2, 3, or 4 have the same GT.
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international
SST network
ST network 1 ST network 2
SPC =456 SPC =451 SPC =456 SPC =357
GT =31612348888 | |GT =31612347777 GT = 33?1235555 GT = 33?1234444

[SPC addre_ﬂ.smg ﬂ GT addresamg

Figure 65: GT addressing

A global title consists of several fields. The most important fields are:

Field Description
Global Title Address Usually contains an E164 address. Network entities such as MSCs, HLRs,
Information (GTAI) and SMSCs have an E164 address that uniquely identifies them. An HLR

is addressable by multiple GTs: the HLR’s specific E164 address, and GTs
with an E164 address of any mobile for which the HLR holds subscriber
data.

SubSystem Number (SSN) | Identifies the type of SS7 entity:
e 6—HLR
e 7—VLR
e 8—MSC

Translation Type (TT) Used for routing purposes.

Note: In certain cases the GT Address in an incoming message (i.e. the SCCP Calling Party or Called
Party Address) may contain an IMSI as per the E.212/E.214 numbering plan format. This does not
affect the processing of incoming messages when the MAP screening functionality is used. The MAP
Screener can intercept an incoming message irrespective of whether the SCCP addresses are in the
E.164 format or the E.212/E.214 format.

18.2.4 Signalling Transfer Point (STP)

The signalling transfer point (STP) is an SS7 entity that is primarily concerned with the routing of
packets for which GT addressing is used. When two entities interact, traffic normally flows from the
originating entity, through one or more STPs, to the terminating entity. An STP decides the entity
(another STP or the terminating entity) to which a packet should be routed.

The STP carries out routing based on the GT that is specified as the destination address of the packet.
Sometimes, an STP may need to change the GT to another GT, or to revert to SPC addressing. This
process is called global title translation (GTT).

Release 17.4 Revision A, February 2019 347



RTR Operator Manual PLMN Interface (SS7?)

18.2.5 Router Specifics

The RTR is associated with a specific SPC and a specific GT. Also, the RTR can be associated with a
virtual SPC, which multiple RTRs can share. The virtual SPC enables addressing a group of RTRs,
using a single SPC.

For example, in the following configuration:

Virtual SPC
5354

SPC 5352 SPC 5353
GT +491720499014 GT +491720499015

H_
STP 1 STP 1
SPC5217 SPC 5365

Figure 66: SS7 addressing interface

On STP1 and STP2, the following should be configured:

* SPC 5352 reachable directly through linkset with adjacent SPC 5352
* SPC 5353 reachable directly through linkset with adjacent SPC 5353

» SPC 5354 reachable indirectly through linkset with adjacent SPC 5352 and through linkset with
adjacent SPC 5353

The following information about RTR addressing uses RTR 1 as an example.

18.2.5.1 MSUs on the MTP Level

On the MTP level, an incoming MSU is processed when the destination point code in the MTP routing
label equals the specific SPC (5352) or the virtual SPC (5354). Any other MSU is discarded.

When an RTR sends an MSU, the originating point code in the MTP routing label always equals the
specific SPC (5352).
18.2.5.2 MSUs on the SCCP Level

On the SCCP level, the RTR outputs UDTs with a routing indicator in the SCCP called party address
and in the SCCP calling party address equal to the GT or to the SSN. The RTR always sets the routing
indicators in the two addresses to the same value. This method improves efficiency, as it reduces the
number of GT translations that the network must perform.
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18.2.5.3 Addressing Using GT: Specific SPC

When addressing the RTR using GT and the destination point code in the MTP routing label equals
the specific SPC (5352), the GT in the SCCP called party address must be the same length or longer
than the RTR’s global title (11 digits or more).

The corresponding digits in the GT in the SCCP called part must be the same as the RTR’s global title
(+49172049901). Any extra digits are ignored.

When addressing the RTR using GT and:

* The destination point code in the MTP routing label equals the specific SPC, and
¢ The translation type equals the semi-static configuration file attribute
t t wheni ncl udi ngnscaddr i nnof wdsnt osnsc

The message is accepted, regardless of the GT used to address the RTR.

18.2.5.4 Addressing Using GT: Virtual Point Code

When addressing the RTR using GT and the destination point code in the MTP routing label equals
the virtual point code (5354), every valid GT in the SCCP called party address is accepted. If this is
not the case, the RTR will discard the UDT.

18.2.5.5 Addressing Using SSN

When addressing RTR1 using SSN, the GT (if present) in the SCCP called party address is not checked
at all. Each incoming UDT is accepted as long as the destination point code in the MTP routing label
equals the specific SPC or the virtual SPC.

18.2.5.6 Outputting a UDT

When an RTR outputs a UDT, the SCCP calling party address always contains the RTR’s GT and SSN
8, provided the routing indicator is set to GT. When the routing indicator is set to SSN, the SCCP
calling party address only contains SSN 8. However, the exception to this behaviour is when optimised
MO routing is in use.

When the i ncl udenscaddr essi nnof or war dsmvariable is set, the RTR uses the MSC address as
the SCCP calling party address for MoForwardSm operations.

18.3 MO Routing

18.3.1 Conventional MO Routing

MO traffic can be routed to SMSCs in a conventional way or in an optimised way. The following
diagram illustrates the conventional method:

Release 17.4 Revision A, February 2019 349



RTR Operator Manual PLMN Interface (SS7?)

MSC/ISGSN RTR SMSC
(A) (B) (C)
TC-BEGIN N
OPC:A DPCB TC-BEGIN
OGT:A DGTB OPCB DPC.C
OGTB DGT.C
’ TC-END
P TCEND OPC'C DPCB
OPCE DPCA OGT:C DGTEB
OGT:E DGTA

Figure 67: Conventional MO routing

The DPC and DGT in the TC-BEGIN from the MSC/SGSN to the RTR are the specific SPC and the
specific GT for that RTR. When the virtual point code functionality is in use, the DPC is equal to the
virtual point code, while the DGT can have any value.

18.3.2 Optimised MO Routing

The RTR's MO optimisation functionality saves resources on the RTR and on the STP. Optimisation
comprises the RTR spoofing the SCCP calling party addressing when sending the TC-BEGIN toward
the SMSC in a way that will cause the SMSC to send the TC-END directly to the MSC/SGSN. With
this method, the RTR is not involved in relaying the TC-END to the MSC/SGSN. The 'Optimized MO
routing' affects only the TCAP dialogues comprising of a TC-BEGIN and a TC-END. It does not apply
to dialogues that include a TC-Continue.

The following diagram illustrates optimised MO routing;:
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Figure 68: Optimised MO routing

MSC/SGSN RTR SMSC
(A) (B (€)
TC-BEGIN
OPC:A DPCB TC-BEGIN
OGT:A DGTB OPCB DPC.C
OGT:A DGT:C
’ TC-END
OPC:C | DPC:A
OGT:C |DGT:A

The DPC and DGT in the TC-BEGIN from the MSC/SGSN to the RTR are the specific SPC and the
specific GT for that RTR. When the virtual point code functionality is in use, the DPC is equal to the
virtual point code, while the DGT can have any value.

18.3.3 Segmented TCAP Dialogue

The following diagram illustrates how the RTR handles an MO message that the MSC offers to the
RTR as a segmented TCAP dialogue.
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Figure 69: Segmented TCAP dialogue

MSC/SGSN RTR SMSC
(A) (B) (C)
TC-BEGIN
OPC:A DPCB
OGT:A DGTE
| TCCONTINUE
OPC:B DPCA
OGT:B DGT:A
TCCONTINUE
OPC:A DPCB TC-BEGIN
OGT:A DGTB OPCB DPCC
OGT:B DGT:C
 TC-CONTINUE
OPC:C DPCB
OGT:C DGTB
TCCONTINUE |
OFCB DPCC
OGT:B DGT.C
« TC-END
TC-END OPC'C DPCB
OPC:B DPCA OGT:C DGTB
OGT:B DGTA

The DPC and DGT in the TC-BEGIN from the MSC/SGSN to the RTR are the specific SPC and the
specific GT for that RTR. When the virtual point code functionality is in use, the DPC is equal to the
virtual point code, while the DGT can have any value.

18.3.4 Tracking SMSC Status

MTP and SCCP management offer methods to track SMSC status. However, some SMSC brands are
not available at the application level. Therefore, the RTR uses an alternative method for tracking the
SMSC status. In this method, the RTR starts a segmented TCAP dialogue for an MO message toward
the SMSC and aborts it after receiving a TC-CONTINUE from the SMSC.

The following diagram illustrates the method:
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RTR SMSC
(B) (€)

TC-BEGIM
OFCE DPCC
QGTE DGT.C
p TC-CONTINUE
oFC.C DPCE
QGT.C DGTEB
TC-ABORT >
OFCE DPCC
QGTE DGT.C

Figure 70: Tracking SMSC status

18.4 MT Routing and Delivery

An attempt to deliver an MT message consists of a sequence of operations:

1. SRI-SM—~Queries the HLR for information about the destination, including the address of the
serving MSC and flags specifying the availability for MT messages.

2. MtForwardSm—Requests the serving MSC to deliver the message to the destination.
3. ReportSmDeliveryFailure—Only issued when any of the flags that specify the availability for MT
messages has changed.

The operation updates these flags.

Delivery attempts may fail for various reasons. Most commonly, the destination is not reachable (for
example, the mobile phone is switched off). This case leads to an AbsentSubscriber error.

Another common error is MemoryCapacityExceeded, which indicates that the destination mobile
phone does not have enough memory to store the message.

18.4.1 Optimized MT Routing

In MAP phase 2+, the HLR's availability flags indicate whether the Absent Subscri ber and/or
Menor yCapaci t yExceeded error conditions are in effect. When optimized MT delivery is enabled,
the RTR takes these flags into account for certain paths. If the flags specify that the destination is
unavailable, the RTR may consider the delivery attempt to be undesirable and not issue a MT delivery
request to the MSC or SGSN.
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For the paths starting with MO-MT, optimized MT delivery is enabled by default. To disable it, set
the opt i mi sednt del i very parameter in the semi-static configuration file to "false".

For the paths starting with AO-MT, optimized MT delivery can be specified on a per-application basis.

For delivery attempts from the AMS, the RTR does not take these flags from the HLR into account
and continues to issue a request to the MSC or SGSN.

Note:

When the following conditions are true, RTR will treat the HLR query result for that destination as a
temporary failure even if the concerned subscriber's IMSI is provided in the SRI-SM response:

* HLR's availability flags for a MS destination indicate that it is unavailable
* Optimized MT delivery is enabled

In case the result of an Early Recipient Query for a MO message is considered as a temporary failure
due to the above reasons, then the RTR does not use the recipient subscriber's IMSI for the purpose
of matching a MOR rule condition (even if the IMSI is known). Hence any MOR rule configured with
a 'Recipient IMSI' condition would not match in this scenario.

In such a case it is recommended to configure an appropriate 'Recipient Query Result' condition instead
of a 'Recipient IMSI' condition for the relevant MOR rule(s).

18.4.2 Preferred MT Destination

SMS over GPRS is available as of MAP phase 2+. This functionality provides the RTR with two paths
toward the destination:

¢ The conventional path through the MSC
* A new path, through the SGSN

If the enabl egpr ssupporti ndi cat or semi-static parameter is set to true, the RTR will include the
GPRS support indicator in the SRISM Request to inform the external network that the RTR is capable
of combined delivery via MSC and/or via SGSN.

If both enabl egpr ssupporti ndi cat or and

enabl egpr ssupporti ndi cat or f or donmesti chl r quer yonl y semi-static parameters are set to
true, the RTR will add GPRS support indicator in SRI-SM only if the HLR is domestic. The following
table describes various scenarios related to these parameters:

enablegprssupportindicator | enablegprssupportindicator | GPRS Support GPRS Support

fordomestichlrqueryonly Indicator in Indicatorin SRI-SM
SRI-SM to to International
Domestic HLR HLR

true true yes no

true false no no

false true yes yes

false false no no

The SRISM GPRS Support Indicator in the Firewall I MT O Properties configuration, provides a
finer control over the usage of the configuration parameter enabl egpr ssupporti ndi cat or in the
home routed scenario. The SRISM GPRS Support Indicator supports the following options:
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¢ Default: With this configuration, the RTR transparently forwards the received value of the GPRS
support indicator in the incoming SRI-SM request. When the SRI-SM request is being modified
due to a modifier or TCAP User Info addition then the inclusion/absence of the GPRS support
indicator field is governed using snmsPr opEnabl eGpr sSuppor t | ndi cat or For Sri SrRequest
parameter.

e Off: With this configuration, the RTR will not set the "GPRS support indicator" in the SRI-SM
request regardless of the inclusion/absence of the GPRS support indicator in incoming SRI-SM.
This behavior is only applicable when the MTOR action is configured as "Pass". However, in case
the MTOR action is set as "Release”, then the SRI-SM request is forwarded transparently.

¢ On: With this configurations, the RTR will set the "GPRS support indicator" in SRI-SM request
regardless of the inclusion/absence of GPRS support indicator in incoming SRI-SM. This behavior
is only applicable when the MTOR action is configured as "Pass". However, in case the MTOR
action is set as "Release"”, then the SRI-SM request is forwarded transparently.

Note:

1. This parameter is only applicable when the Japanese MNP functionality is enabled in the RTR and
the country determined from SCCP CDPA / MSISDN is same as the home country. If any of the
mentioned conditions fail then RTR will behave as if the configured value of SRISM GPRS Support
Indicator as "Default".

2. In case of Japanese MNP if the MNP action for the first SRI-SM is forward, then second SRI-SM is
sent. This second SRI-SM will never have the GPRS support indicator enabled.

By default, the RTR's preferred MT destination is the MSC. To change the preferred destination to the
SGSN, set the pr ef er r ednt dest i nat i on parameter in the semi-static configuration file to "sgsn".

If the Network configuration is available according to the MSC and /or SGSN (i.e. received in the HLR
query), the 'Preferred MT Destination' in the Network configuration overrides the

'pref errednt dest i nat i on' semi-static parameter. The 'Preferred MT Destination' supports the
following options (go to MGR O Environment [ Networks):

e MSC
* SGSN
* Use Global Setting

If the 'Preferred MT Destination' is set to 'Use Global Setting', the RTR's preferred MT destination
is determined based on the 'pr ef er r ednt dest i nati on' semi-static parameter.

The RTR will always issue an MT message through the preferred path first. If delivery through this
path fails, the RTR attempts to delivery through the alternative path (provided this is a valid option;
refer to 3GPP TS 29.002 for more information).

If the Network configuration is available according to MSC and/or SGSN (i.e. received in the HLR
query) and the delivery through the preferred path fails, the RTR attempts to deliver through the
alternative path based on the following Network configuration's parameter (go to MGR [0 Environment
0 Networks):

e Enable fallback to Secondary dest.

If this parameter is set (i.e. checked in the MGR), then only the RTR attempts the alternative path for
MT delivery; otherwise, the RTR considers the MT delivery as failed with temporary error.

If the Preferred MT Destination is configured as either MSC or SGSN in the RTR and the RTR receives
only one destination address in the SRISM Response which is not same as the Preferred MT Destination,
then the MT Delivery depends on the 'Enabl e Fal | back to Secondary Dest'.
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If it is enabled, then the message deliver to destination which was received in SRISM response.
Otherwise the RTR considers MT delivery as failed with temporary error.

The semi-static configuration parameter firewallallowfallbacktosecdest allows the fallback to secondary
destination functionality to be applicable on the home-routed scenarios as well.

Ifthefirewal | al | owf al | backt osecdest issetto true, on receiving both MSC and SGSN address
in the SRISM response from HLR, the RTR will return only one address in the SRISM response to the
external SMSC which is RTR’s own GT address. On receiving the MtForwardSm, the RTR will attempt
delivery on preferred destination as configured in the terminating network (If the network is not
configured preferred MT destination is determined based on the preferredmtdestination semi-static
parameter). In case of failure, if Enable Fallback to Secondary Dest is set, then the RTR will re-attempt
delivery on secondary destination.

If the option Enable Fallback to Secondary Dest is not set, then the RTR will not attempt delivery to
secondary destination and sends back error to the SMSC.

If Preferred MT Destination is configured as either MSC or SGSNin the RTR but in SRI-SM Response
message the RTR received only one destination address which is not same as the Preferred MT
Destination, then the RTR will attempt delivery on secondary destination irrespective of the value
configured for Enable Fallback to Secondary Dest in the recipient network settings.

In case of Home-Routing scenario, if the f i r ewal | al | owf al | backt osecdest is set to false (this
is the default behaviour), on receiving both MSC and SGSN address in the SRISM response from the
HLR, the RTR will include its own GT address in both the MSC and SGSN addresses in the SRISM
response towards external SMSC.

Note: The RTR will attempt delivery on secondary destination in home routing scenario, irrespective
of the value configured for Enable Fallback to Secondary Dest in the recipient network settings, if in
the SRISM Response message only one destination address from HLR is received and the received
destination address is not same as the Preferred MT Destination.

The following table summarizes the RTR's behavior based on the MT-FSM errors encountered on
delivery attempt to the preferred destination:

MT FSM Error RTR behavior
SystemFailure Delivery attempt is made through the alternative path.
DataMissing Delivery attempt is made through the alternative path.
UnexpectedDataValue Delivery attempt is made through the alternative path.
FacilityNotSupported Delivery attempt is made through the alternative path.
UnidentifiedSubscriber Delivery attempt is made through the alternative path.
IllegalSubscriber No delivery attempt is made through the alternative path.
lllegalEquipment No delivery attempt is made through the alternative path.
SubscriberBusyForMT-SMS For AO-MT, MO-MT, and Storage then fallback to MT
routing paths, if the gpr s_connect i on_suspended
indicator is set to true, the delivery attempt is made through
the alternative path. Otherwise, no delivery attempt is made
through the alternative path.
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MT FSM Error

RTR behavior

For MT-MT routing path, when the parameter

f wPr opAl | owFal | backToSecDest is set to true, if the
first delivery attempt is to the SGSN and the RTR receives
a subscriber Busy for MT response without
gprs_connect i on_suspended set, the RTR still perform
the fallback delivery attempt to the MSC.

Note: For this particular error, retry is done to MSC only if
the first MT-FSM delivery attempt was made to SGSN (as
the preferred destination) and the

gprs_connect i on_suspended flag was set in the
response. In case the first MT-FSM delivery attempt was
made to MSC, then there would be no retry for this error.

SM-DeliveryFailure

No delivery attempt is made through the alternative path.

AbsentSubscriberSM

Delivery attempt in this case depends upon whether
absent Subscri ber Di agnost i cSMparameter is present
in MT-FSM error message. This is applicable for MAP Phase
2+ version.

If absent Subscri ber Di agnost i ¢cSMparameter is present
in MT-FSM error, then delivery attempt is made through
the alternative path based on the value of below diagnostics:

e 1 [IMSI detached]

* 2 [Roaming Restriction]
e 6 [GPRS Detached]

* 11 [UE Deregistered]

If absent Subscri ber Di agnost i cSMparameter is not
present in MT-FSM error, then delivery attempt is made
through the alternative path based on the below condition:

* MT-FSM Nak response time should be less than value
of semi-static configuration parameter
nt f nenopai ngt i meout .

Otherwise,

No delivery attempt is made through the alternative path.

MT FSM Timeout

Iffal | backt osecdest onpr ef err ednt dest ti neout
is set to true, then a delivery attempt is made through the
alternative path. When set to false, a retry on secondary
destination will not occur. Please refer to section
fallbacktosecdestonpreferredmtdesttimeout for the semi-static
parameter.
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18.4.3 More-Messages-to-Send

When multiple messages to a single destination are pending, the messages can be delivered to the
destination using a single TCAP dialogue toward the MSC. This feature is called More-Messages-to-Send
(MMTS), and is fully supported by the RTR.

18.4.4 Status Reports

Status reports, requested by the originator, are available as of MAP phase 2. A status report is a special
message that informs the originator of the status of the MO message.

Status reports are disabled by default. To enable them, set the st at usr epor t enabl ed parameter
in the semi-static configuration file to true.

The status report functionality is based on the following parameters:

MO SMS status report | RTR status report Modifier on status Status report
requested? enabled? report generated?
Yes Yes None Yes

Yes No None No

Yes Yes or No Force On Yes

Yes Yes or No Force Off No

No Yes or No Yes or No No

Note: The RTR does not generate status reports if the MO message is forwarded to the SMSC.

The following t pconf i g attributes in the semi-static configuration file control the actions for status
reports:

* For MT status reports—act i onf or nt st at usreports
* For AT status reports—act i onf or at st at usreports

The options are:

Value Description

route Try to deliver the message and discard the message if the first
attempt fails.

store Store the message (requires the AMS).

routefallbacktostorage Try to deliver the message and store the message if the first attempt
fails (requires the AMS).

18.4.4.1 Route

If acti onf or nt st at usr eport s is set to route, the following attributes provide control over the
RTR’s retry scheme:
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Attribute Description Valid Default
Values
maxstatusreportretries | Maximum number of times that the RTR retries |0-20 0

delivery before it considers the status report to be
expired. The RTR only retries status report
delivery if this attribute is not 0 (zero).

statusreportretryinterval | Interval (in seconds) that the RTR maintains 1-900 60
between two consecutive delivery attempts.

18.4.4.2 Store and Route Fallback to Storage

Ifacti onf ornt st at usr eport s is set to store or routefallbacktostorage, the RTR will send status
reports to the AMS (in the case of routefallbacktostorage, the RTR only sends a status report to the
AMS if the initial routing of the status report failed with a temporary error).

The following t pconf i g attributes control the AMS queues in which the status reports are stored:

* For MT status reports, nt st at usr eport sansqueue.
* For AT status reports, r egul ar at st at usr epor t sansqueue.

Set each attribute to the index of the AMS queue, as assigned by (and viewable in) the Manager.

18.4.5 Dialout Delivery Notifications

Normally, the SMSC sends status reports to the originating application. However, in the UCP protocol,
applications can specify a notification address to which the SMSC should send status reports. This
type of status report is called a dialout delivery notification (DDN). DDNs require the SMSC to set up
a session before delivering the status reports.

The AMS can deliver DDNs more quickly when a specific queue is configured for them. In the
semi-static configuration file, the t pconf i g attribute di al out at st at usr eport sanmsqueue
references this queue.

To enable the RTR to generate AMS store requests with the message type dialoutNotification, set the
enabl edi al out noti fi cati onasansnessaget ype attribute to true.

18.4.5.1 Alternative SMSC Selection Scheme for DDNs

The RTR supports an alternative SMSC selection scheme for AO messages that include a request for
anotification to be delivered using a dial-out session to a notification server. In this alternative scheme,
the RTR distributes AO messages to SMSCs based on the notification address (instead of using a
distribution key derived from originator and recipient). A notification server will receive all its
notifications from only one SMSC.

By default, the alternative scheme is disabled. To enable is, in the semi-static configuration file, set the
t pconf i g attribute al t er nat i vescsel ecti onf oraosmni t hdnenabl ed to true.

The RTR selects the HUB to send the notification based on the notification address. Therefore, a
notification server will always receive dialout sessions for notification deliveries from the same HUB.
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18.4.6 Phase 1 Status Reports

For MAP phase 1, the 3GPP 23.040 standard does not define status report messages or a means to
request that such messages be generated. Therefore, the RTR supports “phase 1 status reports” that
are regular, MT-only messages that are generated by an SMSC, based on provisioned templates.

The RTR supports the following templates:

Status Semi-Static Configuration Parameter
Succeeded phaselstatusreporttemplateforsucceededstatus
Failed phaselstatusreporttemplateforfailedstatus
Discarded phaselstatusreporttemplatefordiscardedstatus
Expired phaselstatusreporttemplateforexpiredstatus
Deleted phaselstatusreporttemplatefordeletedstatus
Buffered phaselstatusreporttemplateforbufferedstatus

All templates support run-time interpolation of message-specific or delivery-specific variables. These
variables can be inserted into a template using the following format:

$( <VARNAME>)
Where <VARNAME> is the name of the variable to be interpolated at that location in the message
template.
The following table lists the supported variables and the status report templates in which they can be
used:
VARNAME Description Support
DESTINATION Address of the message’s recipient All templates
DISCHARGE_TIME Discharge time, formatted according to All templates
dtt enpl at ef or phaselst at usreport
ERROR Error string, formatted as specified by one of the | Failed, Discarded
XYZerror st ri ngf or phaselst at usreport
templates, where XYZ depends on the delivery
error.
SCTS Service centre timestamp, formatted according to [ All templates
sct st enpl at ef or phaselst at usr eport

Status report templates and error string templates are configured as UTF-8. Templates containing
Unicode characters that cannot be mapped to the UCS2 character set are rejected.

Note: If a template that contains characters that are not part of the GSM 7-bit default alphabet is
provisioned, the phase 1 status report will be encoded in UCS2, implying a maximum length of 70
characters.
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18.4.6.1 Controlling Phase 1 Status Reports

Phase 1 status reports are triggered when the SMSC recognises MO tags. The SMSC scans the received
MO message to find a tag at the beginning of the message (usually starting with * <TAG>#). The tag
must be in GSM 7-bit format. UCS2 format tags cannot be recognized.

The exact value of <TAG> is configured in the st r i ng attribute of the not ag entity in the semi-static
configuration file. The f unct i on attribute for requesting a phase 1 status report is phaselstatusreport.

For example, the following line from a RTR semi-static configuration file has the effect that messages
beginning with * SR# trigger the generation of a status report:

<nmotag string="*SR#" function="phaselstatusreport"/>

If a phase 2 MO message requests both a phase 1 and a phase 2 status report, the configuration
parameter phaselst at usr epor t overr ul es determines whether a phase 1 or a phase 2 status
report is returned.

Use the configuration parameter f or cest at usr epor t f or dr oppednonessage to force the RTR
to always generate a phase 1 status report when an MO message was accepted but had to be dropped
later, even if the message did not request it.

Note: The RTR only supports f or cest at usr eport f or dr oppednonessage for MO-MT routing.

18.4.7 MAP Phase Negotiation

For outgoing MT messages, the RTR supports negotiation of the MAP phase. The initial MAP phase
that the RTR uses in negotiation can be set per mobile network entity in the MGR.

18.4.8 MAP Phase Optimization

When the property snmsPr opEnabl eMapPhaseOpt i i sat i on is true (default configuration), the
RTR will send SRI-SM to the HLR and MtForwardSM messages to the MSC using MAP phase 1
whenever possible.

For the SRI-SM to the HLR the RTR would use MAP phase 1 under the following conditions:

¢ Optimised MT delivery (controlled primarily through smsPropOptimisedMtDelivery, but also
through an application's corresponding flag and in some cases hardcoded to off) is off for the
message.

* The preferred MAP phase is 2.

* The RTR does not intend to update (reportSmDeliveryStatus) the HLR about delivery failure for
this message, or that feature is globally disabled (smsPropEnableHIrUpdates). The value of the
message-specific flag is only set if the routing path does not involve storage, and not for MO
messages.

For the MtForwardSM to the MSC the RTR would use MAP phase 1 under the following conditions:

¢ the message is delivered to/through an MSC

e TP-MTI is SMS-DELIVER

e TP-MMS is set (i.e. NO more-messages-to-send)
e TP-SRIis false

e TP-UDHI is false

e TP-RP is false
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e TP_DCSis0
e TP-PID is in range of 0-63

18.4.9 TCAP Segmentation for Outgoing MTFSM

TCAP segmentation is the process in which the message information is transferred not as a single
TCAP message but is split into two parts, TCAP Dialogue setup and TCAP components (with MAP
data) exchange. TCAP segmentation is not supported in case of MAP phase 1.

RTR performs TCAP Segmentation of outgoing MTFSM and MT Status Report based on the following
conditions:

1. If SCCP length is more than the value configured in semi-static parameter
sccpMaxPdulLengt hFor TcapSegnent at i on, then TCAP Segmentation shall be performed. For
more details, please refer section sccpmaxpdulengthfortcapsegmentation.

2. TCAP segmentation can also be done based on the MTFSM user data length in bytes.

The RTR will do TCAP segmentation based on the following configurations:

1. If the terminating network matches one of the configured network, TCAP segmentation will be
performed when MT-FSM user data length is equal to or greater than the minimum of the value
configured for the semi-static parameter rtrmaxuserdatalengthfortcapsegmentation and the
configured value of MTFSM Max User Data Length for TCAP Segmentation in the matching
network (refer to point 19 of section 7.3 in the MGR OM for more details of this field).

2. If the terminating network does not match one of the configured network, TCAP segmentation
will be performed when the MT-FSM user data length is equal to or greater than the value
configured for the semi-static parameter rtrmaxuserdatalengthfortcapsegmentation. In this scenario,
if the value configured for the parameter r t r maxuser dat al engt hf ort capsegnent at i on
is 141, then no TCAP segmentation will be performed.

3. If the semi-static parameter rtrmaxuserdatalengthfortcapsegmentation is configured as "0", then
TCAP segmentation will always occur irrespective of the network matching.

Note:

1. User data length in octets will includes both TP_UDL and TP_UDH.
2. In case of GSM7 encoding:

a. Received TP_UDL represents number of characters

b. RTR will convert TP_UDL from number of characters to number of octets and then
compare it against the configured value of
rtrmaxuser dat al engt hf ort capsegnent at i on and/or MTFSM Max User Data
Length for TCAP Segmentation in the matching network.

3. In case of GSM8 and UCS2 encoding;:

a. Received TP_UDL will represent number of bytes so TP_UDL will directly be compared
with the configured value of r t r maxuser dat al engt hf or t capsegnent at i onand/or
MTFSM Max User Data Length for TCAP Segmentation in the matching terminating
network.

The RTR performs TCAP segmentation when the message is delivered using the MAP phase 2 or MAP
phase 2+.
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When the MAP phase optimization is applied, the RTR will send MT-FSM using MAP phase 1, then
TCAP segmentation will not happen irrespective of value of the parameter

nmobNet wor kMaxUser Dat aLengt hFor TcapSegnment at i on and semi-static parameter
rtrmaxuser dat al engt hf ort capsegment at i on. Please refer to section MAP Phase Optimization
for more information about the MAP phase optimization.

TCAP Segmentation for Outgoing MTFSM and MT Status Report will be determined based on the
following priority order:

1. Based on the value of sccpMaxPduLengt hFor TcapSegnent ati on.

2. Based on the value of the semi-static parameterr t r naxuser dat al engt hf or t capsegment at i on
and the value of MTFSM Max User Data Length for TCAP Segmentation in the configured
network as explained in point 2 above.

18.5 Prepaid Triggers
This section describes the RTR's support for CAMEL primitives. For detailed information about prepaid
charging, refer to the PBC Operator Manual.

Note: For incoming MO messages, CAMEL charging occurs only after all MOX rule processing is
complete. Therefore, the MOX rule for the PBC should be provisioned as the lowest priority MOX
rule.

18.5.1 CAMEL Phase 2 Operations

In conjunction with the PBC, the RTR supports the following the CAMEL Phase 2 primitives:
¢ CAP-InitialDp
* CAP-ContinueSms

Refer to the PBC Operator Manual for more information about these CAMEL operations.

18.5.2 CAMEL Phase 3 Operations

In conjunction with the PBC, the RTR supports the following CAMEL Phase 3 primitives:

* CAP-InitialDpSms

¢ CAP-RequestReportSmsEvent

¢ CAP-FurnishChargingInfoSms (optional)
¢ CAP-ContinueSms

e CAP-ReleaseSms

* CAP-ReportSms [0-smsSubmitted]

e CAP-ReportSms [o-smsFailure]

Refer to the PBC Operator Manual for more information about these CAMEL operations.
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18.6 Graceful Start Up and Shutdown

To support graceful start up and shutdown of the RTR, the RTR should be associated with a unique
virtual point code.

18.6.1 Start Up

When the RTR process starts, it must first be configured. During configuration, the RTR should not
receive any requests from the GSM network or from applications.

To prevent the S57 network from sending requests to the RTR during its configuration, the RTR sends
signals to the SS7 network, indicating that its virtual point code is unavailable. If the network ignores
the signals and sends requests to the RTR, the RTR will discard them.

18.6.2 Shutdown

When the RTR process shuts down, it should reject any new request from the SS7 network and from
applications. However, it should attempt to complete all pending requests.

To prevent the SS7 network from sending requests to the RTR during its shutdown, the RTR sends
signals to the SS7 network, indicating that its virtual point code is unavailable.

18.7 Configuration Basics

Note: This section is obsolete and scheduled for removal.
A RTR is associated with the following addresses:

* Specific SPC (signalling point code)
e Virtual SPC
e Specific GT (global title)

To enable the RTR to interact with other SS7 entities, the entities must be defined in its configuration.

18.7.1 SPC Addressing

Each SS7 entity that the RTR accesses using SPC addressing has an entry in the RTR’s MTP destination
table. This entry specifies the name and SPC of the SS7 entity.

The MTP destination table entry is linked to one or more entries in the MTP route table. Each entry
specifies detailed information about a possible route to reach the SS7 entry.

18.7.2 GT Addressing

SS7 entities that the RTR accesses using GT addressing do not have to be configured. However, the
STPs to which the RTR forwards GT-addressed traffic must be configured.
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Each STP requires an entry in the MTP destination table and in the MTP route table. Each STP also
requires an entry in the SCCP STP table. This entry specifies how the RTR should distribute
GT-addressed traffic over the STPs.

18.7.3 Adjacents and Non-Adjacents

The RTR can connect to SS7 entities through a direct physical connection or through other SS7 entities.
Directly connected SS7 entities are called adjacents, while indirectly connected entities are called
non-adjacents.

In the following example, entities 1 and 2 are adjacents. Entities 3, 4, and 5 are non-adjacents.

e S

SS57 Entity 1 SS57 Entity 2 I

- —

S57 Entity 3

-

o S

SST Entity 4 SST Entity 5 I

Figure 71: Adjacents and non-adjacents

The physical connection to an adjacent consists of one or more E1 trunks, each of which comprises 32
timeslots. Each timeslot can transfer 64 Kbit per second in both directions (full duplex). Timeslot 0 is
always used for synchronisation. Each remaining timeslot can be used for speech or signalling.

In the case of narrowband links, each timeslot that conveys signalling data maps to a single link. When
using high speed link, all timeslots of an E1 trunk (excluding timeslot 1 and timeslot 16) map to a
single link.

18.7.3.1 Links Between Adjacents and the Router

All the links between an adjacent and the RTR are organised into a linkset. Each link in a linkset is
associated with a unique signalling link code (SLC). The range of values for the SLC is 0-15. Therefore,
the number of links in a linkset cannot exceed 16.

Each linkset has an entry in the RTR’s MTP linkset table. This entry specifies the adjacent by referring
to an SS7 entity defined in the MTP destination table.

Each subordinate link has an entry in the MTP link table. This entry specifies:

e Which E1 trunk to use for the link
¢ Which timeslot maps to the link
e The SLC of the link
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18.7.3.2 Configuring Adjacents on the Router

In the RTR’s semi-static configuration file, you must configure adest i nat i on entity for each adjacent.
Normally, the adjacent will be an STP; however, an adjacent can also be an SS7 node running a MAP
application (e.g. SMSC).

The main attributes of the dest i nat i on entity are:

* nhane
* type (stp, msc, hlr, or smsc)
* poi ntcode

The dest i nat i on entity has a subordinate entity, r out e. Each dest i nat i on entity can have zero
or more r out e entities.

Each r out e entity specifies a path to reach the destination by making a reference to an entity that
provides a path to the destination. Entities that can be referenced are:

e |inkset
e nBuasgp
e nBuaas

When the RTR maintains an MTP linkset with an adjacent, the dest i nat i on entity must have a
subordinate entity called | i nkset that specifies the linkset name (if no name is specified, it defaults
to the superordinate’s name).

18.7.3.3 Configuring Non-Adjacents on the Router

In the RTR’s semi-static configuration file, you must configure a dest i nat i on entity for each
non-adjacent in which the RTR terminates messages. Normally, the RTR will only terminate messages
in non-adjacent SS7 nodes running a MAP application (e.g. SMSC).

The main attributes of the dest i nat i on entity are:

®* nane
* type (stp, msc, hlr, or smsc)
* poi nt code

The dest i nat i on entity has a subordinate entity, r out e. Each dest i nat i on entity can have zero
or more r out e entities.

Each r out e entity specifies a path to reach the destination by making a reference to an entity that
provides a path to the destination. Entities that can be referenced are:

e |inkset
e nBuasgp
e nBuaas

18.7.3.4 Advanced Destination Configuration

The dest i nati on entity’s optional t hr oughput attribute defines a threshold (maximum number
of MTP user messages per second) to restrict the number of MTP user messages that the RTR terminates
on the MTP destination. When the throughput is exceeded, the RTR silently discards MTP user messages
for the MTP destination until the start of a new second.
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The t hr oughput attribute can be between 0-10000, where 0 indicates that no maximum is imposed
for the throughput (this is the default).

When the t hr oughput setting is applied to a destination that is defined as an STP, the number of
messages that are terminated on the STP’s point code are restricted.

18.7.3.5 Advanced Route Configuration

The route entity has the following optional attributes:

Attribute Description Valid Default
Values
throughput Defines a threshold (maximum number of MTP user | 0-65535 0
messages per second) to restrict the number of MTP
user messages that the RTR terminates on the MTP
destination. When the throughput is exceeded, the
RTR does not use the MTP destination until the start
of a new second.
priority Sets the priority for the route, allowing for the 0-7 0
configuration of preferred routes. Lower priority
routes will only be used when the higher priority
routes are not available.
weight Sets the weight for a route. When more than one route | 0-100 0
has the same priority, the RTR shares the load equally
among the routes by default. The wei ght attribute
allows for adjustment of the load sharing.
For example, in the following configuration:
STP-A STP-B STP-C
PC=234 | PC=235 PC=236
—
MSC-X
PC=212
e
Figure 72: Advanced route configuration
With the following configuration file:
<desti nati on name="STP- A" type="stp" poi ntcode="234">
<l i nkset >
<l'inkset />
</ desti nati on>
<destinati on nanme="STP-B" type="stp" poi nt code="235">
<l i nkset >
Release 17.4 Revision A, February 2019 367



RTR Operator Manual PLMN Interface (SS7?)

<li nkset/>

</ desti nati on>

<desti nati on name="STP-B" type="stp" poi ntcode="236">
<li nkset >

<linkset/>

</ desti nati on>

<destinati on name="MsC- X" type="nsc" poi ntcode="212">
<route |inkset="STP-A" priority="7" throughput="100"/>
<route |inkset="STP-B" priority="0" weight="3">
<route |inkset="STP-C' priority="0" weight="1"/>

</ desti nati on>

When the RTR sends messages to MSC-X, it will attempt to use STP-A, if possible. The route through
STP-A will not convey more than 100 messages per second. When STP-A is not available, the RTR will
use STP-B and STP-C. The RTR will send STP-B 75percent of the traffic and will send STP-C 25 percent
of the traffic.

18.8 Global Title Translations

Use the RTR's global title translation (GTT) function to manipulate the SCCP called party address in
outgoing UDTs.

The GTT function can filter on the following fields:

* GT nature of address indicator (only works for Home Routing, hard-coded for all other message
paths)

¢ GT numbering plan (only works for Home Routing, hard-coded for all other message paths. If not
specified, all numbering plans apply.)

* GT address digits (wildcards allowed)

The GTT function can change to the following fields:

¢ National use bit

* Routing indicator

¢ GT indicator

¢ Point code

* Subsystem number

¢ GT translation type

* GT nature of address indication

* GT address digits (wildcard allowed, provided that the related field in filter is a wildcard)
* MTP destination to which to route UDT (if not specified, UDT will be routed to an STP)

Note: The GTT function may also refer to a SCCP load share set containing one or more member
entities, each of which is associated with a MTP destination (refer SCCP Load Balancing ) . In this case
the GTT function cannot change the Point code or the MTP destination directly, but only through the
SCCP load balancing mechanism; the load balancing mechanism selects a particular member from the
load share set and provides the corresponding Destination Point code and optionally the Subsystem
number as output of the GTT function.

There are two types of GTT rules:
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¢ Exactly matching rules—To match, the E164 address that identifies the destination should equal
the translation rule’s address.

¢ Wildcard rules—The address is specified as a number of digits, followed by an asterisk (*). To
match, the E164 address that identifies the destination must begin with the digits of the wildcard
rule.

If multiple rules apply:

¢ Exactly matching rules take precedence over wildcard rules.
* Among wildcard rules, the rule containing the most digits takes precedence.

If there is no GTT rule configured and the outgoing traffic is routed via configured "STP" or nt p
destinations, the router will not be aware of the destination point code, so in transaction, CDRs and
event logs will not have the destination point code.

Note: If the GTT rule is configured and applied in the outgoing route, CDRs and event logs will
contain the destination point code.

18.8.1 SCCP Load Balancing

While routing messages to the SS7 network, the RTR can load balance the outgoing SCCP traffic over
multiple MTP destinations, if those destinations are configured as the members of one or more load
share sets that are referenced by the GTT rule(s) matching the outgoing messages. Refer to
sccploadshareset Entity and member Entity for descriptions of the relevant semi-static configuration
attributes. Refer to Appendix G.2 for a sample configuration of a load share set and its member
destinations.

Note: The RTR also performs GTT on incoming SCCP UDTs if the Routing Indicator in the Calling
Party Address is set to 'route on GT' (0), because the Calling Party Address of a received message can
be later used as the Called Party Address while sending back the corresponding response message.
However in this scenario the RTR does not use the SCCP load balancing mechanism even if a load
share set is referenced by the matching GTT rule; instead it always selects the first available member
(in terms of SNMP index) from the load share set.

Each load share set may contain up to eight members. Each member in a load share set is uniquely
associated with a MTP destination and may also optionally be assigned a Subsystem Number (SSN).
Note that either SSN can be specified for all the members belonging to a single load share set or it
cannot be specified for any member. However, in case SSN is specified for all the members of a load
share set then the SSN values may be different for different members.

Apart from the MTP destination and the SSN, each member of a load share set is also assigned a
"priority” value in the range 0-7 and a "weight" value in the range 1-100. Different members may have
different or same priority and weight assigned to them, and these values form the basis of the Load
Balancing Mechanism. The MAP Screener always selects the member having the highest priority value
in a load share set, and in case there are more than one members having the highest priority value
then the load sharing is done based on the respective weights of those members.

Once a member is selected from a load share set as per the load sharing mechanism, the corresponding
MTP destination's point code and the SSN assigned to the member (if any) are considered as the output
of the matching GTT rule that referenced the load share set. In case no SSN is assigned to the member
but an output SSN is configured for the GTT rule itself, then the latter is taken as part of the output.

Important: Although the system allows to configure the SSN values '0' and '1' for a load share set
member, it is strongly recommended not to assign these SSN values to any member because doing so
may cause routing failures for the outgoing SCCP messages.
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18.8.1.1 Load Balancing Mechanism

The SCCP load balancing mechanism takes into account the following parameters pertaining to the
members of a load share set:

¢ Priority
e Weight
* Accessibility of the MTP destination

As mentioned above, for each load share set member a "priority" value between 0 (least urgent) and
7 (most urgent) can be specified. The "priority" value is relevant only when more than one member is
included in the load share set. By default (if not configured explicitly) the "priority" of a member is
considered as zero.

Similarly, for each load share set member a weight between 1 (least weightage) and 100 (highest
weightage) can be specified. The "weight" is relevant only when multiple members have the same
"priority" value, specifically the highest "priority" value. This is because the load balancing mechanism
is designed to select the member having the highest priority out of all the members in the 'active' state.
Butin case there are more than one members having the highest "priority" value then the load balancing
mechanism has to distribute the traffic load among these members according to the ratio of their
respective weights.

Apart from the "priority" and "weight", the load balancing mechanism also considers the accessibility
of the load share set members before selecting a particular member. The accessibility status of a member
at any given point in time depends upon the following events or factors:

o If the MTP destination associated with a member becomes inaccessible, e.g. either due to the S57
links or routes at the MTP3/M3UA layer getting disconnected or due to the reception of a
MTP3/M3UA management message indicating the unavailability of the destination endpoint, then
the member is also considered as inaccessible. In this case the member is again considered as
accessible only when the MTP destination becomes accessible.

 If a specific MTP3/M3UA management message called "User Part Unavailable" or "Destination
User Part Unavailable" is received indicating that the SCCP layer at a certain destination node is
not accessible, then the member corresponding to that destination is also considered as inaccessible.
In this case the member is again considered as accessible when a valid SCCP message (UDT or
XUDT) is received from the concerned destination node. However, in case the above MTP3/M3UA
management message indicates that the SCCP layer is not even present at a certain destination
node ("unequipped remote user"), then the member corresponding to that destination is considered
as permanently inaccessible.

e If an SCCP management message is received indicating that the remote subsystem at a certain
destination node has been "prohibited" from carrying traffic or it is congested, then the member
corresponding to that destination is considered as inaccessible. In such a case the member would
again be considered as accessible only when another SCCP management message is received
indicating that the concerned remote subsystem at the destination node is operational and available
for carrying traffic.

e Ifan SCCP error message (UDTS) is received from a certain destination point-code with any of the
below return cause, then there is no impact on the accessibility status of the member corresponding
to that destination:

e 00O0OOO0OO0OOO (0x00) "no translation for an address of such nature'
0 01 (0x01) "no translation for this specific address'
111

(0x07) 'wunqualified

000O0O
e 000O0OC
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However, if an SCCP error message is received from a certain destination point-code with the
return causes excluding the one mentioned above, then the member corresponding to that destination
is considered as inaccessible In such a case the member would again be considered as accessible
when a valid SCCP message (UDT or XUDT) is received from the concerned destination node.

Note: The RTRs do not support/process incoming XUDTS messages, because they never send out
any XUDT. Hence, it will not impact on the accessibility status of the member.

Note that a load share set member's operational state, as indicated by the SNMP object
sccpLoadShareSetMemberOperationalState , can also be used to check its accessibility status. The
following table describes the possible operational states of a member:

Operational State Description

adminDisabled The load share set member is currently deactivated; hence this
member is not considered for the load balancing mechanism.

inaccessible The load share set member's destination is currently inaccessible;
hence this member is not selected by the load balancing mechanism
(irrespective of its "priority" and "weight") till it becomes accessible
again.

accessible The load share set member's destination is currently accessible; hence
this member is available for selection by the load balancing
mechanism.

The number of outgoing SCCP messages sent to a particular load share set member's destination can
be checked by accessing the SNMP counter sccpLoadShareSetMemberTxCounter. Note that this counter
is incremented only when the load balancing mechanism is actually applied for selecting a member,
as opposed to the scenario in which the RTR simply selects the first accessible member of the load
share set (i.e. while performing GTT on the Calling Party Address of an incoming message).

The load balancing mechanism for a given load share set is initially set up when the set is activated
for the first time. Subsequently, if the load share set gets deactivated and then activated again, then
the load balancing mechanism is set up afresh. It is also re-evaluated every time a load share set
member gets activated or deactivated.

Note:

In order to change the priority, weight, MTP destination, or SSN assigned to a load share set member,
it is required to first deactivate the member; once the necessary configuration change is done, the
member can be re-activated.

18.8.1.2 Load Balancing Examples
Equal Priority, Equal Weights
Consider the following scenario:

e 8load share set members

e All members have priority ‘3" and weight ‘1’

* Traffic throughput of 600 messages per second.

* Traffic duration is 60 seconds (total of 36,000 messages)

In this case each members will receive 36000/8 = 4500 messages (appx.).
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Equal Priority, Mixed Weights

Consider the following scenario:

* 2]oad share set members with both having priority ‘5’
* One member having weight ‘60’

¢ The other member having weight ‘40’

» Traffic throughput of 600 messages per second.

* Traffic duration is 60 seconds (total of 36,000 messages)

Member having weight ‘60" will receive 36000 * 60 / (60 + 40) = 21600 messages (appX.).
Member having weight ‘40" will receive 36000 * 40 / (60 + 40) = 14400 messages (appX.).
Note: It has been assumed that the GTT rule is applied only once for all the messages.

18.8.1.3 Limitation of SCCP Load Balancing

The SCCP load balancing mechanism does not work correctly under the following scenarios, in which
the RTR performs GTT on a destination address and then the same destination address is later used
repeatedly without any further translation for sending out a large number of messages:

* Routing outbound MO messages to a pre-configured SMSC that is associated with a matching
MOR rule. In this scenario, GTT is performed only at the time of configuring the SMSC address
and activating the SMSC.

¢ Sending multiple outbound messages using the same TCAP dialogue in the case of MT-MT, AO-MT,
SIPO-MT, SIPT-MT or MO-MT routing. In this scenario, GTT is performed only once at the time
of creating the outbound TCAP dialogue. Note that the GTT is also applied on the Calling Party
Address of each received PDU (i.e. TCAP-Continue). As already mentioned, on each such occasion
the first accessible member of the load share set is selected (i.e. the load balancing mechanism is
not used).

In both the above scenarios the sccpLoadShar eSet Merrber TxCount er is incremented only at the
beginning, i.e. when the GTT is actually performed and the load balancing mechanism is applied.

18.9 Japanese Mobile Number Portability Support

The RTR supports a configurable Mobile Number Portability (MNP) functionality for specific Japanese
network(s). As part of this functionality, the RTR performs customized processing and routing for
messages originated from or destined to subscribers belonging to a different Japanese Mobile Network
Operator (MNO). Additionally, the RTR performs special processing and routing for messages
originated from or destined to international subscribers as well.

The Japanese MNP functionality in the RTR can be enabled or disabled through the semi-static
configuration parameter enablejapanesemnp. By default this parameter is set to FALSE, to maintain
backwards compatibility.

18.9.1 Overview of Japanese MNP

If the Japanese MNP functionality is enabled, the RTR needs to determine whether the recipient of an
incoming message or SRI-SM Request is a ported subscriber (i.e. belonging to a different Japanese
network). For this purpose the RTR first sends a SRI-SM Request towards a special network element
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called the Flexible Number Register (FNR) in the HPLMN; this initial SRI-SM Request contains the
recipient number of the incoming message or SRI-SM (provided the recipient is neither an application
nor an MSISDN representing a ported application).

Note that in case the recipient number is an international number, then the initial SRI-SM needs to be
eventually routed to the HLR in the destination (international) network via an International SMS Hub;
this can be accomplished by configuring suitable GTT rules with specific prefixes, which would be
applied on the outgoing SCCP CdPA.

The IMSI contained in the response to the initial SRI-SM mentioned above controls the subsequent
processing in the RTR. If the recipient is a local subscriber or an international subscriber, then the
actual IMSI of the recipient would be received in the SRI-SM Response. However, if the recipient is a
ported subscriber then a Generated IMSI (GIMSI) would be received in the SRI-SM Response. The
GIMSI is basically a "fake" IMSI that cannot be used for actual MT message delivery, but its MNC and
MSIN portions are used by the RTR in order to determine the other Japanese network (if any) to which
a subsequent SRI-SM Request would need to be sent.

Using the IMSI (actual or generated) received in the initial SRI-SM Response and, optionally, a prefix
string consisting of the first five digits of the CdPA GT address of an incoming SRI-SM Request, the

RTR performs a search on a set of pre-configured records in a table. The data in this table (henceforth
referred to as the "MNP table") are configured using the MGR GUI (refer to Section 4.16 of the MGR
Operator Manual for details).

The search is considered successful if a matching record is found in the MNP table corresponding to
the recipient IMSI and (optionally) the CdPA Prefix received in an incoming SRI-SM. In case multiple
matching records containing a common "IMSI prefix" (i.e. a partial string of IMSI digits followed by

the wildcard character *') are found, then the record having the longest matching IMSI prefix is selected.

From the matching record, the RTR finds out the nature of the subsequent processing action to be
taken.

The following table describes the different Japanese MNP Actions that can be configured using the
MGR GUL

MNP Action |Description

Accept Indicates that the recipient of the message is not a ported subscriber, i.e. the recipient
either belongs to the HPLMN or is an international number. In this case, no further
processing related to number portability is required, hence RTR should continue
with its normal functionality in order to deliver the message.

Forward Indicates that the recipient of the message is a ported subscriber. In this case it is
required to send a second SRI-SM Request or forward the received SRI-SM Request
towards another operator's network, in order to determine the actual destination
network for the delivery of the message. A special prefix (string of digits) needs to
be inserted before the outgoing CdPA GT address of the second SRI-SM; this prefix
is also obtained from the matching MNP table record.

Discard Indicates that the message should be discarded with a permanent error.

In case the search in the MNP table is not successful, then the nature of the subsequent RTR processing
is determined by the semi-static parameter defaultactionwhennotfoundinmnptable.

The Japanese MNP functionality mainly impacts the routing paths mentioned below:

¢ MO-MT
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e MO-MT-Store
e MO-Store-MT
e AO-MT

e AO-MT-Store

e AO-Store-MT

e SIPO-MT

e SIPO-MT-Store
e SIPO-Store-MT
e MT-MT (Home-routed)
e MT-Store-MT

e SIPT-MT

The following sub-sections briefly describe the customized processing and routing performed by the
RTR for supporting Japanese MNP w.r.t. the above routing paths.

Note: Depending on the Japanese MNP Action and the routing path applied on a message (or on an
incoming SRI-SM Request), the performance of the RTR may be impacted due to the additional
processing.

18.9.2 Japanese MNP Processing For Incoming MO, AO and SIPO Messages

Japanese MNP is applicable on incoming MO/AQO/SIPO messages only when the recipient number
is an MSISDN that does not represent a ported application.

¢ If the semi-static parameter enablejapanesemnyp is set to "true" and if Early SRI-SM Request for
Recipient (B-number) is enabled, then the RTR sends an SRI-SM with the recipient MSISDN and
with high priority (i.e. sm-RP-PRI set as 1) towards the local HLR/FNR or the International SMS
Hub for retrieving the recipient IMSI and the destination MSC address (if available).

¢ Using the IMSI received in the SRI-SM Response, the RTR performs a look-up on the configured
MNP table.

* In case of a successful match in the MNP table, the RTR determines the Action from the matching
record. Otherwise the RTR uses the semi-static parameter defaultactionwhennotfoundinmnptable to
determine the MNP Action.

¢ If the MNP Action is Discard, the received message is considered to be failed, and is rejected by
the RTR. For other MNP Actions no additional processing is performed at this point.

Note: In case the MNP Action is Forward, then the second SRI-SM Request is initiated later, i.e. during
the outgoing MT delivery of the message.

Note: If the semi-static parameter enablejapanesemnp is set to "true" and if Early SRI-SM Request for
Recipient (B-number) is enabled and the MNP action is Forward, then recipient IMSI condition is only
applicable with IMSI list in the MOR rule (i.e. MGR->Routing rules->MOR->Recipient = List of IMSI).

Note: If the semi-static parameter enablejapanesemnp is set to "true" and if Early SRI-SM Request for
Recipient (B-number) is enabled and the MNP action is Accept for concatenated MO-MT-Store flow,
the RTR sends the early SRI-SM request for recipient for the first segment only and it does not send
the early SRI-SM request for the second segment.
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18.9.3 Japanese MNP Processing While Delivering Outgoing MT Messages

If the semi-static parameter enablejapanesemnp is set to "true", then the RTR performs the following
processing steps while delivering an outgoing MT message, either as FDA or through a retry from the
AMS.

Note: The following steps are relevant for MT short messages only and not for MT status reports,
because MT status reports are always sent to originating subscribers of MO messages, i.e. local
subscribers.

¢ If the outgoing MT message is being retried from the AMS, the RTR first sends a SRI-SM Request
towards the local HLR/FNR or the International SMS Hub for retrieving the recipient IMSI and
the destination MSC address, as described in the previous section.

* Using the IMSI received in the SRI-SM response the RTR performs a look-up on the configured
MNP table and eventually determines the MNP action, as described in the previous section.

Note: The above two steps are not required while trying to deliver a message through FDA, since
they are already performed while processing the incoming message (refer to the previous section).

¢ If the MNP action is found to be Accept, the recipient is considered to be either a local subscriber
or an international subscriber. RTR uses the received IMSI and MSC address during the first SRI-SM
request for the delivery of the message.

* If the MNP Action is found to be Discard, then the received message is considered as failed and
the RTR sends back a permanent error for the recipient to the AMS. This would cause all the
messages stored for the same recipient to be deleted from the AMS.

¢ If the MNP action is found to be Forward, the recipient is considered to be a ported subscriber.
Hence the RTR issues a second SRI-SM with high priority (i.e. sm-RP-PRI set as 1) and the SCCP
CdPA being populated as follows (before GTT):

* CdPA GT address = <Forward Prefix in the matching MNP table record><MSIN>;,
* Subsystem Number = 6;,

e Nature of Address Indicator = 0x03;,

¢ TT = Value of the semi-static parameter cdpattforjapanesemnp;

* If the semi-static parameter enablegprssupportindicatorfordomestichlrqueryonly is set to true, the RTR
will not add GPRS Support Indicator in the second SRI-SM request. Otherwise, the inclusion of
GPRS Support Indicator in SRI-SM will be based on the parameter
gpr ssuppor ti ndi cat orforsrisnrequest.

* Recipient IMSI and MSC address received in the second SRI-SM Response are used for the actual
delivery of the message to the recipient.

Note: If the Copy To Phone (CPY), Forward To Phone (FWD) or Auto-Reply (ARP) personalized
service(s) is activated on the recipient subscriber of an outgoing MT message, then the RTR does not
perform any lookup on the MNP table while delivering the copied message or forwarded message or
auto-reply message. In such cases it is assumed that the recipients of such service-specific messages
will always be local subscribers only.

Note: If the semi-static parameter enablejapanesemnyp is set to "true" and if Early SRI-SM Request for
Recipient (B-number) is enabled and MNP action is forward, then the recipient IMSI condition is only
applicable with IMSI list in MT rule (i.e. MGR->Routing rules->MTOR->Recipient = List of IMSI).
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18.9.4 Japanese MNP Processing For Incoming SRI-SM And Home-routed MT Messages

If the semi-static parameter enablejapanesemnp is set to "true", then the RTR performs the following
processing steps for incoming SRI-SM Requests and home-routed MT-FSM messages.

¢ If an incoming SRI-SM request is received with the Nature of Address Indicator in the CdPA set
as 0x03 (National), then the RTR extracts the CdPA prefix from the received CdPA GT address.
First five digits of the GT address are considered to be the CdPA prefix. This extracted CdPA prefix
is later used by the RTR for the look-up in the Japanese MNP table.

Note: If the RTR receives a SRI-SM request with the Nature of Address Indicator in CdPA set
as0x04 ("International"), then the RTR transparently forwards it to the International SMS Hub,
using the same CgPA, TCAP transaction_id and dialogue as in the incoming request. Thus the
behaviour of the RTR in this case is similar to its behaviour when the SRI-SM Request (SRIQ) Rule's
routing action is set to Have HLR respond to SMSC directly.

¢ If the SRIQ rule's routing action is Send to HLR, the RTR sends an SRI-SM with the recipient
MSISDN and with high priority (i.e. sm-RP-PRI set as 1) to the local HLR/FNR.

Note: If the SRIQ rule's routing action is different from Send to HLR, then the RTR does not
perform any further processing related to Japanese MNP and continues with the normal
functionality.

¢ The RTR performs lookup on the MNP table using the IMSI returned in response to the above
SRI-SM, and the CdPA Prefix extracted from the incoming SRI-SM.

* In case of successful match in the Japanese MNP table, the configured Action determines how the
message is going to be handled. In case no Japanese MNP record matches, the semi-static parameter
defaultactionwhennotfoundinmnptable determines the MNP Action.

¢ If the MNP action is found to be Accept and the SRI-SM Response (SRIP) Rule's routing action is
Home Routing, then the RTR returns an SRI-SM Ack. with either a Scrambled IMSI or the actual
IMSI (of the recipient) and RTR's own GT address to the originating SMSC.

Note: If the SRIP rule's routing action is different from Home Routing then the RTR does not
perform any further processing related to Japanese MNP and continues with the normal
functionality.

¢ If the MNP Action is found to be Discard, the RTR sends back a failure response to the external
SMSC. For the purpose of sending this Nack. to the SMSC, the RTR treats the "discard" MNP action
as an "unknown subscriber" error received in response to its outgoing SRI-SM Request.

¢ If the MNP action is found to be Forward, it means that the recipient subscriber does not belong
to the HPLMN. In such a case trying to home-route the (subsequent) MT-FSM is not logically
justified. Hence in this case the RTR forwards the SRI-SM using the same CgPA, TCAP transaction_id
and dialogue as in the original incoming request. However the CdPA of the forwarded SRI-SM is
modified as follows:

CdPA GT address = <Forward Prefix in the matching MNP table record><MSIN>;
Subsystem Number = 6;

Nature of Address Indicator = 0x03;

TT = Value of the semi-static parameter cdpattforjapanesemnp.

Since the SRI-SM Response will be directly routed to the external SMSC, the RTR has no further role
to play in the above scenario.
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Note: In case home-routing is performed, the RTR executes its normal functionality upon receiving
the incoming MT-FSM. However, if the home-routed MT-FSM gets stored in the AMS (i.e. due to the
MTIR Rule routing action being Store for Delivery to MS), then during the subsequent retry from the
AMS no further lookup is performed by the RTR in the MNP table, since it has already confirmed that
the recipient subscriber belongs to the HPLMN and the MNP Action is Accept.

18.9.5 Japanese MNP Processing When Delivery is Attempted From AMS

This section describes the Japanese MNP processing for both segmented and non-segmented messages,
when delivery is attempted from AMS. There are two scenarios where delivery is attempted from
store:

e MO-Store-MT
e AO-Store-MT

The following sub-sections will focus on the details of these scenarios and their exceptions.

18.9.5.1 MO-Store-MT Routing

Case: MO-Store-MT with MMS disabled:

In this scenario, the MOFSM messages will be stored in the AMS and the AMS will request the RTR
to deliver the MT messages with MMS disabled.

The following points need to be considered for this scenario:

¢ If "Early SRI-SM for MO/SM" is enabled, then for each MOFSM, the RTR will perform the SRI-SM
but never store the SRISM result.

e When the MTFSM delivery is attempted from AMS with TP-MMS=1 that is, no more messages are
waiting for the MS in the SC, the RTR will perform another SRI-SM because the RTR does not store
the SRISM response received during Early-SRISM.

* If the MNP action is evaluated as accept, the RTR will deliver the MTFSM.

¢ If the MNP action is evaluated as forward, the RTR will perform another SRISM to get the actual
IMSI and then the RTR will deliver the MTFSM.

The figure describes the forward scenario, with two MOFSM messages received by the RTR.

Release 17.4 Revision A, February 2019 377



RTR Operator Manual PLMN Interface (SS7?)

MSC Lithium SM5C HLR 5B HLR other JP Operator  Dest MSC

1. MO-FSh

k

2. Early SRISM (B)_

3. 5RISM ACK

-

Store SMS
Message in AMS

4 hi0- PSS AC K

-

Delivery Attempt
from AMS

& SRISM(E)

L

G SRISMW ACHK

F

7. SRISMIE

L 2

. SRISM ACK (B

F 3

9. MT-F Sk {no RSy

11. Earby SRI1SM iE

12, S5RISM ACK

-

Store SMS
Message in AMS
13 MT-FShACK {TCAP END)
14 MO-FSMACK [

i 2

10. MA3-FS

L

Delivery Attempt
from AMS

15, SRISM (B

-

_ 16, 5RISh ACK

-

17. SRISM (B

L 2

12, SRISMW ACK (B

I 3

19, MT-F S ino MBS

0. hT-FShi ACK QTCAF END)

-

Figure 73: MO-Store-MT Scenario with MMS Disabled

Case: MO-Store-MT with MMS enabled:

In this scenario, a segmented MOFSM message will be stored in AMS and AMS will request RTR to
deliver the MT messages with MMS enabled.

The following points need to be considered for this scenario:
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e If "Early SRI-SM for MO/SM" is enabled, then for each segment of MOFSM message, RTR will
perform individual SRI-SM but never store the SRISM result.

* When MTFSM delivery is attempted from AMS with TP-MMS=0 that is, more messages are waiting
for the MS in the SC, the RTR will perform another SRI-SM as RTR doesn't stores the SRISM response
received during Early-SRISM.

¢ If MNP action is evaluated as accept, RTR will deliver MTFSM.

¢ If MNP action is evaluated as forward, RTR will perform another SRISM to get the actual IMSI and
stores the SRISM response.

¢ If subsequent segmented MTFSM message delivery is attempted from AMS within 3 seconds then
RTR will not perform the SRISM as RTR will use the previously stored SRISM result and it will
deliver the message on the same TCAP dialogue.

Note: The counter mtRtgRuleAppliedCounter' will be incremented for those segments also for which
no SRISM action is performed but instead cached SRISM result is used for delivery.

The following figure describes the forward scenario:
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Figure 74: MO-Store-MT Scenario with MMS Enabled

Case: Exception in MO-Store-MT with MMS enabled:

There is one exception in this scenario where a Single MOFSM is stored in the AMS but when delivery
is attempted by AMS, the MT conversion configured in the MT Outgoing Rule causes the RTR to
segment the message in two parts.
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In this case RTR perform SRI-SM procedure for the first segment only irrespective of whether we
receive TC-End or TC-Continue for the first segment.

The following figure describes the forward scenarios:
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Figure 75: 1 Normal MO-Submit, 2 MT messages after Conversion

18.9.5.2 AO-Store-MT Routing

Case: AO-Store-MT with MMS disabled:
In this scenario, AO messages will be stored in AMS and AMS will request RTR to deliver the MT

messages with MMS disabled.

The following points need to be considered for this scenario:

e If "Early SRI-SM for AQ" is enabled, then for each AO message the RTR will perform SRI-SM but
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never store the SRISM result.

When MTFSM delivery is attempted from AMS with TP-MMS=1 that is, no more messages are
waiting for the MS in the SC, RTR will perform another SRI-SM as RTR does not store the SRISM
response received during Early-SRISM.
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e If MNP action is evaluated as accept, RTR will deliver MTFSM.
* If MNP action is evaluated as forward, RTR will perform another SRISM to get the actual IMSI and
then RTR will deliver the MTFSM.

The following figure describes the forward scenario:
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Figure 76: AO-Store-MT Scenario with MMS Disabled
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Case: AO-Store-MT with MMS enabled:

In this scenario, AO messages will be stored in AMS and AMS will request RTR to deliver the MT
messages with MMS enabled.

The following points need to be taken care for this scenario:

e If "Early SRI-SM for AO" is enabled, then for each AO message the RTR will perform SRI-SM but
never store the SRISM result.

*  When MTFSM delivery is attempted from AMS with TP-MMS=0 that is, more messages are waiting
for the MS in the SC, RTR will perform another SRI-SM as RTR does not store the SRISM response
received during Early-SRISM.

e If MNP action is evaluated as accept, RTR will deliver MTFSM.

e If MNP action is evaluated as forward, RTR will perform another SRISM to get the actual IMSI and
stores the SRISM response.

e If subsequent segmented MTFSM message delivery is attempted from AMS within 3 seconds then
RTR will not perform the SRISM as RTR will use the previously stored SRISM result and will deliver
the message on the same TCAP dialogue.

The following figure describes the forward scenario of two independent AO messages with store to
the same recipient, where AMS attempted MT delivery with MMS enabled:
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Figure 77: AO-Store-MT Scenario with MMS Enabled

Case: Exception in AO-Store-MT with MMS enabled:

There is one exception in this scenario where a single long AO message (i.e. >140 byes) is stored in
the AMS, but when delivery is attempted by AMS, 160 characters limitation in GSM 7-bit encoding
causes the RTR to segment the message in two parts.
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In this case RTR perform SRI-SM procedure for the first segment only irrespective of whether we
receive TC-End or TC-Continue for the first segment.

The following figure describes the forward scenario:
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Figure 78: 1 Long AO Submit, 2 MT Message after Conversion

18.9.5.3 Caching Scenario When Delivery Is Attempt From AMS

In this scenario, when the MTFSM delivery is attempted from AMS for a recipient, MMS is enabled
(i.e. MMS = 0), the RTR will perform SRI-SM as the RTR does not store the SRISM response received
during Early-SRISM.

If another MTESM delivery is attempted from AMS after 3+ seconds for the same recipient and MAP
transaction dialogue is open (i.e. TCAP-continue received in response of the first MTFESM), then the
RTR will again perform the SRISM as the RTR clears the previously stored SRISM result.

Note: The HLR query result will be stored for another 3 seconds only when the RTR receives the
MT-FSM ack. If the MTFSM ack has not been received and the dialog is still open, then the RTR will
not perform the new SRISM request but it will reuse the existing result instead.

The following figure describes the forward scenario:
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When the RTR receives a Report SM Delivery Status message from the SMSC, then, based on whether
the message is addressed to the RTR or not, the RTR either forwards the message based on the Recipient
number or it forwards the message as per the CdPA GTA of the message received.

1. When the RTR receives an incoming Report SM Delivery Status request, it checks if Japanese MNP
is ON. If Japanese MNP is OFF, the RTR forward the Report SM Delivery Status message to the

local HLR using CdPA GTA as the recipient number.

If Japanese MNP is ON, the RTR forwards the Report SM Delivery Status message to the local HLR

using:
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3.

a. CdPA GTA as the recipient number, CdPA TT=0x00 and CdPA NAI=0x04.

b. If the outgoing network to which the Report SM Delivery Status is being forwarded has TCAP
User Info Set, then TCAP user info is also added to the message.

The RTR receives a Report SM Delivery Status response from the HLR and sends it back to the
Originating SMSC.

a. If the incoming network has TCAP User Info Set, then TCAP user info is added to the Report
SM Delivery Status response sent back to SMSC.

Note:

1.

2.

With Japanese MNP ON, the RTR has the same behavior for handling the Report SM Delivery
Status message received from a Japanese Operator or an Overseas Operator.

The RTR also creates a valid outgoing Report SM Delivery Status message for incoming Report
SM Delivery Status message destined to an HLR, as per the MAP Phase configured in Destination
network, if any of the below conditions return true:

a. If the MGR GUI configuration option ReportSmDeliveryStatus GPRS Support Indicator
(Firewall 00 MT O Properties) is set as either ON/OFF.

b. If the option Inc. TCAP user info. is checked in the configured destination network.

For more details refer to Modification of the TCAP and MAP Portion of the Incoming Report SM Delivery
Status Message

18.9.7 Japanese MNP Processing While Sending a Report SM Delivery Status

The RTR sends a Report SM Delivery Status message to the HLR under the following scenarios,
irrespective of whether Japanese MNP is enabled or not:

1.

In case the MT-FSM delivery attempt is successful, but the HLR had earlier indicated that MWD
status flag(s) was set for the recipient subscriber (in response to the SRI-SM sent with priority, or
in the Inform-SC);

In case the MT-FSM delivery attempt is not successful and the error received is such that the MWD
status for the recipient subscriber in the HLR should be updated (e.g. absent subscriber, memory
capacity exceeded), and if the HLR has not already indicated that the relevant MWD status flag(s)
was set for the recipient.

If the semi-static parameter repstsaddgprssupportindicatorifbothmscsgsnpresent is set to true and in
the SRI-SM response both MSC and SGSN destinations are present, only then GPRS Support
Indicator will be present in the Report SM Delivery Status. The following table describes various
scenarios related to this parameter:

repstsaddgprssupportindicatorifbothmscsgsnpresent | Both MSC & GPRS Support
SGSN Presentin |Indicator in Report
SRI-SM Response | SM Delivery

Message

true yes yes

true no no

false yes yes

false no yes
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Note: In the second scenario mentioned above, the RTR does not send a Report SM Delivery Status
if the message was originally received as MO, unless there is a fallback option to the Store (AMS).

However, if the semi-static parameter enablejapanesemnp is set to "true" then the RTR performs the
following customized processing steps while sending a Report SM Delivery Status:

e The RTR first does a lookup on the Mobile Network Table based on the MCC/MNC from the
recipient IMSI. Note that the actual IMSI of the recipient is already known at this point, since it
would have been included in the preceding MT-FSM

* If a matching Network entry is found, the MNP prefix ("mobNetworkMnpPrefix") and the
Translation Type for the Fallback SRI-SM ("mobNetworkTtForFallbackSriSm") are retrieved. Note
that if the TT for the Fallback SRI-SM is not configured then by default the TT value is taken as
0x0.

Note: If a matching entry is not found in the Network table, or if the MNP prefix is not configured
in the matched entry, then the RTR does not perform any further customized processing related
to Japanese MNP and continues with its normal functionality.

The RTR sends the Report-SM-Delivery-Status message with its SCCP CdPA and CgPA being populated
(before GTT) as below for national recipient:

If the MTO modifier's field "Apply SCCP CdPA Modifier for Report SM operation" is checked and
Recipient country belongs to national (i.e. own country), the MTO modifiers will not be applied on
the SCCP called party address (CAPA) of the Report SM Delivery Status Message.

CdPA for Report SM Delivery Status will be prepared as:

e CdPA GT address = <MNP Prefix retrieved from Network Table entry><MSIN>;

¢ Subsystem Number = 6;

* Nature of Address Indicator = 0x03;

¢ TT = <Fallback SRI-SM TT retrieved from Network Table entry, default 0x0 if not found>;
* CgPA GT address = <RTR's own GT>;

¢ Subsystem Number = 8;

e Nature of Address Indicator = 0x04;

If the MTO modifier's field "Apply SCCP CdPA Modifier for Report SM operation" is checked and
Recipient country belongs to international, the MTO modifiers will be applied on the SCCP called
party address (CdPA) of the Report SM Delivery Status Message.

CdPA for Report SM Delivery Status will be prepared as:

¢ (CdPA GT address = <MTO modifier provisioned SCCP CdPA>;

* Subsystem Number = 6;

e Nature of Address Indicator = 0x04;

e TT = <Fallback SRI-SM TT retrieved from Network Table entry, default 0x0 if not found>;
¢ (CgPA GT address = <RTR's own GT>;

* Subsystem Number = §;

e Nature of Address Indicator = 0x04;

Note: We can distinguish the national and international subscribers in the following way:

* If the mobilecountrycode configured in semi-static configuration file is the same as the mobile country
code received in the IMSI provided by the HLR in the SRISM Response, then the subscriber belongs
to national country; otherwise it will be international.
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18.9.8 Japanese MNP Processing for Statistics Information per Destination Operator

When Action Is Forward

The RTR will be enhanced to have:

* Per Country/Network SRISM counter increment based on Recipient for First SRISM.
¢ Per Country/Network SRISM counter increment based on Forwarded Network in case of Second

SRISM (for MNP Action = Forward)
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The RTR increments the Per Country /Network SRI-SM statistics counter only if "MNP net wor k

I nf 0" is configured in Number Portability Table.

The MNP network Info value is configured only if below conditions are true:

1. Japanese MNP action set as FORWARD.
2. The Network is present in Network Table.
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Figure 80: MNP Network Info in MNP Table
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This functionality mainly impacts the following counters available in the Statistics Viewer, selectable
per Country or per configured Network:

Network Statistics Country Statistics
mobNetworkSriSmTotalCounter countrySriSmTotalCounter
mobNetworkSriSmSuccessCounter countrySriSmSuccessCounterCounter
mobNetworkSriSmTimeoutCounter countrySriSmTimeoutCounterCounter
mobNetworkSriSmSysFailErrorCounter countrySriSmSysFailErrorCounter
mobNetworkSriSmDataMisErrorCounter countrySriSmDataMisErrorCounter

mobNetworkSriSmUnexpDataValErrorCounter [ countrySriSmUnexpDataValErrorCounter

mobNetworkSriSmFacNotSuppErrorCounter countrySriSmFacNotSuppErrorCounter
mobNetworkSriSmUnkSubErrorCounter countrySriSmUnkSubErrorCounter
mobNetworkSriSmAbsSubErrorCounter countrySriSmAbsSubErrorCounter
mobNetworkSriSmCallBarred ErrorCounter countrySriSmCallBarredErrorCounter

mobNetworkSriSmTeleServNotProvErrorCounter | countrySriSmTeleServNotProvErrorCounter

mobNetworkSriSmOtherErrorsCounter countrySriSmOtherErrorsCounter
mobNetworkSriSmTcapAbortedCounter countrySriSmTcapAbortedCounter
mobNetworkSriSmSccpAbortedCounter countrySriSmSccpAbortedCounter

mobNetworkSriSmFallbackToVersion2Counter | countrySriSmFallbackToVersion2Counter

mobNetworkSriSmFallbackToVersionlCounter | countrySriSmFallbackToVersion1Counter

18.9.9 Japanese MNP Behavior With MTO Modifier

1. MTO modifier behavior for MO-ST-MT:

Scenario MNP Action=Accept MNP Action=Forward
SRI-SM Message triggered due | MTO modifiers are applied | MTO modifiers are applied on the
to Early SRISM on the message's SCCP CdPA | message's SCCP CdPA
SRI-SM Message Triggered |MTO modifiers are applied [MTO modifiers are applied on the
through AMS on the message's SCCP CdPA [ message's SCCP CdPA
SRISM Message Triggered N/A MTO modifier should not be
through MNP Action as configured for this case
Forward
Recipient Country is own country Recipient Country is not own country
(National) (International)
RSMDS MTO modifiers are not applied on the [ MTO modifiers are applied on the
Message message's SCCP CdPA message's SCCP CdPA
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Scenario

MNP Action=Accept

MNP Action=Forward

SRI-SM Message triggered
due to Early SRISM

MTO modifiers are not

SCCP CdPA

applied on the message's

MTO modifiers are not applied on
the message's SCCP CdPA

SRI-SM Message Triggered

MTO modifiers are applied

MTO modifiers are applied on the
message's SCCP CdPA

through AMS on the message's SCCP CdPA
SRISM Message Triggered [N/A

through MNP Action as

Forward

MTO modifier should not be
configured for this case

Recipient Country is own country
(National)

Recipient Country is not own country
(International)

RSMDS
Message

MTO modifiers are not applied on the
message's SCCP CdPA

MTO modifiers are applied on the
message's SCCP CdPA

3. MTO modifier behavior for MT-MT:

In this scenarios the routing action is configured with 'send t 0 HLR in SRI_SM request rules and
the country belongs to the RTR's own country.

Scenario

MNP Action=Accept

MNP Action=Forward

home-routing

Outgoing SRI-SM Message
triggered due to

CdPA is applied on the
message's SCCP CdPA

MTO modifier Replace SCCP

MTO modifier Replace SCCP
CdPA is applied on the message's
SCCP CdPA

Outgoing SRI-SM Message

MTO modifier Replace SCCP

MTO modifier Replace SCCP

Action as Forward

Triggered through AMS CdPA is applied on the CdPA is applied on the message's
message's SCCP CdPA SCCP CdPA

Outgoing SRISM Message |N/A MTO modifier Replace SCCP

Triggered through MNP CdPA is not applied on the

message's SCCP CdPA

Recipient Country is own country
(National)

Recipient Country is not own country
(International)

RSMDS
Message

MTO modifier Replace SCCP CdPA is
not applied on the message's SCCP
CdPA

MTO modifier Replace SCCP CdPA is
applied on the message's SCCP CdPA
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18.10 Inclusion of TP-MR in Outgoing MT-FSM Towards CDMA-based
Networks

As per 3GPP TS 23.040, the TP-MR value is supposed to be generated by each mobile station for each
message (including each individual segment of a concatenated message) originated from it, in the
strict ascending order from 0 to 255; once the value reaches 255 it rolls over and restarts from 0 again.

Hence, for MO (and also SIPO) messages, the TP-MR provides the means to uniquely identify each
message sent from a particular Originator within a reasonable period of time, irrespective of the
Destination(s) of such messages.

Inclusion of TP-MR in MT short messages (carrying the SMS-DELIVER PDU) is not addressed in the
relevant protocol specifications and there is no standard field defined for such a purpose. However,
in certain scenarios it might be useful to include the TP-MR in an outgoing MT-FSM, e.g. while sending
a message from a GSM-based network to a CDMA-based network.

The maximum allowed size of a single short message is less in CDMA-based networks as compared
to GSM-based networks. Hence if the RTR is operating in a GSM network then the peer entity in the
external network would need to split many of the single messages received from the RTR into 2
messages. In such a case, a unique TP-MR value per Originator would enable the external network
entity to correctly keep track of each pair of split messages w.r.t. the original "parent” message received
from RTR; this can help prevent potential duplicate deliveries of the split messages.

The RTR supports the capability of including the TP-MR!' field as a customized "private extension
container” in outgoing MT-FSM messages destined for certain Japanese networks (which are supposed
to be using CDMA based operations). In accordance with 3GPP TS 29.002, the private extension
container carrying the TP-MR value is included in an outgoing MT-FSM only if MAP Phase 2+ is being
used. The inclusion of this field in the MT-FSM is controlled through a new configuration option "Inc.
TP-MR in MT-ForwardSM" associated with the matching MTOR rule (refer to Section 4.4.5 of the MGR
Operator Manual),

For each MO or SIPO message that gets delivered as an MT-FSM, the RTR includes the original TP-MR
value that was received in the incoming message in the outgoing PDU; this is also true for individual
segments of a concatenated message.

On the other hand, for each AO message that gets delivered as an MT-FSM, the RTR internally generates
a TP-MR value such that for any sequence of 255 consecutive messages originated from a particular
ESME, the generated values remain unique across all RTR instances. Moreover, if a long AO message
is received and internally segmented by the RTR into multiple MT "parts", the RTR ensures that each
such part is assigned a unique TP-MR value.

Note:

1. The above functionality is independent of the support for Japanese MNP in the RTR.

2. The above functionality is relevant only for MT short messages (i.e. MT-FSMs carrying
SMS-DELIVER PDUs). For an MT Status Report, the RTR always includes the TP-MR value received
in the corresponding original MO message, as specified in 3GPP TS 23.040.

3. In case the TP-MR is received in an inbound MT-FSM message (i.e. as a custom field encapsulated
within a private extension container) then it is ignored by the RTR, irrespective of whether the
inbound message is an Unsolicited MT-FSM or a Home-routed MT-FSM.
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18.11 Inclusion of TCAP User Information in Outgoing PDU(s)

As per 3GPP 29.002 [6] Section 16.1.2.3, the User information parameter in TC dialogue primitives is
used to carry the MAP dialogue application PDUs.

The RTR supports the capability of including the user information in the TCAP dialogue portion for
outgoing requests and responses based on a per network configuration. The network table parameter
mobNetworkIncludeTcapUserInfo controls the inclusion of the TCAP user info. If the network
corresponding to the CdPA GT in the outgoing PDU has the parameter
mobNetworkIncludeTcapUserInfo enabled, then RTR adds the respective TCAP user information.

The TCAP User Information comprises of the following:
1. MAP-DialogueAS

As per 3GPP 29.002 [6] Section 17.1, the ASN.1 syntax for MAP-DialogueAS is as follows:

map- Di al ogueAS OBJECT | DENTI FIER :: =
{gsm Networ kld as-1d map-Di al oguePDU (1) versionl (1)}

Note: The value for the map-DialogueAS in request/response is: "0.4.0.0.1.1.1.1".
2. MAP-DialoguePDU

As per 3GPP 29.002 [6] Section 17.1, the ASN.1 syntax for MAP-DialoguePDU is as follows:

MAP- Di al oguePDU :: = CHO CE {
map- open [ 0] MAP- Openl nf o,
maep- accept MAP- Accept | nf o,
map- cl ose MAP- Cl osel nf o,
map- r ef use MAP- Ref usel nf o,
map- user Abor t MAP- User Abor t | nf o,
map- provi der Abor t [ MAP- Pr ovi der Abor t | nf o}

The following list the MAP-DialoguePDU(s) that shall be used in RTR:

——r——r—

1
2
3
4
5

—_— e

* map-open
ASN1 syntax of MAP-Openlnfo is:

MAP- Openl nfo :: = SEQUENCE {
desti nati onRef erence [0] AddressString OPTI ONAL,
ori gi nati onRef erence [1] AddressString OPTI ONAL,

ext énsi onCont ai ner Ext ensi onCont ai ner OPTI ONAL
-- extensionContai ner nust not be used in version 2

}
Note: Only the optional destinationReference is supported by RTR.

* map-accept

ASN1 syntax of map-AcceptInfo is:
MAP- Accept | nfo :: = SEQUENCE {
ext énsi onCont ai ner Ext ensi onCont ai ner OPTI ONAL
-- extensi onCont ai ner nmust not be used in version 2

}

Note: The optional extensionContainer is not supported by RTR.

* map-refuse
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ASN1 syntax of map-Refuselnfo is:

MAP- Ref usel nfo :: = SEQUENCE {
reason Reason,

ext ensi onCont ai ner Ext ensi onCont ai ner OPTI ONAL,

-- extensionContainer nust not be used in version 2

al ternati veApplicati onCont ext OBJECT | DENTI FI ER OPTI ONAL

-- alternativeApplicationContext nust not be used in version 2

}

Reason ::= ENUMERATED {
noReasonG ven (0),
i nval i dDest i nati onRef erence (1),
i nval i dOri gi nati ngRef erence (2)}

Note: Of these, only the Reason “invalidDestinationReference(0)” is supported by RTR.

* map-userAbort

ASNT1 syntax of map-userAbortInfo is:

MAP- User Abort I nfo ::= SEQUENCE {
map- User Abor t Choi ce MAP- User Abort Choi ce,

ext ensi onCont ai ner Ext ensi onCont ai ner OPTI ONAL
-- extensionContai ner nust not be used in version 2

}

MAP- User Abor t Choi ce ::= CHO CE {
user Speci fi cReason [0] NULL,
user ResourceLimtation [1] NULL,
resour ceUnavai l abl e [ 2] Resour ceUnavai | abl eReason,
appl i cati onProcedureCancel | ati on [3] ProcedureCancel | ati onReason}

Note: Of these, only the map-UserAbortChoice “userSpecificReason(0)” is supported by RTR.

* map-providerAbort

ASN1 syntax of map-providerAbort is:
MAP- Pr ovi der AbortInfo ::= SEQUENCE {
map- Provi der Abort Reason MAP- Provi der Abor t Reason,

ext ensi onCont ai ner Ext ensi onCont ai ner OPTI ONAL
-- extensi onCont ai ner nmust not be used in version 2

}

MAP- Pr ovi der Abor t Reason :: = ENUMERATED ({
abnor mal Di al ogue (0),
invalidPDU (1)}

Note: Of these, only the map-ProviderAbortChoice “abnormalDialogue(0)” is supported by
RTR.

18.11.1 Handling for Incoming Requests by RTR

The RTR adds the following TCAP User Information in response to incoming requests:

* The TCAP user information "map-accept" is included in ACK/NACK response of incoming Requests
(MTFSM, SRISM, MOFSM or Report Status Delivery Status), if the CgPA network of incoming
request has TCAP user information parameter mobNetworkIncludeTcapUserInfo enabled.
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¢ If the incoming message has MAP-DialoguePDU with invalid IMSI (i.e.: "IMSI too long") in the
destination reference and MAP Phase is 2 or 2+, then RTR sends TC-UAbort containing "map-refuse”
with reject-reason as "invalidDestinationReference". This is independent of the network configuration
parameter mobNetworkIncludeTcapUserInfo.

¢ If theincoming request does not contain map-DialogueAS value as "0.4.0.0.1.1.1.1" and MAP Phase
is 2 or 2+, then RTR shall send TC-UAbort with map-providerAbort and reject-reason as
"abnormalDialogue". This is independent of the network configuration parameter
mobNetworkIncludeTcapUserInfo.

18.11.2 Handling for Outgoing Requests by RTR

The RTR adds the following TCAP User Information in response to outgoing requests if the CdPA
network has the parameter mobNetworkIncludeTcapUserInfo enabled:

* The TCAP user information "map-open" is included in outgoing requests like MOFSM, SRISM,
MTFSM and RSMDS.

* The TCAP user information with map-UserAbortChoice userSpecificReason(0) is included while
sending TCAP-U-Abort.

If both LMSI and IMSI are received in the SRISM response, then the RTR prepares MTFSM with TCAP
user information "map-open" with "destinationReference" as the received IMSI. This is independent
of the parameter mobNetworkIncludeTcapUserInfo set.

If the CdPA GT network has user information parameter mobNetworkIncludeTcapUserInfo enabled,
RTR includes the TCAP User information in outgoing MTFSM. However "destinationReference" is
added only if both LMSI and IMSI are present in the corresponding SRISM response.

Note: When the MT modifier rule configured with Prefix SCCP CdPA of SRISM, Strip SCCP CdPA
of SRISM or Replace SCCP CdPA of SRISM is applied on the outgoing SRISM request, TCAP user
information will be included based on the network determined using the actual recipient present in
the request. Modified SCCP CdPA will not be used for the determination of the network.

The RTR does not generate any/extra TCAP user information in the following scenarios:
e When the incoming

* Message is transparently sent to SMSC as MO.
¢ SRISM is transparently forwarded (SRIQ action = ‘Have HLR respond to SMSC directly’).
* Report SM Delivery Status is transparently forwarded.

In above cases if TCAP user information was earlier present in the message then RTR transparently
forwards it.

* When the network is not known.

* When RTR cannot determine the network, like RTR encounters error while converting the received
CgPA in the MOFSM message.
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18.12 Modification of the TCAP and MAP Portion of the Incoming Report
SM Delivery Status Message

1. The RTR creates a valid outgoing ReportSmDeliveryStatus message for the incoming
ReportSmDeliveryStatus message destined to an HLR, as per the MAP Phase configured in
Destination network if any of the below conditions return true:

a. If the MGR GUI configuration option ReportSmDeliveryStatus GPRS Support Indicator
(Firewall O MT O Properties) is set as either ON/OFF.

b. If the option Inc. TCAP user info. is checked in the configured destination network.

In case of MAP conversion, the responses received from HLR are also converted before sending
back to SMSC. For more details refer to the sections MAP Phase Conversion of Incoming
ReportSmDeliveryStatus Requests from SMSC and MAP Phase Conversion of Incoming
ReportSmDeliveryStatus Response(ACK/NACK) from HLR.

Note:

1. If Japanese MNP is OFF, the destination network is derived from the incoming CdPA GT. If
Japanese MNP is ON, the destination network is derived from the recipient address of incoming
message.

2. In case the destination network does not match any configured network, then the MAP phase
will be decided according to the value of the semi-static parameter def aul t mapphase.

2. For incoming Report SM Delivery Status message, the RTR has finer control over including the
GPRS support indicator in the outgoing ReportSmDeliveryStatus sent to the HLR on the basis of
the configuration option ReportSmDeliveryStatus GPRS Support Indicator in the MGR GUI
(Firewall 0 MT O Properties). The GPRS support indicator parameter is only supported in MAP
phase 2+. The supported values are as follows:

¢ Default - the RTR does not modify the GPRS support indicator in the outgoing
ReportSmDeliveryStatus message. It would be the same as in the incoming Report SM Delivery
Status.

* OFF - the RTR removes the GPRS support indicator from the message (if present) before sending
it to the HLR.

Also, all the SGSN related outcomes (deliveryOutcomelndicator, additionalSM-DeliveryOutcome
and additional AbsentSubscriberDiagnosticSM) are removed from the message and the message
is converted to the MAP version supported by the destination network.

® ON - the RTR converts the message to the MAP version supported by the destination network.

Note: The RTR cannot set the GPRS support indicator in the Report SM Delivery Status to the
HLR in this case if the GPRS support indicator is not set in the incoming message:

* As per 3gpp specification 29.002, GPRS support indicator must be added if both MSC and
SGSN delivery outcomes are present in the message. Now if the incoming message has only
one delivery outcome then the RTR cannot add the GPRS support indicator. Also, if the
incoming message has two delivery outcomes then it will anyways have the GPRS support
indicator, otherwise the message will be incorrect.

e The GPRS support Indicator is only present in MAP Phase 2+. In case the message is converted
to lower phase then the GPRS support indicator should not be added.
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3. Incase the RTR converts the incoming ReportSmDeliveryStatus message according to the destination
network MAP Phase and sends it to the HLR, and receives an Abort message due to "Application
context name not supported" in response to this outgoing ReportSmDeliveryStatus, the RTR re-sends
the outgoing ReportSmDeliveryStatus message one MAP phase version lower than the previous
ReportSmDeliveryStatus message. The RTR will re-attempt delivery with decreasing order of map
phase 3> 2>1.

4. TheRTR transparently forwards the incoming ReportSmDeliveryStatus message if both configuration
option ReportSmDeliveryStatus GPRS Support Indicator is set as Def aul t and Inc. TCAP user
info. is not checked (i.e. false) in the configured destination network.

5. In case the destination HLR network has TCAP User Info Set, the RTR adds map-open
MAP-DialoguePDU in the outgoing ReportSmDeliveryStatus request message converted as per
the destination MAP Phase. TCAP user info is included if MAP Phase is either 2 or 2+(3).

If the incoming SMSC network has TCAP User Info Set, then TCAP user info is added to the Report
SM Delivery Status response sent back to SMSC.

6. According to MAP ASN.1 definition, following are the mandatory and optional fields in
ReportSmDeliveryStatus message PDU. ReportSmDeliveryStatus message does not exist in map
phase 1, the operation is called setMessageWaitingData in case of MAP Phase 1.

MAP Phase 1 definition:
Set MessageWi ti ngData ::= OPERATI ON

PARAMETER SEQUENCE {

nsl sdn | sdnAddressStri ng,

servi ceCent r eAddr ess AddressStri ng}
RESULT

ERRORS {
Unexpect edDat aVal ue
UnknownSubscri ber,
MessageWai ti ngLi st Ful | }

MAP Phase 2 definition:
Report SM Del i verySt at us :: = OPERATI ON ARGUMENT

ARGUVENT
report SM Del i verySt at usArg SEQUENCE {
nmsi sdn | SDN- Addr essStri ng,
servi ceCentreAddr ess AddressStri ng,
sm Del i ver yQut cone  ENUMERATED {
menor yCapaci t yExceeded (0),
absent Subscri ber (1),
successful Transfer (2)} OPTIONAL, --mandatory in MAP Phase 2

}
RESULT
st or edMS| SDN | SDN- Addr essSt ri ng OPTI ONAL
ERRORS {
-- dataM ssing -- |ocal Val ue 35,
-- unexpect edDat aVal ue -- | ocal Val ue 36,
-- unknownSubscri ber -- |ocal Val ue 1,
-- messageWitingListFull -- |ocal Value 33}
::= |l ocal val ue 47
MAP Phase 2+ definition:
report SM Del i veryStatus OPERATION ::= {
ARGUMENT SEQUENCE {
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nsi sdn | SDN- Addr essStri ng,
servi ceCent r eAddr ess AddressString,
sm Del i ver yQut cone ENUMERATED {
nmenor yCapaci t yExceeded (0),
absent Subscri ber (1),
successful Transf er 2 1,
absent Subscri ber Di agnosti cSM [O] IMPLICIT INTEGER ( O .. 255
) OPTI ONAL,
ext ensi onCont ai ner [1] IMPLICI T SEQUENCE {
pri vat eExt ensi onLi st [0] IMPLICIT SEQIEENCE ( SIZE( 1 .. 10 ) ) OF
SEQUENCE {
extld MAP- EXTENSI ON . &xtensionld ( {
1) _
ext Type MAP- EXTENSI ON . &Ext ensi onType ( {
...} { @xtld '} ) OPTIONAL} OPTI ONAL,
pcs- Ext ensi ons [1] I'MPLICI T SEQUENCE {
... } OPTI ONAL,
} OPTI ONAL,
gpr sSupport | ndi cat or [2] I'MPLICIT NULL OPTI ONAL,
del i ver yQut conel ndi cat or [3] I'MPLICIT NULL OPTI ONAL,
addi ti onal SM Del i ver yQut conme [4] 1 MPLI CI' T ENUMERATED ({
menor yCapaci t yExceeded (0),
absent Subscri ber (1),
successful Transfer (2 ) } OPTIONAL,
addi ti onal Absent Subscri ber Di agnosticSM [5] IMPLICIT INTEGER ( O .. 255
) OPTI ONAL,
i p-sm gw | ndi cat or [6] I'MPLICIT NULL OPTI ONAL,
i p-sm gw smdel i veryQut conme [7] I'MPLICI' T ENUMERATED {
menor yCapaci t yExceeded (0),
absent Subscri ber (1),
successful Transf er (2) } OPTIONAL,
i p- sm gw absent Subscri ber Di agnosti cSM [8] IMPLICIT INTEGER ( O .. 255
) OPTI ONAL,
i NBi [9] IMPLICIT OCTET STRING ( SI ZE(
3 .. 8) ) OPTIONAL,
si ngl eAttenpt Del i very [10] I MPLICIT NULL OPTI ONAL,
correl ationl D [11] I'MPLICI T SEQUENCE {
hir-id [0] IMPLICIT OCTET STRING ( SIZE( 3 .. 8 ) ) OPTI ONAL,

sip-uri-A [1] IMPLICI T OCTET STRI NG OPTI ONAL,
sip-uri-B [2] IMPLICIT OCTET STRI NG OPTI ONAL}
RESULT SEQUENCE {
st or edMS| SDN | SDN- Addr essStri ng OPTI ONAL,
ext ensi onCont ai ner SEQUENCE {
pri vat eExt ensi onLi st [0] IMPLICIT SEQUENCE ( SIZE( 1 .. 10 ) ) OF
SEQUENCE {
extld MAP- EXTENSI ON . &xtensionld ( {

1)
ext Type MAP- EXTENSI ON . &Ext ensi onType ( {

...t { @xtld '} ) OPTIONAL} OPTI ONAL,
pcs- Ext ensi ons [1] IMPLICI T SEQUENCE {
... } OPTI ONAL,
} OPTI ONAL,
ERRORS {
dat aM ssing |
unexpect edDat aVal ue |
unknownSubscri ber |
nmessageWai ti ngLi st Ful I}
CODE | ocal 147
}
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18.12.1 MAP Phase Conversion of Incoming ReportSmDeliveryStatus Requests from

SMSC

The following table contains the details about MAP Phase conversion for ReportSmDeliveryStatus
request message.

called
setMesageWaitingData
in case of MAP Phase
1.

SMSC |HLR MAP Phase Version
MAP
Phase |1 2 3
Version
1 The outgoing PDU will The outgoing PDU will The outgoing PDU will have all
have all parameters . . .
have all parameters . ) .| parameters present in the incoming MAP
. . . present in the incoming
present in the incoming Phasel PDU plus the
MAP Phasel PDU plus | ,, ; " .
PDU. smDeliveryOutcome" parameter which
the is a mandatory parameter for MAP Phase
Note: The operation is | "smDeliveryOutcome"

parameter which is a
mandatory parameter
for MAP Phase 2. The
parameter will set to
the value "absent
subscriber".

Note: The operation is
called

3. The parameter will set to the value
"absent subscriber".

Note: The operation is called
reportSM-DeliveryStatus in case of MAP
Phase 3.

reportSM-DeliveryStatus
in case of MAP Phase
2.

2 The outgoing PDU will }"I:he oultlgoing PDU will [ The outgoing PDU x'/villhha.ve all o MAD
have all parameters ave a 'parar'neters' parameters present in the incoming
present in the incoming present in the incoming | Phase 2 PDU.

MAP Phase 2 PDU MAP Phase 2 PDU.
minus

"smDeliveryOutcome”

parameter (if present).

Note: The operation is

called

setMesageWaitingData

in case of MAP Phase

1.

3 The outgoing PDU will | The outgoing PDU will [ If the configuration option
have only the first2 | have only the first 3 ReportSmDeliveryStatus GPRS
parameters from the | parameters from the Support Indicator is ON, then the
incoming MAP Phase |incoming MAP Phase
3PDU. 3 PDU.
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SMSC
MAP
Phase
Version

HLR MAP Phase Version

1 2

Note: The operation is
called
setMesageWaitingData
in case of MAP Phase
1.

outgoing PDU will have all parameters
present in the incoming PDU.

If the configuration option
ReportSmDeliveryStatus GPRS
Support Indicator is OFF, then the
outgoing PDU will have parameters
present in the incoming PDU minus
the GPRS support indicator and all the
SGSN related outcomes
(deliveryOutcomelndicator,
additionalSM-DeliveryOutcome and
additional AbsentSubscriberDiagnosticSM).

18.12.2 MAP Phase Conversion of Incoming ReportSmDeliveryStatus
Response(ACK/NACK) from HLR

The following table contains the details about MAP Phase conversion for incoming
ReportSmDeliveryStatus Response message from HLR before sending it to SMSC.

e If Error is not
Dat aM ssi ng, the
outgoing PDU will have
all parameters present in
the incoming PDU.

e [f Error is Dat aM ssi ng,
the outgoing PDU will
have all parameters
present in the incoming
PDU, except the
Dat aM ssi ng error is

Release 17.4 Revision A, February 2019

all parameters present in the
incoming MAP Phase 2 PDU.

HLR SMSC MAP Phase Version

Resparse 1 3

MAP

Phase

Version

1 The outgoing PDU will have | The outgoing PDU will have | The outgoing PDU will have
all parameters present in the [ all parameters present in the | all parameters present in the
incoming PDU. incoming PDU. incoming PDU.
Note: The operation is called [ Note: The operation is called | Note: The operation is called
setMesageWaitingData in reportSM-DeliveryStatus in | reportSM-DeliveryStatus in
case of MAP Phase 1. case of MAP Phase 2. case of MAP Phase 3.

2 The outgoing PDU will have | The outgoing PDU will have

all parameters present in the
incoming PDU.
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HLR
Resporse
MAP
Phase
Version

SMSC MAP Phase Version

1

changed to
Unexpect edDat aVal ue.

Note: The operation is called
setMesageWaitingData in
case of MAP Phase 1.

The outgoing PDU will have
all parameters present in the
incoming PDU except:

e StoredMsl SDN
parameter (if present) and
extension Container
parameter (if present).

e If Error is Dat aM ssi ng,
error is changed to
Unexpect edDat aVal ue.

Note: The operation is called
setMesageWaitingData in
case of MAP Phase 1.

The outgoing PDU will have
all parameters present in the
incoming PDU except the
Extension Container
parameter (if present)

The outgoing PDU will have
all parameters present in the
incoming PDU.

18.13 Retrieving Cell-Id Using MAP Any Time Interrogation

For Mobile Originated and Mobile Terminated messages via the CS network, the Originator and
Recipient Cell-ID can be determined using a MAP Any Time Interrogation message to the HLR. The
originator Cell-ID is stored in the Submit CDR and the Recipient Cell-ID is stored in the Delivery CDR.

The request for A-Party Cell-ID information will be initiated if configured to do so through the
semi-static configuration files before any Routing Rules are processed in the MO leg and the request
for the B-Party Cell-ID information, if configured to do so via semi-static configuration files, will be
initiated after successful delivery, and optionally after Report SM Delivery Status message. In case of
failure to retrieve cell-id, the field will not be included in the corresponding CDR.

There is additional handling for XS-CPY and XS-FWD. CPY and FWD also result in MT delivery.

* In case of CPY related CDRs, MAP ATI for Recipient will be performed on the copied number as

well.

* In case of FWD, MAP ATI for Recipient will be performed for the forwarded number. MAP ATI
will not be performed for Original Recipient in this case. This information will be stored in Normal

Delivery CDR and not forward CDR.

Following is a brief description about Cell-id. Cell-id can be:

Release 17.4 Revision A, February 2019

401



RTR Operator Manual PLMN Interface (SS7?)

* LAIFixedLength - it contains Location Area Identification (total of 5 bytes)
¢ CellGloballdOrServiceArealdFixedLength - it is concatenation of the Location Area Identification
and the Cell Identity (total of 7-bytes). Cell Identity shall be unique within a location area.

L mce | [wne | [ac ] [ o |
Location Area Identification
S =]
Cell Global Identification {CG1)
S =

For example Cell-id 001-02-3-4 consists of:
e a LAI(001-02-3), which consists of:
e a PLMN (001-02), which consists of:

e MCC (001)
e MNC (02)

e anda LAC (03),
e andaCI(4)

¢ E-UTRAN-CGI - it is composed of the concatenation of the PLMN Identifier (PLMN-Id) and the
E-UTRAN Cell Identity (ECI) as shown in figure below and shall be globally unique:

lwee | [ wnc | | e |

E-UTRAN Cell Global

.
Identification -

<
Ty

18.13.1 Enabling MAP-ATI

To enable MAP-ATI requests for originator, the parameter rtrenablemapatifororig has tobe set tot r ue.
The default value of this parameter is f al se.

To enable MAP-ATI requests for recipient, the parameter rtrenablemapatiforrecip has to be set to al ways.
The default value of this parameter is never . Other supported value is ownNet wor K; if configured,
ATl is sent only for own network (i.e. subscriber MCC/MNC = own mobile country / own network).

Note: MAP-ATI is always performed on MAP version 3, even if SRISM was on MAP version 2 or 3.

To include the Cell-ID information in Submitted and/or Delivered CDR (Supported only for FCDR),
the respective fields in the billing profile are required to be enabled.

Inc. Originator Cell 1d: r
Inc. Recipient Cell Id: ro

This functionality requires the MAP ATI Supported license. If the license is disabled, the following
are non-configurable:
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* Semi-static parameters:

e rtrenablemapatifororig
* rtrenablemapatiforrecip

* Billing Profile fields are not visible:

¢ Inc. Originator Cell Id
* Inc. Recipient Cell Id

Note: Even if rtrenablemapatifororig is configured as f al se, MAP ATI can still be performed if SRISM
for Originator fails with Call Barred or Teleservices not provisioned and the corresponding options
firewal | noacti onf orspoofi ngcheckf ai | ureduet ocal | barr ed,

firewal | moacti onf or spoofi ngcheckf ai | ur eduet ot svcnot pr ov are set to

checkWt hMapAti .

18.13.2 Configuring MAP-ATI Request Parameters

The MAP-ATI requests from RTR are configured using the following parameters:

* rtrrequestinfobitsformapatifororig - To configure Requested Information in originator's MAP-ATI
request.

* rtrrequestinfobitsformapatiforrecip - To configure Requested Information in recipient's MAP-ATI
request.

* rtrmapatitranslationtype - This parameter is used to configure the value for Translation Type in SCCP
CdPA of Outgoing MAP- ATI request towards HLR.

The first two parameters specify a bitstring with values to be requested in the MAP ATI Request (either
for Originator or for Recipient) and ATI RequestedInfo is prepared based on the value of these
parameters.

Note:

1. RTR will prepare ATI request as per the bits selected by Operator. RTR should ensure that in no
way it creates AT request which is not as per Specification. Hence, RTR would still send MAP-ATI
request if any unassigned bit is set.

2. The left-most bit in value represents Bit 0 in the parameter description.

The following table details the bitwise representation:

Bit Bit OFF (0) Bit ON (1)

Position

0 do not request locationInformation request locationInformation

1 do not request SubscriberState request SubscriberState

2 reserved for extension container reserved for extension container
3 do not request currentLocation request currentLocation

4 do not request requestedDomain request requestedDomain

5 do not request ms-classmark request ms-classmark

6 do not request imei request imei
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Bit Bit OFF (0) Bit ON (1)
Position
7 do not request mnpRequestedInfo request mnpRequestedInfo
8 do 