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LGP Operator Manual Introduction

1.1 About this Document

This document discusses the operation and administration of the NewNet Mobile Messaging Log
Processor (LGP).

The Log Processor is a product from the NewNet Mobile Messaging product family of SS7 message
routing and network querying products.

Because the available functions are licensed and depend on the specific NewNet Mobile Messaging
implementation, not all functions and/or applications contained in this document may be relevant or
applicable to the system you will be working with. Actual screen presentation may differ from the
screens presented in this document due to software changes or browser configurations.

1.2 Scope

This document discusses the functionality of the NewNet Mobile Messaging LGP component.

1.3 Intended Audience

This document is meant for all of you interested in how the Log Processor can best be used, but mainly
for:

* Implementation Engineers who are responsible for the pre-installation, on-site installation, and
configuration of NewNet Mobile Messaging in the end-user environment;

* Maintenance and Support Engineers who are responsible for maintaining the total system
environment of which Log Processor is a part;

* Network Operators who are in charge of the daily operation of the NewNet Mobile Messaging
systems and infrastructure.

1.4 Documentation Conventions

Typeface or Symbol Meaning Example
Bold Refers to part of a graphical user | Click Cancel.
interface.
Couri er Refers to a directory name, file |The bi | | i ng directory
name, command, or output. contains...
<poi nted bracket s> Serves as a placeholder for text | The file is called
that the user will replace, as MGRdat a. xnl . <i p>. gz, where
appropriate in context. <i p> is the server's IP address.
[ square brackets] Indicates an optional command. |[ - - val i dat eonl y]

Release 17.4 Revision A, February 2019 9
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character should be ignored as
the user types the example, and
ENTER should only be pressed
after the last line.

Typeface or Symbol Meaning Example
Indi i . 1 .
Note: ndicates in orma.t19n alongside Note: Ensure that the
normal text, requiring extra . .
. configuration...
attention.
\ (Unix) Denotes line continuation; the

% grep searchkey \
dat a/ *. dat

1.5 Locate Product Documentation on the Customer Support Site

Access to NewNet's Customer Support site is restricted to current NewNet customers only. This section

describes how to log into the NewNet Customer Support site and locate a document. Viewing the

document requires Adobe Acrobat Reader, which can be downloaded at www.adobe.com.

1. Log into the NewNet Customer Support site.

Note: If you have not registered for this new site, click the Register Here link. Have your customer
number available. The response time for registration requests is 24 to 48 hours.

2. Click the Product Support tab.

3. Use the Search field to locate a document by its part number, release number, document name, or
document type. The Search field accepts both full and partial entries.

4. Click a subject folder to browse through a list of related files.

5. To download a file to your location, right-click the file name and select Save Target As.

Release 17.4 Revision A, February 2019
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LGP Operator Manual System Overview

2.1 Introduction

The Log Processor (LGP) is the log storage component. The LGP:

Collects traffic record files from Router/Firewall (RTR/FWL) nodes and loads them into a local
database

Transfers traffic record files from RTR and FWL nodes

Parses and loads individual records into an SQL database

Implements a programmatic interface for running queries against the loaded records
Satisfies performance, availability, and manageability requirements

The Manager (MGR) GUI with Log Viewer (LGV) can be used to:

Examine traffic logs for network troubleshooting

* Trace messages associated with customer complaints
¢ Control SMS fraud attempts

e

XML TCP

J

Figure 1: LGP overview

2.2 Scalable Architecture

An LGP configuration can contain one or more independent LGP nodes, providing a larger total
storage and processing capacity. The LGP nodes in a multi-node configuration communicate with one
another to coordinate the data collection and loading process.

Release 17.4 Revision A, February 2019 13
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Single node Multi-node
configuration configuration

Figure 2: Node configurations

One dynamically selected master LGP node divides the data to be loaded among the active LGP nodes.
The LGP nodes then retrieve and store their allocated traffic records from RTR and FWL nodes. The
information is distributed at traffic log-file level to each LGP node’s local SQL storage in a
shared-nothing architecture (each node is independent and self-sufficient) with no replication.

To minimize the disk space requirement, information integrity relies on:

* Regular backups

* Keeping traffic data that has not yet been backed up on the original RTR/FWL systems. The loaded
information is stored on the nodes in a local SQL database, with each decoded record representing
a row in an SQL table.

The LGP uses a MySQL relational database server. Each LGP node has an XML interface so that clients
can perform predefined queries on the local database. In a multi-node LGP deployment, the MGR
client queries each node in the LGP system and merges the results.

2.3 Log Processor Logic

2.3.1 Modules

Each LGP node is composed of the following modules, running as separate UNIX processes and
performing specialised tasks.

2.3.1.1 Controller

The controller is the main module on the LGP node and is responsible for system start-up, configuration,
monitoring, and coordination with other LGP nodes.

2.3.1.2 Master

The elected master LGP node runs the master module at polling time to distribute the data to be loaded
among the active LGP nodes. The master starts one process for each poll.

This module connects to each configured RTR/FWL node, gathers information about available files,
and then allocates the files to all LGP nodes.

Release 17.4 Revision A, February 2019 14
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2.3.1.3 Collector

The collector module connects to the hosts indicated by the controller configuration and fetches the
new files as allocated by the master.

2.3.1.4 Loader

The loader module reads local log files, decodes the individual records to plain format, and inserts
them into the SQL database.

2.3.1.5 Query
The query module handles an XML GUI client query connection.

2.3.2 Data Storage

Traffic records are stored in a MySQL database. The loader module loads traffic records into the
database, while the query module queries them.

2.3.3 Software Processes

The software running on the LGP host server consists of several executables:

* One instance of the LGP process containing the LGP kernel
* One instance of the LGP process running the loader functions
* One instance of the LGP process for each active query

¢ One instance of the master process, running the master part of the collection algorithm, executed
on one LGP node in the system at poll time

* One instance of the collector process, executed on each LGP node at poll time

* One instance of the watchdog process, monitoring the LGP process and restarting and configuring
it if required

The LGP configuration is maintained in the configuration file and the LGP MIB, which can be addressed
using SNMP.
2.3.4 System Software Components

The LGV assumes that at least one LGP and all LGP tools are installed. For more information, refer
to the Full Element Installation Manual.

2.4 Multi-Instance Support

Multi instance feature allows multiple NMM users (up to 10, including the existing ' t ext pass’ user)
be created on the same node, each of whom will be able to run one instance of LGP on a logging
element server.

Note: A separate LICENSE is required for each NMM user.

Release 17.4 Revision A, February 2019 15
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3.1 Introduction

The LGP supports two types of logging:

¢ Transactional logging, also called message logging, in which log records are created post-transaction

* Event logging, in which log records are created instantaneously, as events occur (limited to short
messages and unexpected TCAP messages)

Note: Event logging is only supported for the RTR, HUB, and PBC.

3.2 Message Logging

Transaction logging, also called message logging, is the RTR's mechanism for logging inbound SMSC
traffic. Log records are created post-transaction. These records provide information about each short
message's origins, message fields, and how it was routed.

To enable message logging, create message logging profiles in the MGR (Logging [0 Messages []
Profile) and optionally assign as defaults for categories such as MO messages, MT violations, etc.
(Logging L1 Messages L1 Properties). Then, when you create a routing or counting rule, you can select
whether the messages that match the rule are logged according to the applicable default profile,
according to a specific profile, or not at all. You can create up to 100 message log profiles.

Important: The logging of MT status reports must be configured in the MOR rule, the MTOR rule
and the default MO log profile | ogPr opDef aul t Pr of i | eFor Mo to enable MT status reportlogging.
The logging of AT notifications must be configured in the AOR rule, the ATOR rule and the default
AO log profile | ogPr opDef aul t Prof i | eFor Ao to enable AT notification logging.

Note: While logging the addresses, the values of the addresses captured will be same as the addresses
present in the messages received and transmitted by the RTR. The RTR can change the value of the
TON/NPI based on the following logic:

1. In case of ASN1 extended format Ton/NPI value of the address is retained.
2. In case of ASN1 extended with Country and Network

a. TON/NPI of the Short number is logged as 6/0.
b. If NPI of the msisdn is set as ISDN Telephony then the TON /NP1 is set as 1/1.
c. If NPI of the msisdn is not ISDN Telephony then the original TON/NPI is retained.

3.2.1 Logging Fatal Protocol Violations

Messages may contain protocol violations that will cause the RTR to reject them before the rule engine
evaluates them. These messages are not subject to routing or counting rules, and are therefore logged
according to separate profiles.

A violation occurs when one or more of the following conditions apply to an inbound operation:

* Aninvalid SMSC address at MAP layer
* Aninvalid recipient address
* Aninvalid originator address

Release 17.4 Revision A, February 2019 17
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* Aninvalid IMSI

¢ Aninvalid MSC address

¢ A forged MSC address

* A forged IMSI

e A forged LMSI

¢ An unknown SMSC address at SCCP layer
* An unknown SMSC address at MAP layer
¢ Conflicting SMSC addresses

* A spoofed SMSC address at SCCP layer

* A spoofed SMSC address at MAP layer

Logging

¢ Anunsolicited MtForwardSm operation (that is, one not preceded by a SendRoutingInfo operation)

¢ A spoofed originator address

3.2.2 Logging CDMA- and TDMA-Specific Fields

The RTR supports logging of CDMA- and TDMA-specific SMPP message fields.
The CDMA-specific SMPP message fields are:

e privacy_indicator
e source_subaddress
e dest _subaddress

* user_response_code
e | anguage_i ndi cat or
e nunber_of nessages
e call back_num

e display_tine

e ns_validity

e alert_on_nessage_delivery
e its_reply_type

e its_session_info

The TDMA-specific SMPP message fields are:

cal I back_num pres_i nd

cal | back_num at ag

e sns_signal

al ert _on_nessage_delivery

3.2.3 Creating Message Logging Profiles
To create a logging profile:

1. In the left navigation bar, select Logging (] Messages [ Profile.
The Logging Profiles tab appears.

2. Click Add New.
A new Logging Profiles tab appears.

3. Enter a unique name for the profile in the Name box (maximum 31 characters).

Release 17.4 Revision A, February 2019
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4. Optionally enter a description of the profile in the Description box.

10.

11.

13.

14.

15.

16.

Select the message type(s) that the profile applies to:

In the Processing Directory box, enter the location in which to store the log files while they are
being created (defaults to / var / Text Pass/ | og/ pr ocessi ng).

Note: In a multi-instance setup, the processing directory will be shared by all the RTR instances
running on a node.

In the Finished Directory box, enter the location in which to store the log files after they are created
(defaults to/ var / Text Pass/ | og/ avai | abl e).

Note: In a multi-instance setup, the finished directory will be shared by all the RTR instances
running on a node.

In the Copy 1 of Finished Directory through Copy 9 of Finished Directory boxes, enter directories
in which to created hard links to the files in the finished directory (by default, there are no copies
of the finished directory).

Note: The finished directory and all finished directory copies must be on the same disk partition
as the processing directory.

In the Filename Template box, enter the template to use to name the log files (defaults to
| og_%_%J %romba_%PewsE_98. dat).

Important: If multi-instances of RTR are running on the same node, then it is important to include

% escape sequence, which will be translated to Ul D (operating system user identifier). This ensures
that multiple instances of RTR do not try to create files with identical names.

In the Max. File Size box, enter the maximum size of a log file in bytes (defaults to 1048576 bytes,
which is 1 MB). The range is 1024 byes (1 KB) to 1073741824 bytes (1 GB).

In the Max. File Duration box, enter the maximum duration of a log file in seconds (defaults to
3600 seconds, which is 1 hour). The range is 1 second to 2,678,400 seconds (1 month).

. In the Max. File Records box, enter the maximum number of records to allow in a log file (defaults

to 10000 records). The range is 1 record to 10,000,000 records.

Select the file format from the File Format list:

e ASN.1 Extended
e ANS.1 Extended with country and network info (default)

In the Starting Sequence Number box, enter the number with which to start the log file numbering
sequence (defaults to 0).

From the Suspect/Trusted Messages list, select the type of messages to log:

* Only suspect
* Only trusted
* Both suspect and trusted (default)

Suspect/Trusted Messages logging pertains to whether the RTR/FWL considers the message
source to be suspect or trusted. Inbound MO messages may come from a suspected or trusted MSC,
while inbound SendRoutingInfoForSm operations and MT messages may come from a suspected
or trusted SMSC. Refer to the Firewall Guide for more information about suspect and trusted
qualifications.

From the Failed/Succeeded Messages list, select the type of messages to log:

Release 17.4 Revision A, February 2019 19
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17.

18.

19.

20.

21.

® Only failed
* Only succeeded
¢ Both failed and succeeded (default)

Failed/Succeeded Messages logging pertains to whether a message was successfully delivered
from the Mobile Messaging system to the destination. For outbound MT messages, the destination
is an MSC (MS). For outbound AT messages, the destination is an application.

From the Accepted/Rejected Messages list, select the type of messages to log:

* Only accepted
¢ Only rejected
* Both accepted and rejected (default)

Accepted/Rejected Messages logging pertains to whether the Mobile Messaging system accepts
a message or not. This applies to inbound MO and inbound AO messages only.

From the Legitimate/Violated Messages list, select the type of messages to log:

* Only legitimate
¢ Only violated
* Both legitimate and violated (default)

Legitimate/Violated Messages logging pertains to whether a message passes or fails a spoof check.
Legitimate messages are messages that passed the spoof check. Violated messages are messages
that failed the spoof check.

From the Expired/Deleted Messages list, select the type of messages to log:

* Do not log (default)

¢ Only expired

* Only deleted

* Both expired and deleted

¢ Only replaced

¢ Both expired and replaced

* Both deleted and replaced

* Expired, deleted and replaced

Expired/Deleted Messages logging pertains to the AMS delivery result. Expired messages reached
their validity period expiration or their maximum number of delivery attempts. Deleted messages
were manually deleted from the AMS by a user or by an application. Replaced messages were
replaced in the AMS.

From the Status Report Messages list, select the type of messages to log:

* Do not log (default)
* Status reports

From the Copied/Forwarded Messages list, select the type of messages to log:

Do not log (default)

Only copied

Only forwarded

Both copied and forwarded
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22,

23.

24.

From the Transparent User Data Level list, select the level of user data logging:

¢ Use Global Setting
e Always

¢ Protocol Violation
* Never

¢ Encrypt Always

Note: If the value of the logging profile parameter is Use d obal Setti ng, the RTR will use
the semi-static parameter | ogt r anspar ent user dat al evel .

Click Save.
The MGR creates the logging profile and closes the tab.

Activate the profile.

3.2.4 Configuring Message Logging Properties

The message logging properties are used to set a log profile as the default log profile for certain
messages or violation types.

Note: Changing the default profile will change the logging for all rules that are configured with this
default profile.

Prerequisites:

Logging profile

To configure logging properties:

1.

S 9w

10.

11.

In the left navigation bar, select Logging LI Messages LI Properties.

The Logging Properties tab appears.

Select a logging profile for mobile-originating or IMS-originating traffic from the MO Messages
list.

Select a logging profile for mobile-terminating traffic from the MT Messages list.

Select a logging profile for application-originating traffic from the AO Messages list.

Select a logging profile for application-terminating traffic from the AT Messages list.

Select a logging profile to use in case of a fatal protocol violation in a mobile-originating message
from the MO Violations list.

Select a logging profile to use in case of a fatal protocol violation in a mobile-terminating message
from the MT Violations list.

Select a logging profile to be used for mobile-originating SMS commands from the MO Commands
list.

Select a logging profile to be used for application-originating SMS commands from the AO
Commands list.

Select a logging profile to be used for mobile number portability (MNP) violations of originator(in
case of MO message) from the MNP Violations list.

Click Save.
The MGR saves the logging properties and closes the tab.
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3.2.5 Configuring Message Log Filters

Prerequisites:
* A Log Processor (LGP) must be installed and configured.

To configure a message log filter:

1. In the left navigation bar, select Logging LI Messages U Filters.
The Filters tab appears.

2. Click Add New.
A new Filters tab appears.

3. Enter a unique name for the filter in the Name box (maximum 31 characters).
4. Optionally enter a description of the filter in the Description box.

5. From the list on the left, select matching:

* Match all elements
* Match any element

6. Click Add Element.
The list of available elements appears.

7. Add an element to the filter by doing one of the following;:

¢ C(licking an element (highlighted in gray)
¢ (licking
+
to expand a list of elements, then clicking an element

8. Select a condition for the element from the Condition list:

* Equals

* Does not equal

e Contains

¢ Does not contain
¢ Isnot set

e Starts with

¢ Ends with

* Match Flexibly

Note:
1. The “Match flexibly” condition is supported only for the user data fields (“messagefields_userData”,

“smsSubmit_smsUserData”, “smsDeliver_smsUserData” and “userData_normalizedText”). It is meant
for efficient searching of the user data text when the LGP ‘flexible text search” functionality is
licensed and also enabled through the configuration. Refer to Flexible User Data Text Search for more

details.

2. The field “userData_normalizedText” supports only the “Match flexibly” option and none of the
other matching conditions listed above.
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9. Enter a value in the Value box.
10. Optionally add more elements to the filter and set their conditions and values.

Note: To remove an element from the filter, click
w
next to it.
11. Click Save.
The MGR creates the message log filter and closes the tab.

3.2.6 Using Message Log Search
Prerequisites:

* A Log Processor (LGP) must be installed and configured
* Message log filter
* Message log column

To search the information in the logs:

1. In the left navigation bar, select Logging O Messages I Search.
The Search Messages tab appears.

2. Click
next to the Start Date box and select the date and time at which to start the log search.
3. Click
next to the End Date box and select the date and time at which to end the log search.
4. In the Max Results box, specify a maximum number of log records to return.
5. Select a log filter from the Filter list.
Note: A warning message will be shown in the result page if the filter contains the 'userData’ field

when the encryption license is enabled. This is because a filter with 'userData’ field would normally
return empty results with encrypted data.

6. Select a view column from the View Columns list. The option Default can be selected to get a
result with the default columns.

Note: There are 5 fixed columns (ID, Date/Time, Hostname, originator Number, recipient
Number). The dynamic columns will be added after the fixed columns, according to the selected
View Column. Although the same information is mentioned correctly in MGR operator manual in
section - 12.2.5 (Using Message Log Search) at point no.- 6, which can also be referred for necessary
correction in LGP OM.

Note: If user data is included in View Columns and the user data is encrypted while View
Encrypted Data is false for the user, the user data will be empty in the results.

7. Select the checkbox next to Execute Query in Background to perform the search in background.

The dynamic columns in the output columns will be available with the background query.
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Note: The background query result-set will be available on Logging [ Background Query link.
Refer to section Background Query for more details on background query.

8. Click Search.

The MGR searches for records based on the starting time, ending time, and filter, and returns any
log records that match (up to the maximum number that you specify).

Note: The maximum size of a request is 20kB. If the size is bigger than 20kB, an error will be
returned.

Note: If a decryption error occurred (e.g. reading the key file) while decrypting the UserData, the
UserData field will be used to show the error.

9. To export the search results as a comma-separated value (CSV) file that can be opened in programs
such as Microsoft Excel and OpenOffice.org Calc, click Export.

Note: Message Log Search displays all the matching logs on GUI irrespective of whether the ‘File
Format’ is selected as “ASN.1 Extended’ or “ASN.1 Extended with country and network info’” during
the configuration of Log Profile on MGR. For Message Log Search using 'i nboundMessageType'
as the Filter Element, Filter Value can only be selected as

"trust edM FwdSmW t hCount r yAndNet wor ki nf o’.

For example, add a new filter with unique name (say: messagetype) on Filter Element
‘i nboundMessageType’ with Condition ‘equals” and Value
‘t rust edM FwdSmW t hCount r yAndNet wor kI nf o’.

Log search result for this filter will fetch the records for both “t r ust edM FwdSnt” and
“t rust edM FwdSmW t hCount r yAndNet wor kil nf o”.

3.3 Event Logging

Event log records are created instantaneously, when an event occurs. Each event record is defined in
ASN.1 form, and expresses what event has occurred to which object (such as a short message) in what
moment. Multiple events for the same object can be correlated and sorted by timestamp, producing
the event trail for that object. You can use the Event Logs Search within the Customer Care Interface
(CCI) to view the event trail of a short message.

To enable event logging, create an event logging profile in the MGR (Logging [ Events U Profile)
and assign it to a property (Logging U Events [J Properties). The supported objects are short messages
and unexpected TCAP messages. You can create up to 100 event log profiles.

3.3.1 Event Trail Events

The following events can appear in an event trail:

Category Event Description

GSM gsmOrigInRequest Incoming MO message
gsmOrigInResponse Response to an incoming MO message
gsmOrigOutRequest Outgoing MO message
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Category Event Description
gsmOrigOutResponse Response to an outgoing MO message
gsmOrigRejection Incoming MO message rejected
gsmTermInRequest Incoming MT message
gsmTermInResponse Response to an incoming MT message
gsmTermOutRequest Outgoing MT message
gsmTermOutResponse Response to an outgoing MT message
gsmTermRejection Incoming MT message rejected
gsmRoutingInfoQuery HLR query
Application appOrigInRequest Incoming AO message
appOrigInResponse Response to an incoming AO message
appOrigOutRequest Outgoing AO message
appOrigOutResponse Response to an outgoing AO message
appOrigRejection Incoming AO message rejected
appTermInRequest Incoming AT message
appTermInResponse Response to an incoming AT message
appTermOutRequest Outgoing AT message
appTermOutResponse Response to an outgoing AT message
appTermRejection Incoming AT message rejected
AMS amsStoreRequest AMS store request
amsStoreResponse AMS store response
amsDelivery Attempt AMS message delivery attempt
amsDeliveryRejection AMS message delivery attempt rejected
amsTermination AMS message termination
RTR routingDecision (Rule-based) RTR routing decision
externalCondition The result of an external condition evaluation
notification A delivery notification or status report has been
created for the SM
Personalized |smCopied For this message, a copy was created
Services copyCreated This message is a copy; it was created by copying
another message
copyRejection Delivery of copy was rejected internally and
dropped
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Category Event Description
forwardAttempt Forwarding was attempted for this message
forwardRejection A forwarding attempt for this message was

rejected internally

smAutoReplied An auto reply message has been issued for this
short message. This event shows the ID of the
ARP message.

autoReplyCreated An ARP message has been created. This event

shows the ID of original SM, the name of the
requesting service and the ARP message text.

signaturelnserted A signature has been inserted to an (inbound) SM.
This event shows the name of the requesting
service.
PBC prepaidCharging Prepaid charging parameters

3.3.2 Logging of Unexpected TCAP Messages

In case of fraud attempts between operators, unexpected TCAP end messages or TCAP continue
messages with a ReturnResult will be received by an operator. These unexpected messages are identified
as messages with no existing dialog and can be logged as stipulated in section 1.1.3 of AA.50 and
section 3.1.3 of IR.71, industry-standard documents for SMS fraud detection and prevention.

Only the unexpected TCAP messages will be logged when they arrive at the RTR.

Note: Late responses on outgoing TCAP dialogs (i.e. responses after a timeout) will result in logging
these responses as unexpected TCAP messages.

The following TCAP information will be logged:

* MTP3 originating point code

¢ SCCP calling party address (including country and network when provisioned)
® SCCP called party address (including country and network when provisioned)
e TCAP message type (end or continue)

e TCAP originating transaction ID (in case of TCAP continue)

* TCAP destination transaction ID

¢ Application context name

Logging of unexpected TCAP messages only logs messages that are received directly on the RTR/FWL.
Unexpected TCAP messages going directly to other SMS components (for example, the SMSC in
FWL-only deployments) are not logged. Those messages should be logged by the SMSC, as the
RTR/FWL does not see these messages. If these other SMS components do not have unexpected TCAP
logging capabilities, all MT traffic should be directed through the RTR/FWL, so unexpected TCAP
message logging of the RTR/FWL can be used for these SMS components too.

3.3.3 Creating Event Logging Profiles

To create a logging profile:
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10.

11.

12.

13.

In the left navigation bar, select Logging U Events 0 Profile.
The Event Logging Profiles tab appears.

Click Add New.
A new Event Logging Profiles tab appears.

Enter a unique name for the profile in the Name box (maximum 31 characters).

Optionally enter a description of the profile in the Description box.

In the Processing Directory box, enter the location in which to store the log files while they are
being created (defaults to / var / Text Pass/ | og/ pr ocessi ng).

Note: In a multi-instance setup, the processing directory will be shared by all the NMM component
instances running on a node.

In the Finished Directory box, enter the location in which to store the log files after they are created
(defaults to / var / Text Pass/ | og/ avai | abl e).

Note: In a multi-instance setup, the finished directory will be shared by all the NMM component
instances running on a node.

In the Filename Template box, enter the template to use to name the log files (defaults to
9N event %J Y% %r%dd %RANE %3B. dat).

Important: As multiple components on the same system may share an event logging profile
configuration, it is important to include the %N escape sequence, which will be translated to the
component name. This ensures that multiple components will not try to create files with identical
names.

Important: If multi-instances of NMM components are running on the same node, then it is
important to include %J escape sequence, which will be translated to Ul D (operating system user
identifier). This ensures that multiple components will not try to create files with identical names.

In the Max. File Size box, enter the maximum size of a log file in bytes (defaults to 1,048,576 bytes,
which is 1 MB). The range is 1024 byes (1 KB) to 1,073,741,824 bytes (1 GB).

In the Max. File Duration box, enter the maximum duration of a log file in seconds (defaults to
3600 seconds, which is 1 hour). The range is 1 second to 2,678,400 seconds (1 month).

In the Max. File Records box, enter the maximum number of records to allow in a log file (defaults
to 10,000 records). The range is 1 record to 10,000,000 records.

In the Starting Sequence Number box, enter the number with which to start the log file numbering
sequence (defaults to 0).

Click Save.
The MGR creates the logging profile and closes the tab.

Activate the profile.

3.3.3.1 Configuring Event Logging Copies

For each event logging profile, you can create a list of directories in which the LGP will save copies
of the files in the profile's Finished Directory. You can use this functionality to ensure that an automatic
backup of completed files exists. The list for each event logging profile can contain up to 10 directories.

Note: The Finished Directory and all directories containing copies must be on the same disk partition
as the Processing Directory.
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Prerequisites:

Event logging profile

To add a directory to an event logging copies list:

1.

In the left navigation bar, select Logging [0 Events O Profile.
The Event Logging Profiles tab appears.

2. Click the name of an event logging profile.

In the Event Logging Copies section, click Add New. A new Event Logging Copies List tab appears.

. In the Copy Directory box, enter a directory in which the LGP should create hard links to the files

in the Finished Directory (defaults to / var / Text Pass/ backup).

You can only add a directory to the list if the event logging profile is deactivated.

From the Event Log Profile list, select the profile to use for this copy location (defaults to the profile
that you clicked earlier).

Click Save.

The MGR closes the tab and adds the directory to the Event Logging Copies list.

On the event logging profile tab, click Add New to add another directory to the list, or click Save
to save the profile.

3.3.4 Configuring Event Logging Properties

The event logging properties are used to set a specific log profile for certain events.

Prerequisites:

Event logging profile

To configure event logging properties:

1.

2.

3.

In the left navigation bar, select Logging U Events [ Properties.
The Event Logging Properties tab appears.

Select an event logging profile for:
Option Description
Short Message Events  Events related to the processing of Short Messages, that are used for

the Event Logs Search within the Customer Care Interface (CCI)
component.

Rogue TCAP Events Events that are used for unexpected TCAP messages (that is, TCAP
messages for which no TCAP dialog exists). All unexpected TCAP End
and TCAP Continue messages with a Ret ur nResul t message will be
logged to this profile when they arrive at the RTR.

Click Save.
The MGR saves the event logging properties and closes the tab.
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3.3.5 Configuring Event Log Filters

Event log filtering is available for unexpected TCAP events, but it is not available for the short message
events.

Prerequisites:

A Log Processor (LGP) must be installed and configured.

To configure an event log filter:

1.

10.

11.

In the left navigation bar, select Logging I Events U Filters.
The Filters tab appears.

Click Add New.
A new Filters tab appears.

Enter a unique name for the filter in the Name box (maximum 31 characters).

. Optionally enter a description of the filter in the Description box.

From the list on the left, select matching:

* Match all elements
* Match any element

Click Add Element.

The list of available elements appears.
Add an element to the filter by doing one of the following:

¢ (licking an element (highlighted in gray)
¢ C(licking
+
to expand a list of elements, then clicking an element

Select a condition for the element from the Condition list:

e Equals

¢ Does not equal

e (Contains

¢ Does not contain
¢ [snotset

e Starts with

¢ Ends with

Enter a value in the Value box.
Optionally add more elements to the filter and set their conditions and values.

Note: To remove an element from the filter, click
w

next to it.

Click Save.
The MGR creates the log filter and closes the tab.
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3.3.6 Using Event Log Search
Prerequisites:

* A Log Processor (LGP) must be installed and configured
¢ Event log filter.
* Message view column

To search the information in the logs:

1. In the left navigation bar, select Logging U Events [J Search.
The Search Events tab appears.

2. Click
next to the Start Date box and select the date and time at which to start the log search.
3. Click
next to the End Date box and select the date and time at which to end the log search.
4. In the Max Results box, specify a maximum number of log records to return.
5. Select a log filter from the Filter list.
6. Select the checkbox next to Execute Query in Background to perform the search in background.

Note: The background query result-set will be available on Logging [ Background Query link.
Refer to section Background Query for more details on background query.

7. Click Search.

The MGR searches for records based on the starting time, ending time, and filter, and returns any
log records that match (up to the maximum number that you specify).

Note: The maximum size of a request is 20kB. If the size is bigger than 20kB, an error will be
returned.

8. To export the search results as a comma-separated value (CSV) file that can be opened in programs
such as Microsoft Excel and OpenOffice.org Calc, click Export.

3.4 Configurable User Data Logging
The level of user data logging can be configured to meet local privacy regulations. The text of messages,
for which user data should not be logged, will be masked by a string of Xs.

To allow flexibility and privacy protection, the maximum logging level is determined and locked by
the license key. Therefore, the log level that is configured in the semi-static configuration file and per
logging profile can never exceed the maximum log level that is defined in the license.

The following table specifies information for the semi-static variable
| ogt r anspar ent user dat al evel and per logging profile parameter Transparent User Data Level.
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logtransparentuserdatalevel

error.

This governs the system-wide setting for the transparent User data
level. If the variable is less than the License key, the RTR gives an

Transparent User Data Level

an error.

This parameter can be configured per logging profile. If this parameter
is configured with a value less than the license key, the RTR gives

The following table specifies the possible configuration values for the semi-static variable
| ogt ranspar ent user dat al evel and the logging profile parameter Transparent User Data Level
for different License key values:

License Key values

Allowed
logtransparentuserdatalevel

values

Allowed

Transparent User Data Level values

always

always, protocolViolationsOnly,
never

always, protocolViolationsOnly, never,
Use Global Setting

protocol violations

protocolViolationsOnly, never

protocolViolationsOnly, never, Use Global

only

Setting

never never

never, Use Global Setting

The following tables describe different possible configuration for the semi-static parameter

| ogt ranspar ent user dat al evel and per logging parameter Transparent User Data Level. Based
on the license key, the possible configuration values for semi-static & per logging profile parameter

are:

License Key value is "always"

logtransparentuserdatalevel

Transparent User Data Level

User-data Logged

always always Yes
always protocolViolationsOnly Protocol-Violations
always never No
protocol violations only always Protocol-Violations

protocol violations only

protocolViolationsOnly

Protocol-Violations

protocol violations only never No
never always No
never protocolViolationsOnly No
never never No
always encrypt-always Yes (encrypt Data)
encrypt-always always Yes (encrypt Data)
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License Key value is "protocolViolationsOnly"

Logging

logtransparentuserdatalevel

Transparent User Data Level

User-data Logged

never never No
never protocolViolationsOnly No
protocol violations only never No

protocol violations only

protocolViolationsOnly

Protocol-Violations

never always Not possible
always always Not possible
always protocolViolationsOnly Not possible
always never Not possible
protocolViolationsOnly always Not possible
any value encrypt-always Not possible
encrypt-always any value Not possible

License Key value is "never"

logtransparentuserdatalevel

Transparent User Data Level

User-data Logged

never never No

protocol violations only protocolViolationsOnly Not possible
never protocolViolationsOnly Not possible
protocol violations only never Not possible
never always Not possible
always always Not possible
always protocolViolationsOnly Not possible
always never Not possible
protocol violations only always Not possible
any value encrypt-always Not possible
encrypt-always any value Not possible

3.5 Log File Creation

Log files are always generated in the processing directory. When the file has been generated, it is
moved to the finished directory. Files in the finished directory can be further processed by the operator.

The log record is written to the log file that is currently open. This log file will be closed and physically
written to disk based when any of the following conditions become true:
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¢ Maximum file duration time limit reached. If the time since the creation of the log file has exceeded
the value defined in the maximum file duration as configured in the log profile, the log file is closed
and written to disk, and a new log file is created.

* Maximum file size limit reached. If the log file size reaches the maximum file size as configured in
the log profile, the log file is closed and written to disk, and a new log file is created.

* Maximum file records limit reached. If the number of log records reaches the maximum log records
as configured in the log profile the log file is closed and written to disk, and a new log file is created.

3.6 Background Query

When you execute Message or Event search in background then MGR sends the search request to LGP
and waits for response in background. During the background search you can perform other tasks on
MGR GUI. Background query is not impacted by logout. You can logout of MGR and later re-login
to see background query result . You can track the status of background queries using Logging O
Background Query link. When the query is completed, the status will be displayed as conpl et ed.
You can click on the completed background query result row to view the result-set or download as
CSV. When the background query completes, an indication is displayed on top-right corner of MGR
GUL. Indication icon is displayed when you login or refresh MGR page or open a new tab after
completion of Background Query.

Prerequisites to perform Background Query:

* A Log Processor (LGP) must be installed and configured
* Message or Event log filter

To search the information in the logs:

1. Intheleft navigation bar, select Logging [J Messages [J Search for message search or select Logging
O Events [ Search for event search.

The Search Messages tab appears.
2. Click

[

next to the Start Date box and select the date and time at which to start the log search.
3. Click

[

next to the End Date box and select the date and time at which to end the log search.

In the Max Results box, specify a maximum number of log records to return.

Select a log filter from the Filter list.

Select the checkbox next to Execute Query in Background to perform the search in background.

NS Tk

Select a view column from the View Columns list. The option Default can be selected to get a
result with the default columns.

Note: If the user changes the selected View Columns while a search is in-progress, the result for
background query will be as per the altered view set.

8. Click Search.

9. Analert message will appear to indicate that the query will be executed in background. Select "OK"
to start executing background query.
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The MGR searches for records based on the starting time, ending time, and filter, and returns any
log records that match (up to the maximum number that you specify).

Note: The maximum size of a request is 20kB. If the size is bigger than 20kB, an error will be
returned.

10. You can track the status of background queries (In-progress or completed) using Logging []
Background Query link.

11. Once background query is completed, there would be indication icon displayed on MGR GUI at
right top with Green color. Indication icon is displayed when user logged-in, refresh page or open
a new tab after completion of background query.

12. Once query status is changed to Conpl et ed, you can click on background query row to view the
result-set.

13. To export the search results as a comma-separated value (CSV) file that can be opened in programs
such as Microsoft Excel and OpenOffice.org Calc, click Export.

Background Query is helpful in performing long searches, searching on LGP Archive records which
may take a very long duration.

Note: There are some restrictions on Background Query

1. You are not allowed to delete in-progress query.
2. Only one background query can be in-progress state in a domain.

3.6.1 Background Query Configuration

For Background Query following parameters should be provisioned in
[ usr/ Text Pass/ et c/ ngr. cnf:

1. background_query_di r: This parameter specifies path where MGR will store Background Query
search results. You must ensure that sufficient space is available on disk at this path otherwise
Background Query cannot be performed. You can change the path of this directory when MGR is
in stopped state. Please ensure that old results are copied to new path otherwise you will not be
able to view older results on MGR GUL

Note: You must ensure that the owner of backgr ound_query_di r folderist ext pass and
t ext pass user is able to create files in backgr ound_query_di r folder.

2. m ni mum si ze_r equi r ed: Minimum free disk space required to perform Background Query is
set in ‘minimum_size_required’. Default value is ‘1024 MB’. If the free space available in
background_query_dir is less than minimum_size_required’, then background query will not be
performed.

3. max_background_query_r ecor ds: Maximum records that can be retrieved by a Background
Query. The default value is 65535.

Note: Due to browser and cache memory limitation, it is strongly recommended not to increase
the value of this parameter more than 65535. If there can be more than 65535 records, the
background query can be split in multiple queries using shorter search ranges.

Sample configuration

<l ogvi ewer maxi mum records="1000" background_query_dir="/var/ Text Pass/ MG/ | gp"
nm ni mum si ze_requi red="1024" max_background_query_recor ds="65535"/ >
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Note: KeepAlive Timer settings must be configured on MGR to detect background query failure
due to unexpected issues like remote server restart or network cable failure. Please refer to the
section Configure KeepAlive Timer of the Full Element Installation Manual.
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4.1 Coordination Among Nodes

The LGP system is scalable. Therefore, adding additional nodes increases the system’s total capacity
and throughput. Fault-tolerance requirements also mean that if a node becomes unavailable, the other
nodes handle its load until it is repaired.

However, data is not replicated among nodes, as system availability does not require all data to be
accessible in the event of a node failure. Therefore, the nodes must be able to distribute data among
themselves without duplicating information.

This functionality is accomplished by running a distributed load-sharing algorithm that uses a multicast
UDP protocol to:

* Select a master node
* Coordinate polling of RTR/FWL nodes

4.2 Allocation Among Nodes

Log file distribution among LGP is implemented in a master-slave topology. One LGP node in the
LAN is recognized as the master node; it runs the allocation procedure as the master process at
configured poll times.

Allocation is accomplished by remotely (through FTP or SFIP) renaming log files on the Router nodes
to subdirectories named after the LGP nodes in the system (e.g.
/var/ Text Pass/| og/ avai | abl e/ | gpl/ <nane>. dat ).

Note: Unsecured protocols such as FTP and telnet may introduce security risk to your network. The
customers are at their own risks if the unsecured protocols are enabled and used on their systems.

The allocation time is encoded as a UNIX timestamp followed by a comma, prefixed to the original
file name. This timestamp is used to reallocate files that have not been collected by the node to which
they were allocated, in the event that the node fails

(/var/ Text Pass/ | og/ avai | abl e/ | gpl/ <ti mest anp>, <node>, <nane>. dat ).

The allocation process attempts to allocate data evenly over all LGP nodes in the system, after file
loading. A LGP node can have a configured static weight (t pconf i g attribute | gpst ati cwei ght)
that multiplies the volume of data the node receives from the allocation (for example, if one LGP node
has more disk space).

4.3 Collection

All LGP nodes use FTP or SFTP to fetch RTR log files to a local directory for loading.

Note: Unsecured protocols such as FTP and telnet may introduce security risk to your network. The
customers are at their own risks if the unsecured protocols are enabled and used on their systems.

Each node runs the collector module after:

e The master finishes, or
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* A configurable time elapses from the last configured poll time

Each LGP node collects files from its own subdirectory on the Router server, which has the same name
as the LGP node.

The collection process is:

1. Files are remotely renamed with a TRANS extension and the transfer start timestamp (to prevent
the master from reallocating a potentially old file).

For example: 1237302903, rtr1, rtr_traff_| og. dat. TRANS

Note: Files with a TRANS extension and a timestamp older than a configurable time are considered
failed during transfer. Their TRANS extension is removed, and they are collected again.

2. Files are transferred to the TRANSFERsubdirectory of the local load directory (to prevent the loader
module from loading a partial file).

3. During transfer:

a) The timestamp prefix is removed, and

b) The file name is prefixed with the source RTR node name
4. When the transfer finishes:

a) The local file copy is moved to the local load directory

b) The files are kept on the RTR node with a DONE extension (if the transfer was successful). The
DONE files are deleted after a configurable period (I gpdonecl ean).

Note: Files with a DONE extension are not reallocated by the master, regardless of their age, to
prevent loading the same file on two different nodes.

5. When the files are loaded locally and the local database is backed up, the DONE files are removed
from the RTR after a configurable time period (I gpdonecl ean)

This procedure ensures that, if a LGP node fails, the files can still be loaded manually.

4.3.1 Compression

To lower bandwidth usage, compression can be enabled on the transfer of the data files from the RTR
to the LGP when using SFTP (not possible for FTP). Compression can be enabled by setting the
| gpconpr esssft pdat a attribute.

Note: This functionality lowers bandwidth usage of the transfer, but will put extra load on the CPU
of the RTR and the LGP.

4.4 Loading

After the RTR log files are transferred to a local directory on the LGP node, determined by the
| gpl ocal | ogdi r parameter, the loader module picks up each file in alphabetical order, decodes
each file, and loads the contents of each file into the local database.

Each database record corresponds to one row in the records file.

The loader module obtains the source RTR node name from the filename prefix that the collector
module added. If the loader finds a file with the same name and source node already present in the
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database, the loader considers the file a duplicate and moves it to the DUPLICATE subdirectory of
the load directory.

If errors are encountered during the load, all of the file’s records are rolled back from the database
and the file is moved to the ERROR subdirectory.

After a successful load, the loader commits the file to the database and removes it from the local load
directory.

4.5 Querying

The LGV interface can query the data in a local LGP’s database using an XML request/response over
a TCP socket connection.

The reporting period, record types, and field match values can be specified in the XML request structure.
The resulting matching records are returned encoded in an XML response structure.

This interface is intended to be used only by the MGR.

4.6 Recovery

If a LGP node fails and all disk-stored data is lost (in the database or in the local load directory), the
data can be recovered if the database was backed up.

Note: This procedure only applies to storage failures in which all data has been lost. Normally mirrored
disks are used, so one of them can fail without causing data loss.

To recover:

1. Resolve the issue that caused the failure or install a new LGP node.

If you select the latter option, duplicate the original configuration. Do not start the LGP node.

2. Restore the last database backup.

3. Manually transfer (by FIP) the TRANS and DONE files in the log files subdirectory named after
the LGP node from all Router nodes to the local load directory.

For example, if the LGP node is named | gp1, manually transfer all TRANS and DONE files in the
| gpl directory to the local load directory.

Note: Unsecured protocols such as FTP and telnet may introduce security risk to your network.
The customers are at their own risks if the unsecured protocols are enabled and used on their
systems.

4. Rename all files with a new name:
a) Remove the timestamp prefix
b) Add the originating RTR node name as a prefix
¢) Remove the TRANS or DONE extension
For example, change 10000011, rtr_traff_| og. dat. DONEtortr1,rtr_traff_| og. dat.

5. Start the LGP node.
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5.1 Introduction

The semi-static configuration consists of two files:

* Host-specific configuration file: Contains parameters for a specific LGP and is located at
/ usr/ Text Pass/ et c/ <host name>_confi g. t xt , where <host nane> is the host name of the
LGP

¢ Common configuration file: Contains parameters that are common to all LGPs and is located at
[ usr/ Text Pass/ et c/ cormon_confi g. t xt

Configuration parameters can be placed in either file. In case of a conflict in the settings of a parameter,
the host-specific configuration file always takes precedence over the common configuration file.

5.2 Configuration File Structure

This diagram depicts the entities in the LGP semi-static configuration file.

tpconfig

Igprouternode Igpdbkey

1 1..10

Figure 3: Configuration file structure

5.3 Semi-Static Configuration

This section describes the semi-static configuration file entities and attributes.

5.3.1 tpconfig Entity

This section describes the t pconf i g attributes.
5.3.1.1 ipaddress

Mandatory/Optional
Optional
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Location
Host-specific configuration file

Description

IP address of the server.
5.3.1.2 runtextlgpprocess

Mandatory/Optional
Mandatory (for running the LGP)

Location

Host-specific configuration file

Description

Configuration

Specifies whether the LGP process should be started. Should be "true" for running the LPG.

Valid Values

®* t{rue
e false

Default

false
5.3.1.3 runtextpassprocess

Mandatory/Optional
Mandatory (for running the RTR)

Location

Host-specific configuration file

Description

Specifies if the RTR process should be started. Should be "true" for running the RTR.

Valid Values

® true
e false
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5.3.1.4 runtpfclientprocess

Mandatory/Optional
Optional

Location

Host-specific configuration file

Description

Specifies whether thet p_f cl i ent file transfer client should be started. Should be "true" if the common
semi-static configuration file is needed.

Valid Values

* t{rue
e false

5.3.1.5 Igpalertdelay

Mandatory/Optional
Optional

Location

Common configuration file

Description

Number of minutes to wait before retransmitting a loader trap.

Default

15 minutes
5.3.1.6 Igpaliveinterval

Mandatory/Optional
Optional

Location

Common configuration file
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Description

Period (in seconds) with which to update the LGP node's statistics in the TNL heartbeat user data for
node coordination. It is recommended to set this parameter to the same value as the TNL heartbeat
interval.

Default

15 seconds

5.3.1.7 Igpasndisablefields

Mandatory/Optional
Optional

Location

Common configuration file

Description

List of ASN records to disable, as a comma-delimited listof st ruct ur e. [ substructure.]*fi el d.
The names come from the ASN log record specification. Ensure that you do not disable fields that
might be necessary for lookups.

Default
"" (all fields are loaded)

5.3.1.8 Igpcompresssftpdata

Mandatory/Optional
Optional

Location

Common configuration file

Description

Boolean to specify if compression on the transfer of the data files when using SFTP is enabled (true)
or disabled (false). This variable has no effect when using FTP.

Default

false
5.3.1.9 Igpdbclean

Mandatory/Optional
Optional
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Location

Common configuration file

Description

Database clean schedule, as a comma-delimited list of hh24mi times. For example, 1 A.M. and 1 P.M.
is 0100,1300.

Default

"

(no cleaning)
5.3.1.10 Igpdbcleanolderthan

Mandatory/Optional
Optional

Location

Common configuration file

Description

Maximum file age (in hours) in the database. Files that were loading into the database before this time
are deleted at the next database clean.

Default
240 hours

5.3.1.11 lgpdbdatabase

Mandatory/Optional
Optional

Location

Common or host-specific configuration file

Description

Name of the database in the database server to use. Must not be in use by another LGP node.

Default

lgp

Note: If multiple instances of LGP are running on same server, then| gpdbdat abase must be specified
in host-specific configuration file and two NMM users must not use the same | gpdbdat abase. Hence,
in a multi-instance setup, the user must specify this parameter in its host specific file and ensure that
non-t ext pass user doesnotuse ' | gp' database.
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5.3.1.12 Igpdbpassword

Mandatory/Optional
Mandatory

Location

Common or host-specific configuration file

Description

Password for the database user, a scrambled octet string, obtained from password xor reverse
(username). Change the password from the default, for security reasons. The password should be
changed on the MySQL database for this user as well.

All Mobile Messaging components should use unique database user names and passwords, for example
for the LGP:

e User: LGPuser
e Password: LGPuser123

Default
LGPuser123

Note: If multiple instances of LGP are running on same server, then | gpdbpasswor d must be specified
in the host-specific configuration file of each user.

5.3.1.13 Igpdbport

Mandatory/Optional
Optional

Location

Common configuration file

Description

Port to use for connecting to the database server (0 indicates "use system default").

Default
0

5.3.1.14 Igpdbuser

Mandatory/Optional
Mandatory
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Location

Common or host-specific configuration file

Description
User name to use for the database server.

All Mobile Messaging components should use unique database user names and passwords, for example
for the LGP:

e User: LGPuser
e Password: LGPuser123

Default
LGPuser

Note: If multiple instances of LGP are running on the same server then | gpdbuser must be specified
in host-specific configuration file and two NMM users must not use the same | gpdbuser . Hence, in
a multi-instance setup, the user must specify this parameter in its host specific configuration file.

5.3.1.15 Igpdoneclean

Mandatory/Optional
Optional

Location

Common configuration file

Description

Maximum age (in hours) of files on the SFTP server which were successfully transferred to the LGP
server. A file from the SFTP server will be removed if the maximum age has passed.

Default

0 (files are deleted immediately after transfer)

5.3.1.16 Igpfiletransferprotocol

Mandatory/Optional
Optional

Location

Common configuration file

Description

Specifies the file transfer protocol used by the LGP to retrieve the log records from the RTRs.
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Note: Unsecured protocols such as FTP and telnet may introduce security risk to your network. The
customers are at their own risks if the unsecured protocols are enabled and used on their systems.

Default
sftp

5.3.1.17 Igpfulltextsearch

Mandatory/Optional
Optional

Location

Common configuration file/Host-configuration file

Description

Indicates whether the flexible user data text search functionality is supported or not. The functionality
is supported only when this parameter is set to “true” and the “Full Text Search” license option is
enabled on the LGP.

Note that this parameter can be set only when the LGP is inactive.

Default

false

5.3.1.18 Igploadedrestartwaitinterval

Mandatory/Optional
Optional

Location

Common configuration file

Description

Number of seconds to wait before restarting the loader process, if it exited with a fatal error.

Default

60 seconds
5.3.1.19 Igploaderbatchsize

Mandatory/Optional
Optional
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Location

Common configuration file

Description

The batch size in number of records for the batch files to be inserted into the database.

Default
10000

5.3.1.20 Igploadertempdir

Mandatory/Optional
Optional

Location

Common configuration file

Description

Local directory to be used for creating temporary files used for batch loading. This directory is best
placed on a tmpfs or ramfs file system. Placing this directory on the disk has no advantage. The data
is not integral for the data safety.

Default
/tmp

5.3.1.21 Igploadertimeoutinterval

Mandatory/Optional
Optional

Location

Common configuration file

Description

Maximum time (in seconds) between consecutive loader statistics. If the loader does not provide
feedback to the controller after this amount of time, it is considered dead and is restarted.

Default

120 seconds
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5.3.1.22 Igplocallogdir

Mandatory/Optional
Optional

Location

Common or host-specific configuration file

Description

Path to the local directory used for temporarily storing log files until they are loaded. Can be given
as an absolute path (recommended) or as a relative path from the LGP binary. | gpquer ysql | ogspat h
and | gpl ocal | ogdi r should not use the same directory.

If the parameter is not specified, the default directory used is /var/TextPass/LGP. When the parameter
is specified, it must specify an existing directory, in which the textpass user has permission to manage
files.

Default
/var/ Text Pass/ LGP

Note: If multiple instances of LGP are running on the same node then | gpl ocal | ogdi r must be
specified in host-specific configuration file and two NMM users must not use the same

| gpl ocal I ogdi r. The default directory used is / var / <<user name>>/ LGP for all users except
t ext pass. Hence, in a multi-instance setup, the user must specify this parameter in its host specific
configuration file and make sure that the directory has permissions to be managed by the user.

5.3.1.23 Igpmaxcollectorrun

Mandatory/Optional
Optional

Location

Common configuration file

Description

Maximum run time (in seconds) for the master process. If the process takes longer, it is assumed that
the process failed and it is killed.

Default

20 minutes
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5.3.1.24 Igpmaxloadtime

Mandatory/Optional
Optional

Location

Common configuration file

Description

Maximum time (in minutes) for the LGP local file queue to be loaded. If, at the current loading speed,
it is estimated that it will be surpassed, a trap is triggered. Set to a value that will allow operator
intervention before the system is irrecoverably out-of-sync.

Default

60 minutes
5.3.1.25 Igpmaxmastercollectorwait

Mandatory/Optional
Optional

Location

Common configuration file

Description

Maximum interval (in seconds) for which the collector module waits for the master process, running
on the master node, to complete before starting.

Default

5 minutes
5.3.1.26 Igpmaxmasterrun

Mandatory/Optional
Optional

Location

Common configuration file

Description

Maximum time (in seconds) for the master process. If the process takes longer, it is assumed that the
process failed and it is killed.
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Default

20 minutes
5.3.1.27 lgpmaxnumberof

Mandatory/Optional
Optional

Location

Common configuration file

Description

Number of queries that can be run in parallel.

Default
10

5.3.1.28 lgpnodename

Mandatory/Optional
Mandatory

Location

Host-specific configuration file

Description

Name of the LGP node, used during collection. Each node in an LGP system (in a LAN) must have a
unique name.

Default
Igp

Note: If multiple instances of LGP are running on the same node then ensure that each LGP is assigned
a unique | gpnodenare.

5.3.1.29 Igppollperiod

Mandatory/Optional
Optional

Location

Common configuration file
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Description

Polling period (in minutes). Files are retrieved from RTR nodes at this frequency, between IgpPollStart
and lgpPollStop. Applies to all RTR nodes. Must be the same on all LGP nodes in a system.

Default

15 minutes
5.3.1.30 Igppollstart

Mandatory/Optional
Optional

Location

Common configuration file

Description

Start time of the polling scheme, as a UNIX time stamp. When set to 0, polling will start immediately.
Otherwise, the start time must be set to an absolute value that indicates the moment when polling
will start. Applies to all RTR nodes. Must be the same on all LGP nodes in a system.

Default
0

5.3.1.31 Igppollstop

Mandatory/Optional
Optional

Location

Common configuration file

Description

End time of the polling scheme, as a UNIX time stamp. When set to -1, polling will never stop.
Otherwise, the stop time must be set to an absolute value that indicates the moment when polling will
start. Applies to all RTR nodes. Must be the same on all LGP nodes in a system.

Default
0

5.3.1.32 Igpquerybacklog

Mandatory/Optional
Optional
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Location
Common configuration file

Description

Size of the query server socket backlog (number of entries in the new connections list).

Default
10

5.3.1.33 Igpquerygeneratesqllogs

Mandatory/Optional
Optional

Location

Common configuration file

Description

SQL query tracing flag. If enabled, all SQL queries are written in a separate file.

Default
0

5.3.1.34 Igpquerymaxwait

Mandatory/Optional
Optional

Location

Common configuration file

Description

Maximum run time for a query (in seconds). When this time expires, the query is terminated and an
error is returned to the client.

Default

20 seconds
5.3.1.35 Igpquerysqllogspath
Mandatory/Optional

Optional
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Location

Common configuration file

Description

Complete path and file name for the SQL query trace file. | gpquer ysql | ogspat h and
| gpl ocal | ogdi r should not use the same directory.

Default
sql.log

5.3.1.36 Igprecycleinterval

Mandatory/Optional
Optional

Location

Common configuration file

Description

Time (in hours) after which files that were allocated on the SFTP server to an LGP node but were not
picked up are redistributed. Should be set to the medium defect repair time, in case of an LGP node
failure.

Default
5 days

5.3.1.37 Igpstartupwait

Mandatory/Optional
Optional

Location

Common configuration file

Description

Interval (in seconds) for which a newly started node stays in the start-up state and does not assume
the master role.

Default

2 minutes
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5.3.1.38 Igpstaticweight

Mandatory/Optional
Optional

Location

Common configuration file

Description

Static weight for the node, used to multiply the data size allocated to the current node. For example,
if the static weight is 2 and all other nodes have a static weight of 1, this node will receive twice as
many bytes to load. Normally, this parameter should be set to 1 for all identical nodes in an LGP
system.

Default
1

5.3.1.39 Igptransclean

Mandatory/Optional
Optional

Location

Common configuration file

Description

Maximum age for files in transfer (in hours). If a file is in the transfer state (has the TRANS extension)
after this much time, it is collected again.

Default

1 hour
5.3.1.40 snmppropalarmownipaddress

Mandatory/Optional
Optional

Location

Common/Host configuration file
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Description

The IPv4 address of the TextPass node. If set, this address will be used as source address for sending
SNMP traps. This parameter is used to populate Trap Agent address for IPv4/IPv6 address. If this
parameter is not set, then the IPv4 address of first network interface is used to populate Trap Agent
Address in SNMP Traps.

Valid Value
IPv4 address

Default
Empty string

5.3.1.41 snmppropalarmownipvé6address

Mandatory/Optional
Optional

Location

Common/Host configuration file

Description

The IPv6 address or hostname of the TextPass node. If set, this address will be used as source address
for sending SNMP traps.

Valid Values

IPv6 address or hostname(maximum length can be of 255 characters)

Default
Empty string

5.3.1.42 snmpproplistenaddresstype

Mandatory/Optional
Optional

Location

Common/Host configuration file

Description

This parameter indicates whether SNMP Listener type is IPv4 only or Dual-stack.

Valid Values
ipv4 or dual
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Default
ipv4

5.3.2 lgprouternode Entity

This section describes the | gpr out er node attributes.

5.3.2.1 name

Mandatory/Optional
Mandatory

Location

Common configuration file

Description

Host address or name of the RTR's SFTP server.

Valid Values

1 - 64 character string
5.3.2.2 dir

Mandatory/Optional
Mandatory

Location

Common configuration file

Description

Remote log directory path on the RTR. Cannot contain a colon (:).

Valid Values

1 - 64 character string
5.3.2.3 user

Mandatory/Optional
Mandatory

Location

Common configuration file
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Description

SFTP user name on the RTR.

Valid Values

1 - 64 character string
5.3.2.4 password

Mandatory/Optional
Optional

Location

Common configuration file

Description

Remote log directory path on the RTR. A scrambled octet string, obtained from password xor
reverse(routerNodeUser). Unscrambled password cannot contain a colon (:).

Valid Values
0 - 64 character string

5.3.2.5 pattern

Mandatory/Optional
Optional

Location

Common configuration file

Description

Log file pattern, used to select the files to be loaded from the remote log directory. Perl-style regular
expression; must match only log files and must not contain the string start and end * $ (these are
added by the master and the collector nodes). The recommended form is to match the file extension
(. *\. dat ). Cannot contain a colon (: ).

Valid Values
1 - 64 character string

5.3.3 Igprouternode Entity

This section describes the | gpr out er node attributes.
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5.3.3.1 dbkey

Mandatory/Optional
Mandatory

Location

Common configuration file

Description

A comma separated list of database column names. This comma separated list will be used to create
a database key. The key will use the same order as is provisioned. Column names will be validated.
No more than 16 columns will be allowed in single key.

Valid Values
0 - 1054 character string

5.3.4 Igpprop Entity

This section describes the 1gpprop attributes. Note that the following attributes can be set only when
the LGP is inactive.

5.3.4.1 normalisationmap

Mandatory/Optional
Optional

Location

Common configuration file/Host-configuration file

Description

A newline (‘\n’ or &#10;) separated list of character-sets that can be specified in plain text format or
in HTML format.

The list will be used as a tokenization map while pre-processing the user data text in the log record
fields “smsSubmit_smsUserData”, “smsDeliver_smsUserData” and “messageFields_userData”, as
well as during the pre-processing of any flexible text search query string. Note that although the name
of this configuration parameter is “normalisationmap”, it is actually not used for the normalization
of any text. Rather it is used to control the tokenization step, the output of which is then further

normalized by collating consecutive identical tokens into a single token.

As part of the pre-processing, original text characters belonging to each character-set contained in the
list will be tokenized using the corresponding first character of the set.

When this entity is not configured, the default normalization map will be used.
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Example

If the configured list is:
“aA\nbB\n3eE”

Then “A” and “a” will become “a”,
“B” and “b” will become “b”,

“3”,"e” and “E” will become “3”.

Valid Values
0 - 1000 character string

5.3.4.2 wordboundaries

Mandatory/Optional
Optional

Location

Common configuration file/Host-configuration file

Description
A list of characters that can be specified in plain text format or in HTML format.

The characters contained in the list will be used as word boundaries while pre-processing the user

”oou

data text in the log record fields “smsSubmit_smsUserData”, “smsDeliver_smsUserData” and
“messageFields_userData”, as well as during the pre-processing of any flexible text search query
string. Note that the control characters in ASCII and extended ASCII sets are implicitly considered as
word boundaries and hence do not need to be configured.

As part of the pre-processing, if the characters listed in this entity are encountered then they will be
replaced by “white-space” character.

When this entity is not configured, the default set of word boundaries will be used.

Example

If the configured list is:

“l@#”

Then the characters “!”, “@”, “#” will be replaced by white-space.

Default
0 - 1000 character string

5.3.4.3 stopwords

Mandatory/Optional
Optional
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Location

Common configuration file/Host-configuration file

Description
A comma (’,") separated list of words that can be specified in plain text format or in HTML format.

The words contained in the list will be used as stop words while pre-processing the user data text in

”oou

the log record fields “smsSubmit_smsUserData”, “smsDeliver_smsUserData” and
“messageFields_userData”, as well as during the pre-processing of any flexible text search query
string.

As part of the pre-processing, if the words listed in this entity are encountered then they will be
removed.

When this entity is not configured, the default set of stop words will be used.

Example
If the configured list is:
“about,an,are”

/A

Then the words “about”, “an”, “are” will be removed.

Valid Values
0 - 10000 character string

5.4 Dynamic Configuration

This section describes dynamic configuration of LGP supported on MGR GUL

Parameter Usage

Convert To Archive Files that were loaded into the DB more than this time ago shall be archived

Storage After at the next DB archive schedule. Default value is '-1' which indicate that no
archiving will be performed.
The value should be greater than or equal to 24 hours to perform the archiving.
The maximum allowed value is 26304 hours (1096 days).

Database Archive DB archive schedule, written as a comma separated list of hh24mm times.

Schedule For example 1 AM and 1 PM is 0100,1300. Default value is 0135. Maximum

24 durations can be configured as DB archive schedule.

DB archive schedule must be set to off-peak hour period. Archival /Un-archival
procedure can take time and transaction/event files are not loaded during
archival /un-archival.

Configuring DB archive schedule parameter to peak-hours will impact the
performance of the LGP loader and LGP query module.
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Parameter Usage

Background Query |Maximum run time for a background query, in seconds. When the user
Max Run Time executes a background query from the MGR GUI, then LGP uses "Background
Query Max Run Time" instead of | gpquer ymaxwai t parameter.

Note: For this parameter is only applicable for Background queries. For
normal queries | gpmaxquer ywai t parameter is applicable.

Refer to the MGR Operator Manual for more information about the dynamic configuration and
background query.

5.5 Customizing Database Keys

You can configure the LGP database keys using an SNMP table called | gpDbKeyTabl e, which is
configured using the semi-static configuration attribute | gpdbkey. This functionality allows you to
customize your LGP database keys in accordance with your actual query usage, to make your most
commonly executed queries more efficient.

Note: Changing the default | gpDbKeyTabl e entries will affect loading and querying speed.

The table can contain a maximum of 10 entries. Each entry contains a list of comma-separated column
names. The LGP uses each table entry to construct a database key.

| gpDbKeyTabl e entries must be set when the LGP is inactive. They will only affect tables that are
created after the entries are set. The LGP verifies that the column names are valid; if any column name
is invalid, the LGP will return an SNMP error and write an error to syslog, indicating which column
name is invalid.

Default Database Keys
| gpDbKeyTabl e contains the following default entries:

Entry Column Names

1 rec_time, inboundMessageType

2 mapMsi sdn_gsmAddr ess_nunber, rec_tine

3 sneDel i ver _sneScTi nest anp

4 correl at edSri Sm sccpCgPa_sccpAddress_gl obal Ti tl e_nunber,
rec_time

5 sccpCgPa_sccpAddress_global Titl e_nunber, rec_tine

6 sccpCdPa_sccpAddress gl obal Titl e _nunber, rec_tine

7 rejectlnfo_rejectCause

The LGP uses these entries until SNMP set is used to change or add an entry. Then, the LGP uses the
customized entries.
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Available Database Keys

To view the columns that are available for use as database keys:

1.
2.

Log in to the LGP server as user root.

Log in to MySQL as user root:

# nysgl --1o0gin-path=nysql _root

Execute:

# mysqgl > show tabl es from <l gp_db>;

Where <I gp_db> is the name of the LGP database. The default database name is | gp.

Select the newest table that begins with | gp_i nb_nsg_ and ends with a date in format
YYYYMMDD. Then, execute:

nysql > sel ect col um_nanme from i nformati on_schema. col ums where \
tabl e_nane='<l gp_i nb_nmsg_YYYYMVDD>' and tabl e_schema=' <l gp_db>";

Where <I gp_i nb_msg_YYYYMVDD> is the table that you selected.

From this list, select the columns that you want to use as database keys.
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6.1 Introduction

This chapter describes the command-line tools available to assist in determining the status of the
system or locating the cause of the problem, if any.

6.2 Stopping the System

The LGP is designed to run unattended and almost maintenance-free for normal operation. If the LGP
process needs to be stopped, execute the following command at the command prompt of the LGP
node:

tp_stop --tp_lgp
This command will gracefully shut down the LGP and stop the LGP process and the watchdog process.

6.3 Starting the System

To start the LGP process, execute the following command at the command prompt of the LGP node:
tp_start --tp_lgp

This command will start the LGP and the watchdog process.

During initialisation, the LGP process uses the t p_conf i g tool to load the configuration.

When the LGP node restarts after an unplanned outage (such as a power failure), the LGP process is
restarted automatically and resumes service.

6.4 Log Processor Statistics

On each LGP server, you can check the following read-only SNMP properties for information about
the server's operation and performance.

Property Description

| gpActi veFl ag Indicates if the LGP node is active and participating in polling,
loading, and querying.

| gpl sMast er Fl ag Indicates if the LGP node is the master node in the LGP system.

| gpLast Col | ecti on UNIX timestamp of the last successful collection (FTP poll).

| gpQueueFi | es Number of files in the local log directory waiting to be loaded on
the LGP node.

| gpQueuesSi ze Size of the files (in KB) in the local log directory waiting to be
loaded on the LGP node.
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Property Description

| gpLoadRecs Average loading speed in records per second, over the last five
minutes.

| gpLoadByt es Average loading speed in bytes per second, over the last five
minutes.

| gpDbFi | es Number of files loaded in the LGP database.

| gpDbSi ze Size of the files (in KB) loaded in the LGP database.

6.5 Watchdog Process

The watchdog process and the Mobile Messaging component process communicate via Unix signals.

The watchdog process expects contact from the Mobile Messaging component process every second.
If the component process does not contact the watchdog for six seconds, the watchdog stops and
restarts the component process.

If a signal is missed, the watchdog writes the following message in the syslog:

M ssing health signal, mssed <nunmber of signals> signals, allowed <max nunber of
n ssed signal s>

If the watchdog stops the component process, it writes the following messages:

M ssed <nunber of signal s> health signals: trying to cleanly abort process <process

| D>
Application killed (<process ID>), waiting <nunber of seconds> seconds before
restarting

When the watchdog attempts to restart the component process, it writes the following message:

Application restarted, nunmber of unsuccessfully restarts <nunber of restarts>,
application was running for <nunber of seconds> seconds

If the component process dies or is stopped by the watchdog three times within 30 minutes, the
watchdog stops attempting to restart the process and writes the following message:

Application terminated, too many restarts within predefined interval

To monitor the sysl og, execute:
# tail -f /var/log/ messages

6.6 System Verification

6.6.1 Basic System Verification

For basic verification of the LGP status, execute the following command at the command prompt:
tp_status

The t p_st at us command provides the operational state and uptime of all configured devices and
components.
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6.6.2 Advanced System Verification

System Management

For more detailed information about the LGP system, use the t p_wal k command-line tool (as user
textpass) to retrieve information about specific LGP counters, as follows:

$ tp_walk AD

Where O Dis an object identifier uniquely identifying an SNMP attribute group that refers to the
respective Log Processor verification counters (see Log Processor Statistics)

For more information about t p_wal K, refer to the Tools Operator Manual.

Additional LGP troubleshooting methods are investigation of core files and analysis of XML
configuration data files.

6.7 Command-line Tools for Troubleshooting

The following command-line tools are available for troubleshooting purposes:

Tool

Description

More Information

tp_status

Provides the operational state and uptime
of NewNet Mobile Messaging components.

Refer Tools Operator Manual

tp_system

Allows you to:

¢ View software and hardware information
e Activate licenses
¢ Boot the system

* Enable and disable subscriptions to the
trap service

Refer Tools Operator Manual

tp_wal k

Provides the real-time value of any SNMP
attribute.

Refer Tools Operator Manual

t p_wal kal |

Provides the real-time value of all SNMP
attributes.

Refer Tools Operator Manual

tp_l gp_archive

Allows exporting the LGP database based
on specified date range and desired storage
engine.

Refer section tp_Igp_archive.

tp_l gp_query

Allows to check the LGP transaction/event
table engine type.

Refer section tp_Igp_query.

tplgp archive online

Allows you to archive or unarchive the LGP
tables based on the specified date range.

Refer section
tp_lgp_archive_online.
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6.7.1 tp_lgp_archive

Thet p_| gp_ar chi ve tool allows you to export the LGP database based on specified date range and
desired storage engine.

6.7.1.1 Synopsis

tp_l gp_archive --start_tine=timestanp --end_tine=ti mestanp --engi ne=string

[--output _file=string] [--dbuser=string] [--dbpwd=string] [--host=hostnane| | P]
[--db=string][--port=nunber]

6.7.1.2 Options

Tool Description
--start_time Start time of the table records. Records will be fetched from start time to
end time.
Format: YYYYMVDD/ 20121009. This is a mandatory parameter.
--end_time End of the table records. Records will be fetched from start time to end
time.
Format: YYYYMVDD/ 20121109. This is a mandatory parameter.
--engine MySQL table engine in which you want to export the data (ARCHIVE or

InnoDB).

This is a mandatory parameter.

--output_file

| gp_ar chi ve_scri pt will create a single output file. The name is taken
from the optional out put _fil e.

The default name is/ t np/ nysql _ar chi ve_dat a. sql To guarantee
uniqueness, a date string is appended.

--dbuser Username to connect to the LGP database.
--dbpwd Password to connect to the LGP databases.
--host Hostname of LGP Server.

--db Name of LGP database.

--port MySQL Server listen port

--help Displays help

6.7.1.3 Example

The following example command:

tp_l gp_archive

--start _tinme=20131201 --end_ti me=20131202 --engi ne=ARCHI VE

--output_file=/tnp/lgp_export

Creates the file / t np/ | gp_export . sql .
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6.7.2 tp_lgp_query

The t p_Il gp_query tool allows to query LGP database to check the engine type of LGP
transaction/event tables and write output in XML format.

This helps to fetch following information:

1. List tables along with their storage engine
2. Get exact day from where InnoDB and Archive table exists.

Two types of query is supported in tp_lgp_query tool:
1. archi veTabl eRecor d: It returns the following result in XML format:

* InnoDB first available table (Day)
¢ InnoDB last available table (Day)
* Archive first available table (Day)
* Archive last available table (Day)

2. archi veFul | Tabl eRecor d: Returns list of all tables along-with their engine type (InnoDB or
Archive) in xml format.

6.7.2.1 Synopsis

/ opt / Text Pass/ LGP/ Rxx. yy.zz.ww/ bi n/tp_l gp_query --query=string --1gp_i p=string
--lgp_port=integer --output_file=string

where RxX. yy. zz. wwis the LGP release installed on the system.

6.7.2.2 Options

Tool Description

—quety Query type.
Supported values: ar chi veTabl eRecor d and
ar chi veFul | Tabl eRecord.

--lgp_ip LGP Server IP-Address.

--lgp_port LGP Query Listen port. If not specified then default port (33003) will
be used.

--output_file Output file absolute path.

6.7.2.3 Example

The following example command:

[ opt/ Text Pass/ LGP/ Rxx.yy.zz.ww/ bin/tp_| gp_query --query=archi veTabl eRecord
--lgp_i p=127.0.0.1 --1gp_port=30003 --output_file=/tnp/lgp_query.xm

Creates the file / t np/ | gp_query. sql .
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6.7.3 tp_lgp_archive_online

The tp_lgp_archive_online tool allows you to archive or unarchive the LGP tables based on specified
date range.

Note: Before using this tool, make sure that the archiving has been disabled from MGR/ config files.
Key features for this tool are discussed underneath:

¢ Can be executed from cronjob.
* In multi-instance setup, separate instance of tool must be executed for each LGP instance.
* Does not impact normal LGP working. Hence loading can happen in parallel.

¢ Should be executed in low traffic period. In case of high traffic period, LGP loading and tool
execution in parallel can lead to high disk I/O utilization.

* Reads database keys from config files. If there is a change in database keys, the change is reflected
only on the tables processed from the next execution.

* Exits if gets any error in table processing.

6.7.3.1 Synopsis

.Itp_lgp_archive_online --start_date=tinestanp --end_date=tinestanp [--archive]
[--innodb]
[ - - maxi mum days] [--nocheck] [--dbuser=string] [--dbpwd=string] [--host=hostnane|!P]

[--db=string][--port=nunber]

6.7.3.2 Options

Tool Description

- start_date This option indicates start date of the table records. Records are fetched from
start date to end date. This is a mandatory parameter.

Format: YYYYMMDD/20121009 .

—end_date This option indicates end of the table records. Records are fetched from start
date to end date. This is a mandatory parameter.
Format: YYYYMMDD/20121109.

--archive . Y s . .
This option indicates that the specified MySQL tables are to be archived. This
cannot be used with -innodb option.

--innodb . Lo s .
This option indicates that the specified MySQL tables are to be unarchived.
This cannot be used with -archive option.

— maximum _days This option indicates number of days for which tables will be processed in
one execution cycle.

Note: Default value is 0. For all the values less than or equal to 0. It will
process all the tables in specified date range.
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Tool Description

—nocheck This option indicates that no validation is required on the input provided by
user. It is mandatory to use this option while executing the tool in cronjob.

--dbuser This option indicates username to connect to the LGP database.

--dbpwd This option indicates password to connect to the LGP database.

—host This option indicates hostname of LGP Server.

-—-db This option indicates name of LGP database.

--port This option indicates MySQL Server listen port.

--help This option displays help.

6.7.3.3 Example

1) The following command archives all the LGP tables between start date and end date.
tp_l gp_archive_online --start_date=20150427 --end_dat e=20150429 --archive

OUTPUT:

[text pass@pf53 ~]$ tp_l gp_archive_online --start_dat e=20150427 --end_dat e=20150429
--archive

(PERL) Uility for converting LGP tables into Archive or |InnoDB engine fornmat.

Pl ease confirmthe database settings:

LGP Dat abase User namne: LGPuser
LGP Dat abase Password: LGPuser 123
LGP Dat abase Nane: I gp

LGP Dat abase port numnber: 3306

LGP Start Tine: 20150427
LGP End Ti ne: 20150429
MySQL Engi ne: ARCHI VE

Is this information correct? [Y/n] >> vy

Processing | gp_i nb_nsg_20150427

Archiving of Igp_inb_nsg_20150427 Successful!

Processing | gp_i nb_nmsg_20150428

Archiving of |gp_inb_nmsg_ 20150428 Successful !

Processing | gp_i nb_nsg_ 20150429

Archiving of |gp_inb_nmsg 20150429 Successful!

2) The following command unarchives all the LGP tables between start date and end date.

tp_l gp_archive_online --start_date=20150427 --end_dat e=20150429 --i nnodb

OUTPUT:

[text pass@pf53 ~]$ tp_l gp_archive_online --start_dat e=20150427 --end_dat e=20150429

--innodb

(PERL) Wility for converting LGP tables into Archive or

Pl ease confirmthe database settings:
LGP Dat abase User nane:
LGP Dat abase Password:

LGP Dat abase Nane:

LGP Dat abase port nunber:

LGP Start Tine:
LGP End Ti ne:
MySQL Engi ne:

LGPuser
LGPuser 123
I gp

3306
20150427
20150429

| nnoDB

Is this information correct? [Y/n] >> vy
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Processing | gp_i nb_nmsg_20150429
unar chi ving of Igp_inb_nmsg 20150429 successf ul
Processing | gp_i nb_nsg_20150428
unar chiving of |gp_inb_msg 20150428 successf ul
Processing | gp_i nb_nsg_20150427
unar chiving of Igp_inb_nmsg 20150427 successf ul

3) The following command unarchives all the LGP tables of next two days (i.e. -maximum_days=2)
from the start date.

OUTPUT:

[text pass@rakatau ~]$ tp_|l gp_archive_online --start_date=20120419 - - end_dat e=20160422
--innodb

- -maxi num days=2 --dbuser=LGPuser -dbpwd=LGPuser 123 --host =l ocal host --db=lgp

- -port=3306

(PERL) Wility for converting LGP tables into Archive or |InnoDB engine format.
Pl ease confirmthe database settings:

LGP Dat abase User nane: LGPuser
LGP Dat abase Passwor d: LGPuser 123
LGP Dat abase Nane: I gp

LGP Dat abase port nunber: 3306

LGP Start Tine: 20120419
LGP End Ti ne: 20160422
MySQL Engi ne: I nnoDB

Is this information correct? [Y/n] >> vy
Processing | gp_evt_sm endpoi nts_20150420 t abl e

unar chiving of |gp_evt_sm endpoints_20150420 successful!
Processing | gp_evt_sm final status_20150420 tabl e

unar chiving of |Igp_evt _smfinal status_ 20150420 successful!
Processing | gp_evt_sm endpoi nts_20141106 tabl e

unar chiving of |gp_evt_sm endpoints_20141106 successful!
Processing | gp_evt_smfinal status_20141106 tabl e

unarchiving of Igp_evt _smfinalstatus 20141106 successful!
Processing | gp_evt_smgsmorig_in_request_ 20141106 table

unar chi ving of |gp_evt_smgsmorig_in_request_20141106 successful!
Processing | gp_evt_smgsmorig_in_response_20141106 table

unarchiving of Igp_evt_smgsmorig_in_response 20141106 successful!

4) The following command archives all the LGP tables of 27th April 2015(i.e. only single day LGP
tables) where 'start_date' is equals to 'end_date'.

tp_l gp_archive_online --start_date=20150427 --end_dat e=20150427 --archi ve

OUTPUT:

[text pass@pf53 ~]$ tp_l gp_archive_online --start_dat e=20150427 --end_dat e=20150427
--archive
(PERL) Utility for converting LGP tables into Archive/lnnoDb engine fornat.

First please confirmthe database settings:

LGP Dat abase User namne: LGPuser
LGP Dat abase Password: LGPuser 123
LGP Dat abase Nane: I gp

LGP Dat abase port numnber: 3306

LGP Start Tine: 20150427
LGP End Ti ne: 20150427
MySQL Engi ne: ARCHI VE

Is this information correct? [Y/n] >> vy
Processing | gp_i nb_nmsg_20150427
Archiving of |gp_inb_nmsg 20150427 Successful!

5) Using tp_lgp_archive_online tool in cronjob:

The following command executes this script everyday at 00:05 Hrs . This archives all the tables of next
two days (i.e. -maximum_days=2) from the start date.
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For example:

Edit the crontab with following command:
#crontab -e

Add the below line in crontab:

5 * * * * gy - textpass -c "tp_lgp_archive_online --start_date=20150427
--end_dat e=20150429
--archive -maxi mum days=2 --nocheck" >/dev/null 2>&1

6) Using tp_lgp_archive_online tool in cronjob:
For multi-instance configuration, you need to run this script for every user.

The following command executes this script for tpuser01 everyday at 00:05 Hrs. This archives all the
tables of next two days (i.e. -maximum_days=2) from the start date.

For example:

Edit the crontab with following command:
#crontab -e

Add the below line in crontab:

5 * * * * gy - tpuser01 -c "tp_lgp_archive_online --start_date=20150427
--end_dat e=20150429

--archive -maxi mum days=2 --dbuser=LGPuser1l -dbpwd=LGPuser 1234 --host =l ocal host
--db=lgp_1

--port=3306 --nocheck” >/dev/null 2>&1

7) While doing data unarchiving using this tool, if LGP contains archived tables beyond the end date
specified, the tool exits with below error:

Table(s) beyond to end date in Igp database are still in Archive Engine.
h
The following command unarchives all the LGP tables of 27 April 2015:
tp_l gp_archive_online --start_date=20150427 --end_dat e=20150427 --i nnodb
OUTPUT:

[text pass@pf53 ~]$ tp_l gp_archive_online --start_dat e=20150427 - - end_dat e=20150427
--innodb

(PERL) Uility for converting LGP tables into Archive or |InnoDB engine fornmat.

Pl ease confirmthe database settings:

LGP Dat abase User nane: LGPuser
LGP Dat abase Password: LGPuser 123
LGP Dat abase Nane: I gp

LGP Dat abase port numnber: 3306

LGP Start Tine: 20150427
LGP End Ti ne: 20150427
M/SQ Engi ne: | nnoDB

Is this information correct? [Y/n] >> vy
Tabl e(s) beyond to end date in | gp database are still in Archive Engine.

8) While doing data archiving using this tool, if LGP contains unarchived tables prior to the start date
specified, the tool exits with below error:

Table(s) prior to start date in Igp database are still in InnoDB Engine.
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The following command archives all the LGP tables of 27th April 2015:

tp_l gp_archive_online --start_date=20150427 --end_dat e=20150427 --archi ve

QUTPUT:

[text pass@pf53 ~]$ tp_l gp_archive_online --start_dat e=20150427 --end_dat e=20150427
--archive

(PERL) UWility for converting LGP tables into Archive or |InnoDB engine format.

Pl ease confirmthe database settings:

LGP Dat abase User nane: LGPuser
LGP Dat abase Passwor d: LGPuser 123
LGP Dat abase Nane: I gp

LGP Dat abase port nunber: 3306

LGP Start Tine: 20150427
LGP End Ti ne: 20150427
MySQL Engi ne: ARCHI VE

Is this information correct? [Y/n] >> vy
Tabl e(s) prior to start date in | gp database are still in InnoDB Engi ne.

6.8 Commands for Troubleshooting

The following operating system tools are available for troubleshooting:

Tool Description

gcore Generates a core file

hosti d Provides the host ID of the system (required for a license)
ifconfig Provides an overview of the IP configuration

net st at Provides an overview of IP network statistics

pi ng An IP diagnostic command

top Shows statistics about active processes

ps Provides information about processes

sar Provides performance data

t cpdunp Trace network traffic on TCP/IP level

Refer to the Red Hat Enterprise Linux documentation at http://www.redhat.com/docs/.

6.9 Log Record Archive & Purging

LGP supports following two mechanisms to manage old records:

¢ Archiving: Archiving allows user to Archive LGP Tables older than configured number of hours.
¢ Cleanup: Cleanup allows user to Clean LGP Tables older than configured number of hours.
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The above two options can be used to increase retention time of log records and purge old records.

Parameter Configuration Usage
ConvertTo Archive Dynfamic . Files that were loaded into the DB more than this time
Storage After configuration, can be . .
. . ago shall be archived at the next DB archive schedule.
configured in MGR : e L
. Default value is - 1 which indicate that no archiving
GUI (Logging [ :
. will be performed.
Properties).
The value should be greater than or equal to 24 hours
to perform the archiving.
The maximum allowed value is 26304 hours (1096 days).
The Convert To Archive Storage After
parameter should be configured with a value lower than
the configured value of | gpdbcl eanol der t han;
otherwise no archiving would be performed, instead
old records would be directly deleted.
lgpdbcleanolderthan | Semi-static Maximum table age (in hours) in the database.
configuration. Files loaded before | gpdbcl eanol dert han hours are
deleted at the next database clean.

LGP converts the log record tables older than the configured value of "Convert To Archive
St orage After"into MySQL Archive storage engine.

Log Records

™

anid

Log Records
in InnoDB
Engine

Convert To Arcluve Storage After

Figure 4: Log Record Archive & Purging
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6.9.1 Disk Space Usage in Archive Storage Engine

MySQL Archive storage engine stores the data in ZLIB format which consumes very less disk space
as compared to default InnoDB engine. Archiving helps in retaining the log records for a longer
duration.

6.9.2 Query Log Records Stored In Archive Storage Engine

The log record query on data stored in Archive storage engine takes significantly longer time than
logs records stored in InnoDB storage engine.

Background Query can be used to perform long running queries on Archive tables. Refer to the MGR
Operator Manual for more information about the "Background Query".

6.9.3 Conversion from Innodb to Archive

Convert To Archive Storage After and Database Archive Schedule can be configured on MGR GUI
to schedule conversion of tables to Archive format.

Note: Conversion from Innodb to Archive takes significant time and also LGP Loader and Query
module are impacted by it, so archival must be scheduled at off-peak time.

6.9.4 Conversion from Archive to InnoDB

To convert the tables back to InnoDB storage engine, increase the value of Convert To Archive Storage
After on MGR GUI to schedule conversion of tables to InnoDB format. If you want to disable the
archiving feature then set the value of Convert To Archive Storage After to - 1. LGP will convert all
archive tables into InnoDB on next Database Archive Schedule configured time.

Note:

1. Conversion from Archive to InnoDB takes significant time and also LGP Loader and Query module
are impacted by it, so un-archival must be scheduled at off-peak time

2. Conversion from Archive to InnoDB require significant disk space in database partition as InnoDB
tables takes much more space as compared to Archive tables. You must ensure that disk partition
have enough space to convert all the tables into InnoDB engine otherwise LGP will raise
ar chi veFai | ed trap.

6.9.5 Purging of Log Records

LGP purges the log record (drop tables) older than the configured value of | gpdbcl eanol dert han
to clean-up the disk space.

6.10 Flexible User Data Text Search

LGP supports efficient and enhanced searching on the user data text fields by leveraging the MySQL
Full Text Search (FTS) capability for the InnoDB engine. This flexible search functionality needs to be
configured and triggered from the LGV, and it is allowed only if the Enable Full Text Search license
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option is enabled and the semi-static configuration parameter Igpfulltextsearch is set to “true”. Refer
to the MGR Operator Manual for more details on configuring the flexible text search.

In order to support flexible user data search, LGP first carries out pre-processing of the user data
contained in the fields

/Za

“smsSubmit_smsUserData”, “smsDeliver_smsUserData” and “messageFields_userData”.

The pre-processing involves tokenization and normalization of the user data text as per the following
main steps:

1. Replace word boundaries with the white-space character
2. Remove the stop words
3. Tokenize each character according to the normalization map

After the pre-processing is completed, the tokenized and normalized version of the user data text is
stored in the LGP database under the attribute name: “userData_normalizedText”. This attribute is
added as a new column in the ‘Igp_inb_msg’ table schema.

If the flexible text search functionality is enabled and an appropriate query is triggered from the LGV,
then the corresponding query text is also pre-processed by LGP in exactly the same manner as was
earlier done for the user data text, and the resulting tokenized and normalized query text string is
actually used for searching the database.

Note:

1. For the flexible text search feature, conversion of the original text characters from UTF-8 and UCS2
to Unicode, as well as reverse conversion of normalized text characters from Unicode to UTE-8, is
supported.

2. For 8-bit encoded binary data, instead of pre-processing and normalizing the user data it is converted
to hexadecimal format and copied unchanged to the “userData_normalizedText” column.

3. LGP Query for "match_flexibly" condition(in LGV) is not supported for gsm 8-bit encoded binary
data which is stored in LGP database table in hex form.

4. The flexible user data text search functionality will not work for the messages with encrypted user
data.

6.10.1 Replace word boundaries with the white-space character

The word boundary can be any 8-bit/16bit UTF-8 character that is defined as word boundary by the
configuration. The following characters are considered word boundaries in most languages and by
default; the LGP will consider these as word boundary:

e Start of text (SOT) and End of text (EOT);

e White space;

* Carriage return (CR) and Line Feed (LF);

e New line character: New Line (NEL);

¢ Control characters of ASCII and extended ASCII set (0x00,0x1f and 0x7f,0x9f];

* Other not-printable ASCII characters;

* Punctuation used in most Latin languages as word breaks: ~"!1@#$%"&*()+-_=[1{}\ | :";'<>?,./

It is possible to define a customized word boundary set using the semi-static parameter
“wordboundaries”. When not provisioned, the default word boundary set will be used.

If the configuration is incorrect, a syslog message "Error while converting the word boundaries from
UTE-8 to Unicode" will appear.
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Refer Sample Common Configuration File for an example of default word boundaries configuration.

To view the current word boundaries on a LGP system, execute:
tp_walk --tp_|l gp | gpProperti esWrdBoundari es

Note:

1. By default A_B is considered two words A and B. This is controlled by the word boundary set. If
the "_"is not in the customized set, A_B is considered one word.

2. If the user does not configure the word-boundaries in the common configuration file or the
host-configuration file then the default word boundaries set in the LGP will be used.

6.10.2 Remove the stop words

The stop words can be any 8-bit/16bit UTF-8 character that is defined as stop words by the
configuration.

Any word that is defined in the stop words list is removed from the white-space delimited user data
obtained as a result of the previous step.

The default set of stop words defined are:

"a, about, an, are, as, at, be, by, com de, en, for, from how,i,in,is,
it,la,of,on,or,that,the, this,to,was, what, when, where, who, wi | |,
w t h, und, t he, wwww/'

To view the current stop words on a LGP system, execute:
tp_walk --tp_|l gp | gpProperti esSt opWor ds

It is possible to define a customized stop words set using the semi-static parameter “stopwords”.
When not provisioned, the default stop words set will be used.

If the configuration is incorrect, a syslog message "Error while converting the stop words from UTF-8
to Unicode" will appear.

Refer to the LGP Flexible Text Search User Manual for more details.

Refer to Sample Common Configuration File for an example of default stop words configuration.

6.10.3 Tokenize each character according to the normalization map

After the steps defined in sections 6.11.1 and 6.11.2 have been performed, tokenization of the characters
contained in the user data is carried out.

During tokenization, similar characters are mapped to the same token. The characters that are mapped
to respective token can be set using the semi-static configuration attribute “normalisationmap”.

Note: Tokenization automatically removes any character that is not included in the configured
tokenization map.

6.10.3.1 Format of the tokenization map

The format of the “normalisationmap” attribute is a list of character groups separated by the new line
character (&#10;).

All characters of the first character group are mapped to the token which is the 1st character of that
group, all characters of the second character group are mapped to the 1st character of that group, and
so on. All characters that are not specified in the map are dropped during tokenization.
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Specify international characters using the decimal HTML encoding of the Unicode character. Refer
to:

http:/ /www.utf8-chartable.de/unicode-utf8-table.pl?unicodeinhtml=dec for character codes
For example, assume that:

* Characters a, A, and a-umlaut (4) should be mapped to token a
¢ Characters b, B, and 6 should be mapped to token b
* Character C should be mapped to token C

The character code for a-umlaut is 228. Therefore, the configuration file should contain:
normalisationmap="aA&#228;&#10;bB6&#10;C"
Refer to the LGP Flexible Text Search User Manual for more details.

Note: Changes to the normalisationmap parameter will overwrite the LGP’s default mapping. If you
want to append to the default tokenization map, ensure that you preserve it when you modify the
normalisationmap attribute.

If the configuration is incorrect, a syslog message "Error while converting the normalization map from
UTE-8 to Unicode" will appear.

To view the current tokenisation mapping on a LGP system, execute:
tp_walk --tp_lgp | gpProperti esNornalise

Refer to Sample Configuration File for an example of default normalization map configuration.

6.10.3.2 Tokenization and Normalization examples
These examples of tokenisation are based on the default tokenisation map:

1. The string “many dollars” is tokenised into:

mdny d0114r5

2. The string “Ellen” is tokenised into:

3113n

After tokenization, LGP applies normalization, which collapses multiple identical tokens into a single
token.

For example:
1. “m4ny d0114r5” will become “m4ny d014r5”
2.“3113n” will become “313n”
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7.1 Introduction

Up to eight SNMP managers can subscribe to the LGP’s trap service. Whenever a trap condition occurs,
the LGP will send an SNMP trap to any SNMP management station that is subscribed to the trap
service.

To subscribe an SNMP manager to the trap service, add an entry to the Alarm Station Table that
contains the IP address (IPv4 or IPv6) or Hostname) of the SNMP manager and a UDP port number
to which SNMP traps should be sent. The Alarm Station Table is also SNMP manageable; refer to the
TEXTPASS- GEN MIB for more information about this table.

The LGP always originates SNMP traps from UDP port 11173 and terminates them in the UDP ports
that are specified in the Alarm Station Table. The community string that the LGP specifies in SNMP
traps is always equal to publ i c.

The LGP uses an SMNP trap daemon to log generated SNMP trapslocallyin/ var / | og/ messages.The
daemon uses UDP port 11173.

Note:

1. If ‘snmpPr opAl ar mOanl pv6Addr ess’ parameter in semi-static configuration file is set, then
specified address will be used as source address for sending SNMP traps to SNMP Manager with
address of type IPv6.

2. If‘snmpPr opAl ar mOanl pAddr ess’ parameter in semi-static configuration file is set, then specified
address will be used as source address for sending SNMP traps to SNMP Manager with address
of type IPv4.

7.2 SNMP Manager

For configuration and monitoring purposes, an SMNP Manager or Management Station issues SNMPv1
requests to the LGP. SNMP Manager should send such requests to UDP port 11961 of the LGP. The
LGP does not enforce an SNMP Manager to originate requests from any specific UDP port (any UDP
port can be used for this purpose).

The device requires an SNMP Manager to use a community string equal to:

* publ i c for read operations
e privat e for set operations

The LGP silently discards any request that does not satisfy these requirements.

Note: If 'snnmpPr opLi st enAddr essType' parameter in semi-static configuration file is set to 'dual,
then LGP will accept requests on both IPv4 and IPv6 .

7.3 LGP Traps

The following traps are related to the LGP. They are defined in the TEXTPASS- LGP MIB.
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Trap Severity

Description

control |l erFail ed Error

The LGP controller module encountered a fatal
error condition.

| oader Fai | ed Error

The DB Loader component encountered a fatal
error condition.

gueuesLowload Warning

The load time (estimated by dividing the size of
the files on disk waiting to be loaded by the
average loading speed in bytes per second for the
last five minutes) is greater than the maximum
configured acceptable load delay.

mast er Fai | ed Error

The poll master module encountered a fatal error
condition.

coll ectorFail ed Error

The poll collector module encountered a fatal error
condition.

queryFail ed Error

The database query module encountered a fatal
error condition.

ar chi veFai | ed Critical

The archiving or un-archiving module
encountered a Fatal error condition.

7.4 License Traps

Refer to License Warnings.

7.5 File Transfer Traps

The following traps are related to file transfer.

Trap Severity

Description

coll ectorError Error

The poll collector module encountered a non-fatal
error condition (for example, the connection to
one of the RTR nodes failed).

mast er Err or Error

The poll master module encountered a non-fatal
error condition (for example, the connection to
one of the RTR nodes failed).
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7.6 Trap Configuration

The | gpal ert del ay attribute in the XML-based configuration file defines the number of minutes to
wait before retransmitting a loader trap. See Configuration for more information.

7.7 Trap Filtering

To prevent flooding of trap receivers, Mobile Messaging SNMP traps can be filtered per trap receiver,
through a combination of blacklisting and white-listing. The blacklist and white list are configured in
two tables, associated with the Alarm Stations Table:

¢ The white list table contains a list of all traps that should be sent toward an alarm station (wildcards
are allowed);

* The blacklist table contains a list of traps that should be blocked for a particular alarm station
(wildcards are allowed).

Note: The white list is applied before the blacklist. An empty white list is identical to a white list of
a single wildcard (“*”). An empty blacklist does not block any trap.

7.8 SNMP Trap Reference

Refer to the NewNet Mobile Messaging SNMP Trap Reference Guide for a complete overview of the
Mobile Messaging SNMP traps. The SNMP Trap Reference Guide is available on the Mobile Messaging
documentation CD.

Release 17.4 Revision A, February 2019 85



Chapter

8

Security

Topics:

e [ntroduction.....87

* Controlling System Access.....87
® Access to SMS User Data.....87

Release 17.4 Revision A, February 2019 86



LGP Operator Manual Security

8.1 Introduction

This chapter provides an overview of security aspects of the LGP.

8.2 Controlling System Access

Command line access to Mobile Messaging systems is controlled using the available operating system
security mechanisms. Please refer to the operating system documentation for more information.

8.3 Access to SMS User Data

The ability to view decoded SMS user data (ASCII format) is subject to the RTR's privacy license
setting. To allow for maximum flexibility and privacy protection, the maximum logging level is
determined (and locked) by the license key.
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9.1 Introduction

Some Mobile Messaging software components are licensed features; therefore, the appropriate software
licenses must be purchased before the corresponding functionality can be used.

This chapter discusses commercially licensed features, how to check your licenses, and how to install
new Mobile Messaging licenses.

9.2 Licensed Items

The following LGP licensed items are available:

Licensed Item Possible Values M/O
LGP product enabled Enabled /Disabled M/O
Short message event logging Enabled /Disabled M/O
Enable Full Text Search Enabled /Disabled M/O

9.2.1 Multi-Instance License

Multiple instances feature allows you to run multiple LGPs (up to 10 instances) on the same node.
Multi-instance license should be enabled for NMM user to run one additional instance of LGP. To run
one additional instance of LGP from newly created NMM user (using scriptt p_nanage_user ),
instance license for newly create user id (operating system user identifier) should be enabled in license
file.

9.3 License Behaviour

9.3.1 Functional License

All licensed items are subject to a specification in the LGP license key.

If a licensed item is not specified in the license, the functionality is not available on the LGP or in the
MGR.

9.3.2 Capacity License
The LGP depends on the capacity license of the RTR/FWL and does not have a capacity license itself.
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9.4 Checking Your License

To view the current license values, execute the following command on the command line:
$ tp_system [systeni

Where [ syst enj is aresolvable host name or the IP address of an LGP system (if omitted, | ocal host
is used).

The following example shows a sample output of the t p_syst emcommand. The license key and
license information are provided.

Example:
$ tp_system--tp_| gp

I dentification:
Text Pass/ LGP R02. 08. 04. 00
Li nux 3.10.0-862.14.4.¢el 7.x86_64 #1 SWP Fri Sep 21 09:07:21 UTC 2018
Li nux build

Upt i me:
0 days 10h: 37m 50s

Li cense key:
XXXK= XXXK- XHXK- XHKXK- XHKXK- XXX XXXXK- XXXX- XXXX

Li cense i nformation:
Li cense version 15
Li cense nunber TST-93813
Har dware | D 1823e946
Ext Serial No SGH820TXXN
I nstance Serial No 200
Li cense exceeds in 2113 hours
Li cense exceeds at Sun Mar 10 00: 00: 00 2019
Li cense i ssue nunber 14
H de User Data in Events disabl ed
VmAar e Support di sabl ed
Core Count O
Encrypt User Data disabl ed
Short Message Event Loggi ng enabl ed
Advanced Reporting enabl ed
Enabl e Full Text Search enabl ed

Al arm st ati ons:
127.0.0.1:11173

If multi-instance license is enabled for user id 200 (' t ext pass' ) in the license file, thent p_syst em
will display the instance user id as shown below:

| nstance Serial No 200

To enable the full-text feature the license parameter “Enable Full Text Search” should be enabled:
Enabl e Full Text Search enabl ed
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9.5 License Warnings

The following SNMP traps are available to warn when the license limits are exceeded:

e licenseWI | Expi r e—The temporary license will expire in the given number of hours
* |icenseExpi r ed—The license validity period has expired

The license expiration traps are generated at these intervals:

* |icenseW | Expi r e—Before it expires, 14 days in advance

* licenseWI | Expi re—7 days in advance

* |icenseWI! | Expi re—3 days in advance

e licenseWl! | Expi re—1 day in advance

I i censeExpi r ed—At the moment it expires, and every hour until fixed

Note: To adapt the license in a timely manner and avoid expiry, traps should be properly handled
by the Network Management System.
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Trusted MoFwdSm with Country and Network
Information.....93

Suspect MoFwdSm with Country and Network
Information.....94
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and Network Information.....111
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A.1 Trusted MoFwdSm with Country and Network Information

The following sample log file contains one t r ust edMoFWdSmMN t hCount r yAndNet wor k1 nf o record.

File:

81

a9
80

81

ac
80

81

ad
80

81

ae

02

08
02

02

od
07

02

od
07

02
Oe

| og_t esternmachine_31_20130508_110042_447. dat, record: 1

81
32

02

00
52

43

64

42

64

91
64

91
64

7f 64 81 el 80 13 32 30 31 33 30 35 30 38 31 31 30 31 34 30
2d 30 34 30 30 81 01 02 a3 0Oe 80 01 00 81 09 52 6f 75 74 65
54 6f 4d 53 a8 Oa 80 04 43 el 10 08 81 02 64 65 a9 08 80 02

el trust edMoFWdSMW t hCount r yAndNet wor ki nfo = {
30 31 33 30 35 30 38 31 31 30 31 34 30 2d 30 34 30 30
timestanp = ' 20130508110140- 0400
routingAction = routeToMs(2)
responsel nfo = {
subm ssi onResult = success(0)
6f 75 74 65 54 6f 4d 53
moRout i ngRul e = ' Rout eToVs'

}
sccpCgPa = {
el 10 08 sccpAddress = {

reser vedFor Nat i onal Use = 0
routingl ndi cator = ssn
global Titl el ndicator = 0
subsyst emNunber | ndi cat or = present
si gnal | i ngPoi nt Codel ndi cat or = present
si gnal | i ngPoi nt Code = 4321
subsyst emNunber = 8

}
65 country = 'de'

}
sccpCdPa = {
08 sccpAddress = {

reser vedFor Nat i onal Use = 0
routingl ndi cator = ssn
global Titl el ndicator = 0
subsyst emNunber | ndi cat or = present
si gnal | i ngPoi nt Codel ndi cat or = absent
subsyst emNunber = 8

65 country = 'de'
}

mapSnsc = {

94 71 02 94 09 41
gsmAddress = 'international/tel ephone 491720499014’
65 country = 'de'

}
mapMsi sdn = {

94 88 68 66 35 93
gsmAddress = 'international/tel ephone 498886665339’
65 country = "'de'
mapl msi = {
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80 08 62 02 92 64 16 65 59 f1
imsi = 262-02-9466156951

81 02 64 65 country = 'de'
}

af 39 smsSubmit = {

80 02 00 00 snsServi ces =

{
repl yPat h(0) = fal se(0)
user Dat aHeader | ndi cation(1l) = fal se(0)
st at usReport Request (2) = fal se(0)
rejectDuplicates(5) = fal se(0)

}
81 02 00 ab snsMessageRef erence = 171
a2 od smsReci pi ent = {
80 07 91 94 09 51 44 66 40

gsmAddress = 'international/tel ephone 499015446604'

81 02 64 65 country = 'de'

}
83 01 00 smsProtocolld = 0
84 01 00 snsDat aCodi ngScheme = 0

85 13 32 30 31 33 30 35 30 39 31 31 30 31 34 30 2d 30 34 30 30
snmsVal i di tyPeriod = '20130509110140- 0400
87 05 48 65 6¢ 6¢ 6f
smsUserData = Hel |l o

}
93 02 10 el ori gi nati ngPoi nt Code = 4321
b5 34 out boundM = {
80 01 00 sri SmRout i ngActi on = pass(0)
a2 23 sri SmResponsel nfo = {
80 01 00 queryResul t = success(0)
al Oe mapl msi = {

80 08 62 02 02 69 68 33 78 f9
imsi = 262-02-0968633879

81 02 64 65 country = 'de'
}
a3 Oe mapMsc = {
80 08 91 94 27 99 99 99 19 11
gsmAddress = 'international/tel ephone 49729999999111"

81 02 64 65 country = 'de'

) }
83 01 00 nt FwdSmToMscRout i ngActi on = pass(0)
ab 03 nt FwdSnToMscResponsel nfo = {
80 01 00 deliveryResult = success(0)

}
8a 02 04 d2 desti nati onPoi nt Code = 1234

}
}

A.2 Suspect MoFwdSm with Country and Network Information

The following sample log file contains one suspect MoFwdSmAN t hCount r yAndNet wor ki nf o record.
File: /logl.asd. mbal ance. com 20070411 131145 _003. dat, record: 1

7f 65 82 01 58 80 13 32 30 30 37 30 34 31 31 31 33 31

31 35

30 2b 30 32 30 30 81 01 05 a2 08 80 01 11 81 03 61 62
63 84

05 00 00 OO 00 00 a8 1a 80 Ob 12 95 00 11 04 13 56 05
00 00

00 81 02 6e 6¢c 82 07 74 65 6Cc 66 6f 72 74 a9 0d 80 Ob
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12
99
54
82
00
62
61
61
61
61
a0
6f

74
6e
7f

80

81
a2

81
84

a8
80

08
fo
f6
07
83
65
61
61
61
61
15
72
65
6C

la
Ob

02
07

od

82
32

05

11
61

00

12

6e

00
81
81
74
01
86
61
61
61
61
80
74
6¢
82

11
02
02
65
00
5e
61
61
61
61
06
al
66
07

01 58

62 63

04
6e
6e
6¢c
84
61
61
61
61
61
02
16
6f

74

94
6¢C
6C
66
01
61
61
61
61
61
14
80
72
65

56 15 32 54 06 ac 12 80 07 91 13 56 93
82 03 6b 70 6e ad 0Od 80 07 91 13 56 14
ae 15 80 06 02 14 12 32 54 f6 81 02 6e
6f 72 74 b0 7f 80 02 00 00 81 01 00 82
00 a5 0d 80 07 91 23 56 16 32 54 f6 81
61 61 61 61 61 61 61 61 61 61 61 61 61
61 61 61 61 61 61 61 61 61 61 61 61 61
61 61 61 61 61 61 61 61 61 61 61 61 61
61 61 61 61 61 61 61 61 61 61 61 61 61
61 61 61 61 61 61 61 61 61 61 61 61 be
12 32 54 f6 81 02 6e 6¢c 82 07 74 65 6¢C
07 91 13 56 95 99 99 f9 81 02 6e 6¢c 82
74 a2 16 80 07 91 13 56 05 00 00 fO 81

6c 66 6f 72 74

suspect MoOFWdSMA t hCount r yAndNet wor kl nfo = {
30 30 37 30 34 31 31 31 33 31 31 35 30 2b 30 32 30 30
timestanp = '20070411131150+0200

routi ngAction = di scardW t hAck(5)
rejectinfo = {

}
00 00 00 00
i gnor edRej ect Causes = {

sccpCy

rej ect Cause = mat chi ngMoRout i ngRul e(17)
moRout i ngRul e = ' abc

spoof edOri gi nat or Addr ess(19) = fal se(0)

Pa = {

95 00 11 04 13 56 05 00 00 00

6¢C

sccpAddress = {

reservedFor Nati onal Use = 0

routingl ndi cator = gt

global Titlel ndicator = 4

subsyst emNunber | ndi cat or = present

si gnal | i ngPoi nt Codel ndi cat or = absent
subsyst emNunber = 149

transl ati onType = 0

nunberi ngPl an = i sdnTel ephony

encodi ngSchene = bcdOGddNunberOfDigits
nat ur eOf Addr essl ndi cator = international
addressl nformati on = 31655000000

74 65 6C 66 6f 72 74

country = 'nl'
network = "telfort'
}
sccpCdPa = {

Ob 12 08 00 11 04 94 56 15 32 54 06

sccpAddress = {

reservedFor Nati onal Use = 0
routinglndi cator = gt
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global Titl el ndi cator = 4

subsyst emNunber | ndi cat or = present

si gnal | i ngPoi nt Codel ndi cat or = absent
subsyst emNunber = 8

transl ati onType = 0

nunberi ngPl an = i sdnTel ephony

encodi ngSchene = bcdOddNunberOFDi gits
nat ur eOf Addr essl ndi cator = internationa
addressl nformati on = 49655123456

}
ac 12 mapSnsc = {
80 07 91 13 56 93 99 99 9

gsmAddress = 'international/tel ephone
31653999999
81 02 6e 6¢C country = 'nl'
82 03 6b 70 6e network = 'kpn'

}

ad 0d mapMsi sdn =
80 07 91 13 56 14 32 54 6

gsmAddress = 'international/tel ephone
31654123456
81 02 6e 6¢C country = 'nl
ae 15 mapl msi = {

80 06 02 14 12 32 54 16
imsi = 204-12- 123456

81 02 6e 6¢C country = 'nl'
82 07 74 65 6¢ 66 6f 72 74
network = "telfort
}
b0 7f snsConmand = {
80 02 00 00 snsServi ces =

user Dat aHeader | ndi cation(1) = fal se(0)
st at usReport Request (2) = fal se(0)

}
81 01 00 snsMessageRef erence = 0
82 01 00 smsProtocolld = 0
83 01 00 snsCommandType = 0
84 01 00 snsMessageNunber = 0
a5 0d smsReci pi ent = {
80 07 91 23 56 16 32 54 6

gsmAddress = 'international/tel ephone

32656123456
81 02 62 65 country = 'be

}
86 5e 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61
61 61 61
61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61
61 61 61
61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61
61 61 61

61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61

snsCommandDat a =
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaa

}
be 47 infoFromH r = {
a0 15 mapl mei = {
80 06 02 14 12 32 54 6
i msi = 204-12- 123456

81 02 6e 6¢C country = "nl
82 07 74 65 6¢ 66 6f 72 74
network = "telfort
}
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al

16

80 07 91 13

31655999999
81 02 6e 6¢C
82 07 74 65

a2

16

80 07 91 13

31655000000
81 02 6e 6¢C
82 07 74 65

mapMsc
56 95 99 99 9
gsmAddress = 'international/tel ephone

=

country
6¢c 66 6f 72 74
net wor k

mapSgsn
56 05 00 00 fO
gsmAddress = 'international/tel ephone

country
6¢c 66 6f 72 74
net wor k

}
}
}

|n||

= 'telfort'

{

|n||

= 'telfort'

A.3 Trusted SriSm with Country and Network Information

Sample Log Records

The following sample log file contains one t r ust edSr i SmW t hCount r yAndNet wor kI nf o record.

File:

7f
80

81
80
al
80
81

a3
80

81
86
87

a8

66
13

01
01
Oe
08
02

od
07

02

Oe

08

11
0b

| oggi ng_Srism M or_dj erba_200_20150415_113612_110. dat,

81
32

00
00
62
64

91
64
4d
73

12

7f
2d

02
65

94
65
54
72

08

66 81 9a 80
30 34 30 30
00 14 32 fO
02 64 65 86
08 73 72 69
02 94 09 00
22 12 11 81
64 65 ad 0d

13
81
81

32
01

30 31 35
00 a3 3c
64 65 a3
54 4f 52
72 65 71
64 65 a9
65 ac 0d
91 94 71

30
80
od

34 31 35
01 00 a1
80 07 91

trustedSri SmMW t hCount r yAndNet wor kI nf o

{
31 35 30 34 31 35 31 31 33 36 35 31 2d 30 34 30 30

ti mestanp = '20150415113651- 0400

routi ngAction = pass(0)

responsel nfo
queryResult = success(0)

mapl

nsi

72 02 00 14 32 fO
i mei

}

mapMsc

71 02 00 35 3

gsmAddress = 'international/tel ephone 491720005313

1

=
{

= 262-02- 7200041230
country = "'de

={

country = 'de

}
4f 52 5f 72 75 6¢c 65 5f 6e 61 6d 65
nmt Routi ngRul e = ' MTOR _rul e_nane
69 73 6d 72 65 71
srigRouti ngRul e = 'srisnreq

sccpCy

Pa

00 12 04 94 71 02 94 09 00
sccpAddress = {

reservedFor Nati onal Use = 0

routingl ndi cator = gt

gl obal Ti tl el ndi cat or
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subsyst emNunber | ndi cat or = present

si gnal | i ngPoi nt Codel ndi cat or = absent
subsyst emNunber = 8

transl ati onType = 0

nunberi ngPl an = i sdnTel ephony

encodi ngSchene = bcdEvenNunmber OFDigits
nat ur eOf Addr essl ndi cator = international
addr essl nformati on = 491720499000

}
81 02 64 65 country = 'de'
}
a9 11 sccpCdPa = {

80 Ob 12 06 00 12 04 94 71 22 22 12 11

81

ac

81

ad
80

81

02
od

02

od
07

02

sccpAddress = {
reservedFor Nati onal Use = 0
routingl ndi cator = gt
global Titl el ndi cator = 4
subsyst emNunber | ndi cat or = present
si gnal | i ngPoi nt Codel ndi cat or = absent
subsyst emNunber = 6
transl ati onType = 0
nunberi ngPl an = i sdnTel ephony
encodi ngSchene = bcdEvenNunberOfDigits
nat ur eOf Addr essl ndi cator = internationa
addresslnformati on = 491722222111

}
64 65 country = "'de'

mapSnsc = {
91 94 71 02 94 09 00
gsmAddress = 'international/tel ephone 491720499000’
64 65 country = 'de'

}
mapMsi sdn = {

91 94 71 22 22 12 11
gsmAddress = 'international/tel ephone 491722222111'
64 65 country = 'de'

}
}

A .4 Suspect SriSm with Country and Network Information

The following sample log file contains one suspect Sri SmW t hCount r yAndNet wor k1 nf o record.
File:

| og_islay-vml_990 20150409 113046_031.dat, record: 1

7f 67 81 c6 80 13 32 30 31 35 30 34 30 39 31 31 33 30 34 36
2b 30 32 30 30 81 01 00 a3 27 80 01 00 a5 13 80 08 02 04 08

7f 67 81 c6 suspect Sri SmMWN t hCount r yAndNet wor kI nfo = {
80 13 32 30 31 35 30 34 30 39 31 31 33 30 34 36 2b 30 32 30 30

ti mestanmp = '20150409113046+0200'
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81 01 00 routi ngActi on = pass(0)
a3 27 responsel nfo = {
80 01 00 queryResult = success(0)
a5 13 scranbl edl msi = {
80 08 02 04 08 00 00 00 55 8
i msi = 204-08- 0000000558
81 02 6e 6¢C country = "nl
82 03 6b 70 6e network = 'kpn
86 05 6d 74 72 2d 31
nm RoutingRule = "ntr-1
87 06 73 72 69 71 2d 31
sriqRoutingRule = "srig-1
}
84 05 00 00 00 00 00
i gnor edRej ect Causes =
unknownSccpSnscAddr ess(9) = fal se(0)
unknownMapSnscAddr ess(10) = fal se(0)
conflictingSnscAddresses(11) = fal se(0)
spoof i ngSccpSnscAddr ess(12) = fal se(0)
spoof i ngMapSnscAddr ess(13) = fal se(0)
a8 16 sccpCgPa = {
80 Ob 12 08 00 11 04 13 56 13 13 13 05

sccpAddress = {

reservedFor Nati onal Use = 0
routingl ndi cator = gt

gl obal Ti tl el ndi cat or

=4

subsyst emNunber | ndi cat or = present

si gnal | i ngPoi nt Codel ndi cator =

subsyst emNunber
transl ati onType
nunberi ngPl an =
encodi ngSchene

nat ur eOf Addr essl ndi cator =
addr essl| nf ormati on

}
81 02 6e 6¢C country = "nl
82 03 6b 70 6e network = 'kpn'
}
a9 16 sccpCdPa = {
80 Ob 12 06 00 11 04 13 56 03 10 00 01

sccpAddress = {

absent
8
0

i sdnTel ephony

bcdOddNunber O Di gi t's

i nternati ona
= 31653131315

reservedFor Nati onal Use = 0

routi nglndi cator = gt

global Titlel ndicator = 4

subsyst emNunber | ndi cat or = present

si gnal | i ngPoi nt Codel ndi cat or = absent

subsyst emNunber
transl ati onType
nunmberi ngPl an =
encodi ngSchene

}
81 02 6e 6¢ country = 'nl'
82 03 6b 70 6e network = 'kpn'
}
ac 12 mapSnsc = {
80 07 91 13 56 13 13 13 f5
gsmAddr ess =
81 02 6e 6¢C country = "nl
82 03 6b 70 6e network = 'kpn'
}
ad 12 mapMsi sdn = {
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6
0

i sdnTel ephony

bcdOddNunber O Di gi t s
nat ur ef Addr essl ndi cat or
addr essl nformati on

= internationa
= 31653001001

"international/tel ephone 31653131315
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80

81
82

bf
30
80

81

A.5 Trusted MtFwdSm with Country and Network Information

07

02
03

22
21
06

08

91

6e
6b

23
6d

13

6¢c
70

74
63
00

56 03 10 00 f1

6e

gs
co
ne
ecRe
ec

6f 78 2d 31

mAddress = 'international/tel ephone 31653001001'
untry = 'nl'
twork = "kpn'

{

sponseDat a
Response =

{
ext Condi ti onRule = ' ntox-1'

2d 61 70 70 2d 31

00 23

appl i cati onNane = 'ec-app-1'
clientlpAddress = 10.0.0. 35
eval uati onResult = true(1)

| dapError = 0

recepi entDomain = 1

Sample Log Records

The following sample log file contains one t r ust edM FwdSmN t hCount r yAndNet wor kI nf o record.

File:

7f
80

81
a3

81
82

a8
80

| oggi ng_Srism M or_dj erba_200_20150415_113612_110. dat,

82
32

00

00
4d

4d

12

01

30 31 35 30 34 31 35 31 31 33 36 35 31 2d 30 34 30 30

68
2d

00

82 01
30 34

truste

time
r out
resp

de

00 80 13 32 30 31 35 30 34 31 35 31
30 30 81 01 00 a3 19 80 01 00 81 Oe
65 5f 6e 61 6d 65 82 04 4d 54 49 52
04 94 71 02 94 09 00 81 02 64 65 a9
94 59 23 56 44 87 81 02 64 65 ac 0Od
00 81 02 64 65 ad 0Oe 80 08 62 02 72
65 af 34 80 02 00 00 al 0d 80 07 91

dM FwdSmW t hCount r yAndNet wor kl nfo = {

stanp = ' 20150415113651- 0400
i ngAction = pass(0)

onselnfo = {

liveryResult = success(0)

54 4f 52 5f 72 75 6¢c 65 5f 6e 61 6d 65

nmt

54 49 52 nt

sccpCyg

Routi ngRul e = ' MTOR rul e_nane'
i RoutingRule = ' MIN R

Pa = {

08 00 12 04 94 71 02 94 09 00

SC

cpAddress = {

reservedFor Nati onal Use = 0

routingl ndi cator = gt

global Titl el ndicator = 4

subsyst emNunber | ndi cat or = present

si gnal | i ngPoi nt Codel ndi cat or = absent
subsyst emNunber = 8

transl ati onType = 0

nunberi ngPl an = i sdnTel ephony
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81 02 64 65

a9 11

81 02

ac 0d
80 07

81 02
ad Oe

81 02

af 34
80 02

al Ood

81 02
82 01
84 13
86 04
be 50

a0 11
80 0Ob

64

91
64

62
64

00

91
64
00
32
53

12

65

65

65

00

94 71 42
65

30 31 35
50 41 4d

Sample Log Records

encodi ngSchene = bcdEvenNunberOfDigits
nat ur e Addr essl ndi cator = international
addressl nformati on = 491720499000

country = 'de'

}
sccpCdPa = {
80 Ob 12 08 00 12 04 94 59 23 56 44 87

sccpAddress = {
reservedFor Nati onal Use = 0
routingl ndi cator = gt
global Titl el ndicator = 4
subsyst emNunber | ndi cat or = present
si gnal | i ngPoi nt Codel ndi cat or = absent
subsyst emNunber = 8
transl ati onType = 0
nunberi ngPl an = i sdnTel ephony
encodi ngSchene = bcdEvenNunmber OFDigits
nat ur eOf Addr essl ndi cator = international
addr essl nformati on = 499532654478
}

country = 'de'

mapSnsc = {
94 71 02 94 09 00

gsmAddress = 'international/tel ephone 491720499000’
country = "'de'

mapl msi = {
02 72 02 00 14 48 f2

i msi = 262-02-7200041842
country = 'de'

snsDel i ver = {

25

30

sneServices = {
repl yPat h(0) = fal se(0)
user Dat aHeader I ndi cation(1) = fal se(0)
statusReportindication(2) = fal se(0)
nor eMessagesToSend(5) = fal se(0)

smsOriginator = {

22 23
gsmAddress = 'international/tel ephone 491724522232'
country = 'de'

snsProtocolld = 0

snsDat aCodi ngScheme = 0

34 31 35 31 32 33 35 31 33 2b 30 31 30 30
smsScTi nestanp = ' 20150415123513+0100°
snmsUser Dat a = SPAM

correl atedSri Sm = {

sccpCgPa = {

08 00 12 04 94 71 02 94 09 00

sccpAddress = {
reservedFor Nati onal Use = 0
routi nglndi cator = gt
global Titlel ndicator = 4
subsyst emNunber | ndi cat or = present
si gnal | i ngPoi nt Codel ndi cat or = absent
subsyst emNunber = 8
transl ati onType = 0
nunmber i ngPl an = i sdnTel ephony
encodi ngSchene = bcdEvenNumber OFDigits
nat ur eOf Addr essl ndi cator = international
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81

al

81

a2
80

81

a3
80

81

ab
80

81

02
od

02

od
07

02

Oe
08

02

od
07

02

64

91
64

91
64

62
64

91
64

Sample Log Records

addr essl nformati on = 491720499000

}
65 country = "'de'
mapSnsc = {
94 71 02 94 09 00
gsmAddress = 'international/tel ephone 491720499000’
65 country = 'de'
}
mapMsi sdn = {
94 71 22 22 12 11
gsmAddress = 'international/tel ephone 491722222111"
65 country = 'de'
mapl msi = {
02 72 02 00 14 32 fO
i nBi = 262-02-7200041230
65 country = 'de'
}
mapMsc = {
94 71 02 00 35 31
gsmAddress = 'international/tel ephone 491720005313’
65 country = "'de'
}
}
}

A.6 Suspect MtFwdSm with Country and Network Information

The following sample log file contains one suspect M FwdSmW t hCount r yAndNet wor ki nf o record.
File:

7f

81
a3
81
82

| og_i sl ay-vml_990_ 20150409 _113046_000. dat ,

82
32

00

Oa
6d

6d

01

69
2b
82
08
16
6b
6b

01
32
6d
11
Ob
6e

4a susp

record: 1

30
Oa
00

39
81
00
6¢c
01
f5
94
07
83
30
a0
03
03
03
2d
32
70

31 33

74

34
2d
Ob
6e
82
82

ect M FwdSmN t hCount r yAndNet wor kl nfo = {

30 31 35 30 34 30 39 31 31 33 30 34 37 2b 30 32 30 30
timestanp = '20150409113047+0200'
routi ngAction = pass(0)
responsel nfo = {
del i veryResult =
74 72 2d 31
nt Routi ngRul e =
74 69 72 2d 31
ntiRoutingRule = "nmtir-1'

syst enfai | ureError (10)

"nmr-1'
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84

a8
80

81

a9
80

81
82

ac
80

81
ad
80
81
82

80

al

}
05 00 00 00 00 00
i gnor edRej ect Causes = {

unknownSccpSnmscAddr ess(9) = fal se(0)
unknownMapSnscAddr ess(10) = fal se(0)
conflictingSnscAddresses(11) = fal se(0)

spoof i ngSccpSnscAddr ess(12) = fal se(0)
spoof i ngMapSnscAddr ess(13) = fal se(0)

16 sccpCgPa = {
Ob 12 08 00 11 04 13 56 13 13 13 05
sccpAddress = {
reservedFor Nati onal Use = 0
routingl ndi cator = gt
global Titlel ndicator = 4
subsyst emNunber | ndi cat or = present
si gnal | i ngPoi nt Codel ndi cat or = absent
subsyst emNunber 8
transl ati onType 0
nunberi ngPl an = i sdnTel ephony
encodi ngSchene = bcdOGddNunberOfDi gits
nat ur eOf Addr essl ndi cator = international
addressl nformati on = 31653131315

}
02 6e 6¢ country = 'nl'
03 6b 70 6e network = 'kpn'
}
16 sccpCdPa = {
Ob 12 08 00 11 04 13 56 03 00 01 01

sccpAddress = {
reservedFor Nati onal Use = 0
routingl ndi cator = gt
global Titl el ndi cator = 4
subsyst emNunber | ndi cat or = present
si gnal | i ngPoi nt Codel ndi cat or = absent
subsyst emNunber 8
transl ati onType = 0
nunberi ngPl an = i sdnTel ephony
encodi ngSchene = bcdOddNunberOFDi gits
nat ur eOf Addr essl ndi cator = internationa
addressl nformati on = 31653000101

}
02 6e 6¢ country = "nl'
03 6b 70 6e network = 'kpn'
}
12 mapSnsc = {
07 91 13 56 13 13 13 f5
gsmAddress = '"international/tel ephone 31653131315’
02 6e 6¢C country = 'nl'
03 6b 70 6e network = 'kpn'
13 mapl msi = {
08 02 04 08 00 00 30 94 4
i msi = 204-08- 0000003494
02 6e 6¢ country = "'nl'
03 6b 70 6e network = 'kpn'
}
41 snsDel i ver = {
02 00 00 sneServices = {
repl yPat h(0) = fal se(0)
user Dat aHeader I ndi cation(1) = fal se(0)
statusReportindication(2) = fal se(0)
nmor eMessagesToSend(5) = fal se(0)
}
12 smsOriginator = {
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80 07 91 13 56 03 10 32 f4

gsmAddress = 'international/tel ephone 31653001234
81 02 6e 6¢C country = 'nl
82 03 6b 70 6e network = 'kpn
}
82 01 00 smsProtocol Id = 0
83 01 00 snsDat aCodi ngScheme = 0

84 13 32 30 30 34 31 32 33 31 32 33 35 39 34 38 2d 30 34 31 35
smsScTi nestanp = ' 20041231235948- 0415

86 Oc 54 65 73 74 20 4d 65 73 73 61 67 65
snsUser Data = Test Message

}
be 40 correl atedSri Sm = {
a0 16 sccpCgPa = {
80 Ob 12 08 00 11 04 13 56 13 13 13 05
sccpAddress = {
reservedFor Nati onal Use = 0
routingl ndi cator = gt
global Titlel ndicator = 4
subsyst emNunber | ndi cat or = present
si gnal | i ngPoi nt Codel ndi cat or = absent
subsyst emNunber = 8
transl ati onType = 0
nunberi ngPl an = i sdnTel ephony
encodi ngSchene = bcdOGddNunberOfDi gits
nat ur eOf Addr essl ndi cator = internationa
addressl nformati on = 31653131315

}
81 02 6e 6¢ country = 'nl
82 03 6b 70 6e network = 'kpn
al 12 mapSnsc = {
80 07 91 13 56 13 13 13 f5
gsmAddress = 'international/tel ephone 31653131315
81 02 6e 6¢C country = "nl
82 03 6b 70 6e network = 'kpn
}
a2 12 mapMsi sdn = {
80 07 91 13 56 03 10 00 f6
gsmAddress = '"international/tel ephone 31653001006
81 02 6e 6¢ country = 'nl
82 03 6b 70 6e network = 'kpn
}
} .
bf 3d 36 out boundSi p = {
86 01 00 nt FwdSniTol msRout i ngActi on = pass(0)
a8 Oa nt FwdSniTol nsResponsel nfo = {
80 01 Oa del i veryResult = systenfail ureError (10)
81 05 6d 74 72 2d 31 nt RoutingRule = "nmtr-1
}
bf 3c Oa iiw={
80 04 00 0Oa 65 01 hostld = 681217
81 02 7d 06 port Nunber = 32006

}
9f 3d 10 31 39 32 2e 31 36 38 2e 31 2e 31 3a 39 30 30 31
si pServer Address = '192.168. 1. 1: 9001
9f 3e 04 33 67 67 70
si pdientNane = ' 3ggp
}
}

Release 17.4 Revision A, February 2019 104



LGP Operator Manual

A.7 Received SubmitSm with Country and Network Information

Sample Log Records

The following sample log file contains one r ecei vedSubmni t SmMA t hCount r yAndNet wor ki nf o

record.

File: /logl. asd. nbal ance. com 20070411_131258 016. dat,
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7f 74 82 05 22

71
6b
65
79
73
6d
67
61
75
6f

69
02

recei vedSubmi t SmW t hCount r yAndNet wor kIl nfo =

{

80 13 32 30 30 37 30 34 31 31 31 33 31 33 30 33 2b 30 32 30 30
timestanp = '20070411131303+0200
di scar dW t hAck(5)

mat chi ngAoRout i ngRul e( 20)

81 01 05 routi ngAction =

a2 08 rejectinfo = {

80 01 14 rej ect Cause =

81 03 61 62 63 aoRout i ngRul e = ' abc

}
91 04 61 70 70 31

appl i cati onNane

92 03 e0 01 00

= ' appl'

b3 82 04 f1 nmessageFi el ds = {
a2 0d ori gi nat or Addr ess
80 07 91 23 56 16 32 54 6

gsmAddress = 'i
81 02 62 65 country = 'be
a4 12 reci pi ent Addr ess
80 07 91 13 56 03 00 00 fO

gsmAddress = "i
81 02 6e 6¢C country = "nl
82 03 6b 70 6e network = 'kpn

}
dat aCodi ngSchene

appl i cati onShort Nurber

{

nt ernati onal / t el ephone 31653000000

= ' abbrevi at ed/ unknown 1000

{
nt ernati onal / t el ephone 32656123456

85 02 00 fO = 240
86 01 05 protocol I dentifier =5
87 02 00 20 notificationType = {
deliveryNotification(0) = fal se(0)
nonDel i veryNotification(1) = fal se(0)
buf feredNotification(2) = fal se(0)
}
8a 81 a0 61 62 63 64 65 66 67 68 69 6a 61 62 63 64 65 66 67
61 62 63
64 65 66 67 68 69 6a 61 62 63 64 65 66 67 68 69 6a 61 62 63
67 68 69
6a 61 62 63 64 65 66 67 68 69 6a 61 62 63 64 65 66 67 68 69
63 64 65
66 67 68 69 6a 61 62 63 64 65 66 67 68 69 6a 61 62 63 64 65
69 6a 61
62 63 64 65 66 67 68 69 6a 61 62 63 64 65 66 67 68 69 6a 61
65 66 67
68 69 6a 61 62 63 64 65 66 67 68 69 6a 61 62 63 64 65 66 67
61 62 63
64 65 66 67 68 69 6a
userData =

68
64
6a
66
62
68

Sample Log Records

69
65
61
67
63
69

6a
66
62
68
64
6a

abcdef ghi j abcdef ghi j abcdef ghi j abcdef ghi j abcdef ghi j abcdef ghi j abcdef gh
j abcdef ghi j abcdef ghi j abcdef ghi j abcdef ghi j abcdef ghi j abcdef ghi j abcdef gh

i j abcdef ghi j abcdef ghi |
8c 01 01
8d 01 09
8e 01 01

priority =9
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repl yPat hl ndi cator =

nor eMessagesToSend = true(1)

true(l)
92 13 32 30 30 37 30 34 31 32 31 33 31 31 31 31 2b 30 32 30 30
val i dityPeriod = '20070412131111+0200
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94 82 03 f6
77 78 79 7a
77 78 79 7a
77 78 79 7a
77 78 79 7a
77 78 79 7a
77 78 79 7a
77 78 79 7a
77 78 79 7a
77 78 79 7a
77 78 79 7a
77 78 79 7a
77 78 79 7a
77 78 79 7a
77 78 79 7a
77 78 79 7a
77 78 79 7a
77 78 79 7a
77 78 79 7a
77 78 79 7a
77 78 79 7a
77 78 79 7a
77 78 79 7a
77 78 79 7a
77 78 79 7a
77 78 79 7a
77 78 79 7a
77 78 79 7a
77 78 79 7a
77 78 79 7a
77 78 79 7a

77 78 79 7a

61
61
61
61
61
61
61
61
61
61
61
61
61
61
61
61
61
61
61
61
61
61
61
61
61
61
61
61
61
61
61
61

62
62
62
62
62
62
62
62
62
62
62
62
62
62
62
62
62
62
62
62
62
62
62
62
62
62
62
62
62
62
62
62

63
63
63
63
63
63
63
63
63
63
63
63
63
63
63
63
63
63
63
63
63
63
63
63
63
63
63
63
63
63
63
63

si ngl eShot I ndi cator = fal se(0)

64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64
64

65
65
65
65
65
65
65
65
65
65
65
65
65
65
65
65
65
65
65
65
65
65
65
65
65
65
65
65
65
65
65
65

66
66
66
66
66
66
66
66
66
66
66
66
66
66
66
66
66
66
66
66
66
66
66
66
66
66
66
66
66
66
66
66
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67
67
67
67
67
67
67
67
67
67
67
67
67
67
67
67
67
67
67
67
67
67
67
67
67
67
67
67
67
67
67
67

68
68
68
68
68
68
68
68
68
68
68
68
68
68
68
68
68
68
68
68
68
68
68
68
68
68
68
68
68
68
68
68

69
69
69
69
69
69
69
69
69
69
69
69
69
69
69
69
69
69
69
69
69
69
69
69
69
69
69
69
69
69
69
69

6a
6a
6a
6a
6a
6a
6a
6a
6a
6a
6a
6a
6a
6a
6a
6a
6a
6a
6a
6a
6a
6a
6a
6a
6a
6a
6a
6a
6a
6a
6a

6a

6b
6b
6b
6b
6b
6b
6b
6b
6b
6b
6b
6b
6b
6b
6b
6b
6b
6b
6b
6b
6b
6b
6b
6b
6b
6b
6b
6b
6b
6b
6b
6b

6C
6¢C
6C
6¢C
6C
6¢C
6C
6¢C
6C
6¢C
6C
6¢C
6C
6¢C
6C
6¢C
6C
6¢C
6C
6¢C
6C
6¢C
6C
6¢C
6C
6¢C
6C
6¢C
6C
6¢C
6C

6¢C

6d
6d
6d
6d
6d
6d
6d
6d
6d
6d
6d
6d
6d
6d
6d
6d
6d
6d
6d
6d
6d
6d
6d
6d
6d
6d
6d
6d
6d
6d
6d
6d

6e
6e
6e
6e
6e
6e
6e
6e
6e
6e
6e
6e
6e
6e
6e
6e
6e
6e
6e
6e
6e
6e
6e
6e
6e
6e
6e
6e
6e
6e
6e

6e

6f
6f
6f
6f
6f
6f
6f
6f
6f
6f
6f
6f
6f
6f
6f
6f
6f
6f
6f
6f
6f
6f
6f
6f
6f
6f
6f
6f
6f
6f
6f
6f

70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70
70

71

71

71

71

71

71

71

71

71

71

71

71

71

71

71

71

71

71

71

71

71

71

71

71

71

71

71

71

71

71

71

71

72
72
72
72
72
72
72
72
72
72
72
72
72
72
72
72
72
72
72
72
72
72
72
72
72
72
72
72
72
72
72
72

Sample Log Records

73
73
73
73
73
73
73
73
73
73
73
73
73
73
73
73
73
73
73
73
73
73
73
73
73
73
73
73
73
73
73
73
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' abcdef ghi j kl mopqgr st uvwxyzabcdef ghi j kI mopqgr st uvwxyzabcdef ghi j kl mop
gr st uvwxyzabcdef ghi j kl mopqr st uvwxyzabcdef ghi j kl mmopgr st uvwxyzabcdef g
hi j kIl mopqr st uvwxyzabcdef ghi j kl mopqr st uvwxyzabcdef ghi j kl mopgr st uvwx
yzabcdef ghi j kl mopqr st uvwxyzabcdef ghi j kl mopqgr st uvwxyzabcdef ghi j kl mo
pagr st uvwxyzabcdef ghi j kl mopqr st uvwxyzabcdef ghi j kl mopqr st uvwxyzabcdef
ghi j kI mopqr st uvwxyzabcdef ghi j kl mopgr st uvwxyzabcdef ghi j kIl mopqr st uvw
xyzabcdef ghi j kl mopqgr st uvwxyzabcdef ghi j kl mopgr st uvwxyzabcdef ghi j kIl m
opqgr st uvwxyzabcdef ghi j kl mopqgr st uvwxyzabcdef ghi j kl mopqgr st uvwxyzabcde
f ghi j kl mopqr st uvwxyzabcdef ghi j kl mopqgr st uvwxyzabcdef ghi j kl mopgr st uv
wxyzabcdef ghi j kl mopqr st uvwxyzabcdef ghi j kl mopgr st uvwxyzabcdef ghi j kI m
nopqr st uvwxyzabcdef ghi j kl mopqgr st uvwxyzabcdef ghi j kl mopqgr st uvwxyzabcd
ef ghi j kl mopqr st uvwxyzabcdef ghi j kl mmopgr st uvwxyzabcdef ghi j kl mopqr st u
vwxyzabcdef ghi j kl mopqr st uvwxyzabcdef ghi j kl mopqgr st uvwxyzabcdef ghi j ki
mmopgr st uvwxyzabcdef ghi j kI mopgr st uvwxyzabcdef ghi j kl mopqgr st uvwxyzabc

7a
7a
7a
7a
7a
7a
7a

7a

61
61
61
61
61
61
61

62
62
62
62
62
62
62

63
63
63
63
63
63
63

64
64
64
64
64
64
64

65
65
65
65
65
65
65

66
66
66
66
66
66
66

67
67
67
67
67
67
67

68
68
68
68
68
68
68

69
69
69
69
69
69
69

bi I'lingldentifier

6a
6a
6a
6a
6a
6a
6a

6b
6b
6b
6b
6b
6b
6b

6C
6C
6C
6C
6C
6C
6C

6d
6d
6d
6d
6d
6d
6d

def ghi j kl mopgr st uvwxyzabcdef ghi j kIl mopqgr st uvwxyz'

of 22 02 23 29

A.8 Received DeliverSm with Country and Network Information

}

}

port Nunber = 9001

6e
6e
6e
6e
6e
6e
6e

6f
6f
6f
6f
6f
6f
6f

70
70
70
70
70
70
70

71

71

71

71

71

71

71

72
72
72
72
72
72
72

Sample Log Records

73
73
73
73
73
73
73

The following sample log file contains one r ecei vedDel i ver SmA t hCount r yAndNet wor ki nf o

record.

File:

34
63
91
91
85
Oa
le
32
46

5a

31
91
13
13
02
0b
1f
33
47
5b

7f
32
04
56
56
00
Oc
20
34
48

/1 ogl. asd.

75
2b
61
03
05
fo
od
21
35
49

82
30
70
00
00
86
Oe
22
36

4a

01 52 80 13 32

32
70
00
00
01
of
23
37
4b

30
31
fo
fo
05
10
24
38

4c

30
92
81
81
8a
11
25
39
4d
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81
03
02
02
81
12
26
3a

4e

01
e0
6e
6e
a0
13
27
3b
4f

30
03
01
6¢
6¢
00
14
28
3c
50

30
a2
00
82
82
01
15
29
3d
51

37
08
b3
03
07
02
16
2a
3e
52

30
80
82
6b
74
03
17
2b
3f
53

nbal ance. com 20070411_131410_064. dat

rec

ord:

34 31 31 31

01
01
70
65
04
18
2¢
40
54

16
21
6e
6¢
05
19
2d
41
55

81
a2
a4
66
06
la
2e
42
56

03
12
16
6f
07
1b
2f
43
57

33
61
80
80
72
08
lc
30
44
58

31
62
07
07
74
09
1d
31
45
59
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Sample Log Records

5¢c 5d 5e 5f 60 61 62 63 64 65 66 67 68 69 6a 6b 6¢ 6d
6e 6f
70 71 72 73 74 75 76 77 78 79 7a 7b 7c 7d 7e 7f 80 81
82 83
84 85 86 87 88 89 8a 8b 8c 8d 8e 8f 90 91 92 93 94 95
96 97
98 99 9a 9b 9c 9d 9e 9f 8c 01 01 8e 01 00 95 13 32 30
30 37
30 34 31 30 31 33 31 31 31 31 2b 30 32 30 30 bb 11 80
06 02
04 18 32 54 f6 81 02 6e 6¢C 82 03 6b 70 6e bc 16 80 07
91 13
56 95 99 99 f9 81 02 6e 6¢c 82 07 74 65 6¢c 66 6f 72 74
of 22
02 23 29
7f 75 82 01 52 recei vedDel i ver SMW t hCount r yAndNet wor kl nfo = {
80 13 32 30 30 37 30 34 31 31 31 33 31 34 31 32 2b 30 32 30 30
timestanmp = '20070411131412+0200
81 01 03 routi ngActi on = bl ockW t hAck( 3)
a2 08 rejectinfo = {
80 01 16 rej ect Cause = mat chi ngAt Rout i ngRul e(22)
81 03 61 62 63 at Routi ngRul e = "abc
}
91 04 61 70 70 31
appl i cati onName = ' appl'
92 03 e0 01 00 appl i cati onShort Number = ' abbrevi at ed/ unknown
1000'
b3 82 01 21 nmessageFi el ds = {
a2 12 ori gi nat or Address = {
80 07 91 13 56 03 00 00 fO
gsmAddress = 'international/tel ephone
31653000000
81 02 6e 6¢C country = "nl
82 03 6b 70 6e network = 'kpn
a4 16 reci pi ent Address = {
80 07 91 13 56 05 00 00 fO
gsmAddress = 'international/tel ephone
31655000000
81 02 6e 6¢ country = 'nl
82 07 74 65 6¢c 66 6f 72 74
network = "telfort
}
85 02 00 fO dat aCodi ngScheme = 240
86 01 05 protocol I dentifier =5
8a 81 a0 00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d 0Oe Of 10 11 12 13
14 15 16
17 18 19 l1la 1b 1c 1d l1le 1f 20 21 22 23 24 25 26 27 28 29 2a 2b 2c 2d
2e 2f 30
31 32 33 34 35 36 37 38 39 3a 3b 3c 3d 3e 3f 40 41 42 43 44 45 46 47
48 49 4a
4b 4c 4d 4e 4f 50 51 52 53 54 55 56 57 58 59 5a 5b 5c 5d 5e 5f 60 61
62 63 64
65 66 67 68 69 6a 6b 6¢c 6d 6e 6f 70 71 72 73 74 75 76 77 78 79 7a 7b
7c 7d 7e
7f 80 81 82 83 84 85 86 87 88 89 8a 8b 8c 8d 8e 8f 90 91 92 93 94 95
96 97 98
99 9a 9b 9c 9d 9e 9of
userData = ... ... .. .. .. e
V"HEUR () *+, -
.10123456789: ; <=>? @\BCDEFGHI JKLMNOPQRSTUVWIKYZ[\ ] ~_" abcdef ghi j kl mopqr
stuvwxyz{|}~. € ,f, . T "% EZ ‘' “"+-—-"§ & ZY
8c 01 01 nmor eMessagesToSend = true(1)
8e 01 00 repl yPat hl ndi cator = fal se(0)
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95

bb
80

81
82

bc
80

13 32 30

11
06

02
03

16
07

02

6e
6b

91

04

6¢c
70

13

31655999999
81 02 6e 6¢
82 07 74 65

of 22 02 23

Sample Log Records

30 37 30 34 31 30 31 33 31 31 31 31 2b 30 32 30 30
servi ceCentreTi nestanp = ' 20070410131111+0200"
originatedlnmsi = {

18 32 54 6

imsi = 204-08-123456
country = "nl'

6e network = 'kpn'

}
ori gi nat edMscAddress = {

56 95 99 99 f9
gsmAddress = 'international/tel ephone
country = 'nl'
6c 66 6f 72 74
network = "telfort'
}
29 por t Nunber = 9001

A.9 Received Notification with Country and Network Information

The following sample log file contains oner ecei vedNot i fi cati onW t hCount r yAndNet wor kI nf o

record.

File:

33
91
a4
32
01
31
7f

80
81
a2
80
81
91
92
b3
a2
80

a4
80

81

38
04
od
30
03
31

81

03

16
61

61
el

el

91
6e

7f
2b
61
80
30
97
31

80
30

62
70
01

02

13
6¢C

/1 ogl. asd. mbal ance. com 20070411 _131437_082. dat, record: 1

76 81 80 80 13 32 30 30 37 30 34 31 31 31 33 31 34
30 32 30 30 81 01 03 a2 08 80 01 16 81 03 61 62 63
70 70 31 92 03 e0 01 00 b3 51 a2 05 80 03 e0 02 00
07 91 13 26 07 39 30 f8 81 02 6e 6¢c 8c 01 00 95 13
37 30 34 31 30 31 33 31 31 31 31 2b 30 32 30 30 96
04 67 11 11 21 98 13 32 30 30 37 30 34 31 31 31 32
31 2b 30 32 30 30 9f 22 02 23 29

recei vedNoti fi cati onWt hCountryAndNet workl nfo = {
30 37 30 34 31 31 31 33 31 34 33 38 2b 30 32 30 30
timestanp = '20070411131438+0200
routi ngAction = bl ockW t hAck( 3)
rejectinfo = {
rej ect Cause = mat chi ngAt Rout i ngRul e(22)
63 at Routi ngRul e = ' abc'

70 31
appl i cati onName = ' appl'
00 appl i cati onShort Number = ' abbrevi at ed/ unknown 1000
nmessageFi el ds = {
ori gi nat or Address = {
00 gsmAddr ess = ' abbrevi at ed/ unknown 2000
}
reci pi ent Address = {
26 07 39 30 f8
gsmAddress = 'international/tel ephone 31627093038
country = "nl

}
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8c 01 00 nor eMessagesToSend = fal se(0)

95 13 32 30 30 37 30 34 31 30 31 33 31 31 31 31 2b 30 32 30 30
servi ceCentreTi nestanp = ' 20070410131111+0200"

96 01 03 deliveryStatus = deliveryFail ed(3)

97 04 67 11 11 21 error Code = 1729171745

98 13 32 30 30 37 30 34 31 31 31 32 31 31 31 31 2b 30 32 30 30
del i veryTi nestanp = '20070411121111+0200

9f 22 02 23 29 port Nunber = 9001

A.10 AMS Delivery Attempt for MoAt with Country and Network
Information

The following sample log file contains one
anmsDel i ver yAt t enpt For MoAt W t hCount r yAndNet wor kI nf o record.

File: /logl. asd. nbal ance. com 20070411 131842 _000. dat, record: 1

7f 81 06 81 ab 80 13 32 30 30 37 30 34 31 31 31 33 31

e 32 2b 30 32 30 30 b3 58 a2 09 80 07 91 13 06 83 88 88
e 02 00 fO 86 01 05 8a Oa 61 62 63 64 65 66 67 68 69 6a
e 00 03 02 ff de 8e 01 00 bb Oa 80 08 02 14 12 32 54 76
R bd 09 80 07 91 13 06 00 00 00 fO 9f 1f Ob 66 77 64 66
s 72 65 72 65 74 9f 21 03 00 ff ff 9f 28 02 00 80 b7 18
e 00 a2 08 80 01 00 82 03 61 62 63 83 04 61 70 70 31 84
Zj :Z 01 00 99 01 00 9a 01 03 9b 13 32 30 30 37 30 34 31 31

31 38 34 32 2b 30 32 30 30 9c 05 31 32 33 34 35
7f 81 06 81 ab ansDel i ver yAtt enpt For MoAt Wt hCount r yAndNet wor kl nfo =
{
80 13 32 30 30 37 30 34 31 31 31 33 31 38 34 32 2b 30 32 30 30
timestanmp = '20070411131842+0200

b3 58 messageFi el ds = {
a2 09 ori gi nat or Address = {
80 07 91 13 06 88 88 88 f8
gsmAddress = 'international/tel ephone 31608888888
}
85 02 00 fO dat aCodi ngSchenme = 240
86 01 05 protocol I dentifier =5

8a 0a 61 62 63 64 65 66 67 68 69 6a

user Dat a = abcdef ghi j
8b 05 00 03 02 ff de

user Dat aHeader = 000302f f deh
8e 01 00 repl yPat hl ndi cator = fal se(0)
bb Oa originatedlnsi = {
80 08 02 14 12 32 54 76 98 fO

imsi = 204-12-1234567890

}
bd 09 servi ceCentreAddress = {
80 07 91 13 06 00 00 00 fO
gsmAddress = 'international/tel ephone 31600000000
}
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of 1f Ob 66 77 64 66 65 72 72 65 72 65 74

al phanuneri cReci pient = 'fwdferreret’
of 21 03 00 ff ff ori gi nati ngPoi nt Code = 65535
9f 28 02 00 80 gsmvessageRef erence = 128
}
b7 18 out boundAt = {
80 01 00 routi ngAction = pass(0)
a2 08 responsel nfo = {
80 01 00 del i veryResult = successful (0)
82 03 61 62 63 at Routi ngRul e = ' abc'
}
83 04 61 70 70 31 appl i cati onName = 'appl'
84 03 e0 01 00 appl i cati onShort Nunber = ' abbrevi at ed/ unknown 1000’
}
99 01 00 nor eMessagesToSend = fal se(0)
9a 01 03 nunber O Previ ousAttenpts = 3

9b 13 32 30 30 37 30 34 31 31 31 32 31 38 34 32 2b 30 32 30 30
servi ceCentreTi nestanp = ' 20070411121842+0200"
9c 05 31 32 33 34 35
nmessagel dentifier = 49-842216501

}
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B.1 Log Record ASN.1 Data Types

Log Record ASN.1 Data Types

The following sample intercept file contains a submit and delivery intercept record for single SIPO-MT

flow:

-- (c) Copyright 2004-2015 NewNet

-- This software is proprietary to and enbodi es the confidenti al

-- of NewNet. Possession, use,

t echnol ogy
duplication or dissenmination of the

-- software and nedia is authorized only pursuant to a valid witten |icense

- - from NewNet .

LOGGE NG DEFI NI TIONS I MPLICI T TAGS :: =
BEG N

--- Foll owi ng construct defines all
| nboundMessage ::= --snacc isPdu:" TRUE"
CHO CE {
-- Following are log records that will
-- equal to 'asnlExtended'

t rust edMoFWdSm
Tr ust edVbFWdSm

suspect MoFWdSm
Suspect MoFwdSm

trust edSri Sm
Trust edSri Sm

suspect Sri Sm
Suspect Sri Sm

t rust edM FwdSm
Tr ust edM FwdSm

suspect M FwdSm
Suspect M FwdSm

-- event
Event ,

-- Following are log records that will
-- equal

trust edMoFWdSMAN t hCount r yAndNet wor kil nf o
MoFwdSmW t hCount r yAndNet wor kI nf o,

suspect MoOFWdSMW t hCount r yAndNet wor ki nf o
MoFwd Sm t hCount r yAndNet wor ki nf o,

trustedSri SmW t hCount r yAndNet wor kI nf o
Trust edSri SmN t hCount r yAndNet wor ki nf o,
suspect Sri SmW t hCount r yAndNet wor kI nf o
Suspect Sri SmW t hCount r yAndNet wor ki nf o,
trust edM FwdSmW t hCount r yAndNet wor ki nf o
Trust edM FwdSmW t hCount r yAndNet wor ki nf o,
suspect M FwdSmW t hCount r yAndNet wor ki nf o
Suspect M FwdSmA t hCount r yAndNet wor kI nf o,
-- trust edCdmaMoFwWdSMAN t hCount r yAndNet wor ki nf o
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possi bl e | og records.

be generated when the log format is

[ APPLI CATION O] IMPLICIT
[ APPLI CATION 1] IMPLICIT
[ APPLI CATION 2] IMPLICIT
[ APPLI CATION 3] IMPLICIT
[ APPLI CATION 4] IMPLICIT
[ APPLI CATION 5] IMPLICIT

[ APPLI CATI ON 30]

[ APPLI CATI ON 100]
[ APPLI CATI ON 101]

[ APPLI CATI ON 102]
[ APPLI CATI ON 103]
[ APPLI CATI ON 104]
[ APPLI CATI ON 105]
[ APPLI CATI ON 106]

IMPLICIT

be generated when the log format is
to 'asnlExt endedW t hCount r yAndNet wor kI nf o'

IMPLICIT
IMPLICIT

IMPLICIT
IMPLICIT
IMPLICIT
IMPLICIT
IMPLICIT
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Tr ust edCdmaMoFwd Sm t hCount r yAndNet wor ki nf o,

recei vedSubmi t SmMW t hCount r yAndNet wor kil nf o [ APPLI CATI ON
Recei vedSubmi t SmMW t hCount r yAndNet wor ki nf o,

recei vedDel i ver SMN t hCount r yAndNet wor kI nf o [ APPLI CATI ON
Recei vedDel i ver SmWW t hCount r yAndNet wor kI nf o,

recei vedNot i fi cati onWt hCount r yAndNet wor kI nf o [ APPLI CATI ON

Recei vedNot i fi cati onW t hCount r yAndNet wor ki nf o,

ext CondMessageW t hCount r yAndNet wor ki nf o [ APPLI CATI ON
Event Wt hCount r yAndNet wor kI nf o,

amsDel i ver yAtt enpt For AoM W t hCount r yAndNet wor kI nf o [ APPLI CATI ON
Event Wt hCount r yAndNet wor kI nf o,

ansDel i ver yAt t enpt For MoM W t hCount r yAndNet wor kI nf o [ APPLI CATI ON
Event Wt hCount r yAndNet wor kI nf o,

amsDel i ver yAt t enpt For MoAt W t hCount r yAndNet wor kI nf o [ APPLI CATI ON
Event Wt hCount r yAndNet wor kI nf o,

ansDel i ver yAt t enpt For AoAt W t hCount r yAndNet wor kI nf o [ APPLI CATI ON
Event Wt hCount r yAndNet wor kI nf o,

116]
117]
118]

131]
132]
133]
134]
135]

IMPLICIT
IMPLICIT
IMPLICIT

IMPLICIT
IMPLICIT
IMPLICI T
IMPLICIT
IMPLICIT

-- Note: The AoAt log record is also used for |oggi ng AT- St ore- AT nessages coni ng

out of the AMSB.

ansTer m nat eW t hCount r yAndNet wor kI nf o [ APPLI CATION 136] IMPLICIT
Event Wt hCount r yAndNet wor ki nf o,
not i f Event Wt hCount r yAndNet wor kil nf o [ APPLI CATION 137] IMPLICIT
Event W t hCount r yAndNet wor ki nf o,
copyFor war dEvent Wt hCount r yAndNet wor kI nf o [ APPLI CATION 138] IMPLICIT
Event Wt hCount r yAndNet wor ki nf o,
nms CommandW t hCount r yAndNet wor ki nf o [ APPLI CATION 139] IMPLICIT
CommandW t hCount r yAndNet wor ki nf o,
-- Note: Registration log record is al so used for De-Registration of UE
i msRegi strati onW t hCount r yAndNet wor kI nf o [ APPLI CATI ON 140] IMPLICIT
Regi strati onW t hCount r yAndNet wor ki nf o
}
-- Following record is generated for an i nbound MO Forwar dSM oper ati on
-- that is considered to be trusted.
Trust edMoFwdSm : : = SEQUENCE {
ti mest anp [0] IMPLICIT CGeneralizedTine,
routi ngAction [1] IMPLICI T MoFwdSnRout i ngActi on,
-- rejectinfo and responselnfo are mutual |l y excl usive.
-- rejectlinfo is included when the action is 'discardWthAck',
-- 'discardWthNak', or 'discardWthNoResponse'.
-- responselnfo is included otherwi se.
rejectlnfo [2] IMPLICI T SEQUENCE {
rej ect Cause [0] IMPLICIT Reject Cause,
noRout i ngRul e [1] IMPLICIT NanmeString OPTI ONAL,
noExt Condi ti onRul e [2] IMPLICIT NaneString OPTI ONAL
} OPTI ONAL,
responsel nf o [3] IMPLICIT SEQUENCE {
submi ssi onResul t [0] IMPLICIT MoFwdSnSubni ssi onResul t,
noRout i ngRul e [1] IMPLICIT NanmeString
} OPTI ONAL,

-- sccpCgPadx Fi r st Segment and sccpCdPadf First Segnent are only included when

-- the MO ForwardSM has been received in a segnented TCAP di al og

sccpCgPadk Fi r st Segnent [6] IMPLICIT SccpAddress OPTI ONAL,
sccpCdPadk Fi r st Segment [7] IMPLICIT SccpAddress OPTI ONAL,
sccpCgPa [8] IMPLICIT SccpAddress,
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sccpCdPa [9] IMPLICIT SccpAddress,
nmapSnsc [12] I MPLICIT GsmAddress OPTI ONAL,
mapMsi sdn [13] IMPLICIT GsmAddress OPTI ONAL,
mapl msi [14] IMPLICIT I msi OPTI ONAL,
-- snsSubmit and snsCommand are nutual |y excl usive.
snsSubmi t [15] | MPLI QI T SEQUENCE {

sneSer vi ces [0] IMPLICIT SnsSubnit Servi ces,

snsMessageRef erence | MPLI CI T MessageRef erence,

1

smsReci pi ent 2] IMPLICI T GsmAddr ess,
smsProt ocol 1d 3] IMPLICIT Protocol Id,
snsDat aCodi ngSchene [4] I MPLICI T Dat aCodi ngSchene,
snsVal i dityPeri od 5] IMPLICIT GeneralizedTi ne OPTI ONAL,
snmsUser Dat aHeader 6] I MPLICIT User Dat aHeader OPTI ONAL,
snmsUser Dat a 7] IMPLICIT UserData

} OPTI ONAL,

ss Command [16] IMPLICIT SEQUENCE {
snmeServi ces 0] IMPLICI T SnsCommmandSer vi ces,
smsMessageRef er ence 1] IMPLICI T MessageReference,
snsProt ocol I d [2] IMPLICIT Protocol Id,
snmsConmandType 3] IMPLICIT ComandType,
smsMessageNunber 4] I MPLICI T MessageNunber,
snmsReci pi ent 5] IMPLICIT GsnAddress,
snmsConmandDat a [6] IMPLICIT ComrandDat a

} OPTI ONAL,

ori gi nati ngPoi nt Code [19] IMPLICIT Poi nt Code OPTI ONAL

}

-- Following record is generated for an i nbound MO Forwar dSM oper ati on
-- that is considered to be suspect.

Suspect MoFwWdSm : : = SEQUENCE {
ti mest anp [0] IMPLICIT CGeneralizedTine,
routi ngAction [1] IMPLICI T MoFwdSnmRout i ngActi on,
-- rejectinfo and responselnfo are mutual |y excl usive.
-- rejectinfo is included when the action is 'discardWthAck',
-- 'discardWthNak', or 'discardWthNoResponse'.
-- responselnfo is included otherw se.

rejectlnfo [2] I'MPLICI T SEQUENCE {
rej ect Cause [0] IMPLICIT Reject Cause,
nmoRout i ngRul e [1] IMPLICIT NameString OPTI ONAL,
noExt Condi ti onRul e [2] IMPLICIT NaneString OPTI ONAL

} OPTI ONAL,

responsel nfo [3] IMPLICI T SEQUENCE {
submi ssi onResul t [0] IMPLICIT MoFwdSnSubmi ssi onResul t,
noRout i ngRul e [1] IMPLICIT NanmeString

} OPTI ONAL,

i gnor edRej ect Causes [4] IMPLICIT IgnoredRej ect Causes,

-- sccpCgPad Fi rst Segnment and sccpCdPadk Fi r st Segnent are only included when
-- the MO Forwar dSM has been received in a segnented TCAP di al ogue.

sccpCgPadk Fi r st Segnent [6] IMPLICIT SccpAddress OPTI ONAL,
sccpCdPaCk Fi r st Segnent [7] IMPLICIT SccpAddress OPTI ONAL,
sccpCgPa [8] IMPLICIT SccpAddress,
sccpCdPa [9] IMPLICIT SccpAddress,
nmapSnsc [12] I MPLICIT GsmAddress OPTI ONAL,
mapMsi sdn [13] IMPLICI T GsmAddress OPTI ONAL,
mapl nsi [14] IMPLICIT Insi OPTI ONAL,
-- snsSubmit and snsCommand are nutual |y excl usive.
smsSubmi t [15] I MPLICI T SEQUENCE {
sneSer vi ces [0] IMPLICIT SnsSubnit Servi ces,
snsMessageRef er ence [1] I MPLICI T MessageReference,
smsReci pi ent [2] IMPLICIT GsmAddress,
snmsProt ocol I d [3] IMPLICIT Protocol Id,
snsDat aCodi ngSchene [4] I MPLICI T Dat aCodi ngSchene,
snsVal i dityPeri od [5] IMPLICIT CGeneralizedTi me OPTI ONAL,
smsUser Dat aHeader [6] IMPLICIT UserDat aHeader OPTI ONAL,
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smsUser Dat a [7] IMPLICIT UserDat a

} OPTI ONAL,

sms Command [16] I MPLICI T SEQUENCE {
sneServi ces [0] IMPLICIT SnsConmandSer vi ces,
smsMessageRef er ence [1] IMPLICI T MessageReference,
snmsProt ocol I d [2] IMPLICIT Protocol Id,
snmsConmandType [3] IMPLICIT ComrandType,
snsMessageNunber [4] IMPLICI T MessageNumnber,
smsReci pi ent [5] IMPLICIT GsmAddress,
snmsConmandDat a [6] IMPLICIT ConmmandDat a

} OPTI ONAL,

ori gi nati ngPoi nt Code [19] I MPLICIT Poi nt Code OPTI ONAL,

-- infoFromH r conprises information pertaining to the originator of the
-- MO For war dSM

i nfoFronH r [30] IMPLICIT SEQUENCE {
mapl nsi [0] IMPLICIT Insi OPTI ONAL,
mapMsc [1] IMPLICI T GsnmAddress OPTI ONAL,
mapSgsn [2] IMPLICIT GsmAddress OPTI ONAL
} OPTI ONAL
}
-- Following record is generated for an i nbound SendRouti ngl nf oFor SM oper ati on
-- that is considered to be trusted.
Trust edSri Sm :: = SEQUENCE {
ti mest anp [0] IMPLICIT CGeneralizedTinme,
routi ngActi on [1] I'MPLICI T Sri SmRouti ngActi on,
-- rejectinfo and responselnfo are mutual | y excl usive.
-- rejectlinfo is included when the action is 'bl ockWthTenporaryError',
-- '"bl ockWthPermanentError', 'bl ockWthNoResponse', or 'blockWthAck'.
-- responselnfo is included otherwi se.
rejectlnfo [2] IMPLICI T SEQUENCE {
rej ect Cause [0] IMPLICIT Reject Cause,
nt Rout i ngRul e [1] IMPLICIT NanmeString OPTI ONAL,
nt Ext Condi ti onRul e [2] IMPLICIT NaneString OPTI ONAL,
sri gRout i ngRul e [3] IMPLICIT NameString OPTI ONAL
} OPTI ONAL,
r esponsel nfo [3] I'MPLICI T SEQUENCE {
quer yResul t [0] SriSmueryResult,
mapl nsi [1] Imsi OPTI ONAL,
mapLnsi [2] Lnsi OPTI ONAL,
mapMsc [3] GsmAddress OPTI ONAL,
mapSgsn [4] GsmAddress OPTI ONAL,
nt Rout i ngRul e [6] IMPLICIT NameString OPTI ONAL,
sri qRout i ngRul e [7] IMPLICIT NaneString OPTI ONAL
} OPTI ONAL,
sccpCgPa [ 8] SccpAddress,
sccpCdPa [9] SccpAddress,
mapSnsc [12] GsmAddress,
mapMsi sdn [13] GsnAddress
}
-- Followi ng record is generated for an i nbound SendRouti ngl nf oFor SM oper ati on
-- that is considered to be suspect.
Suspect Sri Sm :: = SEQUENCE {
ti nmest anmp [0] IMPLICIT CeneralizedTine,
routi ngAction [1] I'MPLICIT Sri SnRouti ngActi on,

-- rejectlnfo and responselnfo are nutual Iy excl usive.

-- rejectInfo is included when the action is 'discardWthAck',
-- 'discardWthNak', or 'discardWthNoResponse'.

-- responselnfo is included otherw se.

rejectlnfo [2] IMPLICI T SEQUENCE {
rej ect Cause [0] IMPLICIT Reject Cause,
nt Rout i ngRul e [1] IMPLICIT NaneString OPTI ONAL,
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nmt Ext Condi ti onRul e 2] IMPLICIT NanmeString OPTI ONAL,
sri gRouti ngRul e 3] IMPLICIT NaneString OPTI ONAL
} OPTI ONAL,
responsel nf o [3] I'MPLICI T SEQUENCE {
quer yResul t 0] IMPLICIT Sri SmQueryResul t,
mapl nsi 1] IMPLICIT Insi OPTI ONAL,
mapLnsi [2] IMPLICIT Lnsi OPTI ONAL,
mapMsc 3] IMPLICI T GsmAddr ess OPTI ONAL,
mapSgsn 4] I MPLICI T GsmAddress OPTI ONAL,
scranbl edl nsi 5] IMPLICIT Inmsi OPTI ONAL,
nt Rout i ngRul e [6] IMPLICIT NaneString OPTI ONAL,
sri gRout i ngRul e [7] IMPLICIT NameString OPTI ONAL
} OPTI ONAL,
i gnor edRej ect Causes [4] IMPLICIT IgnoredRej ect Causes,
sccpCgPa [8] IMPLICIT SccpAddress,
sccpCdPa [9] IMPLICIT SccpAddress,
mapSnsc [12] IMPLICI T GsmAddress,
mapMsi sdn [13] I MPLICIT GsmAddress
}
-- Followi ng record is generated for an i nbound MT-ForwardSM operati on
-- that is considered to be trusted.
Trust edM FwdSm : : = SEQUENCE {
ti nmest anmp [0] IMPLICIT CeneralizedTine,
routi ngAction [1] IMPLICI T M FwdSnRout i ngActi on,

-- rejectlnfo and responselnfo are nutual Iy excl usive.

-- rejectInfo is included when the action is 'discardWthAck',
-- 'discardWthNak', or 'discardWthNoResponse'.

-- responselnfo is included otherw se.

rejectlnfo [2] I MPLICIT SEQUENCE {
rej ect Cause [0] IMPLICIT Reject Cause,
nt Rout i ngRul e [1] IMPLICIT NaneString OPTI ONAL,
nt Ext Condi ti onRul e [2] IMPLICIT NanmeString OPTI ONAL,
nt i Routi ngRul e [3] IMPLICIT NaneString OPTI ONAL
} OPTI ONAL,
responsel nfo [3] IMPLICI T SEQUENCE {
del i veryResul t [0] IMPLICIT M FwdSnDel i veryResul t,
nt Rout i ngRul e [1] IMPLICIT NaneString OPTI ONAL,
nti Routi ngRul e [2] IMPLICIT NameString OPTI ONAL
} OPTI ONAL,

-- sccpCgPadx Fi rst Segnment and sccpCdPadr Fi r st Segnent are only included when
-- the MI-ForwardSM has been received in a segmented TCAP di al ogue.

sccpCgPadk Fi r st Segnment
sccpCdPadx Fi r st Segnent
sccpCgPa

[ 6]
[7]
[ 8]

| MPLICI T SccpAddress OPTI ONAL,
| MPLI CI T SccpAddress OPTI ONAL,

| MPLI CI T SccpAddr ess,

sccpCdPa [9] IMPLICIT SccpAddress,

mapSnsc [12] I MPLICIT GsmAddress OPTI ONAL,
mapl nsi [13] IMPLICIT Insi OPTI ONAL,
mapLnsi [14] IMPLICIT Lnsi OPTI ONAL,
snsDel i ver [15] I MPLICI T SEQUENCE {

snmsServi ces 0] IMPLICIT SnsDel i ver Servi ces,
smsOri gi nat or 1] IMPLICI T GsmAddr ess,
snmsProtocol I d 2] IMPLICIT Protocol ld,
snsDat aCodi ngSchene [3] IMPLICIT Dat aCodi ngSchene,
snsScTi mest anp 4] IMPLICIT GeneralizedTine,
snmsUser Dat aHeader 5] IMPLICIT User Dat aHeader OPTI ONAL,
smsUser Dat a 6] IMPLICIT UserData

} OPTI ONAL,

st at usRepor't
smsServi ces

[ 16]
MPLI CI T St at usReport Servi ces,
smsMessageRef er ence

|

0

1 LI CI T MessageReference,
smsReci pi ent [2

3

4

LI CI T GsmAddr ess,
LICI T GeneralizedTi ne,
LICIT GeneralizedTi ne,

snsScTi mest anp
smsDi schar geTi e

MPLI CI T SEQUENCE {
I
I
I
I
I

VP
1 1 WP
VP
VP
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snsSt at us [5] IMPLICIT Status
} OPTI ONAL,
correl atedSri Sm [30] I'MPLICIT SEQUENCE {
sccpCgPa [0] IMPLICIT SccpAddress OPTI ONAL,
mapSnsc [1] IMPLICI T GsnmAddress OPTI ONAL,
mapMsi sdn [2] IMPLICIT GsnmAddress,
mapl nsi [3] IMPLICIT Insi,
mapLnsi [4] IMPLICIT Lnsi OPTI ONAL,
mapMsc [5] IMPLICIT GsmAddress OPTI ONAL,
mapSgsn [6] IMPLICIT GsmAddress OPTI ONAL
} OPTI ONAL,
out boundM [21] IMPLICI T Qut boundM OPTI ONAL
}
-- Following record is generated for an i nbound MI-ForwardSM operati on
-- that is considered to be suspect.
Suspect M FwdSm : : = SEQUENCE {
ti mest anp [0] IMPLICIT CeneralizedTime,
routi ngAction [1] IMPLICI T M FwdSnmRout i ngAct i on,

-- rejectlnfo and responselnfo are nutual Iy excl usi ve.

-- rejectInfo is included when the action is 'discardWthAck',
-- 'discardWthNak', or 'discardWthNoResponse'.

-- responselnfo is included otherw se.

rej ectlnfo [2] IMPLICI T SEQUENCE {
rej ect Cause [0] IMPLICIT Reject Cause,
nt Rout i ngRul e [1] IMPLICIT NaneString OPTI ONAL,
nt Ext Condi ti onRul e [2] IMPLICIT NameString OPTI ONAL,
nt i Routi ngRul e [3] IMPLICIT NaneString OPTI ONAL
} OPTI ONAL,
responsel nf o [3] I'MPLICI T SEQUENCE {

I
del i veryResul t [0] IMPLICIT M FwdSmDel i veryResul t,
nt Rout i ngRul e [1] IMPLICIT NaneString OPTI ONAL,
nti Routi ngRul e [2] IMPLICIT NameString OPTI ONAL
} OPTI ONAL,
i gnor edRej ect Causes [4] IMPLICIT IgnoredRej ect Causes,
-- sccpCgPadx Fi r st Segment and sccpCdPadf First Segnent are only included when
-- the MI-ForwardSM has been received in a segnmented TCAP di al ogue.

sccpCgPadk Fi r st Segnent [6] IMPLICIT SccpAddress OPTI ONAL,

sccpCdPack Fi r st Segnment [7] IMPLICIT SccpAddress OPTI ONAL,

sccpCgPa [8] IMPLICIT SccpAddress,

sccpCdPa [9] IMPLICIT SccpAddress,

mapSnsc [12] IMPLICIT GsmAddress OPTI ONAL,

mapl nsi [13] IMPLICIT Insi OPTI ONAL,

-- snsDeliver and statusReport are nutual |y excl usive.

snsDel i ver [15] I MPLICI' T SEQUENCE {
snsSer vi ces [0] IMPLICIT SnsDel i ver Servi ces,
snsCri gi nat or 1] I MPLIC T GsnmAddr ess,
snmsPr ot ocol |1 d 2] IMPLICIT Protocol ld,
snsDat aCodi ngSchene 3] IMPLICI T Dat aCodi ngSchene,
snsScTi mest anp [4] IMPLICIT CeneralizedTinme,
snmsUser Dat aHeader 5] IMPLICI T User Dat aHeader OPTI ONAL,
snmsUser Dat a 6] IMPLICIT UserData

} OPTI ONAL,

st at usRepor t [16] I MPLICI T SEQUENCE {
snmsServi ces 0] IMPLICIT StatusReport Servi ces,
snsMessageRef er ence 1] IMPLICI T MessageRef erence,
snmsReci pi ent 2] IMPLICIT GsnmAddress,
snsScTi mest anp [3] IMPLICIT CeneralizedTinme,
snsDi schar geTi me 4] IMPLICIT GeneralizedTine,
sneSt at us 5] IMPLICIT Status

} OPTI ONAL,

correl atedSri Sm [30] I'MPLICIT SEQUENCE {
sccpCgPa 0] IMPLICI T SccpAddress OPTI ONAL,
mapSnsc 1] IMPLICI T GsmAddress OPTI ONAL,
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mapMsi sdn [2] IMPLICIT GsmAddress,
mapl nsi [3] IMPLICIT Insi,
mapLnsi [4] IMPLICIT Lnsi OPTI ONAL,
mapMsc [5] IMPLICIT GsmAddress OPTI ONAL,
mapSgsn [6] IMPLICIT GsmAddress OPTI ONAL
} OPTI ONAL
}
HssQuery ::= SEQUENCE {
ti mest anp [0] IMPLICIT CGeneralizedTi me OPTI ONAL,
routi ngAction [1] IMPLICIT SriSnRoutingAction OPTI ONAL,
-- rejectinfo and responselnfo are mutual |l y excl usive.
-- rejectlinfo is included when the action is 'bl ockWthTenporaryError"',
-- '"bl ockWthPermanentError', 'bl ockWthNoResponse', or 'blockWthAck'.
-- responselnfo is included otherwi se.
rejectlnfo [2] IMPLICI T SEQUENCE {
rej ect Cause [0] IMPLICIT Reject Cause,
nt Rout i ngRul e [1] IMPLICIT NanmeString OPTI ONAL,
nt Ext Condi ti onRul e [2] IMPLICIT NaneString OPTI ONAL
} OPTI ONAL,
-- user Dat aAnswer
shPul | Responsel nf o [3] I'MPLICIT SEQUENCE {
quer yResul t [0] IMPLICIT SriSnueryResult,
resul t Code [1] I'MPLICIT Di anet er ShResul t Code OPTI ONAL,
experi nent al Resul t [2] IMPLICIT Di amet er ShResul t Code OPTI ONAL,
i meUser St at e [3] IMPLICIT InsUserState OPTI ONAL,
scscf Name [4] IMPLICIT SipUl OPTI ONAL,
hssRul e [5] IMPLICIT NameString OPTI ONAL
} OPTI ONAL,
-- inmsPublicUserldentity, insPublicServiceldentity Ul, now MSI SDN
userldentity [13] IMPLICI T GsmAddressl nfo OPTI ONAL,
iiw [60] IMPLICIT Iliwid OPTI ONAL
}
-- Following record is generated for an i nbound MO Forwar dSM oper ati on
-- that is considered to be trusted, suspect, or a status report.
MoFwdSm t hCount r yAndNet wor kl nf o : : = SEQUENCE {
ti mest anp [0] IMPLICIT CeneralizedTime,
routi ngAction [1] IMPLICI T MoFwdSnRout i ngAct i on,

-- rejectlnfo and responselnfo are nutual Iy excl usi ve.

-- rejectInfo is included when the action is 'discardWthAck',
-- 'discardWthNak', or 'discardWthNoResponse'.

-- responselnfo is included otherw se.

rej ectlnfo [2] IMPLICI T SEQUENCE {
rej ect Cause [0] IMPLICIT Reject Cause,
nmoRout i ngRul e [1] IMPLICIT NaneString OPTI ONAL,
noExt Condi ti onRul e [2] IMPLICIT NameString OPTI ONAL,
mpVi ol ati on [3] IMPLICIT MipViol ati on OPTI ONAL

} OPTI ONAL,

responsel nf o [3] I'MPLICIT SEQUENCE {
submi ssi onResul t [0] IMPLICIT MoFwdSnSubmi ssi onResul t,
noRout i ngRul e [1] IMPLICIT NanmeString

} OPTI ONAL,

i gnor edRej ect Causes [4] IMPLICIT IgnoredRej ect Causes OPTI ONAL,

-- sccpCgPad Fi rst Segnment and sccpCdPadk Fir st Segnent are only included when
-- the MO Forwar dSM has been received in a segnented TCAP di al ogue.

sccpCgPadk Fi r st Segnent [6] IMPLICIT SccpAddresslnfo OPTI ONAL,
sccpCdPaCk Fi r st Segnent [7] IMPLICIT SccpAddresslnfo OPTI ONAL,
sccpCgPa [8] IMPLICIT SccpAddresslnfo,

sccpCdPa [9] IMPLICIT SccpAddresslnfo,

nmapSnsc [12] I MPLICIT GsmAddressl nfo OPTI ONAL,
mapMsi sdn [13] IMPLICI T GsmAddressl nfo OPTI ONAL,
mapl nsi [14] IMPLICIT Insilnfo OPTI ONAL,

-- snsSubmit and snsCommand are nutual |y excl usive.
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smsSubmi t [15] I MPLICI T SEQUENCE {
snsServi ces [0] IMPLICIT SnsSubnit Servi ces,
snsMessageRef erence [1] IMPLICI T MessageReference,
snmsReci pi ent 2] IMPLICI T GsmAddr essl nf o,
snmsPr ot ocol |1 d 3] IMPLICIT Protocol ld,
snmsDat aCodi ngSchene 4] | MPLICI' T Dat aCodi ngSchene,
snsVal i dityPeri od [5] IMPLICIT CeneralizedTi me OPTI ONAL,
snmsUser Dat aHeader 6] | MPLICI T User Dat aHeader OPTI ONAL,
snmsUser Dat a 7] IMPLICIT UserData
} OPTI ONAL,
sms Command [16] I MPLICIT SEQUENCE {
snmsServi ces 0] IMPLICI T SnsConmmandSer vi ces,
snsMessageRef er ence 1] IMPLICI T MessageRef erence,
smsProt ocol 1d 2] IMPLICIT Protocol Id,
snmsConmandType [3] IMPLICIT ComrandType,
snmsMessageNunber 4] | MPLICI T MessageNumber,
smsReci pi ent 5] IMPLICI T GsmAddr essl nf o,
smsCommandDat a 6] | MPLICI T ConmandDat a
} OPTI ONAL,
ori gi nati ngPoi nt Code [19] I MPLICIT Poi nt Code OPTI ONAL,
out boundMo [20] IMPLICIT QutboundVb OPTI ONAL,
out boundM [21] I MPLICIT Qut boundM OPTI ONAL,
out boundAo [22] I MPLICIT Qut boundAo OPTI ONAL,
out boundAt [23] IMPLICI T Qut boundAt OPTI ONAL,
st or age [24] IMPLICIT Storagel nfo OPTI ONAL,

-- infoFromH r conprises information pertaining to the originator of the
-- MO Forwar dSM
i nf oFr onH r [30] I MPLICIT SEQUENCE {

mapl nsi [0] IMPLICIT Insilnfo,
mapMsc [1] IMPLICI T GsmAddr essl nfo OPTI ONAL,
mapSgsn [2] IMPLICIT GsmAddressl nfo OPTI ONAL
} OPTI ONAL,
reci pi ent Rout i ngNunber [33] IMPLICIT Routi ngNunmber OPTI ONAL,
ecResponseDat a [34] I MPLICIT SEQUENCE OF EcResponseData OPTI ONAL,
ssilnfo [50] IMPLICIT Ssi Servicel nfo OPTI ONAL,
--2184
hssQuery [60] IMPLICIT HssQuery OPTI ONAL,
out boundSi p [61] I MPLICIT QutboundSi p OPTI ONAL,
originalliw [62] IMPLICIT liwld OPTI ONAL

Fol l owi ng record is generated for an inbound SendRouti ngl nf oFor SM oper ati on

-- that is considered to be trusted.

Trust edSri SmW t hCount r yAndNet wor kl nfo :: = SEQUENCE {
ti mest anp [0] GeneralizedTi ne,
routi ngAction [1] Sri SmRouti ngActi on,

-- rejectlnfo and responselnfo are nutual Iy excl usive.

-- rejectInfo is included when the action is 'discardWthAck',
-- 'discardWthNak', or 'discardWthNoResponse'.

-- responselnfo is included otherw se.

rej ectlnfo [2] IMPLICI T SEQUENCE {
rej ect Cause [0] IMPLICIT Reject Cause,
nt Rout i ngRul e [1] NaneString OPTI ONAL,
nmt Ext Condi ti onRul e 2] NaneString OPTI ONAL,
sri qRout i ngRul e 3] IMPLICIT NanmeString OPTI ONAL
} OPTI ONAL,
responsel nfo [3] IMPLICI T SEQUENCE {
quer yResul t 0] Sri SmQueryResult,
mapl nsi 1] I nsil nfo OPTI ONAL,
mapLnsi 2] Lnsi OPTI ONAL,
mapMsc [3] GsmAddresslinfo OPTI ONAL,
mapSgsn 4] GsmAddressl nfo OPTI ONAL,
nt Rout i ngRul e 6] IMPLICIT NaneString OPTI ONAL,
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sri qRout i ngRul e [7] IMPLICIT NaneString OPTI ONAL
} OPTI ONAL,
sccpCgPa [ 8] SccpAddresslnfo,
sccpCdPa [9] SccpAddresslnfo,
mapSnsc [12] GsmAddresslnfo,
mapMsi sdn [13] GsnAddressl nfo,
ecResponseDat a [34] I MPLICIT SEQUENCE OF EcResponseData OPTI ONAL,
nt Rout i ngRul eSki pped [49] IMPLICIT NameString OPTI ONAL,
ssilnfo [50] IMPLICIT Ssi Servicel nfo OPTI ONAL,
--2184
hssQuery [60] IMPLICIT HssQuery OPTI ONAL

}

-- Following record is generated for an i nbound SendRouti ngl nf oFor SM oper ati on
-- that is considered to be suspect.

Suspect Sri SmN t hCount r yAndNet wor kl nfo :: = SEQUENCE {
ti mest anp [0] IMPLICIT CGeneralizedTine,
routi ngAction [1] I'MPLICIT Sri SmRout i ngActi on,

-- rejectinfo and responselnfo are mutual |l y excl usive.
-- rejectinfo is included when the action is 'discardWthAck',
-- 'discardWthNak', or 'discardWthNoResponse'.
-- responselnfo is included otherwi se.
rejectlnfo [2] IMPLICI T SEQUENCE {
rej ect Cause | MPLI CI T Rej ect Cause,

S

nt Rout i ngRul e [1] IMPLICIT NanmeString OPTI ONAL,
nt Ext Condi ti onRul e [2] IMPLICIT NaneString OPTI ONAL,
sri gRout i ngRul e [3] IMPLICIT NameString OPTI ONAL
} OPTI ONAL,
r esponsel nfo [3] I'MPLICIT SEQUENCE {
quer yResul t [0] IMPLICIT SriSnfueryResul t,
mapl nsi [1] IMPLICIT Insilnfo OPTI ONAL,
mapLnsi [2] IMPLICIT Lnsi OPTI ONAL,
mapMsc [3] IMPLICIT GsmAddr essl nfo OPTI ONAL,
mapSgsn [4] IMPLICIT GsmAddressl nfo OPTI ONAL,
scr anbl edl nsi [5] IMPLICIT Insilnfo OPTI ONAL,
nt Rout i ngRul e [6] IMPLICIT NaneString OPTI ONAL,
sri gRout i ngRul e [7] IMPLICIT NameString OPTI ONAL
} OPTI ONAL,
i gnor edRej ect Causes [4] IMPLICIT IgnoredRej ect Causes,
sccpCgPa [8] IMPLICIT SccpAddresslnfo,
sccpCdPa [9] IMPLICIT SccpAddresslnfo,
mapSnsc [12] I MPLICI T GsmAddressl nfo,
mapMsi sdn [13] IMPLICI T GsmAddressl nfo,
ecResponseDat a [34] IMPLICIT SEQUENCE OF EcResponseData OPTI ONAL,
nt Rout i ngRul eSki pped [49] IMPLICIT NanmeString OPTI ONAL,
ssilnfo [50] IMPLICIT Ssi Servicel nfo OPTI ONAL,
--2184
hssQuery [60] IMPLICIT HssQuery OPTI ONAL
}
-- Following record is generated for an i nbound MI-ForwardSM oper ati on
-- that is considered to be trusted.
Trust edM FwdSmW t hCount r yAndNet wor kl nfo :: = SEQUENCE {
ti mest anp [0] IMPLICIT CGeneralizedTine,
routi ngAction [1] IMPLICIT M FwdSnmRout i ngActi on,

-- rejectinfo and responselnfo are mutual |y excl usive.

-- rejectinfo is included when the action is 'discardWthAck',
-- 'discardWthNak', or 'discardWthNoResponse'.

-- responselnfo is included otherw se.

rejectlnfo [2] IMPLICI T SEQUENCE {
rej ect Cause [0] IMPLICIT Reject Cause,
nt Rout i ngRul e [1] IMPLICIT NameString OPTI ONAL,
nt Ext Condi ti onRul e [2] IMPLICIT NaneString OPTI ONAL,
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nti Routi ngRul e [3] IMPLICIT NaneString OPTI ONAL

} OPTI ONAL,

responsel nfo [3] IMPLICI T SEQUENCE {
del i veryResul t [0] IMPLICIT M FwdSmDel i veryResul t,
nt Rout i ngRul e [1] IMPLICIT NaneString OPTI ONAL,
nti Routi ngRul e [2] IMPLICIT NameString OPTI ONAL

} OPTI ONAL,

-- sccpCgPad Fi rst Segnment and sccpCdPaCk Fi r st Segnent are only included when
-- the MI-ForwardSM has been received in a segnented TCAP di al ogue.
sccpCgPaCk Fi r st Segnent [6] IMPLICIT SccpAddresslnfo OPTI ONAL,
sccpCdPaCr Fi r st Segnent 7] IMPLICIT SccpAddresslnfo OPTI ONAL,

[
sccpCgPa [8] IMPLICIT SccpAddresslnfo,
sccpCdPa [9] IMPLICIT SccpAddresslnfo,
nmapSnsc [12] I MPLICIT GsmAddressl nfo OPTI ONAL,
mapl nsi [13] IMPLICIT Insilnfo OPTI ONAL,
mapLnsi [14] IMPLICIT Lnsi OPTI ONAL,
smsDel i ver [15] I MPLICI T SEQUENCE {
snsSer vi ces [0] IMPLICIT SnsDeliver Servi ces,
smsOri gi nat or [1] IMPLICI T GsmAddresslnfo,
snsProt ocol I d [2] IMPLICIT Protocol Id,
smsDat aCodi ngSchene [3] IMPLICIT Dat aCodi ngSchene,
snsScTi mest anp [4] IMPLICIT CeneralizedTinme,
snmsUser Dat aHeader [5] IMPLICIT UserDat aHeader OPTI ONAL,
snmsUser Dat a [6] IMPLICIT UserData
} OPTI ONAL,
st at usReport [16] I MPLICI T SEQUENCE {
sneSer vi ces [0] IMPLICIT StatusReport Servi ces,
snsMessageRef er ence [1] I MPLICI T MessageReference,
smsReci pi ent [2] IMPLICIT GsmAddressl nfo,
snsScTi mest anp [3] IMPLICIT GeneralizedTinme,
smsDi schar geTi e [4] IMPLICIT CeneralizedTine,
sneSt at us [5] IMPLICIT Status
} OPTI ONAL,
correl at edSri Sm [30] I MPLICIT SEQUENCE {
sccpCgPa [0] IMPLICIT SccpAddresslnfo OPTI ONAL,
mapSnsc [1] IMPLICI T GsmAddr essl nfo OPTI ONAL,
mapMsi sdn [2] IMPLICIT GsmAddressl nfo,
mapl nsi [3] IMPLICIT Insilnfo,
mapLnsi [4] IMPLICIT Lnsi OPTI ONAL,
mapMsc [5] IMPLICIT GsmAddr essl nfo OPTI ONAL,
mapSgsn [6] IMPLICIT GsmAddressl nfo OPTI ONAL
}  OPTI ONAL,
- - BG19606- 19607
out boundM [21] IMPLICI T Qut boundM OPTI ONAL,
ecResponseDat a [34] IMPLICIT SEQUENCE OF EcResponseData OPTI ONAL,
nt Rout i ngRul eSki pped [49] IMPLICIT NanmeString OPTI ONAL,
ssilnfo [50] IMPLICIT Ssi Servicel nfo OPTI ONAL,
--2184
hssQuery [60] IMPLICIT HssQuery OPTI ONAL,
out boundSi p [61] IMPLICIT QutboundSi p OPTI ONAL
}
-- Following record is generated for an i nbound MT-ForwardSM operati on
-- that is considered to be suspect.
Suspect M FwdSmA t hCount r yAndNet wor kI nf o : : = SEQUENCE {
ti nmest anmp [0] IMPLICIT CeneralizedTine,
routi ngAction [1] IMPLICI T M FwdSnRout i ngActi on,

-- rejectlnfo and responselnfo are nutual Iy excl usive.

-- rejectInfo is included when the action is 'discardWthAck',
-- 'discardWthNak', or 'discardWthNoResponse'.

-- responselnfo is included otherw se.

rejectlnfo [2] IMPLICI T SEQUENCE {
rej ect Cause [0] IMPLICIT Reject Cause,
nt Rout i ngRul e [1] IMPLICIT NaneString OPTI ONAL,
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nt Ext Condi ti onRul e [2] IMPLICIT NaneString OPTI ONAL,
nti Routi ngRul e [3] IMPLICIT NameString OPTI ONAL

} OPTI ONAL,

responsel nf o [3] IMPLICIT SEQUENCE
del i veryResul t [0] IMPLICIT M FwdSmDel i veryResul t,
nt Rout i ngRul e [1] IMPLICIT NanmeString OPTI ONAL,
nt i Rout i ngRul e [2] IMPLICIT NaneString OPTI ONAL

} OPTI ONAL,

i gnor edRej ect Causes [4] IMPLICIT IgnoredRej ect Causes,

-- sccpCgPadx Fi rst Segnment and sccpCdPadr Fir st Segnent are only included when
-- the MI-ForwardSM has been received in a segmented TCAP di al ogue.

sccpCgPadxk Fi r st Segnment [6] IMPLICIT SccpAddresslnfo OPTI ONAL,
sccpCdPad Fi r st Segnent [7] IMPLICI T SccpAddresslnfo OPTI ONAL,
sccpCgPa [8] IMPLICIT SccpAddresslnfo,
sccpCdPa [9] IMPLICIT SccpAddresslnfo,
mapSnsc [12] I MPLICI T GsmAddressl nfo OPTI ONAL,
mapl nsi [13] IMPLICIT Insilnfo OPTI ONAL,
-- snsDeliver and statusReport are mutual |y excl usive.
snsDel i ver [15] I MPLICI T SEQUENCE {
snmsServi ces 0] IMPLICIT SnsDel i ver Servi ces,
smsOri gi nat or 1] IMPLICI T GsmAddr essl nf o,
smsProt ocol 1d 2] IMPLICIT Protocol Id,
snsDat aCodi ngSchene [3] IMPLICIT Dat aCodi ngSchene,
snsScTi mest anp 4] IMPLICIT GeneralizedTine,
snmsUser Dat aHeader 5] IMPLICIT User Dat aHeader OPTI ONAL,
snmsUser Dat a 6] IMPLICIT UserData
} OPTI ONAL,
st at usReport [16] I MPLICI T SEQUENCE {
snmsServi ces 0] IMPLICIT StatusReport Servi ces,
smsMessageRef er ence 1] IMPLICI T MessageReference,
smsReci pi ent [2] IMPLICI T GsmAddressl nfo,
snsScTi mest anp 3] IMPLICIT GeneralizedTi ne,
smsDi schar geTi e 4] IMPLICIT GeneralizedTine,
snsSt at us 5] IMPLICIT Status
} OPTI ONAL,
correl at edSri Sm [30] I MPLICIT SEQUENCE {
sccpCgPa 0] IMPLICIT SccpAddressl nfo OPTI ONAL,
nmapSnsc 1] IMPLICI T GsmAddr essl nfo OPTI ONAL,
mapMsi sdn [2] IMPLICI T GsmAddressl nfo,
mapl nsi 3] IMPLICIT Insilnfo,
mapLnsi 4] IMPLICI T Lnsi OPTI ONAL,
mapMsc 5] IMPLICIT GsmAddr essl nfo OPTI ONAL,
mapSgsn [6] IMPLICIT GsmAddr essl nfo OPTI ONAL
}  OPTI ONAL,
ecResponseDat a [34] IMPLICIT SEQUENCE OF EcResponseData OPTI ONAL,
nt Rout i ngRul eSki pped [49] IMPLICIT NanmeString OPTI ONAL,
ssilnfo [50] IMPLICIT Ssi Servicel nfo OPTI ONAL,
--2184
hssQuery [60] IMPLICIT HssQuery OPTI ONAL,
out boundSi p [61] IMPLICIT QutboundSi p OPTI ONAL
}
-- Followi ng record is generated when an AQ SM has been received from an
-- application.
Recei vedSubmni t SmMW t hCount r yAndNet wor kl nfo :: = SEQUENCE {
ti nmest anmp [0] IMPLICIT CeneralizedTine,
routi ngAction [1] IMPLICIT AoRouti ngActi on,

-- rejectlnfo and responselnfo are nutual Iy excl usive.

-- rejectinfo is included when the action is 'discardWthAck' or
-- 'discardWthNak'.

-- responselnfo is included otherw se.

rejectlnfo [2] IMPLICI T SEQUENCE {
rej ect Cause [0] IMPLICIT Reject Cause,
aoRout i ngRul e [1] IMPLICIT NaneString OPTI ONAL,
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aoExt Condi ti onRul e
} OPTI ONAL,
responsel nf o
submi ssi onResul t
routi ngError Code
aoRout i ngRul e
servi ceCentreTi nest anp
} OPTI ONAL,
appl i cati onNane
appl i cati onShort Nunber
nessageFi el ds

-- excl usive

[3]

[17]
[18]
[19]

[2]

Log Record ASN.1 Data Types

I MPLICI T NameString OPTI ONAL

| MPLI CI' T SEQUENCE {

[ O]
[1]
[2]
[3]

| MPLI CI T AoSubm ssi onResul t,
| MPLICI T Error Code OPTI ONAL,
| MPLICI T NaneString,

| MPLICI T GeneralizedTi me OPTI ONAL

I MPLI CI' T NaneStri ng,
I MPLICI T GsmAddr ess,
I MPLI CI T SEQUENCE {
-- originatorAddress and al phanunericOriginator are nutually

-- recipi ent Address and al phanuneri cReci pi ent are mutual |y

-- exclusive
ori gi nat or Addr ess
reci pi ent Addr ess
dat aCodi ngSchene
protocol | dentifier
notificationType
user Dat a
user Dat aHeader
nor eMessagesToSend
priority
r epl yPat hl ndi cat or
def erredDel i veryTi nme
val i di tyPeri od
si ngl eShot | ndi cat or
billingldentifier
tariffd ass
servi ceDescri ption
al phanumeri cOri gi nat or
al phanuneri cReci pi ent
por t Nunber
sour cePor t
desti nati onPort
endToEndAckRequest
endToEndMessageType
nessageRef er ence
privacy
nunber OF Messages
| anguage
payl oadType
sour ceSubAddr ess
dest SubAddr ess
user ResponseCode
di spl ayTi ne
cal | backNunber s
nsVal i di t yl ndi cat or
nsVal i di tyPeri od
al ert OnMessageDel i very
snsSi gha
sour ceBear er Type
dest Bear er Type
smDef aul t Msgl d
sour ceNet wor kType
dest Net wor kType

Ji -

out boundM

out boundAo

out boundAt

st or age

reci pi ent Rout i ngNunber

ecResponseDat a

ori gi nal MessageFi el ds

Release 17.4 Revision A, February 2019

GsmAddr essl nf o OPTI ONAL,
GsmAddr essl nf o OPTI ONAL,
Dat aCodi ngSchene OPTI ONAL,
Prot ocol | d OPTI ONAL,
Noti fi cati onType,
User Dat a,
User Dat aHeader OPTI ONAL,
BOOLEAN OPTI ONAL,
Priority,
BOOLEAN OPTI ONAL,
General i zedTi me OPTI ONAL,
Ceneral i zedTi ne OPTI ONAL,
BOOLEAN
Billingld OPTI ONAL,
Tari ffC ass OPTI ONAL,
Servi ceDescri ption OPTI ONAL,
Al phanuneri cAddress OPTI ONAL,
Al phanuneri cAddr ess OPTI ONAL,
Port Number OPTI ONAL,
Port Number OPTI ONAL,
Port Number OPTI ONAL,
EndToEndAckRequest OPTI ONAL,
EndToEndMessageType OPTI ONAL,
MessageRef er ence OPTI ONAL,
Privacy OPTI ONAL,
Nunmber Of Messages OPTI ONAL,
Language OPTI ONAL,
Payl oadType OPTI ONAL,
SubAddr ess OPTI ONAL,
SubAddr ess OPTI ONAL,
User ResponseCode OPTI ONAL,
Di spl ayTi me OPTI ONAL,

SEQUENCE OF Cal | backNunber OPTI ONAL,

MsVal i di tyl ndi cat or OPTI ONAL,
MsVal i di tyPeri od OPTI ONAL,

Al ert OnMessageDel i very OPTI ONAL,

SnmsSi gnal OPTI ONAL,
Bear er Type OPTI ONAL,
Bear er Type OPTI ONAL,

SnDef aul t Messagel d OPTI ONAL,
Net wor kType OPTI ONAL,

Net wor kType OPTI ONAL

| MPLI CI T Qut boundM OPTI ONAL,

I MPLI CI T Qut boundAo OPTI ONAL,

I MPLI CI T Qut boundAt OPTI ONAL,

I MPLICIT Storagel nfo OPTI ONAL,

I MPLICI T Routi ngNunber OPTI ONAL,

IMPLICIT

Ori

gi nal MessageFi el ds OPTI ONAL,

SEQUENCE OF EcResponseData OPTI ONAL,
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ssilnfo [50] IMPLICIT Ssi Servicel nfo OPTI ONAL,
--2184

hssQuery [60] IMPLICIT HssQuery OPTI ONAL,

out boundSi p [61] I MPLICIT QutboundSi p OPTI ONAL

}

-- Followi ng record is generated when an AT/ SM has been recei ved from an SMSC.

Recei vedDel i ver SmWW t hCount r yAndNet wor kl nf o :: = SEQUENCE {
ti mest anp [0] IMPLICIT CeneralizedTinme,
routi ngActi on [1] IMPLICI T Ati RoutingActi on,
-- rejectinfo and responselnfo are mutual |l y excl usive.

rej ectlnfo
rej ect Cause
at Rout i ngRul e
at Ext Condi ti onRul e
} OPTI ONAL,
r esponsel nf o
del i veryResul t
rout i ngError Code
at Rout i ngRul e
} OPTI ONAL,
appl i cati onNanme
appl i cati onShort Nunber
nessageFi el ds

[2]

| MPLICI' T SEQUENCE {

[ O]
[1]
[2]

| MPLI CI T Rej ect Cause,
| MPLICI T NaneString OPTI ONAL,
| MPLICI T NaneString OPTI ONAL

[3]

[17]
[ 18]
[ 19]

MPLI CI T SEQUENCE {

| MPLICI T AtDeliveryResult,

| MPLICI T ErrorCode OPTI ONAL,
|

I
[0]
[1] ,
[2] IMPLICIT NaneString OPTI ONAL
I MPLICIT NaneStri ng,
| MPLICI T GsmAddr ess,

| MPLICI T SEQUENCE {

-- recipi ent Address and al phanuneri cReci pi ent are nmutual |y

-- exclusive

ori gi nat or Addr ess
reci pi ent Addr ess

dat aCodi ngSchene
protocol | dentifier
user Dat a
user Dat aHeader

nor eMessagesToSend
priority

repl yPat hl ndi cat or
servi ceCentreTi mest anp
ori gi nat edl nsi

ori gi nat edMscAddr ess
al phanumeri cOri gi nat or
al phanuneri cReci pi ent
por t Nunber

sour cePor t
desti nati onPort
endToEndAckRequest
endToEndMessageType
nessageRef er ence
privacy
nunber OF Messages

| anguage

payl oadType

sour ceSubAddr ess

dest SubAddr ess

user ResponseCode

di spl ayTi ne

cal | backNunber s

nsVal i di t yl ndi cat or
nsVal i di tyPeri od

al ert OnMessageDel i very
snsSi gna

sour ceBear er Type

dest Bear er Type
smDef aul t Msgl d

sour ceNet wor kType
dest Net wor kType
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2] GsmAddr essl nf o,

4] GsmAddressl nfo OPTI ONAL,

5] Dat aCodi ngSchene,

Prot ocol | d,
User Dat a,
User Dat aHeader
BOOLEAN,
Priority OPTI ONAL,
BOOLEAN,
Ceneral i zedTi me OPTI ONAL,
I msi | nfo OPTI ONAL,
GsmAddr essl nfo OPTI ONAL,
Al phanuneri cAddress OPTI ONAL,
Al phanuneri cAddr ess OPTI ONAL,
Port Number OPTI ONAL,
Port Number OPTI ONAL,
Port Number OPTI ONAL,
EndToEndAckRequest OPTI ONAL,
EndToEndMessageType OPTI ONAL,
MessageRef er ence OPTI ONAL,
Privacy OPTI ONAL,
Nunmber Of Messages OPTI ONAL,
Language OPTI ONAL,
Payl oadType OPTI ONAL,
SubAddr ess OPTI ONAL,
SubAddr ess OPTI ONAL,
User ResponseCode OPTI ONAL,
Di spl ayTi me OPTI ONAL,
SEQUENCE OF Cal | backNunber
MsVal i di tyl ndi cat or OPTI ONAL,
MsVal i di tyPeri od OPTI ONAL,

OPTI ONAL,

SnmsSi gnal OPTI ONAL,
Bear er Type OPTI ONAL,
Bear er Type OPTI ONAL,

SnDef aul t Messagel d OPTI ONAL,
Net wor kType OPTI ONAL,

Net wor kType OPTI ONAL

OPTI ONAL,

Al ert OnMessageDel i very OPTI ONAL,
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¥
out boundAo [22] I MPLICIT Qut boundAo OPTI ONAL,
out boundAt [23] IMPLICIT Qut boundAt OPTI ONAL,
st orage [24] IMPLICIT Storagel nfo OPTI ONAL,
ecResponseDat a [34] IMPLICIT SEQUENCE OF EcResponseDat a OPTI ONAL,
-- insideRejectlnfo and insideResponselnfo are mutual ly excl usive.
ori gi nal MessageFi el ds [46] Origi nal MessageFi el ds OPTI ONAL,
i nsi deRej ect | nfo [47] I MPLICI T SEQUENCE {
rej ect Cause [0] IMPLICIT Reject Cause,
ati Routi ngRul e [1] IMPLICIT NanmeString OPTI ONAL,
ati Ext Condi ti onRul e [2] IMPLICIT NaneString OPTI ONAL
} OPTI ONAL,
i nsi deResponsel nfo [48] IMPLICIT SEQUENCE
del i veryResul t [0] IMPLICIT AtDeliveryResult,
routi ngError Code [1] IMPLICIT ErrorCode OPTI ONAL,
ati Routi ngRul e [2] IMPLICIT NameString OPTI ONAL
} OPTI ONAL,
ssilnfo [50] IMPLICIT Ssi Servicel nfo OPTI ONAL
}
Event Wt hCount r yAndNet wor kIl nfo :: = SEQUENCE {
ti mest anp [0] IMPLICIT CGeneralizedTinme,
appl i cati onNane [17] IMPLICIT NameString OPTI ONAL,
appl i cati onShort Nunber [18] I MPLICIT GsmAddress OPTI ONAL,
nmessageFi el ds [19] IMPLICIT MessageFi el ds,
out boundM [21] I MPLICIT Qut boundM OPTI ONAL,
out boundAt [23] IMPLICIT Qut boundAt OPTI ONAL,
nor eMessagesToSend [25] I MPLICI T BOOLEAN OPTI ONAL,
nunber Of Pr evi ousAt t enpt s [26] IMPLICIT | NTEGER OPTI ONAL,
servi ceCentreTi nest anp [27] IMPLICIT GeneralizedTi ne,
nessagel dentifier [28] IMPLICIT AnmsMessagel d OPTI ONAL,
i sNotificati onMessage [36] I MPLICIT BOOLEAN OPTI ONAL,
unCondi t i onal For war d [37] IMPLICI T BOOLEAN OPTI ONAL,
-- The follow field is the internal event for diagnostics:
event [38] IMPLICIT Event OPTI ONAL,
ssilnfo [50] IMPLICIT SsiServicel nfo OPTI ONAL,
--2184
hssQuery [60] IMPLICIT HssQuery OPTI ONAL,
out boundSi p [61] I MPLICIT Qut boundSi p OPTI ONAL,
atNoti ficationlnfo [62] I MPLICIT SEQUENCE {
del i veryResul t [0] IMPLICIT AtDeliveryResult,
routi ngError Code [1] I'MPLICIT ErrorCode OPTI ONAL
} OPTI ONAL,
nt St at usReport I nfo [63] I MPLICIT SEQUENCE {
del i veryResul t [0] IMPLICIT M FwdSnDel i ver yResul t
} OPTI ONAL,
dest Enmi | Addr [65] IMPLICIT VisibleString (SIZE (1..2600)) OPTI ONAL
}
CommandW t hCount r yAndNet wor kl nf o :: = SEQUENCE {
ti mest anp [0] IMPLICIT CeneralizedTi me OPTI ONAL,
appl i cati onNanme 17] I MPLICI T NanmeString OPTI ONAL,
appl i cati onShort Nunber 18] IMPLICIT GsmAddress OPTI ONAL,
nessageFi el ds 19] I MPLICI T MessageFi el ds OPTI ONAL,
nor eMessagesToSend [25] I MPLICI T BOOLEAN OPTI ONAL,
servi ceCentreTi nest anp 27] IMPLICIT GeneralizedTi mne OPTI ONAL,
nessagel denti fi er 28] I MPLICIT AnsMessagel d OPTI ONAL,
-- The follow field is the internal event for diagnostics:
event [38] IMPLICIT Event OPTI ONAL,
nms gComrand 39] IMPLICIT MsgComuand OPTI ONAL,
snmResul t 40] I MPLICI T Modi fyResul t OPTI ONAL,
cmdOri gi nat or Addr ess 41] IMPLICI T GsnmAddressl nfo OPTI ONAL,
cndAl phanuneri cOri gi nat or [42] I MPLICIT Al phanuneri cAddress OPTI ONAL,
cmdReci pi ent Addr ess 43] IMPLICI T GsmAddr essl nf o OPTI ONAL,
f oundCount 44] I MPLICI T | NTEGER OPTI ONAL,
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cancel Mbde [45] IMPLICIT Cancel Mode OPTI ONAL
}
Regi strati onWt hCount r yAndNet wor kl nf o :: = SEQUENCE {
ti nmest anmp [0] IMPLICIT CeneralizedTine,
originalliw [62] IMPLICIT Iiwd OPTI ONAL,
regi strationlnfo [63] IMPLICI T SEQUENCE {
regi strati onType [0] RegistrationType,
expi reVal ue [1] ExpireVal ue,
reci pi ent Addr ess [4] GsmAddresslnfo
I
at nRequest Resul t [64] I MPLICI T At mRequest Resul t
MessageFi el ds :: = SEQUENCE {

-- originatorAddress and al phanumericOriginator are nutual |y excl usive
-- recipi ent Address and al phanuneri cReci pient are nutual |l y excl usive

pr ot ocol [0] Protocol OPTI ONAL,
ori gi nat or Addr ess [2] GsmAddressinfo OPTI ONAL,
reci pi ent Addr ess 4] GsmAddressl nfo OPTI ONAL,
dat aCodi ngSchene 5] Dat aCodi ngSchene OPTI ONAL,
protocol | dentifier 6] Protocolld OPTI ONAL,
notificationType [7] NotificationType OPTI ONAL,
user Dat a 10] User Dat a OPTI ONAL,
user Dat aHeader 11] User Dat aHeader OPTI ONAL,

-- For reasons of backward conpatibility this field is present in the parent
nor eMessagesToSend [12] BOOLEAN OPTI ONAL,
priority 13] Priority OPTI ONAL,
r epl yPat hl ndi cat or 14] BOOLEAN OPTI ONAL,
def erredDel i veryTi nme 17] General i zedTi ne OPTI ONAL,
val i di tyPeri od [ 18] CGeneralizedTi me OPTI ONAL,
si ngl eShot | ndi cat or 19] BOOLEAN OPTI ONAL,
billingldentifier 20] Billingld OPTI ONAL,
del i verySt at us 22] DeliveryStatus OPTI ONAL,
error Code [ 23] ErrorCode OPTI ONAL,
tariffd ass 25] TariffC ass OPTI ONAL,
servi ceDescri ption 26] ServiceDescription OPTI ONAL,
ori gi nat edl nsi 27] Insilnfo OPTI ONAL,
ori gi nat edMscAddr ess [ 28] GsnAddressl nfo OPTI ONAL,
servi ceCent r eAddr ess 29] GsmAddressl nfo OPTI ONAL,
al phanuneri cOri gi nat or 30] Al phanuneri cAddress OPTI ONAL,
al phanuneri cReci pi ent 31] Al phanuneri cAddress OPTI ONAL,
gsntt at usReport Type [ 32] Gsnft at usReport Type OPTI ONAL,
ori gi nati ngPoi nt Code 33] Poi nt Code OPTI ONAL,
por t Nunber 34] Port Nunmber OPTI ONAL,
gsmvessageRef er ence 40] MessageRef erence OPTI ONAL,
sour cePor't 46] Port Number OPTI ONAL,
desti nati onPort 47] Port Number OPTI ONAL,
endToEndAckRequest 50] EndToEndAckRequest OPTI ONAL,
endToEndMessageType [ 52] EndToEndMessageType OPTI ONAL,
nessageRef er ence 53] MessageRef erence OPTI ONAL,
privacy 54] Privacy OPTI ONAL,
nunmber Of Messages 55] Number Of Messages OPTI ONAL,
| anguage [56] Language OPTI ONAL,
payl oadType 63] Payl oadType OPTI ONAL,
sour ceSubAddr ess 67] SubAddress OPTI ONAL,
dest SubAddr ess 68] SubAddress OPTI ONAL,
user ResponseCode [ 69] User ResponseCode OPTI ONAL,
di spl ayTi ne 70] DisplayTi ne OPTI ONAL,
cal | backNunber s 71] SEQUENCE OF Cal | backNunber OPTI ONAL,
nsVal i di tyl ndi cat or 72] MsValiditylndicator OPTI ONAL,
nmsVal i di tyPeri od [ 73] MsValidityPeriod OPTI ONAL,
al ert OnMessageDel i very 74] Al ert OnMessageDel i very OPTI ONAL,
smsSi gnal 75] SnsSi gnal OPTI ONAL,
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sour ceBear er Type
dest Bear er Type
smDef aul t Msgl d
sour ceNet wor kType
dest Net wor kType
xsMessageType

Bear er Type OPTI ONAL,
Bear er Type OPTI ONAL,

SnDef aul t Messagel d OPTI ONAL,
Net wor kType OPTI ONAL,

Net wor kType OPTI ONAL,
XsMessageTypel nf o OPTI ONAL

}

Ori gi nal MessageFi el ds :: = SEQUENCE {

Fi el ds here should exactly nmatch those in MessageFields by their tag val ues
ori gi nat or Addr ess [2] GsmAddressinfo OPTI ONAL,
reci pi ent Addr ess [4] GsmAddresslnfo OPTI ONAL

Fol Il owi ng record is generated when an notification for an AQ SM has been

recei ved from an SMSC.

Recei vedNot i fi cati onWt hCount r yAndNet wor kl nfo ::

ti mest anp
routi ngAction

[ O]
[ 1]

= SEQUENCE {
| MPLICI T GeneralizedTi ne,
| MPLICI T Ati RoutingActi on,

-- rejectlnfo and responselnfo are nutual Iy excl usi ve.

rejectlnfo
rej ect Cause
at Rout i ngRul e
at Ext Condi ti onRul e
} OPTI ONAL,
responsel nf o
del i veryResul t
routi ngError Code
at Rout i ngRul e
} OPTI ONAL,

[2]

[3]

| MPLI CI T SEQUENCE {

[0] IMPLICIT Reject Cause,

[1] IMPLICIT NameString OPTI ONAL,
[2] IMPLICIT NaneString OPTI ONAL

| MPLI CI T SEQUENCE {

[0] IMPLICIT AtDeliveryResult,
[1] IMPLICIT ErrorCode OPTI ONAL,
[2] IMPLICIT NameString OPTI ONAL

appl i cati onNanme [17] IMPLICI T NanmeString,
appl i cati onShort Nunber [18] IMPLICI T GsmAddress,
nessageFi el ds [19] I MPLICIT SEQUENCE {

-- exclusive

ori gi nat or Addr ess 2] GsmAddressl nfo,

reci pi ent Addr ess 4] GsmAddressl nfo OPTI ONAL,

nor eMessagesToSend [12] BOOLEAN,

priority 13] Priority OPTI ONAL,

servi ceCentreTi mest anp 21] GeneralizedTi mne OPTI ONAL,

del i verySt at us 22] DeliveryStatus,

error Code [ 23] ErrorCode OPTI ONAL,

del i veryTi nest anp 24] CeneralizedTi me OPTI ONAL,

al phanuneri cOri gi nat or 30] Al phanuneri cAddress OPTI ONAL,
al phanuneri cReci pi ent 31] Al phanuneri cAddress OPTI ONAL,
por t Nunber [ 34] PortNunmber OPTI ONAL,

sour cePor't 46] Port Number OPTI ONAL,

desti nati onPort 47] Port Number OPTI ONAL,
endToEndAckRequest 50] EndToEndAckRequest OPTI ONAL,
endToEndMessageType [ 52] EndToEndMessageType OPTI ONAL,
nessageRef er ence 53] MessageRef erence OPTI ONAL,
privacy 54] Privacy OPTI ONAL,

nunmber Of Messages 55] Number Of Messages OPTI ONAL,

| anguage [56] Language OPTI ONAL,

payl oadType 63] Payl oadType OPTI ONAL,

sour ceSubAddr ess 67] SubAddress OPTI ONAL,

dest SubAddr ess 68] SubAddress OPTI ONAL,

user ResponseCode [ 69] User ResponseCode OPTI ONAL,

di spl ayTi ne 70] DisplayTi ne OPTI ONAL,

cal | backNunber s 71] SEQUENCE OF Cal | backNunber OPTI ONAL,
nsVal i di tyl ndi cat or 72] MsValiditylndicator OPTI ONAL,
nmsVal i di tyPeri od [ 73] MsValidityPeriod OPTI ONAL,

al ert OnMessageDel i very 74] Al ert OnMessageDel i very OPTI ONAL,
snmsSi gnal 75] SnsSi gnal OPTI ONAL,
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sour ceBear er Type [ 76] Bearer Type OPTI ONAL,
dest Bear er Type [77] BearerType OPTI ONAL,
snDef aul t Msgl d [ 78] SnDef aul t Messagel d OPTI ONAL,
sour ceNet wor kType [ 79] Networ kType OPTI ONAL,
dest Net wor kType [ 80] Networ kType OPTI ONAL
Ji -
out boundAt [23] IMPLICIT Qut boundAt OPTI ONAL,
st orage [24] IMPLICIT Storagel nfo OPTI ONAL,
ecResponseDat a [34] IMPLICIT SEQUENCE OF EcResponseDat a OPTI ONAL,
-- insideRejectlnfo and insideResponselnfo are mutual ly excl usive.
ori gi nal MessageFi el ds [46] Origi nal MessageFi el ds OPTI ONAL,
i nsi deRej ect | nfo [47] I MPLICI T SEQUENCE {
rej ect Cause [0] IMPLICIT Reject Cause,
ati Routi ngRul e [1] IMPLICIT NanmeString OPTI ONAL,
ati Ext Condi ti onRul e [2] IMPLICIT NaneString OPTI ONAL
} OPTI ONAL,
i nsi deResponsel nfo [48] IMPLICI T SEQUENCE {
del i veryResul t [0] IMPLICIT AtDeliveryResult,
routi ngError Code [1] IMPLICIT ErrorCode OPTI ONAL,
ati Routi ngRul e [2] IMPLICIT NameString OPTI ONAL
} OPTI ONAL,
ssilnfo [50] IMPLICIT SsiServicelnfo OPTI ONAL
}
-- Foll owi ng sub-record is included when an i nbound operation results in an
-- out bound MI/ SM
Qut boundM :: = SEQUENCE {
sri SnRout i ngActi on [0] SriSmRoutingActi on,
sri SnRej ect I nfo [1] I MPLICI T SEQUENCE {
rej ect Cause 0] IMPLICI T Reject Cause,
nt Rout i ngRul e 1] IMPLICIT NaneString OPTI ONAL,
nt Ext Condi ti onRul e 2] IMPLICIT NaneString OPTI ONAL
} OPTI ONAL,
sri SmResponsel nf o [2] IMPLICI T SEQUENCE {
quer yResul t 0] Sri SmueryResul t,
mapl nsi 1] Insilnfo OPTI ONAL,
mapLnsi [2] Lnsi OPTI ONAL,
mapMsc 3] GsmAddressl nf o OPTI ONAL,
mapSgsn 4] GsmAddressl nfo OPTI ONAL,
nt Rout i ngRul e 5] IMPLICIT NaneString OPTI ONAL
} OPTI ONAL,
nt FwdSnToMscRout i ngAct i on [3] M FwdSnRouti ngActi on OPTI ONAL,
nmt FwdSnToMscRej ect | nf o [4] 1 MPLICI T SEQUENCE {

I
rej ect Cause [0] IMPLICIT Reject Cause,

nt Rout i ngRul e [1] IMPLICIT NaneString OPTI ONAL,
nt Ext Condi ti onRul e [2] IMPLICIT NameString OPTI ONAL

} OPTI ONAL,
nt FwdSnmToMscResponsel nf o [5] I'MPLICIT SEQUENCE {
del i veryResul t [0] IMPLICIT M FwdSnDel i ver yResul t OPTI ONAL,
nt Rout i ngRul e [1] IMPLICIT NaneString OPTI ONAL
} OPTI ONAL,
nt FwdSnToSgsnRout i ngAct i on [6] M FwdSnRouti ngAction OPTI ONAL,
nt FwdSnToSgsnRej ect | nf o [7] I'MPLICIT SEQUENCE {
rej ect Cause [0] IMPLICIT Reject Cause,
nt Rout i ngRul e [1] IMPLICIT NanmeString OPTI ONAL,
nt Ext Condi ti onRul e [2] IMPLICIT NaneString OPTI ONAL
} OPTI ONAL,
nt FwdSniToSgsnResponsel nf o [8] IMPLICIT SEQUENCE {
del i veryResul t [0] IMPLICIT M FwdSnDel i veryResult OPTI ONAL,
nt Rout i ngRul e [1] IMPLICIT NameString OPTI ONAL
} OPTI ONAL,
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ecResponseDat a [9]
desti nati onPoi nt Code [10
i sMul ti Part M Message [11

I MPLI CI T SEQUENCE OF EcResponseData OPTI ONAL,
] IMPLICIT PointCode OPTI ONAL,
] IMPLICI T BOOLEAN OPTI ONAL

}
-- 2184
-- Followi ng sub-record is included when an i nbound operation results in an
-- outbound SIP.
Qut boundSi p :: = SEQUENCE {
nt FwdSniTol nsRout i ngAct i on [ 6] M FwdSnRouti ngActi on OPTI ONAL,
nt FwdSniTol nsRej ect | nf o [7] I'MPLICI T SEQUENCE {
rej ect Cause [0] IMPLICIT Reject Cause,
nt Rout i ngRul e [1] IMPLICIT NanmeString OPTI ONAL,
nt Ext Condi ti onRul e [2] IMPLICIT NaneString OPTI ONAL
} OPTI ONAL,
nt FwdSniTol nsResponsel nf o [8] I'MPLICIT SEQUENCE {
del i veryResul t [0] IMPLICIT M FwdSnDel i veryResult OPTI ONAL,
nt Rout i ngRul e [1] IMPLICIT NameString OPTI ONAL,
si pError Code [2] IMPLICIT SipErrorCode OPTI ONAL,
r pEr r or Cause [3] IMPLICIT RpErrorCause OPTI ONAL,
t pFai | ureCause [4] IMPLICIT TpFail ureCause OPTI ONAL
} OPTI ONAL,
ecResponseDat a [9] IMPLICI T SEQUENCE OF EcResponseData OPTI ONAL,
iiw [60] IMPLICIT liwid OPTI ONAL,
si pSer ver Addr ess [61] IMPLICIT SipUl OPTI ONAL,
si pd i ent Nane [62] IMPLICIT NameString OPTI ONAL,
si pEndPoi nt Nanme [63] IMPLICIT NanmeString OPTI ONAL,
si pEndPoi nt Tr ansport [64] IMPLICIT SipTransport OPTI ONAL
}
-- Foll owi ng sub-record is included when an i nbound operation results in an
-- out bound MJ SM
Qut boundMb :: = SEQUENCE ({
submi ssi onResul t [0] IMPLICIT MoFwdSnBubmi ssi onResul t,
snmscNane [1] IMPLICI T NaneString,
rej ect Cause [2] IMPLICIT MoRej ect Cause OPTI ONAL
}

-- Foll owi ng sub-record is included when an i nbound operation results in an
-- out bound AQ SM
Qut boundAo :: = SEQUENCE ({

subm ssi onResul t 0] IMPLICIT AoSubm ssi onResul t,
appl i cati onNanme 1] IMPLICI T NaneStri ng,
appl i cati onShort Nunber [2] IMPLICIT GsnmAddress,
servi ceCent r eNane 3] IMPLICIT NameString OPTI ONAL,
scNodeNane 4] I MPLICIT NanmeString OPTI ONAL,
scTer m nat i onPoi nt Nane 5] IMPLICIT NameString OPTI ONAL,
routi ngError Code [6] IIMPLICIT ErrorCode OPTI ONAL,
servi ceCentreTi nest anp 7] IMPLICIT GeneralizedTi me OPTI ONAL,
snmppMessagel d 8] IMPLICIT SnppMessagel d OPTI ONAL
}
-- Followi ng sub-record is included when an i nbound operation results in an
-- out bound AT/ SM
Qut boundAt ::= SEQUENCE {
routi ngAction [0] AtRoutingAction,
rej ectlnfo [1] IMPLICI T SEQUENCE {
rej ect Cause [0] IMPLICIT Reject Cause,

at Rout i ngRul e
at Ext Condi ti onRul e
} OPTI ONAL,

1] IMPLICIT NaneString OPTI ONAL,
2] IMPLICIT NanmeString OPTI ONAL

—
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responsel nfo [2] IMPLICI T SEQUENCE
del i veryResul t [0] IMPLICIT AtDeliveryResult,
routi ngError Code [1] IMPLICIT ErrorCode OPTI ONAL,
at Rout i ngRul e [2] IMPLICIT NameString OPTI ONAL
} OPTI ONAL,
appl i cati onNane [3] IMPLICIT NanmeStri ng,
appl i cati onShort Nunber [4] IMPLICIT GsmAddress,
ecResponseDat a [5] IMPLICIT SEQUENCE OF EcResponseData OPTI ONAL
}
-- Followi ng sub-record is included when an i nbound operation results in a
-- storage of the SM
Storagel nfo ::= SEQUENCE {
st orageResul t [0] IMPLICIT StorageResult,
rout i ngError Code [1] IMPLICIT ErrorCode OPTI ONAL,
-- applicationNanme and applicati onShort Nunber are included when the
-- concerning SMis to be termnated in an application.
appl i cati onNane [2] IMPLICIT NaneString OPTI ONAL,
appl i cati onShort Nunber [3] IMPLICIT GsmAddress OPTI ONAL,
queue [4] IMPLICIT Queuel ndex
}
-- Following is the construct for a GSM address with country/ network
-- information.
GsmAddr essl nfo :: = SEQUENCE {
gsmAddress [0] I MPLICI T GsmAddress,
-- country/network is only included when the address can be associated with
-- one of the provisioned countries/networks.
country [1] IMPLICIT Country OPTI ONAL,
net wor k [2] IMPLICIT Network OPTI ONAL
}
-- Following is the construct for an SCCP address with country/ network
-- information.
SccpAddr essl nfo :: = SEQUENCE {
sccpAddress [0] I MPLICI T SccpAddress,
-- country/network is only included when the address can be associated wth
-- one of the provisioned countries/networks.
country [1] IMPLICIT Country OPTI ONAL,
net wor k [2] IMPLICIT Network OPTI ONAL
}
-- Following is the construct for an IMSI with country/network
-- information.
Insilnfo ::= SEQUENCE {
i i [0] IMPLICIT Insi,
-- country/network is only included when the address can be associated wth
-- one of the provisioned countries/networks.
country [1] IMPLICIT Country OPTI ONAL,
net wor k [2] IMPLICIT Network OPTI ONAL
}
-- The followi ng sub-record is included if SSI is enabl ed
Ssi Servi cel nfo ::= SEQUENCE {
ori gi nat or Servi ces [O] IMPLICIT Ssi ServiceString OPTI ONAL,
reci pi ent Servi ces [1] IMPLICIT Ssi ServiceString OPTlI ONAL
}

-- I D of AMB Queue
Queuel ndex ::= I NTEGER (1..1000)
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-- SMPP nessage I D

SmppMessagel d ::= OCTET STRING -- -- (SIZE (1..64))

-- String used for names of applications, networks, rules, etc.
NameString ::= OCTET STRING (SIZE (1..31))

-- SCCP address.

-- For ITUT, refer to Q 713 section 3.4 for encodi ng.
-- For Japanese SS7, refer to JT Qr13

-- For ANSI, refer to ANSI T1.112-1996

SccpAddress ::= OCTET STRI NG (SIZE (0..255))

-- GSM address. Refer to GSM 03.40 version 5.8.1 rel ease 1996 section 9.1.5
-- for encoding.
GsmAddress ::= OCTET STRING (Sl ZE (0..20))

-- IMBl. Refer to GSM 09. 02 for encodi ng.
I msi ::= OCTET STRING (S| ZE (1..8))

-- LMSI. Refer to GSM 09.02 for encodi ng.
Lnsi ::= OCTET STRI NG (SI ZE (4))

-- Data Coding Schene. Refer to GSM 03. 38 for encodi ng.
Dat aCodi ngSchene ::= | NTEGER (0. . 255)

-- Protocol ID. Refer to GSM 03.40 version 5.8.1 rel ease 1996 section 9.2.3.9
-- for encoding.
Protocol Id ::= | NTEGER (0. . 255)

-- Message Reference. Refer to GSM 03.40 version 5.8.1 rel ease 1996 section
-- 9.2.3.6 for encoding.
MessageRef erence ::= | NTEGER (0. .65535)

-- Message Nunber. Refer to GSM 03.40 version 5.8.1 rel ease 1996 section
-- 9.2.3.18 for encoding.
MessageNumber ::= | NTEGER (0. . 255)

-- Command Type. Refer to GSM 03.40 version 5.8.1 rel ease 1996 section
-- 9.2.3.19 for encoding.
ConmandType ::= | NTEGER (0. . 255)

-- User Data Header. Refer to GSM 03.40 version 5.8.1 rel ease 1996 section
-- 9.2.3.24 for encoding. Note that UDHL is NOT incl uded.
User Dat aHeader ::= OCTET STRI NG (S| ZE (0. .255))

-- User Data. Refer to GSM 03.40 version 5.8.1 rel ease 1996 section
-- 9.2.3.24 for encoding. Note that 7-bit characters are unpacked to octets.
UserData ::= OCTET STRING (S| ZE (0..255))

-- 7-bit characters are unpacked to octets.
UserDataUtf8 ::= OCTET STRI NG (SIZE (0. .255))

-- Status. Refer to GSM 03.40 version 5.8.1 rel ease 1996 section
-- 9.2.3.15 for encoding.
Status ::= I NTEGER (0. . 255)

-- Command Data. Refer to GSM 03.40 version 5.8.1 rel ease 1996 section
-- 9.2.3.21 for encoding.
ConmmandDat a ::= OCTET STRI NG (Sl ZE (0..255))

-- Country code according to 1SO 3166 (e.g. nl for Netherlands)
Country ::= OCTET STRING (SIZE (2..2))

-- Nane of nobile network as assigned during configuration of TextPass
Network ::= OCTET STRING (SIZE (1..31))
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-- Priority.
Priority ::= INTEGER (0. .255)

-- CIMD Tariff d ass
TariffC ass ::= | NTEGER (0..99)

-- CIMD Service Description.
Servi ceDescription ::= | NTEGER (0. .99)

-- Al phanuneric address

-- When an al phanuneric address contains @as |ast character then RTR will repl ace
@w th escape(0x1B) and @character in log file

-- abcdefg@wi Il be represented as 61 f1 98 5¢ 36 9f 37 00 ( last character @is
repl aced by escape and @)

-- abc@w |l be represented as 61 f1 78 03 00 ( |last character @is replaced by
escape and @)

-- abcdefg will be represented as 61 f1 98 5¢c 36 9f 01 ( no change in this address
as it does not contain @in |last )

-- abc@efg will be represented as 61 f1 18 40 2e 9b cf ( no change in this address
as it does not contain @in | ast

Al phanuneri cAddress ::= VisibleString (SIZE (1..20))

-- Port Nunmber on HUB.
Por t Nunber ::= I NTEGER (0..65535)

-- Point code (for ITUT, range is 0-16383, for ANSI, range is 0-16777215, for
Japanese SS7, range is 0-65535)

Poi nt Code ::= | NTEGER (0..16777215)
-- MXP Error Code

Error Code ::= ENUMERATED

{

err NoError(0),

errM Ti meout (1),

err M Absent Subscri ber (2),

err M Syst enfai | ure(3),

err M Dat aM ssi ng(4),

err M Unexpect edDat aVal ue(5),

err M Faci | t yNot Support ed(6),

errM Uni denti fi edSubscri ber (7),
errM I egal Subscri ber (8),

errM111 egal Equi prent (9),

err M Subscri ber BusyFor M Sm( 10) ,
errMInval i dSneAddress(11),

err M Equi pnent Pr ot ocol Error(12),

err M Equi pment Not SnEqui pped( 13),

err M Menor yCapaci t yExceeded( 14) ,
errM O her MapError (15),

err M TcapAborted(16),

err M SccpAborted(17),

err M NoPagi ngError (18),

errM I nsi DetachError(19),

err M Roam ngRestrictions(20),

err M Short MsgTypeONot Support edError (21),
err M CanNot Repl aceShort MsgErr or (22),
err M Unspeci fi edProt ocol | dError (23),
err M MsgCd assNot Support edError (24),
err M Unspeci f i edDat aCodi ngSchengError ( 25),
err M TpduNot Support ed( 26),

err M Si nSt or ageFul | Error (27),

err M NoSnt or ageCapabi | i tyl nSi nError (28),
errMErrorlnMs(29),

err M Si mAppl Tool Ki t busyEr r or ( 30),
err M Si nDat aDownl oadEr r or (31),
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err M Appl Speci fi cError (32),

err M Equi pUnspeci fi edError Cause(33),
err M UeDer egi st ered(34),

err M NoResponseVi al psnG 35) ,

err M Bl ockedByM Rul e(65535),

errSrisnili meout (16777217),
errSrisnBystentail ure(16777218),

err Sri snDat aM ssi ng(16777219),

err Sri smnexpect edDat aVal ue(16777220),
errSrisnfacilityNot Supported(16777221),
err Sri smnknownSubscri ber (16777222) ,
err Sri smAbsent Subscri ber (16777223),
errSrisntCal | Barred(16777224),

err Sri snilel eservi ceNot Provi si oned(16777225),
errSrisnm her MapError (16777226),

err Sri smrcapAborted(16777227),

err Sri snSccpAborted(16777228),

err Sri smvsDer egi steredError(16777229),
err Sri smvsPurgedError (16777230),

err At Syst enerr or (33554433) ,

err At Shut ti ngDown(33554434),

err At MkpFai | ure(33554435),

err At MkpTi neout ( 33554436) ,

err At TxFai | ur e(33554437),

err At Tenpor ar yErr or ( 33554438) ,

err At Per manent Dest Err or ( 33554439) ,
err At Per manent MsgEr r or ( 33554440) ,
err At AppNot Avai | abl e(33554441),

err At Sour ceNot Avai | abl e(33554442) ,
err At Bl ockedByThr oughput Cont r ol (33554443) ,
err At Logi nl nval i d(33554444) ,

err At Logi nNot Al | owed(33554445)

err At Logi nTooManySessi ons(33554446) ,
err At Logi nNoSnscConnect i on(33554447),
err At Al r eadyLoggedl n(33554448),
err At Oper ati onNot Al | owed( 33554449) ,
err At Oper at i onNot Suppor t ed( 33554450),
err At ResponseTi neout ( 33554451) ,

err At I nval i dSynt ax(33554452),

err At I nval i dChecksun{33554453),

err At Bl ockedByAt Rul e(33554454) ,
err At Reci pi ent Error (33554455) ,

err At AppNot Exi st i ng(33554456),

err At I nval i dvsgType(33554457),
errAtlnval i dvsg(33554458),

errAtl nval i dTi mePeri od(33554459),
err At I nval i dAddr ess(33554460),

er r At MsgNot Found( 33554461) ,

err At Del i veryl nProgress(33554462) ,
err At Tr anspar ent ( 33554463) ,

err At Logi nNoResour ces(33554464) ,
err At TxW ndowFul | (33554465) ,

err At MaxMessagesBuf f er ed(33554466) ,
err At nval i dBi ndSt at us(33554467),
err At NoRout i ngRul e(33554468),

err At Conver si onFai | ed(33554469),

err AmsDevi ceNot Act i ve(50331649),
er r Ams DbEr r or (50331650) ,

err AnsSt or eFul | (50331651),

err AmtsQueueFul | (50331652),

err AnsReci pBuf f er Ful | (50331653),
err Amsl nval i dQueue(50331654),
err Ansl nval i dMessage(50331655),
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err Ansl nval i dval i di tyTi me(50331656),

err Ansl nval i dDef erredDel i very(50331657),
err Ams St or ageRat eExceeded(50331658) ,

err AmsDel i ver yAt t enpt sExceeded(50331659),
err Rt r Bl ockedByThr oughput Cont r ol (67108864) ,
errRtr St orageFai | ure(67108865),

err R r Ti meout (67108866) ,

err Rt r Bl ockedByRul e(67108867) ,

err Rt r NoRul eMat chi ng(67108868)

errRtrLi censeExceeded(67108869),
errRirOrigi natorl nBl ackLi st (67108870),
errRtrOri gi nat or Not | nWhi t eLi st (67108871),
err Rt r MessageToolLong(67108872),

err MoTi meout (83886083) ,

err MoDr opped(83886084) ,

err MoDi scar ded(83886085) ,

err MoTpr Rej ect ed(83886086) ,

err MoSyst enfai | ur e(83886089),

err MoDat aM ssi ng(83886090) ,

er r MoUnexpect edDat aVal ue(83886091) ,

err MoFaci | t yNot Support ed(83886092),

err MoUnknownSer vi ceCent r e( 83886093) ,

err MoSer vi ceCent r eCongest i on(83886094) ,
err Mol nval i dSneAddr ess(83886095),

err MoSubscri ber Not ScSubscri ber (83886096) ,
err MoQ her MapEr r or (83886097) ,

err MoTcapAbort ed(83886098),

err MoSccpAbort ed(83886099),

errHssQ her Error (100663297) ,

err CapScf Unavai | abl e(117440512),

err CapUnassi gnedNunber (117440513) ,

err CapUni dent fi edSubscri ber (117440514),
err CapCongesti on(117440515),

err CapFaci |l i t yNot Supported(117440516),
err CapSnilr ansf er Rej ect ed(117440517)

-- Billing ID as passed with UCP or SMPP AQ SM
Billingld ::= OCTET STRING -- -- (SIZE (1..1024))

-- Some bits of an SM5-SUBM T PDU. Refer to GSM 03.40 version 5.8.1 rel ease 1996
-- section 9.2.3 for details regarding the bits.
SmsSubni t Services ::= BI T STRI NG {

rej ect Duplicates(5),

st at usReport Request (2),

user Dat aHeader | ndi cati on(1),

r epl yPat h( 0)

-- Sone bits of an SMs- COMWAND PDU. Refer to GSM 03.40 version 5.8.1 rel ease 1996
-- section 9.2.3 for details regarding the bits.
SnmsCommandServi ces ::= BI T STRI NG {

st at usReport Request ( 2),

user Dat aHeader | ndi cati on(1)

}

-- Sone bits of an SMs-DELIVER PDU. Refer to GSM 03.40 version 5.8.1 rel ease 1996
-- section 9.2.3 for details regarding the bits. Note that GSM 03. 40 uses i nversed
-- logic for nore-nessages-to-send (i.e. O=MV5, 1=no MMS). The bit in the | og uses
-- postive logic ((i.e. 0=no MVS, 1=MVBS).

SnsDel i ver Services ::= BI T STRI NG {

nor eMessagesToSend(5),
st at usReport | ndi cation(2),
user Dat aHeader | ndi cati on(1),
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repl yPat h(0)

-- Sone bits of an SMS- STATUS- REPORT PDU. Refer to GSM 03.40 version 5.8.1 rel ease
1996
-- section 9.2.3 for details regarding the bits. Note that GSM 03. 40 uses i nversed
-- logic for nore-nessages-to-send (i.e. 0O=MV5, 1=no MMS). The bit in the | og uses
-- postive logic ((i.e. 0=no MV5, 1=MVb).
St at usReport Services ::= BI T STRI NG {

nor eMessagesToSend(5),

stat usReport Qual i fier(2)
}

-- Notification types.
NotificationType ::= BIT STRI NG {
del i veryNotification (0),

nonDel i veryNoti fication (1),
buf f eredNoti fication (2)
} (SIZE (8))

| gnor edRej ect Causes ::= BIT STRI NG {
unknownSccpSnscAddr ess(9),
unknownMapSnscAddr ess( 10),
conflictingSnscAddress(11),
spoofi ngSccpSnscAddr ess(12),
spoof i ngMapSnscAddr ess(13),
spoof edOr i gi nat or Addr ess(19)

} (SIZE (32))

-- Result of an AQ SM

AoSubni ssi onResul t :: = ENUMERATED {
successful (0),
sourceError (1),
routingError(2),
destinati onTenpError(3),
desti nati onPer nError(4),
nmessagePer nError (5)

}

-- Result of an AT/ SM

At Del i veryResul t ::= ENUMERATED ({
successful (0),
sourceError (1),
routingError(2),
desti nati onTenpError(3),
desti nati onPer nError(4),
nmessagePer nError (5)

}

-- Result of storing an SM
St orageResul t :: = ENUMERATED {
successful (0),
desti nati onTenpError(3),
desti nati onPer nError(4),
nessagePer nError (5),
queueFul | (6),
dat abaseError (7),
i nval i dQueue( 8),
i nval i dSt or eMessage(9),
devi ceNot Oper ati ng(10),
ans St or ageFul | (11),
reci pi ent QueueFul | (12),
i nvalidvalidity(13),
i nval i dDef er red(14),
st or ageRat eExceeded( 15)
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}

-- Result of an MO Forwar dSM operati on
MoFwdSnSubmi ssi onResul t :: = ENUMERATED {
success(0),
timeout (1),
dr opped( 2),
di scarded(3),
rej ect edByText Pass(4),
rej ect edByAppl i cation(5),
unknown( 6) ,
syst enfai | ureError (10),
dat aM ssi ngError (11),
unexpect edDat aVal ueError (12),
facilityNot SupportedError(13),
i nval i dSmeAddr essError (81),
unknownSer vi ceCent r eError (85),
scCongesti onError (86),
subscri ber Not ScSubscri ber Error (87),
ot her Errors(99),
sccpAbort ed(100),
t capAborted(127)

}

-- Result of an SendRouti ngl nf oFor SM oper ati on
Sri SmQueryResult ::= ENUVERATED {
success(0),
timeout (1),
syst enfai | ureError(10),
dat aM ssi ngError (11),
unexpect edDat aVal ueError (12),
facilityNot SupportedError(13),
unknownSubscri ber Error ( 14),
absent Subscri ber Error (15),
cal | BarredError(16),
t el eServi ceNot Provi si onedError (17),
ot her Errors(99),
sccpAbort ed(100),
nsDer egi st er edError (108),
nmsPur gedEr r or ( 109),
fal | backToMapVer si on1lRequest ed( 125),
fal | backToMapVer si on2Request ed( 126) ,
t capAborted(127)

}

-- Result of an M- ForwardSM operati on
M FwdSnDel i veryResul t ::= ENUMERATED ({

success(0),

tinmeout (1),

syst enfai l ureError (10),

dat aM ssi ngError (11),

unexpext edDat aVal ueError (12),

facilityNot SupportError(13),

absent Subscri ber Error (15),

uni denti fi edSubscri ber Error (18),

i Il egal Subscri berError(19),

i |l egal Equi pent Err or ( 20),

subscri ber BusyFor M SnsError (21),

i nval i dSneAddr essError(81),

equi pnent Pr ot ocol Error(82),

equi pnment Not SnEqui ppedError (83),

nmenor yCapaci t yExceededErr or ( 84) ,

ot herErrors(99),

sccpAbort ed(100),

noPagi ngEr r or ( 105),
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}

{

}

i msi Det achedError (106),

roam ngRestricti onsError(107),

short MsgTypeONot Support edError (110),
canNot Repl aceShort MsgError (111),
unspeci fi edProt ocol | dError (112),

nsgCl assNot Support edError (113),
unspeci f i edDat aCodi ngSchemeError (114),
t pduNot Supported(115),

si nft or ageFul | Error (116),

noSntt or ageCapabi | i tyl nSi nError (117),
errorlnMs(118),

si mAppl Tool Ki t busyError (119),

si nDat aDownl oadEr r or (120),

appl Speci ficError(121),

equi pUnspeci fi edError Cause(122),
ueDer egi st ered(123),

noResponseVi al psnmGM 124) ,

fal | backToMapVer si onlRequest ed( 125),
fal | backToMapVer si on2Request ed( 126) ,
t capAbort ed(127)

Log Record ASN.1 Data Types

Result of a delivery attenpt as reported in a notification on an AQ SM
Del i veryStatus ::= ENUVERATED

noSt at usAvai | abl e (0),
i nProgress (1),

val i di t yPeri odExpired (2),
del i veryFail ed (3),

del i verySuccessful (4),
noResponse (5)

| ast NoResponse (6),
cancel l ed (7),

del eted (8),

del et edByCancel (9),
schedul ed (10),
accepted (11),

rejected (12),

ski pped (13),

repl aced (14)

Routing action for an AQ SM

AoRout i ngAction ::= ENUMERATED ({

}

rout eToSnsc(0),

rout eToMs( 2),

rout eToMsFal | backToSnsc( 3),

di scardW t hNak(4),

di scardWt hAck(5),

st oreFor Del i ver yToMs( 6) ,

rout eToMsFal | backToSt or age(7),

st or eFor Del i veryToAppl i cati on(8),

rout eToAppl i cati onFal | backToSt or age(9),

st or eFor For war di ngAsAo( 10) ,
rout eToSnscFal | backToSt or age( 11)

Routing action for an outgoing AT/ SMor notification on an AQ SM
At Rout i ngAction ::= ENUMERATED {

pass(0),

bl ockWt hTenporaryError (1),
bl ockW t hPer manent Error ( 2),
bl ockW t hAck( 3)

Release 17.4 Revision A, February 2019

140



LGP Operator Manual Log Record ASN.1 Data Types

-- Routing action for an incomng AT/SM or notification on an AQ SM

Ati RoutingAction ::= ENUMERATED ({
-- need to keep supporting the old ATO actions for backwards conpatibility
pass(0),

bl ockWt hTenporaryError (1),

bl ockW t hPer manent Error ( 2),

bl ockW t hAck( 3),

-- the ATI routing actions, starting at 10.
di scardWt hAck(10),

di scardW t hTenpError (11),

di scar dW t hPer mvessageError (12),

di scar dW t hPer nReci pi ent Error (13),

rout eToAppl i cation(14),

rout eToAppl i cati onFal | backToSt or age( 15),
st oreFor Del i ver yToAppl i cati on(16),

rout eToSnscAsAo(17),

rout eToSnscAsAoFal | backToSt or age(18),

st or eFor For war di ngToSmscAsAo( 19)

}

-- Routing action for an MO Forwar dSM operati on
MoFwdSnRout i ngActi on :: = ENUMERATED {

rout eToSnsc(0),

rout eToApplication(1),

rout eToMvs(2),

rout eToMsFal | backToSnsc( 3),

di scar dWt hNak( 4),

di scar dW t hAck(5),

rout eToMsFal | backToAppl i cati on(6),

di scar dW t hNoResponse(7),

st or eFor Del i ver yToMs( 8),

rout eToMsFal | backToSt or age(9),

st oreFor Del i ver yToAppl i cati on(10),

rout eToAppl i cati onFal | backToSt or age( 11),

rout eToSnmscAsAo(12),

rout eToMsFal | backToSnscAsAo( 13),

rout eToAoSnscG oup( 14),

rout eToMsFal | backToAoSnscG oup( 15)

}
-- Routing action for an SendRouti ngl nf oFor SM oper ati on
Sri SnRout i ngAction ::= ENUMERATED ({
pass(0),
bl ockW t hTenporaryError (1),
bl ockW t hPer manent Error ( 2),
di scardSi | ently(3),
pr et endSuccess(4),
rel ease(5)
}
-- Routing action for an MI-Forwar dSM operati on
M FwdSnRout i ngActi on ::= ENUMERATED ({
pass(0),
bl ockWt hTenpor aryError (1),
bl ockW t hPer manent Err or ( 2),
di scardSilently(3),
pr et endSuccess(4),
rel ease(5)
}
AmsMessagel d ::= OCTET STRING -- -- (SIZE (5))

-- Oder should be the sanme as AMS_nmessage_i d_t
-- First byte is the AMS identifier
-- last 4 bytes is the nessage identifier
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Gsntt at usReport Type :: = ENUVERATED

Rout i ngNurber

Ssi ServiceString ::

EndToEndAckRequest ::= BIT STRING -- -- {

-- -- } (SIZE (8))
EndToEndMessageType ::= ENUMERATED
{

nor mal Message (0),

user Ack (1),

readAck (2),

del i veryRecei pt (3),

i nternmedi ateNotification (4)
}
Privacy ::= ENUVERATED
{

not Restricted (0),

restricted (1),

confidential (2),

secret (3)
}

Number OfF Messages ::
nunber of nessages in a nail box

phasel (1),
phase2 (2)

twi sted ni bbl e encoded, first byte contains nunber of valid bytes.
-- in case of an odd nunber of digits,
;.= OCTET STRING (SIZE (2..5))

Humren- r eadabl e CSV cont ai ni ng servi ce names
= OCTET STRI NG (Sl ZE(O. . 4096))

-- readAck (0),
-- user Ack (1)

Language ::= ENUMERATED

unspeci fied (0),
english (1),
french (2),
spani sh (3),
german (4),
portuguese (5),
cant onese (6),
mandarin (7),
kangul (8),
bahasa (9),

hi ndi (10),
urdu (11),
tagal og (12),
your oba(13),
swahili (14),
gaelic (15),
hebrew (16),

ni hongo (17),
russian (18),
arabic (19),
dut ch(20),
italian (21),
pol i sh (22),

vi et nanese (23),
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greek (24),

yi ddi sh (25),
thai (26),

| aotian (27),
persi an (28),
frenchCreol e (29),
arneni an (30),
navaho (31),
hungari an (32),
nonkhner (33),
guj arat hi (34),
ukrani a (35),
czech (36),
pennsyl vani abut ch (37),
nm ao (38),

nor wegi an (39),
sl ovak (40),
swedi sh (41),
serbi an (42),
kru (43),
rumani an (44),
I'ithuani an (45),
finnish (46),
punj abi (47),
fornosan (48),
croatian (49),
bosni an (50),
turkish (51),
Il ocano (52),
bengal i (53),
dani sh (54),
flem sh (55),
syrian (56),
tam | (57)
saman (58)

mal ayal am (59),

cajun (60),
amharic (61)
}
Payl oadType ::= ENUMERATED
{
wdp(0),
werp( 1)
}
SubAddress ::= OCTET STRING -- --(SIZE(2..23))
-- binary data, encoded according to ANSI-41
User ResponseCode ::= | NTEGER (0. . 255)
Di spl ayTi me ::= ENUMERATED
temporary(0),
defaul t (1),
i nvoke(2)
Di gi t Mode ::= ENUMERATED
tbcd(0),
ascii(1)
}

Cal | backNum : : = SEQUENCE
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di gi t Mbde [0] DigitMde,
addr ess [1] GsnmAddress
}
Presentation ::= OCTET STRING -- -- (SIZE(1))
-- binary data, encoded according to CMI-136
Cal | backNumAt ag :: = OCTET STRING -- -- (SIZE(O..65))
-- binary data, encoded according to CMI-136
Cal | backNunmber ::= SEQUENCE
{
nunber [0] Call backNum
presentation [1] Presentation OPTI ONAL,
al phaTag [2] Cal |l backNumAt ag OPTI ONAL
MsVal i di tyl ndi cator ::= ENUMERATED
{
i ndefinitely(0),
power Down( 1),
r egAr eaChanges(2),
di spl ayOnl y(3),
relative(4)
}
Ti meUnit ::= ENUVERATED
{
second(0),
m nute(l),
hour (2),
day(3),
week(4),
nont h(5),
year ( 6)
}
MsVal i di tyPeriod ::= SEQUENCE
{
uni t [0] TineUnit,
mul tiplier [1] |NTEGER
}
Al ert OnMessageDel i very ::= ENUVMERATED
{
defaul t (0),
lowPriority(1),
medi unPriority(2),
hi ghPriority(3)
}
SnsSignal ::= OCTET STRING -- -- (SIZE(2))
-- binary data, encoded according to CMI-136
Bear er Type ::= ENUVMERATED
unknown( 0),
sms(1),
csd(2),
packet Dat a( 3),
ussd(4),
cdpd(5),
dat aTAC( 6) ,

fl exRefl ex(7),
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cel | Broadcast ( 8)

}

SmDef aul t Messagel d :: = | NTEGER (0. . 255)

Net wor kType ::= ENUMERATED
{

unknown( 0) ,

pagi ngNet w( 8)
}

XsMessageTypel nfo ::= ENUMERATED

f or war dedMessage (1),
copi edMessage (2),

f or war dedToEmai | ( 3),
copi edToEnai | (4)

Prot ocol ::= ENUVERATED
ucp (0),

cimd (1),
snmpp (2)

-- Internal event for diagnostics:

Event ::= | NTEGER

MhpVi ol ati on ::= ENUMERATED

{
mmpVi ol ati onNone( 0),

mmpVi ol at i onFor ei gnCountry(1),

mmpVi ol at i onNunber O For ei gnNet wor k( 2),
mmpVi ol ati onMscOf For ei gnNet wor k( 3) ,
mpVi ol ati onl nval i dl msi (4),

mmpVi ol at i onFor ei gnl nsi (5),

mmpVi ol ati onCal | Barr ed( 6),

mmpVi ol ati onTsvcNot Prov(7),

mmpVi ol ati onl nsi Needed( 8)
}

MsgComand :: = ENUMERATED
{
conmandl| nval i d(1),
comrandMycaMbdi fy(2),
commandMycaQuery(3),
conmmandMjcaCancel (4),
conmandMycaAl ert (5)

Mod

fyResult ::= ENUMERATED

successful (0),
nessageNot Found( 1),
del i veryl nProgress(2),
not Al | owed( 3),
noAnsAvai | abl e(4),
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dat abaseError (5),
i nval i dMessage( 6)

}
Cancel Mode ::= ENUMERATED
al | ByDestination (0),
singl eByl d (2)
EcResponseDat a :: = SEQUENCE
{
ext Condi ti onRule [0] IMPLICIT NanmeString,
applicationNane [1] IMPLICIT NameStri ng,
clientlpAddress [2] IMPLICIT | NTEGER,
eval uati onResult [3] 1 MPLICIT BOOLEAN,
-- all fields bel ow shoul d be optional.
attribut esSet [4] IMPLICIT EcAttributeMask OPTI ONAL,
attributesReset [5] IMPLICIT EcAttributeMask OPTI ONAL,
di anmet er St at us [6] IMPLICIT Di amet er St at us OPTI ONAL,
t ext I nEval uati onResponse [7] I MPLICI T Textl| nEval uati onResponse OPTI ONAL,
-- 2184
| dapErr or [8] IMPLICIT | NTEGER OPTI ONAL,
recepientDomain [9] | MPLICIT Recepi ent Dormai n OPTI ONAL
}
Recepi ent Domai n : : = ENUMERATED
ss7Domai n (0),
i meDonmain (1),
ss7Thenl msDomai n (2),
i msThenSs7Domai n (3)
}
Text | nEval uat i onResponse ::= OCTET STRI NG ( SI ZE(O. . 255))
-- any text that the EC application needs to add to | og, encoded in UTF-8.
Rej ect Cause ::= ENUMERATED {

nval i dSccpSnscAddr ess(0),
nval i dMapSnscAddress(1),
nval i dReci pi ent Addr ess(2),
nval i dOri gi nat or Addr ess(3),
nval i dl msi (4),
nval i dvscAddr ess(5),
f or gi ngMscAddr ess(6),
forginglnsi (7),
f orgi ngLmsi (8),
unknownSccpSnscAddr ess(9),
unknownMapSnscAddr ess( 10),
conflictingSnmscAddresses(11),
spoof i ngSccpSnscAddr ess(12),
spoof i ngMapSnscAddr ess(13),
unsol i ci t edM For war dSn{ 14),
mat chi ngM Rout i ngRul e( 15),
mat chi ngM Ext er nal Condi ti onRul e( 16),
mat chi ngMoRout i ngRul e(17),
mat chi ngMbExt er nal Condi ti onRul e(18),
spoof edOri gi nat or Addr ess(19),
mat chi ngAoRout i ngRul e( 20),
mat chi ngAoExt er nal Condi ti onRul e(21),
mat chi ngAt Rout i ngRul e(22),
mat chi ngAt Ext er nal Condi ti onRul e(23),
-- mat chi ngCdmaMbRout i ngRul e(24),
-- mat chi ngCdnaMoExt er nal Condi ti onRul e(25),
mpVi ol ati on(26),
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mat chi ngAt i Rout i ngRul e(27),

mat chi ngAt i Ext er nal Condi ti onRul e(28),
noSpaceFor Segnent i ngHeader ( 29),
ear| yReci pi ent Sri Snfai | ur e(30),

ori gi natorListViolation(31),
nessageToolLong(32),

ori gi nat or Thr oughput Vi ol ati on(33),
mat chi ngSri gRout i ngRul e(34),

uni dent f i edSubscri ber (35),

absent Subscri ber (36),

facilityNot Supported(37),

del i veryFai |l ure(38),

syst enfai |l ure(39),

subscri ber BusyFor M Sns( 40),

i Il egal Subscri ber(41),

i Il egal Equi prent (42),

mat chi ngM i Rout i ngRul e(43),
unknownSubscri ber (44)

}

EcAttributeMask ::= BIT STRING (Sl ZE(32))
-- string of 32 bool ean values, 1 neans applicable, 0 neans do not hi ng

Di aneterStatus ::= | NTEGER (-9..6000)
-- result code of the Dianeter answer, as received by the PBC

MoRej ect Cause ::= ENUMERATED ({
i ncreasel nLengt hMakesTr anspar ent Rout i ngl npossi bl e(0)
}
--2184
liwd ::= SEQUENCE
host 1 d [0] | NTEGER,
por t Nunmber [1] Port Nunber OPTI ONAL

Si pError Code ::= | NTEGER

RpError Cause ::= | NTEGER

TpFai | ureCause ::= | NTEGER

Di anet er ShResul t Code ::= | NTEGER

I msUser St ate :: = ENUMERATED
{
regi stered(0),
not Regi stered(1),
regi st eredunr egSer vi ces( 2),
aut hent i cati onPendi ng( 3)

}

Si pUrl
Tel Url

= VisibleString (SIZE (1..128))
= VisibleString (SIZE (1..128))
-- ExpireValue. Refer to TS 29.228 Appendi xes B2.2 and B2. 3
-- And al so refer RFC 3261 Section 20.19
ExpireValue ::= OCTET STRING (S| ZE (4))

Regi strationType ::= ENUMERATED

{
explicitDeRegistration (0),
failureDeRegi stration (1),
registration (2)
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At nRequest Resul t :: = ENUVERATED
{

success(0),

timeout (1),

dat aM ssi ngError (11),

unexpect edDat aVal ueError (12),
unknownSubscri ber Error (14),

cal | BarredError(16),

t el eservi ceNot Provi si onedError (17),
at mNot Al | owedError (41),

bear er Ser vi ceNot Pr ovi si onedError (42),
i Il egal SSOper ati onError (43),
ssSubscri ptionVi ol ati onError(44),
ssError Status(45),
sslnconpatibilityError(46),

i nf or mat i onNot Avai | abl eError (47),
ot her Errors(99),

t capAborted(127)

}
Si pTransport ::= ENUVMERATED

tcp (0),
udp (1),
sctp(2)

END

Note: Theti mest anp field of the log represents the time when the log is generated for incoming
rules and outgoing rules. The log is always created when the processing of the rules (either on the
incoming leg, or on the outgoing leg) are finished. For instance, if other components (database server,
intermediate storage) are involved in the message processing, the additional time difference will be
introduced between the time when the message arrives in the system, and the timestamp of the log.
Also any network delay will increase the difference. Therefore, the timestamp of the log record is
likely different from the arrival time of the message.

Note: The ecResponseDat a field directly inside the
suspect M FwdSmA t hCount r yAndNet wor kI nf o and
trust edM FwdSmW t hCount r yAndNet wor kI nf o records the MTOX rule information.
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C.1 Event ASN.1 Data Types

This appendix provides the event ASN.1 data types (as defined in event . asnl) used to generate the
RTR log records.

-- (c) Copyright 2004-2015 NewNet

-- This software is proprietary to and enbodi es the confidential technol ogy
- - of NewNet. Possession, use, duplication or dissem nation of the

-- software and nedia is authorized only pursuant to a valid witten |icense
-- from NewNet .

LOGG NG DEFINI TIONS | MPLICI T TAGS :: =

BEG N

Event ::= [ APPLI CATI ON 30] SEQUENCE ({
ti neSt anp [0] GeneralizedTine, --(Ti nest anp

for the event)

obj ectld [1] ojectldentifier,
obj ect Type [2] nject

}

hj ect ::= CHA CE {
rogueTcap [1] Spoof Attenpt, - - (Rogue TCAP

nmessage that cannot be matched to an existing dial og)

short Message [2] Short Message,
routi ngl nf oQuery [ 3] Routingl nfoQuery
-- add new obj ect types here.

}

-- Short Message Events --

Short Message ::= CHO CE {
-- GSM/ SS7 side events
gsnxi gl nRequest [0] EvtSnmGsnri gl nRequest,
gsnxi gl nResponse [1] EvtSmGsnOri gl nResponse,
gsmOr i gQut Request [2] EvtSnGsmOri gQut Request,
gsntx i gQut Response [ 3] EvtSnGsnri gQut Response,
gsnxi gRej ecti on [4] EvtSnmGsnmri gRej ecti on,
gsnmler m nRequest [5] Evt SmGsnirer m nRequest ,
gsniTer m nResponse [6] Evt SnGsniTer m nResponse,
gsnilrer nQut Request [ 7] Evt SmGsniler mOut Request ,
gsnTer nQut Response [ 8] Evt SmGsniler mOut Response,
gsnier nRej ecti on [9] Evt SmGsniler nRej ect i on,
gsnRout i ngl nf oQuery [ 10] Evt SmGsnRout i ngl nf oQuery,
-- application side events
appOri gl nRequest [20] Evt SmAppOri gl nRequest
appOri gl nResponse [21] Evt SmAppOri gl nResponse,
appOri gQut Request [22] Evt SmAppOri gQut Request,
appOri gQut Response [ 23] Evt SmAppOri gQut Response,
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appOri gRej ecti on
appTer m nRequest
appTer ml nResponse
appTer nCut Request
appTer nQut Response
appTer nRej ecti on

-- I M5 side events
i msOri gl nRequest

i meOri gl nResponse

i mOrigRej ection

i msTer mOut Request

i msTer nOut Response

-- AMS events

ans St or eRequest

anmsSt or eResponse
ansDel i ver yAtt enpt
amsTerm nati on
anmsDel i veryRej ecti on

-- central processing events

routi ngDeci si on
ext ernal Condi ti on
notification
snCopi ed
copyCreat ed
copyRej ecti on

f or war dAt t enpt
forwar dRej ecti on
pr epai dChar gi ng
smAut oRepl i ed

aut oRepl yCr eat ed
signaturel nserted

-- auxiliary events
endpoi nt s
final Status

-- Incom ng GSM MO nessage

Event ASN.1 Data Types

24] Evt SmAppOri gRej ecti on,

25] Evt SmAppTer ml nRequest ,

[26] Evt SmAppTer m nResponse,
27

Evt SmAppTer nut Request ,

28] Evt SmAppTer mOut Response,
29] Evt SmAppTer nRej ecti on,

40] Evt Smi nsOri gl nRequest

41] EvtSm nmsOri gl nResponse,

[44] EvtSm msOri gRej ecti on,
45

Evt Sm nmsTer nQut Request ,

46] Evt Sml nmsTer nOut Response,

60] Evt SmAmrs St or eRequest ,
61] Evt SmAns St or eResponse,
62] Evt SmAnsDel i ver yAtt enpt,

[ 63] Evt SmAnsTer mi nati on,
[ 64] Evt SmAnsDel i ver yRej ecti on,

Evt SmGsnOx i gl nRequest ::= SEQUENCE

{
ori gi nat or 0
reci pi ent 1
sSnsC 2
ori gi nati ngAddr ess [3]
nmessage 4
pid 5
ori gi nat orl nsi 6
st at usRepor t Request [7]
val i di t yExpirati onTi me 8
def erredDel i veryTi ne 9
ori gi nati ngPoi nt Code 10]

}

[ 70] Evt SmRout i ngDeci si on,
71

Evt SnExt er nal Condi ti on,

72] Evt SmNoti ficati on,

73] Evt SnCopi ed,

[ 74] Evt SnCopyCr eat ed,
75

Evt SnCopyRej ecti on,

76] Evt Snfor war dAt t enpt

77] Evt Snforwar dRej ecti on,

[ 78] Evt SnPrepai dChar gi ng,
79

Evt SmAut oRepl i ed,

80] Evt SmAut oRepl yCr eat ed,
81] Evt Snfi gnat urel nserted,

90] Evt SmEndpoi nt s,
91] Evt SnFi nal St at us

GsmAddr ess, -- MAP sm RP- QA
GsmAddr ess, -- GSM 03.40 TP-DA
GsmAddr ess, -- MAP sm RP- DA
SccpMscSgsnAddr ess, -- SCCP CgPA
Sm\essage,
Pr ot ocol | d,
| msi | nfo OPTI ONAL,
Gsntt at usReport Phase OPTI ONAL,
Uni xTi mest anp OPTI ONAL,
Uni xTi mest anp OPTI ONAL,

Poi nt Code OPTI ONAL

-- Response to incom ng GSM MO nessage

Evt SnGsntx i gl nResponse ::= GsnResponse
-- Qutgoing GSM MO nessage
Evt SmGsnr i gQut Request :: = SEQUENCE
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snscAddr ess [0] SccpAddresslnfo, -- SCCP CdPA
smscNane [1] NaneString OPTI ONAL
}
-- Response to outgoi ng GSM MO nessage
Evt SmGsnxr i gQut Response :: = GsnmResponse
-- Reject causes for incom ng GSM MO nessage
Evt SnGsnxr i gRej ection ::= CHO CE
{
spoof i ngDet ect ed 0] EmptySequence,
dr oppedDueToDeci mat i on 1] Enpt ySequence,
fal | backUnavai | abl e 2] EnptySequence,
st orageUnavai | abl e [ 3] EnmptySequence,
i nval i dvbTag 4] Enpt ySequence,
i nval i dOri gi nat or Addr ess 5] EnptySequence,
i nval i dMscAddr ess 6] EnptySequence,
i nval i dvMapSnscAddr ess [ 7] EnptySequence,
i nval i dReci pi ent Addr ess 8] Enmpt ySequence,
t hr oughput Li mi t 9] Throughput Limt,
noCamel Char gi ngSer ver [ 10] EnptySequence,
noRout i ngPat hAvai | abl e [11] EnptySequence,
mmpVi ol ati on [12] EnptySequence,
segnent ati onl npossi bl e [ 13] EnptySequence,
cal | er Aborted [ 14] EnptySequence
-- nmore reject causes other than "routing decision"...
}
-- rej ect edByApp [2] RejectedByApp,
-- rej ect edByRout er [ 3] EnptySequence,
-- Incom ng GSM MI' Request
Evt SntGsnifer M nRequest :: = SEQUENCE
{
ori gi nat or [0] GsmAddress, -- GSM 03.40 TP-CQA
recipi ent [1] GsmAddress OPTIONAL, -- inherited from previous
SRI - SM
sSneC [2] GsmAddress, -- MAP sm RP- OA
t erm nati ngAddr ess [3] SccpMscSgsnAddress, -- SCCP CdPA
nessage [4] Smvessage,
reci pi ent| nsi [5] Imsilnfo,
snecTi mest anp [ 6] Uni xTi nest anp,
pid [7] Protocolld
}
-- Response to incom ng GSM MI' Request
Evt SnGsniTer ml nResponse :: = GsnResponse
-- Qutgoing GSM MI' Request
Evt SnGsniler nOut Request :: = SEQUENCE
{
t er m nati ngAddr ess [0] SccpMscSgsnAddress, -- SCCP CdPA
recipi entl nsi [1] I msilnfo,
dest i nat i onPoi nt Code [2] Poi nt Code OPTI ONAL
}
-- Response to outgoi ng GSM MI' Request
Evt SnGsniler nOut Response :: = GsnResponse
-- Reject causes for incomng GSM MI' message
Evt SmGsnTer nRej ection ::= CHO CE
unsol i ci t edMessage [1] EnptySequence,
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-- 2 == deprecat ed di sapproved,

-- see external Condition instead.
i nval i dSccpMscAddr ess [ 3] EnmptySequence,
i nval i dvapSnscAddr ess [4] EnptySequence,
i nval i dReci pi ent Addr ess [ 5] EnptySequence,
i nval i dOri gi nat or Addr ess [ 6] EnmptySequence,
i nval i dl i [ 7] EnptySequence,
i nval i dMscAddr ess [ 8] EnptySequence,
f or gi ngMscAddr ess [ 9] EnptySequence,
for gi ngl nsi [10] EnptySequence,
f or gi ngLnsi [11] EnptySequence,
unknownSccpSnscAddr ess [12] EnptySequence,
unknownMapSnscAddr ess [13] EnptySequence,
conflictingSmscAddr ess [14] EnptySequence,
spoof i ngSccpSnscsAddr ess [ 15] EnptySequence,
spoof i ngMapSnscAddr ess [ 16] EnptySequence

-- nore reject causes other than "routing decision"...

}

-- GSM HLR Query & Result

Evt SmGsnRout i ngl nf oQuery :: = SEQUENCE

{
nsi sdn [0] GsnAddress, -- MAP nsisdn
result [1] GsnRouti ngl nf oQuer yResul t

}

-- Incom ng AO Request

Evt SmAppOri gl nRequest :: = SEQUENCE

{
ori gi nat or [0] GsmAddress,
recipi ent [1] GsnmAddress,
application [2] EsneApplication OPTI ONAL,
nessage [3] Smvessage,
notifi cati onRequest ed [4] AppNotificati onRequest OPTI ONAL,
val i di tyExpirationTi nme [ 5] Uni xTi nestanp OPTI ONAL,
def erredDel i veryTi nme [ 6] Uni xTi nestanp OPTI ONAL

}

-- Response to incom ng AO Request

Evt SmMAppOri gl nResponse :: = Ceneri cResponse

-- CQut goi ng AO Request

Evt SmAppOr i gQut Request :: = SEQUENCE

{
sSneC [0] SmAppServiceCentre,
application [1] EsneApplication OPTI ONAL

-- Response to outgoi ng AO Request

Evt SmAppOr i gQut Response :: = Generi cResponse

-- Reject causes for incom ng AO nessage

Evt SmAppOri gRej ection ::= CHO CE

{
-- RTR range
t hr oughput Li mi t [0] ThroughputLimnt,
noCanel Char gi ngSer ver [1] EnptySequence,
nessageToolLong [2] EnptySequence,
segnent at i onl npossi bl e [ 3] EnptySequence,
originatorListViolation [ 4] EnptySequence,
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-- HUB range
sendMkpRegFai | ed
ti meout MkpReq
appNot Aut hori sed
appNot Al | owed
syst enError

}

-- Incom ng AT Request
Evt SmAppTer m nRequest
{

ori gi nat or
recipi ent
servi ceCentre
application
nessage

}

-- Response to incom ng AT Request

Evt SmAppTer m nResponse :: =

-- Qutgoi ng AT Request
Evt SmAppTer nOut Request
{

application

SEQUENCE

[0]

-- Response to outgoing AT Request

Evt SmAppTer nQut Response :: =

-- Reject causes for

-- RTR range
t hr oughput Li mi t

-- HUB range
sendMkpReqgFai | ed
ti meout MkpReq
smscNot Al | owed
syst enError

}

-- Incom ng I M5 MO Request
Evt Sm nsOri gl nRequest

{
ori gi nat or
reci pi ent
fromri
toUri
nessage

}

-- (note): this nunber
-- and is encoded as if
-- and NPl = | SDN E164 (1).

= SEQUENCE

Event ASN.1 Data Types

Enpt ySequence,
Enpt ySequence,
Enpt ySequence,
Enpt ySequence,
Enpt ySequence

GsmAddr ess,

GsmAddr ess,
SmAppSer vi ceCentr e,
EsmeAppl i cati on,
Smvessage

Generi cResponse

EsnmeApplication

Generi cResponse

i ncom ng AT nmessage
Evt SmAppTer nRej ection :: CE
{

Thr oughput Li mi t,

Enpt ySequence,
Enpt ySequence,
Enpt ySequence,
Enpt ySequence

GsmAddress, -- built fromURH (note) --
GsmAddr ess, -- GSM 03.40 TP-DA --

URI,

URI,

Sm\essage

is taken fromthe tel: UR in the P-Asserted-ldentity, --
it were a MAP AddressString with TON = internat. (1) --

-- Response to incomng | MS MO Request

Evt Sm nsOri gl nResponse ::

{
success [ 0] EnptySequence,
failure [1] EvtSm nsOriglnFailure
-- note: a tineout on the RTR side will be encoded as an rp error TenporaryFail ure
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}
Evt S nsOri gl nFai lure ::= CHO CE
{
si pError [0] INTEGER, -- see | ANA assignnents for SIP --
r pCause [1] INTEGER -- see Short Message RP 24.011 --
}
-- Reject Causes for incomng | M5 MO nmessage
Evt Sm nsOri gRej ection ::= CHO CE
{
noRout er Avai | abl e [ 0] EnptySequence,
nt ResponseNot Expected [1] EnptySequence,
i nval i dOri gi nat or [ 2] EnptySequence,
i nval i dReci pi ent [ 3] EnptySequence,
badSi pRequest [4] EnptySequence,
noRout i ngPat hAvai | abl e [5] EnptySequence -- generated by RTR
}
-- Qutgoing I M5 MI' Request
Evt Sml nsTer mCut Request :: = SEQUENCE
fromuri [0] URI,
toUri [1] URI
}
-- Response to outgoing | M5 MI' Request
Evt Sm nsTer nOut Response :: = CHO CE
{
success [ 0] EnptySequence,
failure [1] Evt Sm nsTer mCut Fai | ure,
ti meout [ 2] EnptySequence
}
Evt Sml nsTer mCut Fai l ure :: = CHO CE
{
si pError [0] INTEGER, -- see | ANA assignnments for SIP --
rpCause [1] INTEGER -- see Short Message RP 24.011 --
}
-- Attenpt to store an SMin a AMS
Evt SmMAns St or eRequest :: = SEQUENCE
{
id [0] | NTEGER, -- AM5 - ID
queue [1] | NTEGER,
buf f er edSr Request ed [ 2] BOOLEAN,
storeAfterDeliveryAttenpt [3] BOOLEAN
}
-- Response to store attenpt
Evt SMAns St or eResponse :: = CHO CE
{
success [0] AnmsStoreParaneters,
failure [1] AmsStoreFailure,
ti meout [2] EnptySequence
}
-- Attenpt of the AMS to deliver a SM (possibly as AO
Evt SmAnsDel i veryAtt enpt :: = SEQUENCE
nor eMessagesToSend [0] BOOLEAN
}
-- Indication of AMS that SMterm nated inside AVS
Evt SmAnsTer mi nati on ::= SEQUENCE
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AnsTer m nat i onReason

Thr oughput Li mi t,
Enpt ySequence

Rout i ngActi on,

[1] RoutingRule OPTIONAL -- not present upon

EcAppl i cati on,

Rout i ngRul e OPTI ONAL,
BOOLEAN OPTI ONAL

{
reason [0]
}
-- RTR-internal rejection of a AMS delivery attenpt
Evt SmAnsDel i veryRej ection ::= CHO CE
{
t hr oughput Li mi t [0]
desti nati onUnavai |l abl e [1]
}
-- (Rul e-based) routing decision for an SM
Evt SmRout i ngDeci si on ::= SEQUENCE
{
action [0]
rul e
routi ng"
}
-- The result of an external condition eval uation.
Evt SnExt er nal Condi ti on ::= SEQUENCE
{
application [0]
result [1] BOOLEAN,
rul e [2]
si gnat ur eRequest ed [3]
}

-- Anotification or status report has been created for the SM at

Evt SmNoti fication ::= EnptySequence

-- A copy has been created of the SM at

Evt SmCopi ed :: = SEQUENCE
childid [ 0]
destination [1]
}
Evt SmCopyCr eat ed :: = SEQUENCE
{
parentld [0]
servi ceNanme [1]
}
= CHO CE

Evt SmCopyRej ection ::
{

nonHpl mReci pi ent [0]
| oopPr event ed [1]
reci pi ent Val i dati onFai | ed [2]
st orageUnavai | abl e [ 3]

[ 4]

emai | CopyFai | ed
}
Evt SnFor war dAt t enpt @ : = SEQUENCE
{
destination [0]
}
Evt SnFor war dRej ection ::= CHO CE
{

| oopPreventi on

si nDat aDownl oad
nonHpl MmBNurber
nonHpl mCNunber
unsuppor t edCNunber

SENES
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hand.

hand

oj ectldentifier,
Cener al i zedAddr ess

Obj ect I dentifier,
NameStri ng

Enpt ySequence,
Enpt ySequence,
Enpt ySequence,
Enpt ySequence,
Enpt ySequence

Cener al i zedAddr ess

Enpt ySequence,
Enpt ySequence,
Enpt ySequence,
Enpt ySequence,
Enpt ySequence,

"defaul t
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emai | Forwar di ngFai | ed [5] EnptySequence
}
-- Prepaid charging paraneters
Evt SnPr epai dChar gi ng :: = SEQUENCE
{
result [0] Prepai dChargi ngResul t,
char gedParty [1] GeneralizedAddress,
pr ot ocol [2] Chargi ngProtocol
}
-- An Auto-Reply nessage has been issued for this SM
Evt SmAut oRepl i ed :: = SEQUENCE
childld [0] Objectlidentifier -- IDof the Auto-Reply message.
}
-- An Auto-Reply nmessage has been created.
Evt SmAut oRepl yCreat ed :: = SEQUENCE
{
parentld [0] Oojectldentifier, -- ID of original SM
servi ceNane [1] NaneString, -- nanme of requesting service.
nessage [2] Smvessage
}
-- A signature has been inserted to a (i nbound) SM
Evt SnSi gnat urel nserted :: = SEQUENCE
{
servi ceNanme [0] NaneString
}
-- Auxiliary event for the CCl to search for nessages.
Evt SnEndpoi nts :: = SEQUENCE
{
ori gi nat or [0] GeneralizedAddress,
reci pi ent [1] GeneralizedAddress OPTIONAL -- may be missing for MI-Mr
routing
}
Evt SnFi nal St atus :: = SEQUENCE
final St at usCode [0] Final StatusCode
}

Smvessage :: = SEQUENCE
{
dat a [0] SnData OPTIONAL, -- user data without header
concat enati onl nfo [1] Concatlnfo OPTI ONAL,
user Dat aHeader | nf o [ 2] User Dat aHeader | nf o OPTI ONAL
}
SnDat a :: = SEQUENCE
I ength [0] | NTEGER,
cont ent [1] SnContent OPTIONAL -- presence depends on |icense
}
SmContent ::= CHO CE
t ext [0] SniText, -- if readable text.
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dat a [1] OCTET STRI NG
}
SmText ::= VisibleString (SIZE (0..1024))
SniGsnmivapEr ror :: = ENUMERATED
{

ot her (0),

systenfail ure(1),

dat aM ssi ng( 2),

unexpect edDat aVal ue(3),

facilityNot Supported(4),

unknownSubscri ber (5),

absent Subscri ber (6),

cal | Barred(7),

t el eServi ceNot Provi si oned( 8),

uni denti fi edSubscri ber (9),

i Il egal Subscri ber(10),

i Il egal EQui prent (11),

subscri ber BusyFor M Sns(12),

i nval i dSneAddr ess(13),

equi pnent Prot ocol (14),

equi pnent Not SnEqui prent (15),

nmenor yCapaci t yExceeded( 16) ,

unknownSer vi ceCentre(17),

scCongestion(18),

subscri ber Not ScSubscri ber (19),

nmsgWai t Li st (20),

noPagi ngError (21), -
errors/ Add new MAP errors

i msi Det achedError (22),

roam ngRestrictionsError(23),

nsDer egi st er edErr or (24),

nsPur gedEr r or ( 25) ,

short MsgTypeONot Suppor t edErr or ( 26) ,

canNot Repl aceShort MsgErr or ( 27) ,

unspeci fi edPr ot ocol | dError (28),

nsgCl assNot Support edError (29),

unspeci fi edDat aCodi ngScheneEr r or (30),

t pduNot Supported(31),

si nft or ageFul | Error (32),

noSntt or ageCapabi | i tyl nSi nError(33),

errorl nMs(34),

si mAppl Tool Ki t busyEr r or ( 35),

si nDat aDownl oadEr ror ( 36),

appl Speci fi cError(37),

equi pUnspeci fi edError Cause(38),

ueDer egi st ered(39),

noResponseVi al psnGM 40)

}

SmAppSer vi ceCentre ::= SEQUENCE

{
snmscNane [0] NaneString,
nodeNane [1] NaneString,
t er mi nati onPoi nt Name [2] NaneString

}

Rout i ngl nfoQuery ::= CHO CE

-- GSM/ SS7 side events (HLR
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-- if binary data.

UTF- 8 encoded.

BG2318: Separate Absent Subscri ber
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gsm nRequest [0] EvtRi gGsm nRequest,
gsm nResponse [1] EvtRi qGsm nResponse,
gsnut Request [2] EvtRi qGsnmCut Request,
gsnut Response [3] EvtRi qGsnmlut Response,
-- I M5 side (HSS)
i msQut Request [4] EvtHssUserDat aRequest, -- UDR --
i msQut Response [5] EvtHssUserDat aAnswer -- UDA --
}
-- HSS Query Events --
Evt HssUser Dat aRequest = SEQUENCE
publicld [0] URI,
i msUser St at e [1] BOCOLEAN, -- whether query involves insUserState
scscf Name [2] BOOLEAN -- whether query involves scscfNane --
}
Evt HssUser Dat aAnswer ::= CHO CE
{
success [ 0] HssUser Dat aQuer ySuccess,
failure [1] HssUser Dat aQueryFai l ure,
ti meout [2] NULL
}
HssUser Dat aQuer ySuccess :: = SEQUENCE
{
-- maybe it will be useful to log the publicld again here as [0]? --
i msUser St at e [1] InmsUser State OPTI ONAL,
scscf Name [2] URI OPTI ONAL
}
HssUser Dat aQueryFai l ure ::= EnptySequence -- to be understood and defined --
I msUser St ate :: = ENUMERATED
{
not Regi st ered(0),
regi stered(1),
regi st eredUnr egServi ces(2),
aut hent i cati onPendi ng( 3)
}

I ncom ng GSM query (SRl -SM
Evt R qGsml nRequest :: = SEQUENCE

nsi sdn [0] GsmAddress
}

Response to i ncom ng GSM query
Evt R qGsnl nResponse ::= GsnRouti ngl nf oQuer yResul t

-- Qutgoing GSM query (SRI-SM
Evt R qGsnmlut Request Enpt ySequence
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-- Response to outgoi ng GSM query
Evt R qGsnut Response :: = GsnRout i ngl nf oQuer yResul t

GsnRout i ngl nf oQueryResult ::= CHO CE
{
success [0] GsnRouti ngl nf oQuerySuccess,
failure [1] GsntFail ure,
ti meout [2] EnptySequence
}
GsnRout i ngl nf oQuer ySuccess :: = SEQUENCE
{
nsc [0] GsmAddress OPTI ONAL,
sgsn [1] GsmAddress OPTI ONAL,
i msi [2] Insilnfo
}
GsnmResponse ::= CHO CE
{
success [ 0] EnptySequence,
failure [1] GsnFailure,
ti meout [ 2] EnptySequence
}
Gsnfai l ure ::= SEQUENCE
{
reason [0] Gsnfail ureReason
}
Gsnfai | ureReason ::= CHO CE
{
sccpAbort ed [0] NULL,
t capAbort ed [1] NULL,
mapEr r or [2] SmGsnivapError
}
-- this is a MAP AddressString (29.002) OR --
-- a BCD Called Party Address (24.008), fromRP (24.011), OR --
-- a TP- Address (23.040) --
-- The nore common TypeO Nunber val ues and Nunbering Pl an val ues --
-- map correctly between these standards. Sonme ot her values don't. --
GsmAddr ess :: = SEQUENCE ({
ton [0] TypeO Number,
npi [1] NunberingPl an,
addr ess [2] Address,
country [3] Country OPTI ONAL,
net wor k [4] Network OPTI ONAL
}
-- (Shared) IMs - specific types (InsXyz) --
URI = UTF8Stri ng
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Anms St or ePar anet ers :: = SEQUENCE

{
nessagel dentifier AnsMessagel d,
anmsNodeAddr ess AnsNodeAddr ess,

val i di t yExpi rationTi e
servi ceCentreTi nest anp

Uni xTi nest anp OPTI ONAL,
Uni xTi nest anp OPTI ONAL

BRES

}
AmsStoreFailure ::= CHO CE
{
t enpor ar yErr or [ 0] MKi pError Code,
per manent Er r or OnThi sMessage [1] Mi pError Code,
per manent Er r or OnThi sReci pi ent [2] MKi pError Code
}
AmsTer mi nati onReason :: = ENUMERATED
{
expi red(0),
del eted(1),
repl aced(2)
AnsNodeAddress ::= CHO CE
{
i pvéd [0] | pv4Address
-- Shared SCCP - specific types (SccpXyz) --
SccpMscSgsnAddress @ : = CHO CE
nsc [0] SccpAddresslnfo,
sgsn [1] SccpAddresslinfo
}

Generi cResponse ::= CHO CE
{
success [ 0] EnptySequence,
failure [1] EnptySequence,
ti meout [ 2] EnptySequence
}
NameString ::= OCTET STRING (SIZE (1..31))
Uni xTi nestanp ::= | NTEGER(0..1000000000000) -- Alarge value forces the
type of long |ong
Rout i ngRul e :: = SEQUENCE
{
name [0] NaneString,
type [1] Rul eType
}
Rul eType ::= ENUMERATED
{
no(0),
m (1),
ao(2),
ato(3),
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ati (4),
unsupport ed(5),
nti(6),
i gn(7)
}
Throughput Li nmit ::= SEQUENCE
{
cause [0] ThroughputLi m t Cause
}
Thr oughput Li mi t Cause ::= ENUMERATED
i cense(0),
rule(l),
appl i cation(2),
appl i cati onG oup(3),
servi ceC ass(4),
servi ceCent er (5)
}
Mki pError Code ::= | NTEGER
Gener al i zedAddr ess :: = SEQUENCE {
addr ess [0] Address,
country [1] Country OPTI ONAL,
net wor k [2] Network OPTI ONAL
}
Address ::= VisibleString (SIZE (0..38)) -- can be nuneric or
al phanuneri c (UTF-8)
EsmeAppl i cation ::= SEQUENCE {
shor t Nurmber [ 0] Short Nunber,
nane [1] NaneString
}
Short Nunber ::= VisibleString (SIZE (1..38))
Concat I nfo ::= SEQUENCE ({
t ot al Seg [0] I NTEGER(O. . 255),
current Seg [1] | NTEGER(O. . 255),
r ef [2] I NTEGER(O. .65535)
}
-- commua-separated UTF-8 string of user data header infornation
-- el enent nanes. Upon overflow, the |ast character is '%.
User Dat aHeaderInfo ::= VisibleString (SIZE (0..64))
Gsntt at usReport Phase ::= | NTEGER(1. . 2)
AppNotificati onRequest ::= BIT STRI NG {
del i very(0),
nonDel i very(1),
buf f er ed( 2)
}
oj ectldentifier ::= OCTET STRING (S| ZE (1..32))
AmsMessagel d ::= OCTET STRI NE Sl ZE(5))
Rout i ngAction ::= ENUMERATED {

bl ockPer manent (0),
bl ockTenporary(1),
bl ockW t hAck(2),
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bl ockW t hNoResponse( 3),

di scardWt hAck(4),

di scardWt hNak(5),

di scar dW t hNoResponse( 6),

di scardW t hPernError (7),

di scar dW t hPer nReci pi ent Error ( 8),
di scardWt hTenpError(9),

pass(10),

rel ease(11),

st or eFor App(12),

st or eFor For war di ngAsAo( 13),

st or eFor Mbbi | eSt ati on(14),

t 0App(15),

t oAppFal | backSt ore( 16),

t oMobi | eStati on(17),

t oMobi | eSt ati onFal | backApp(18),

t oMbbi | eSt ati onFal | backSnsc(19),
t oMobi | eSt ati onFal | backSnscAsAo( 20),
t oMobi | eSt at i onFal | backSt ore(21),
toSmsc(22),

t oSnscAsAo( 23),

toSnscFal | backSt or e(24),

t oSnscAsAoFal | backSt or e( 25)

}
I msi I nfo ::= SEQUENCE ({
i msi [0] Imsi,
country [1] Country OPTI ONAL,
net wor k [2] Network OPTI ONAL
}
| msi ;.= OCTET STRING (Sl ZE (1..20))
Spoof Attenpt ::= CHO CE {
anchor [ 0] Spoof Att enpt Anchor Par ans
}
TcapHeader ::= SEQUENCE {
t capMessageType [1] TcapTag,
Message)

tcapOrigTransl d
Transaction |D)

t capDest Transl d
Transaction | D)

pr ot oVer si onTag

ver si on nunber)

di al ogTag
Di al og)

appCont ext
Context Nane in text)

}

Spoof At t enpt Anchor Par ans ::

mtp
sccp
tcap
}
M pHead :: = SEQUENCE {

nt p3Ori gPoi nt Code
ori gi nati ng poi nt code)

[2] TcapTransld OPTI ONAL,
[3] TcapTransld,
[4] Protocol Versi on OPTI ONAL,
[5] TcapTag OPTI ONAL,
[6] ApplicationContext OPTI ONAL

= SEQUENCE {

[0] M pHead,
[1] SccpHead,
[2] TcapHeader

[0] Poi nt Code

Poi nt Code ::= I NTEGER (0..16777215)
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SccpHead :: = SEQUENCE {
cgPa [0] SccpAddresslnfo, - - (SccpP
calling party address)
cdPa [1] SccpAddresslnfo - - (Sccp
call ed party address)
}
TcapTag ::= ENUMERATED { unknown(0), di al oguerequest (96), dial ogueresponse(97),
begi n(98), end(100), continue(101), abort(103)}
TcapTransld ::= OCTET STRING (SIZE (0..4))
ApplicationContext ::= VisibleString (SIZE (0..1024))
SccpAddressDigits ::= VisibleString (SIZE (0..20))
Gobal Title ::= SEQUENCE {
np [ 0] NunberingPl an OPTI ONAL,
nunber [1] SccpAddressDigits OPTI ONAL,
nai [2] NatureCOf Address OPTI ONAL
}
SccpAddr ess :: = SEQUENCE {
poi nt Code [ 0] Poi nt Code OPTI ONAL,
subSyst emNunber [1] SubSyst emNunber OPTI ONAL,
global Title [2] GobalTitle
}
SccpAddressinfo ::= SEQUENCE {
sccpAddr ess [ 0] SccpAddress,
country [1] Country OPTI ONAL,
net wor k [2] Network OPTI ONAL
}
-- Nunbering Plan and Type of Number (Nature of Address) are in a format --
-- suitable for the GsmAddress type. See GsmAddress. --
-- Note that the missing values in this enunmeration correspond to --
-- conflicting values between the address formats, or spare/reserved. --
Number i ngPl an :: = ENUVERATED {
unknown( 0),
i sdnTel ephony(1), -- E. 164 nunbering plan --
data(3), -- X 121 --
telex(4), -- F.69 --
nati onal (8),
private(9)
}
TypeO Nunmber :: = ENUMERATED {
unknown( 0) ,
international (1),
national (2),
net wor kSpeci fic(3),
-- 4 is subscriber nr OR dedi cated access, short code --
al phaNuneric(5) -- (note) --
}
-- (note): al phaNuneric is 23.040 only, but is inportant --
-- enough to earn its enumvalue. It is 'reserved in --
-- both 29.002 and 24.008. --
Prot ocol Version ::= | NTEGER (0. . 255)
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SubSyst emNunber ::= | NTEGER (0. .255)

-- This is NatureOFAddress as used in SCCP dobal Titles. --
-- Beware, it is NOT the 29.002 AddressString Nature of Address! --

Nat ur eOf Addr ess :: = ENUMERATED

{
unknown( 0) ,
subscri ber Nunmber (1),
reservedFor Nat i onal Use( 2),
nat i onal Si gni fi cant Nunber (3),
i nt er nat i onal Nurrber ( 4)

}
Country ::= VisibleString (SIZE (2..2))
Network ::= VisibleString (SIZE (1..31))
Protocol Id ::= | NTECER (0. .255)
Enpt ySequence ::= SEQUENCE { }
| pv4Address ::= VisibleString -- -- (SIZE (1..16))
EcAppl i cation ::= SEQUENCE
{
name [0] NaneString
}
Fi nal St at usCode ::= ENUMERATED
{
del i vered(0),
forwarded(1),
rejected(2), -- (nak)
del et ed(3), -- accepted but not delivered/forwarded
dr opped( 4) -- no response
}
Prepai dChar gi ngResul t ::= ENUMERATED
{
success(0),
subscri ber Unknown( 1),
not EnoughCredi t (2),
char gi ngSer ver Unavai | abl e(3),
char gi ngSer ver Not Respondi ng(4),
ot her Error (5)
}
Char gi ngProt ocol ::= CHO CE
{
canel [ 0] EnptySequence,
di anmet er [1] EnptySequence,
snppPl us [2] EnptySequence
END
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Log Record Reject Causes

D.1 Log Record Reject Causes

The log records contain reject causes that indicate the type of error that occurred. This table describes

the reject causes.

Reject Cause

Explanation

invalidSccpSmscAddress (0)

® The SCCP address of the SMSC contained an invalid digit (not
0-9) or was longer than 15 digits.

* A message from a trusted SMSC was send via the suspect path.

* An MT or SRI-SM message from a suspect SMSC was not in
international format.

* AnMT or SRI-SM message from a suspect SMSC was not routed
on global title (GT).

invalidMapSmscAddress (1)

The service center address in the MAP layer contained an invalid
digit (not 0-9) or was longer than 20 digits.

invalidRecipientAddress (2)

The recipient address contained an invalid digit (not 0-9) or was
longer than 20 digits.

invalidOriginatorAddress (3)

The originator address contained an invalid digit (not 0-9) or was
longer than 20 digits.

invalidImsi (4)

The IMSI was too long or contained an invalid digit (not 0-9).

invalidMscAddress (5)

¢ The MSC or SGSN address was longer than 15 digits or
contained an invalid digit (not 0-9).

® The MSC address could not be found (in the case of a suspect
MtForwardSm).

® The SGSN address could not be found (in the case of a suspect
MtForwardSm).

forgingMscAddress (6)

The SMSC was addressing a suspect MtForwardSm to the virtual
point code of the FWL (this should not occur, as the SRI-SM should
direct the message to the GT of the FWL).

forginglmsi (7)

A suspect MtForwardSm was received with an IMSI that was not
given out before or was past the timeout value.

forgingLmsi (8)

A suspect MtForwardSm was received with a LMSI that was not
given out before or was past the timeout value.

unknownSccpSmscAddress (9)

A suspect MtForwardSm was received with a SCCP address that
did not match any network number ranges or network prefixes,
or did not match any configured country.

unknownMapSmscAddress (10)

A suspect MtForwardSm was received with a MAP layer service
center address that did not match any network number ranges or
network prefixes, or did not match any configured country.
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Reject Cause

Explanation

conflictingSmscAddresses (11)

A suspect MtForwardSm was received in which the MAP service
center address did not correspond to the SCCP calling party
(CGPA) address.

spoofingSccpSmscAddress (12)

A spoofed suspect MtForwardSm was detected (spoofing was done
on the SCCP address).

spoofingMapSmscAddress (13)

A spoofed suspect MtForwardSm was detected (spoofing was done
on the MAP service center address).

unsolicitedMtForwardSm (14)

A suspect MtForwardSm was received without a corresponding
SRI-SM. The IMSI is from the operator itself, but is outside the
range allocated for IMSIs by the FWL.

matchingMtRoutingRule (15)

An MtForwardSm was rejected because of an MTOR rule.

matchingMtExternalConditionRule
(16)

An MtForwardSm was rejected because of an MTOX rule.

matchingMoRoutingRule (17)

An MoForwardSm was rejected because of an MOR rule.

matchingMoExternalConditionRule
(18)

An MoForwardSm was rejected because of an MOX rule.

spoofedOriginatorAddress (19)

A spoofed MoForwardSm was detected (spoofing was done on the
originator address).

matchingAoRoutingRule (20)

An AO message was rejected because of an AOR rule. If the log
record does not indicate a rule name, this means that the message
was rejected because it did not match any AOR rule.

matching AoExternalConditionRule
(21)

An AO message was rejected because of an AOX rule.

matchingAtRoutingRule (22)

An AT message was rejected because of an ATOR rule.

matchingAtExternalConditionRule
(23)

An AT message was rejected because of an ATOX rule.

mnp Violation (26)

An MO message was rejected because of an MNP violation.

matchingAtiRoutingRule (27)

An AT message was rejected because of an ATIR rule.

matching AtiExternalConditionRule
(28)

An AT message was rejected because of an ATIX rule.

noSpaceForSegmentingHeader
(29)

Release 17.4 Revision A, February 2019

According to specifications , a message was rejected because there
was no space for a segmenting header.

If an AO message, submitted via SMPP, contains sar fields and
the "total messages" value is greater than 1, then the message is a
segment of a sequence of concatenated messages. To forward such
an AO message through an MT path, requires the sar fields be
converted to a user data header. This requires the RTR to prefix
six or seven bytes to each segment. There may exist scenarios where
such prefixing will result in an individual segment greater than

170



LGP Operator Manual

Log Record Reject Causes

Reject Cause

Explanation

140 bytes. In this case the message is undeliverable by the MT path
and the following line will be logged to syslog:

Application <xxx> of ID <xx> sent unexpected data
Applications are required to explicitly divide long messages into

segments of 133 bytes or less, allowing just enough space for the
user data header.

earlyRecipientSriSmFailure(30)

A message was rejected because Early recipient
SendRoutingInfoForSm failed with a Permanent Error.

originatorListViolation(31)

A message was rejected because the originator of the message
AQO/SM fails to comply with the configured originator list.

If the originator white list is configured, the originator should be
part of this list.

If the originator black list is configured, the originator should NOT
be part of this list.

messageTooLong(32)

The message was rejected because the payload of the message was
long and it was configured to reject the message if the payload of
the AO/SM is long for a single MT/SM.

originatorThroughputViolation(33)

A message was rejected because throughput of the originator was
exceeding against any one of the following controlling instance

¢ the originating application
¢ the originating application group
¢ the service class

matchingSrigRoutingRule(34)

A SendRoutingInfoForSm was rejected because of an SRIQ rule.

unidentfiedSubscriber(35)

A message was rejected because the subscriber is not registered in
the PLMN (i.e. mobile subscriber is no longer being served by the
MSC or SGSN address that was returned in the MAP-SRI response).

absentSubscriber(36)

A message was rejected because the subscriber was not available.
The reason of the subscriber unavailable can be IMSI was detached,
no paging error or roaming restricted etc.

facilityNotSupported(37)

A message was rejected because the terminating network has no
SMS support in the network.

deliveryFailure(38)

A message was rejected because

a) the destination MS had no memory capacity available to store
the message
b) protocol error occurred on the destination MS equipment

c) the destination MS equipment was not equipped to handle the
message.

Release 17.4 Revision A, February 2019 171



LGP Operator Manual Log Record Reject Causes

Reject Cause Explanation

systemFailure(39) A message was rejected because of a problem in another entity.
The type of entity or network resource may be indicated by a
network resource parameter.

subscriberBusyForMtSms(40) | A message was rejected because congestion was encountered at

the visited MSC.

illegalSubscriber(41) A message was rejected because the destination MS failed
authentication.

illegalEquipment(42) A message was rejected because the IMEI of the destination MS

was blacklisted in the EIR.

matchingMtiRoutingRule(43) [ A MT message was rejected because of a MTIR rule.

unknownSubscriber(44) A message was rejected because there is no directory number for
the mobile subscriber (GSM 09.02).

D.2 Log Record Ignored Reject Causes

A reject cause is something that may happen during the processing of a message which may or may
not cause the processed message to be rejected.

If that reject cause does not actually lead to the rejection of the message, but is ignored (due to the
configuration), it is called an ignored reject cause. You may want to ignore a reject cause because you
want to be graceful and keep processing the message anyway.

The corresponding configuration parameters are:

e firewall ntactionforunknownsccpaddress

e firewal |l ntactionforunknownmapaddress

e firewall ntactionforconflictingaddress

e firewall ntactionforsccpsmscaddressspoofing
e firewal I ntactionformpsnscaddressspoofing

The reject cause is ignored whenever the parameter is set to " pass” rather than any of the block-actions,
but the ignored reject cause will be flagged (1) in the | gnor edRej ect Causes bitmask in the log
record. If the reject cause has not occurred, the flag is not raised and the bit is not set (0).

The log records contain the following ignored reject causes:

e unknownSccpSnscAddress (9)

e unknownMapSnscAddress (10)

e conflictingSnscAddress (11)

e spoofingSccpSnscAddress (12)
e spoofi ngMapSnscAddress (13)

e spoof edOri gi nat or Address (19)
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E.1 Originating Point Code

ori gi nat i ngPoi nt Code field is present in following transaction log records:

e TrustedMbFwWdSm
e Suspect MoFwdSm
e Trust edMoFWSMW t hCount r yAndNet wor kI nf o
e Suspect MoFWdSMN t hCount r yAndNet wor kI nf o

ori gi nat i ngPoi nt Code field is present in following event log record:
e gsnxri gl nRequest

Originating Point Code field includes the SCCP Point Code value of the inbound MO message, if the
CgPA contains a PC; this is true irrespective of whether the RI is set to PC/SSN or GT. Otherwise, if
the CgPA does not contain a PC then Originating Point Code field includes the MTP3 (or M3UA) OPC
of the inbound MO message, if the Rl is set to PC/SSN; however, if the Rl is set to GT and CgPA does
not contain a PC, then Originating Point Code field is set to NULL.

E.2 Destination Point Code

dest i nat i onPoi nt Code field is present in following transaction log sub-records:
e out boundM

dest i nat i onPoi nt Code field is present in following event log record:

e gsniler nCut Request

Destination Point Code field includes the SCCP Point Code value of the outbound MT message, if the
CdPA contains a PC; this is true irrespective of whether the Rl is set to PC/SSN or GT. Otherwise, if
the CdPA does not contain a PC then Destination Point Code field includes the MTP3 (or M3UA) DPC
of the outbound MT message, if the Rl is set to PC/SSN; however, if the Rl is set to GT and CdPA
does not contain a PC, then Destination Point Code field is set to NULL.
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F.1 Sample Common Configuration File

<t pconfig

| gpdbdat abase="1 gp"
| gpdbuser =" LGPuser "
| gpdbpasswor d="LGPuser 123"

| gpnodenane="1 gp1"

| gpst ati cwei ght =" 1"

| gpl oaderti meouti nt erval ="120"

| gpal i vei nt erval =" 15"

| gppol | start="0"

| gppol | st op="0"

| gppol | peri od="15"

| gpl ocal | ogdi r="/var/ Text Pass/ LGP/ "
| gpdbport ="0"

| gpdbcl eanol dert han="240"

| gpdbcl ean="0200"

| gpmaxnast er col | ect or wai t =" 300"

| gpst art upwai t =" 120"

| gprecycl ei nterval ="120"

| gpmax| oadt i ne=" 60"

| gpmaxnast er r un="1800"

| gpt ranscl ean="1"

| gpdonecl ean="0"

| gpmaxcol | ect or r un="1800"

| gpasndi sabl ef i el ds="trust edSri Sni
| gpl oadedrestartwai tinterval =" 60"
| gpal ertdel ay="15"

| gpmaxnunber of =" 10"

| gpquer ymaxwai t =" 20"

| gpquer ybackl og="10"

| gpquer ygener at esql | ogs="f al se"

| gpquerysql | ogspat h="/var/ Text Pass/ LGP/ sql / sql . | og"
| gpfil etransferprotocol ="sftp"

| gpconpr esssft pdat a="f al se"

>
<I-- Add for each RTR fromwhich |og records to be retrieved: -->
<| gpr out er node
name="rtr1"
di r="/var/ Text Pass/ | og/ avai | abl e"
user ="t ext pass"”
passwor d=" Text Pass"
pattern=".*\. dat"
/>
<l gpdbkey
dbkey="rec_tine, inboundMessageType"
/>
<| gpdbkey
dbkey="mapMsi sdn_gsmAddr ess_nunber, rec_tine"
/>
<l gpdbkey
dbkey="snmsDel i ver _snmsScTi mest anp”
/>
<l gpdbkey

dbkey="correl at edSri Sm sccpCgPa_sccpAddress_gl obal Titl e_nunber, rec_tine"

Release 17.4 Revision A, February 2019 177



LGP Operator Manual Sample Configuration File

/>
<l gpdbkey
dbkey="sccpCgPa_sccpAddress_gl obal Titl e_nunber, rec_ti ne"
/>
<l gpdbkey
dbkey="sccpCdPa_sccpAddress_gl obal Titl e_nunber, rec_ti ne"
/>
<l gpdbkey
dbkey="rej ect I nfo_reject Cause"
/>
<l gppr op
nor mal i sati onmap="0008#246; &#214; &#10; 1i | | L'\ / &#10; 22Z&#10; 3eE&
#10; 4aA&#228; &#196; &#10; 5sS$&H#223; &#10; 6&#10; 7t T&#10; 8bB&#10; 9g&&#10;
cC&#10; dD&#10; f F&#10; hH&#10; j J&#10; kK&#10; mVB#10; nN&#10; pP&#10; qQ&#10
r R&#10; uU&#252; &#220; &#10; vV&#10; W\#10; X X&#10; y Y"
st opwor ds="a, about, an, are, as, at, be, by, com de, en, for, fromhow,i,in,is,it,Ia,
of ,on, or, that, the, this,to,was, what, when, where, who, wi | |, wi t h, und, t he, www"
wor dboundari es="~"! @$% &anp; *()+- _=[1{}\\|: &quot ; ;' &l t; &gt;?,./"
/>

</tpconfig>

F.2 Sample Host-Specific Configuration File

<tpconfig
i paddress="127.0.0. 1"
runt ext passprocess="f al se"
runt pfcli ent process="true"
runt ext | gpprocess="true"
| gpful | textsearch="true”
| gpnodenane="1 gp1"
>

<fxferfile

| ocal pat h="/usr/ Text Pass/ et c/ conmon_config.txt"

server pat h="/usr/ Text Pass/ et ¢/ cormon_config. t xt"

val i dat e="/ usr/ Text Pass/ bi n/tp_config --val i datecomonconfi g SERVERFI LE"
/>
<fxferfile

| ocal pat h="/usr/ Text Pass/ et ¢/ MGRdat a. xnl . gz"

server pat h="/usr/ Text Pass/ et ¢/ MGRdat a. xm . 127. 0. 0. 1. gz"

/>

<trapreceiver ipaddress="127.0.0.1" udpport="11173"/>

</tpconfig>

Release 17.4 Revision A, February 2019 178



LGP Operator Manual Sample Configuration File

Release 17.4 Revision A, February 2019 179



Appendix

G

References

Topics:
* References.....181

Release 17.4 Revision A, February 2019 180



LGP Operator Manual References

G.1 References

1. 3GPP TS 29.002 version 3.20 Release 1999; Digital cellular telecommunications systems (Phase2+);
Mobile Application Part (MAP) specification

2. 3GPP TS 23.066 version 4.0.0 Release 4; Digital cellular telecommunications systems (Phase2+)
(GSM); Universal Mobile Telecommunications System (UMTS); Support of Mobile Number
Portability (MNP); Technical Realization; Stage 2

3. The Simple Network Management Protocol IETF - RFC 1157

4. NewNet Mobile Messaging MGR Operator Manual

5. NewNet Mobile Messaging RTR Operator Manual
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AMS

AO

AOR

AOX

ASCII

ASN.1

AT
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Glossary

3rd Generation Partnership Project

Active Message Store

Provides store-and-forward
functionality for SMS messages.

Application Originated

Short message traffic that is
originated by an application.

Application-Originated Routing

Routing rule that operates on
application-originated (AO)
messages.

Address of Record

Application-Originated eXternal
condition

External condition rule that operates
on application-originated (AO)
messages.

American Standard Code for
Information Interchange

Abstract Syntax Notation One

Application Terminated

Short message traffic that terminates
at an application.
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ATIR

ATIX

ATOR

ATOX

CCcI

CDMA
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Glossary

Incoming application-terminated
routing

Routing rule that operates on
incoming application-terminated
(AT) messages.

Incoming application-terminated
eXternal condition

External condition rule that operates
on incoming application-originated
(AO) messages.

Outgoing application-terminated
routing

Routing rule that operates on
outgoing application-terminated
(AT) messages.

Outgoing application-terminated
eXternal condition

External condition rule that operates
on outgoing application-originated
(AO) messages.

Customer Care Interface

A Web-based interface that allows
customer care agents to assist SMS
subscribers.

Code Division Multiple Access

A channel access method used by
radio communication technologies.
CDMA employs spread-spectrum
technology and a special coding
scheme (where each transmitter is
assigned a code) to allow multiple
users to be multiplexed over the
same physical channel. CDMA, the
most common cellular wireless
technology deployed in North

183



LGP Operator Manual

CPU

Csv

DB

FTP

FWL

GSM

GT
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America, is being replaced by GSM.
See also GSM.

Central Processing Unit

Comma-separated values

The comma-separated value file
format is a delimited data format
that has fields separated by the
comma character and records
separated by newlines (a newline
is a special character or sequence
of characters signifying the end of
a line of text).

Database
Daughter Board

Documentation Bulletin

File Transfer Protocol

A client-server protocol that allows
a user on one computer to transfer
files to and from another computer
over a TCP/IP network.

Firewall

Helps protect subscribers from
receiving unwanted messages and
provides statistical information and
message details about inbound
suspect messages.

Global System for Mobile
Communications

Global Title Routing Indicator
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GUI

IETF

IMSI

P

LAN

LGP
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Graphical User Interface

The term given to that set of items
and facilities which provide the
user with a graphic means for
manipulating screen data rather
than being limited to character
based commands.

Internet Engineering Task Force

International Mobile Subscriber
Identity

Internet Protocol

IP specifies the format of packets,
also called datagrams, and the
addressing scheme. The network
layer for the TCP/IP protocol suite
widely used on Ethernet networks,
defined in STD 5, RFC 791. IP is a
connectionless, best-effort packet
switching protocol. It provides
packet routing, fragmentation and
re-assembly through the data link
layer.

Local Area Network

A private data network in which
serial transmission is used for direct
data communication among data
stations located in the same
proximate location. LAN uses coax
cable, twisted pair, or multimode
fiber.

See also STP LAN.

Log Processor

Collects and processes data for the
Log Viewer to display.

Glossary
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LGV

MAP

MGR

MIB

MNP

MO

MOR

MOX

MSC
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Log Viewer

Logs information about NewNet
Mobile Messaging operations and
displays it in the Manager.

Mobile Application Part

A Web-based interface for
managing NewNet Mobile
Messaging components. Prior to
Suite 6, the Configuration Manager
(CM) provided this functionality.

Management Information Database

Mobile Number Portability

Mobile Originated

Refers to a connection established
by a mobile communication
subscriber. Everything initiated by
the mobile station is known as
mobile originated.

Mobile-Originated Routing

Routing rule that operates on
mobile-originated (MO) messages.

Mobile-Originated eXternal
condition

External condition rule that operates
on mobile-originated (MO)
messages.

Mobile Switching Center

Glossary
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MT

MTOR

MTOX

PBC

ping

RFC

RTR
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Glossary

Mobile Terminated

All transmissions that reach the
mobile station and are accepted by
it, such as calls or short messages.

Outgoing mobile-terminated routing

Routing rule that operates on
outgoing mobile-terminated (MT)
messages.

Outgoing mobile-terminated
external condition

External condition (EC) rule that
operates on outgoing
mobile-terminated (MT) messages.

Prepaid Billing Controller

Performs prepaid charging using the
Diameter, CAMEL, or SMPP+
interface.

A network tool used to determine
if a target host can be reached
across an IP network. Ping
estimates the round-trip time and
packet loss (if any) rate between
hosts.

Request for Comment

RFCs are standards-track
documents, which are official
specifications of the Internet protocol
suite defined by the Internet
Engineering Task Force (IETF) and
its steering group the IESG.

Router

Routes all types of SMS traffic.
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sCccp

SFTP

SGSN

SMPP

SMS

SMSC

SNMP

S57
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Signaling Connection Control Part

SSH File Transfer Protocol
(sometimes also called Secure File
Transfer Protocol)

A client-server protocol that allows
a user on one computer to transfer
files to and from another computer
over a TCP/IP network over any
reliable data stream. It is typically
used over typically used with
version two of the SSH protocol.

Serving GPRS Support Node

Short Message Peer-to-Peer
Protocol

An open, industry standard
protocol that provides a flexible
data communications interface for
transfer of short message data.

Short Message Service

Short Message Service Center

Simple Network Management
Protocol.

An industry-wide standard protocol
used for network management. The
SNMP agent maintains data
variables that represent aspects of
the network. These variables are
called managed objects and are
stored in a management information
base (MIB). The SNMP protocol
arranges managed objects into
groups.

Signaling System #7

Glossary
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TCAP

TCP

TDMA

TNL

Tools

trap

TS

ubDr
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Glossary

Transaction Capabilities Application
Part

Transfer Control Protocol

Time Division Multiple Access

A time division multiplex approach
which assigns a fixed number of
slots per round. The slots can
reflect the requirements of the
individual stations. If these
requirements are known, TDMA
can support high efficiency.

NewNet Mobile Messaging Network
Layer

NewNet proprietary interface over
which Mobile Messaging
components communicate.

A collection of command-line tools
for managing and troubleshooting
NewNet Mobile Messaging
components.

A mechanism used in the context
of SNMP (Simple Network
Management Protocol) for one-way
event notification.

Test Strategy
Traffic Server
Technical Specification

Teleservices

User Datagram Protocol
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UMTS Universal Mobile

Telecommunications System

The standard for 3G used by GSM
service providers. UMTS includes
voice and audio services, for fast
data, graphic and text
transmissions, along with
transmission of moving images and
video.

XML eXtensible Markup Language

A version of the Standard
Generalized Markup Language
(SGML) that allows Web developers
to create customized tags for
additional functionality.
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