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1.1 About this Document

Introduction

This document provides a complete overview of the NewNet Mobile Messaging Manager, the
Web-based tool for configuring, managing, and modifying a Mobile Messaging system.

The Manager (MGR) is a component of the NewNet Mobile Messaging product family of SS7 message
routing and network querying products.

The functions that are available in the MGR depend on the specific implementation; therefore, some
functions in this document may not apply to your system. Your MGR interface may differ from the
screens shown in this document, depending on software versions and browser configurations.

1.2 Scope

This document describes the functionality of the NewNet Mobile Messaging MGR component.

1.3 Intended Audience

This document is meant for everyone who is interested in the functionality offered by the Manager,

but specifically for:

¢ Implementation Engineers who are responsible for the pre-installation, on-site installation, and
configuration of the Manager in the end-user environment.

* Maintenance and Support Engineers who are responsible for maintaining the total system
environment of which the Manager is a part.

e Network Operators who are in charge of the daily operation of the NewNet Mobile Messaging

systems and infrastructure.

1.4 Documentation Conventions

Typeface or Symbol Meaning Example

Bold Refers to part of a graphical user | Click Cancel.
interface.

Couri er Refers to a directory name, file |The bi | | i ng directory
name, command, or output. contains...

<poi nted bracket s> Serves as a placeholder for text | The file is called

that the user will replace, as
appropriate in context.

MERdat a. xm . <i p>. gz, where
<i p> is the server's IP address.

[ square brackets]

Indicates an optional command.

[--validateonly]
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character should be ignored as
the user types the example, and
ENTER should only be pressed
after the last line.

Typeface or Symbol Meaning Example
Indi i . 1 .
Note: ndicates in orma.t19n alongside Note: Ensure that the
normal text, requiring extra . .
. configuration...
attention.
\ (Unix) Denotes line continuation; the

% grep searchkey \
dat a/ *. dat

1.5 Locate Product Documentation on the Customer Support Site

Access to NewNet's Customer Support site is restricted to current NewNet customers only. This section

describes how to log into the NewNet Customer Support site and locate a document. Viewing the

document requires Adobe Acrobat Reader, which can be downloaded at www.adobe.com.

1. Log into the NewNet Customer Support site.

Note: If you have not registered for this new site, click the Register Here link. Have your customer
number available. The response time for registration requests is 24 to 48 hours.

2. Click the Product Support tab.

3. Use the Search field to locate a document by its part number, release number, document name, or
document type. The Search field accepts both full and partial entries.

4. Click a subject folder to browse through a list of related files.

5. To download a file to your location, right-click the file name and select Save Target As.
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2.1 Introduction

The Manager is a flexible Web-based tool for configuring, managing, and monitoring the NewNet
Mobile Messaging system. In the Manager, you:

* Configure the SMS network

¢ Create SMS routing logic

¢ Configure communication to and from applications, SMSCs, and service centres
¢ Configure storage in the Active Message Store (AMS)

* Retrieve logs of activity

* Monitor real-time statistics

For information about installing and configuring the Manager, refer to the Full Element Installation
Manual.

2.2 MGR Configuration

The MGR stores its configuration in a MySQL database. The files containing the configuration are
generated when Apache starts.

The complete configuration is distributed to all nodes in the system, to ensure that all nodes are in
sync. The complete configuration of a device is stored in
[ usr/ Text Pass/ et ¢/ MGRdat a. xnl . <i p>. gz, where <i p> is the device’s IP address.

When you make configuration changes in the MGR, the configuration file is updated and distributed
to the devices that are running.

The MGR also uses a file called ngr . cnf to store MGR settings between installations. The file contains
information about the database (which is modified with thet p_i nstal | _ngr command-line tool),
system paths, and network settings. The ngr . cnf file should not be edited.

2.2.1 Distribution and Synchronization

The following services manage configuration distribution and synchronization between the MGR and
the devices in the system:

Service Runs on... Description

tp_fserver MGR node Enables the transfer of
MCRdat a. xm . <i p>. gz and provides an
interface fort p_fclient.

tp_fclient Device nodes Requests updates from t p_f ser ver and
stores MGRdat a. xni . <i p>. gz locally.

tp_mgr_poll MGR node Writes the configuration file that devices

require to start up, periodically polls the
devices to determine their operational states,
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Service Runs on... Description

and updates the MGR database with state
information.

Note:

1. The polling period is not configurable.
2. tp_ngr_pol | uses connection timeout
and response timeout values configured
in/ usr/ Text Pass/ et ¢/ ngr. cnf file.
The default value of " connect
ti meout " is2secondsand " r esponse
ti meout" is 5 seconds.

tp_nogrd Device nodes Listens on TCP port 11111 for configuration
updates from the MGR and executes SNMP
commands locally.

When a device starts up, it reads the local configuration file, which contains all of the settings necessary
for the device.

If the t p_ngr _pol | service is not running, the device states will not be updated in the MGR.
Note:

1. The MGR services will not start if Apache is not running.

2. If multiple instances of traffic elements are configured, thent p_ngr _pol | connection and response
time should be increased so that MGR is able to get the status of devices. If more than 3 NMM
users are configured in multi-instance mode then set " connect _t i meout " value to 5 seconds
and"response ti meout" valueto10ssecondin / usr/ Text Pass/ et c/ mgr. cnf fileon OAM
node.

<networ k connect _ti meout="5" response_ti nmeout="10" />

3. Time to auto refresh the MGR GUI screen can be configured using:

/usr/ Text Pass/etc/ngr.cnf file. Specify the “auto_refresh_interval” attribute in
network tag. Default value is 5 seconds.
<networ k connect _tineout="5" response_tinmeout="10" auto_refresh_interval ="5"/>

2.2.1.1 Compact SMSC Requirements

In a “compact SMSC” configuration (in which the RTR, HUB, IIW, and AMS reside on the same server),
tp_fserver andtp_fclient arenotnecessary.

However, MGRdat a. xnl . <i p>. gz must still be available to the RTR, HUB, [IW, and AMS. To make
the file available, create a symbolic link to it in the / usr/ Text Pass/ et ¢ directory. The link must
have the same name as the file.

2.2.2 Redundancy

Redundancy for the MGR is ensured by implementing a cold stand-by configuration in which there
is one active MGR server and one stand-by MGR server. The active server is configured as master and
the stand-by server is configured as subordinate (slave).
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Each MGR server has a database that is subordinate to the other database, through MySQL’s
master/subordinate (slave) configuration. t p_f cl i ent runs on the subordinate MGR server to ensure
that the configuration files remain in sync with the master MGR server.

2.2.2.1 Host File Configuration
Each MGR server should be configured as master or subordinate MGR.
To configure a server as the master MGR:

1. Log in on the server as user root.

2. Inthe/ et ¢/ host s file, add an entry with the name of the subordinate MGR and the peer f ser ver
alias.

For example, if the master MGR is named mbn1-mgr01 and the subordinate MGR is named
mbn1l-mgr02:

192.168.0.1 nbnl - ngr 01
192. 168. 0. 2 nbnl - ngr 02 peerfserver

Note: The Master and Slave MGR addresses can be either IPv4 or IPv6 address.

To configure a server as the subordinate MGR:

1. Log in on the server as user root.

2. Inthe/ et c/ host s file, add an entry with the name of the master MGR and the peer f server
alias.

For example, if the master MGR is named mbn1-mgr01 and the subordinate MGR is named
mbn1l-mgr02:

192.168. 0.1 nbnl - mgr 01 peerfserver
192. 168. 0. 2 nbnl - ngr 02

Note: The Master and Slave MGR addresses can be either IPv4 or IPv6 address.

2.2.3 MGR Changeover

If the master MGR server fails and the peer f ser ver configuration in the host file is correct, the
subordinate MGR server will take over. If the MGR server fails, the Web interface will stop responding,
but there will not be a notification or SNMP trap.

If the master MGR fails:

1. Log in to the server that failed as user root and execute the t p_sl ave command.
2. Log in to the subordinate server as user root and execute the t p_mast er command.

This procedure will start all processes required for the subordinate MGR server to become the master.

Note: If the server that failed is completely unavailable (such as during a power outage), you can skip
step 1.
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2.3 Domains

The MGR can control multiple Mobile Messaging networks, which are called domains. For example,
youmay have a Firewall (FWL) setup, an Application Gateway (AGW) implementation, and a Storage
(AMS) solution; domains enable you to manage all of them while centralizing user management, error
detection, and other configuration items. The MGR includes one default domain, called main.

You can share the following items between domains:

* Applications

¢ Application groups

* Application categories
e Service centers

e Service classes

e Networks

e Countries

e Lists

e Subscriber services

It is recommended to maintain shared items in the main domain, then create a new domain for each
network and adjust the configuration and user privileges in the new domains.

Routing rules, external condition rules, counting rules, and statistics are always per-domain. By default,
the Customer Care Interface (CCI) is also per-domain, so that operators in a hosting environment
cannot search other hosted operators' data. However, you can change the CCI to search all domains;
refer to Configure CCI Properties.

For information about adding MGR domains and sharing information among them, refer to Adding
Domains. For information about assigning MGR user privileges, refer to User Administration.

2.4 Access the MGR

The MGR is a Web-based interface that you access using a Web browser. The MGR GUI is accessible
on the IPv4 and IPv6 addresses configured on the MGR node.

2.4.1 Web Browser Requirements

The following Web browsers are allowed:

* Microsoft Internet Explorer version 9 or higher
* Mozilla Firefox version 12 or higher
e All other browser types

A notification will appear in the GUI if you attempt to log in using a deprecated or disallowed browser.

Note: If you are using an Internet Explorer version with Compatibility View enabled, the GUI will
see the browser as an earlier Internet Explorer version and may display a warning message. Refer to
http://support.microsoft.com/kb/956197 for more information about Compatibility View.
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Deprecated Browsers
The following browsers are allowed, but support is deprecated:

* Microsoft Internet Explorer version 8
* Mozilla Firefox versions 11

If you are using a deprecated browser, you will be allowed to log in; however, the GUI component is
not guaranteed to work correctly. It is recommended that you switch to an allowed browser. Deprecated
browsers will be phased out in the next Mobile Messaging release.

Disallowed Browsers

If you are using one of following browsers, you will not be allowed to login:

* Microsoft Internet Explorer versions prior to version 8
* Mozilla Firefox versions prior to version 6.0

To access Mobile Messaging GUI components, you must switch to an allowed browser.

2.4.2 License Parsing

Parsing of licenses in MGR is different from other components. MGR will consider the license file (of
a node/Traffic Element) with higher expiry time.

Example: If two license files are present for same node, one with unlimited and the other with specific
expiry time, then the MGR will consider the license file with unlimited expiry time, irrespective of

their license numbers. All the permissions and links are displayed according to the considered license
file.

While copying the licenses in the MGR, make sure the operator is copying the correct license files.

2.4.3 Logging in to the MGR
To log in to the MGR:

1. In a Web browser, go to: ht t p: / / <MGR host >/t pm
Where <MGR host > is the IPv4 address, IPv6 address or host name of the MGR node.

2. Enter your user name in the User name box.

3. Enter your password in the Password box.

Note: User names and passwords are case-sensitive.

4. Select the domain from the Domain list.
5. Click Login.

Note: An administrator can set the number of subsequent failed log-in attempts that you are allowed

before your account is locked (the default is three). If your account is locked, an administrator must
unlock it before you can log in.
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2.4.3.1 Logging in for the First Time

By default, the MGR includes two preinstalled user accounts called admin and tester. Neither account
has a password set for the first log-in. Until a password is set, neither account can be used to accomplish
any task except editing user preferences.

When you log in to the MGR for the first time, you must change your password. To change your
password:

1.

In the left navigation bar, select Settings, then My Preferences.

2.4.4 Notifications in MGR

The MGR GUI displays certain notification messages and other relevant information regarding ongoing
transactions, as described in this section.

1.

When a user creates/modifies any configuration in MGR, the updated configuration which needs
to be synced with other nodes (e.g. Traffic elements) will be saved in the database table and can
be viewed in the pending transactions screens ‘Settings [ Pending Transactions’ screen (refer to
Pending Transactions for more information).

Refresh

MOblle Messagmg | Unsupported Browser! | Search | Logout | Support | wead
|ERouting | /glcbal/Global Settings Routing/moRtgRule Routing/kst Global Settinga/syncing R
= Pending Transactions [ |
|@ Environment | o

3228 listCanditionTable set 172.16.133.108  RTR2 5.2889

EESEEE— 3229 listCanditionTable et 172.16.133.33  RTR_instancel 5.2959
(@wsmow 3230 listConditionTable set 172.16133.33  RTR 5.2959
| & Advanced Filters | 3231 listCanditionTable set 172.16.133.103  RTR2 5.2959
_ 3232 stCanditionTable et 172.16.133.33 RTR_instancel 5.2959
Eiogging 3233 listConditionTable st 172.16.133.33  RTR 5.2959
_ 3234 listTable set 172.16.133.33 RTR_instancel 5
|@ sprservices | 3235 listTable set 172.16.133.100  RTR2 s
[Ebwichsendiog | 3236 listTable set 172.16133.33  RTR 5
|@ statistics |
BT

[ Metwark Laysut
[ Global Settings
10 Glebal Sattings
O App. Paswnced
[ Panding Transsctions
00 License Crarviaw
@

=

Figure 1: Pending Transactions

Only one configuration update operation is allowed throughout all the active sessions of MGR
GUL If a user tries to perform a configuration update operation while another such operation
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initiated by the same/another user is already in progress, then the following notification message
is displayed on the screen: “Another operation is in progress. Please try after some time.”

Mobile Messaging

O Cvarvievs
£ Routing Rules
0 MoR
O SRISM Request
) SRISM Response
O MTIR
0 MTOR
0 aor
0 ATIR
O ATOR
0 16MR
] EC Rubes
[ Counting Risles
B EC Applications
(5] Modifiers
O usts
(E Routing Numbers

Mabile Originating Routing Rules

selil
Rauting/meRtgRule

| Unsupported Browser! | Search | Logout | Support |

PR

Last Updated

ftem #: 1 - Ancther operation is in progress. Please try after some time..

ftam #: 2 - Angther cperation is in progress. Flease try after same tme..

Add New Refresh

Figure 2: Notification Message: Multiple Configuration Update

3. Ifsome entries are present on ‘Settings-> Pending Transactions’ screen (refer Figure 1), and a user
wants to perform any configuration update operation pertaining to the table(s) present in the list
of Pending Transactions, then the notification message “Configuration synching currently in
progress, hence updates are not allowed. Please try after some time” is displayed on the screen.

O SRISM Request Tndex: Aits
[ SRISM Responze Name: [mor5
O wme Description: [
Q mToRr E 4
O acr Priority: 50 _ )
a aTik Time Schedule [cond]: = Abways =
g :::: Recipient TON [cond]: = |None |=]
[ EC Rules Originator [cond]: = | None [=]
E Countting Rules Recipient [cond]: = |None |=)
E EC Applications SMSC Address [cond]: = | None |=]
@ Modifiers i L =
O usts Orig. MSC/SGSN [cond]: = | None 2
[ Rowting Numbers Orig. HLR [cond]: = .None =
0 Load Balancing Terminating MSC/SGSN [cond]: = |None =]
£ Address Canversio User Data [cond]: = [None =]
0O Schadules —
0 propeties User Data Header [cond]: = _Nune =
e o | ]
[E=ns Applications | St o e = =
PID [cond]: = _Nnne =]
= ot = None =
EEESN Recipient NP1 [cond: = [None &l
LT Ext Att [cond]: = [None B
_ Recipient RN Group [cond]: = None =]
[@vaams | A 4 = (None &l
[Bstatistics | Originator st [cond): = [None =
(@ Settings Recipient SSI [cond]: = None (=]
Hessage Segments [cond]: = None |=
Action: Route to SMSC =]
CdPA Based Forwarding: ~ |false E' .

c
New

SHSC Assignments
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Figure 3: Notification: Configuration Synching
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Figure 4: Notification: Configuration Synching in Progress

Users also cannot delete any device when one or more records are present in the list of Pending
Transactions.
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Figure 5: Notification: Device Deletion during Configuration Synching

When a user will access any GUI tab from the left-hand navigation menu, the notification message
"Configuration update operation currently in progress, hence latest updated data is not being
displayed. Please refresh or revisit this screen after some time" will be displayed on the screen
if the corresponding table is present in the Pending Transactions screen or if another user is
performing a configuration update operation on that table..
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Mobile Messaging | U pmorted Brommer | Semrch [ SR RN

Last Updated
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[ EC Applications 1 listr 2015-03-20 23:41:35
E Modifiers. .
0 usts | Add Hew | Refresh
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O Load Balancing
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O Schedules L update ly in progress, hence latest updated data is not being displayed.
O Properties Please refresh this screen after some time

Figure 6: Notification: Configuration Update by Same User
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O vLists Save cancel
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O Properties Please refresh this screen after some time

Figure 7: Notification: Configuration Update by Another User

Note: Configuration updates are not allowed when configuration of same table is pending for
synchronization. User will get “'Configuration synching currently in progress, hence updates are
not allowed. Please try after some time” notification message.

2.5 Important Terminology

Term Description

AOC Application-originating (AO) counting rule

AOR Application-originating (AO) routing rule

AOX Application-originating (AO) external condition (EC) rule

Release 17.4 Revision B, March 2019 28



MGR Operator Manual

Getting Started

Term Description

ATIC Incoming application-terminating (ATI) counting rule

ATIR Incoming application-terminating (ATI) routing rule

ATIX Incoming application-terminating (ATI) external condition (EC) rule
ATOC Outgoing application-terminating (ATO) counting rule

ATOR Outgoing application-terminating (ATO) routing rule

ATOX Outgoing application-terminating (ATO) external condition (EC) rule
ECI External Condition Interface, the interface that the Router (RTR) uses to

communicate with external condition (EC) applications; runs on top of a
TCP/IP network stack

Inside session

A session in the HUB, set up toward or coming from an SMS application

MOC Mobile-originating (MO) counting rule

MOR Mobile-originating (MO) routing rule

MOX Mobile-originating (MO) external condition (EC) rule

MTIC Incoming mobile-terminating (MTI) counting rule

MTIR Incoming mobile-terminating (MTI) routing rule

MTIX Incoming mobile-terminating (MTI) external condition (EC) rule
MTOC Outgoing mobile-terminating (MTO) counting rule

MTOR Outgoing mobile-terminating (MTO) routing rule

MTOX Outgoing mobile-terminating (MTO) external condition (EC) rule

Outside listener

The HUB's TCP listening port for SMS applications

Outside session

A session in the HUB, set up toward or coming from an SMSC or a RTR

Service class

The quality-of-service mechanism for SMS applications

2.6 Limitations

The following table summarizes the maximum number of items that can be configured in the MGR.

Item Limitation
AMS delivery schemes 500

AMS queue entities 1000
Application categories 1000
Application groups 1000
Application originator lists 10,000
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Item Limitation
Application-originating counting rules (AOC) 500
Application-originating EC rules (AOX) 500
Application-originating modifiers 100
Application-originating routing rules (AOR) 500
Billing profiles 1000
Categories 1000
CIMD tariff class descriptions 100
CIMD tariff classes 100
CLI source addresses for all applications that use CLI only authentication or CLI | 10,000
or password authentication
CLI source address per application 100
Conditions per FAF filter 100
Countries 500
Devices Refer to Device

Limitations
Entries per FAF list 1000
Entries per list 10,000
Entries per SMS application originator list 10,000
External attributes 32
External condition (EC) applications 100
FAF filters 100
FAF filters: content conditions 100
FAF filters: delta conditions 10
FAF filters: duplicates conditions 100
FAF filters: EMS conditions 100
FAF filters: flooding conditions 10
FAF filters: spread conditions 10
FAF lists 100
GSM Address Conversion Rules 1000
IMSI scrambling prefixes 50
Incoming application-terminating counting rules (ATIC) 500
Incoming application-terminating EC rules (ATIX) 500
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Item Limitation
Incoming application-terminating routing rules (ATIR) 500
Incoming mobile-terminating counting rules (MTIC) 500
Incoming mobile-terminating EC rules (MTIX) 500
Incoming mobile-terminating modifiers 100
Incoming mobile-terminating routing rules (MTIR) 500
Inside sessions per HUB per application per service center 255
Intervals per AMS delivery scheme 100
Lists 1000
Load balancing groups 1000
Log profiles 100
Mobile-originating counting rules (MOC) 500
Mobile-originating EC rules (MOX) 500
Mobile-originating routing rules (MOR) 500
Mobile-originating modifiers 100
Networks 1000
Outgoing Address Conversion Rule Set 500
Outgoing Address Conversion Rules 1000
Outgoing application-terminating counting rules (ATOC) 500
Outgoing application-terminating EC rules (ATOX) 500
Outgoing application-terminating routing rules (ATOR) 500
Outgoing mobile-terminating counting rules (MTOC) 500
Outgoing mobile-terminating EC rules (MTOX) 500
Outgoing mobile-terminating modifiers 100
Outgoing mobile-terminating routing rules (MTOR) 500
Outside listeners 250
Routing number groups 100
Routing numbers per group 100
Service center nodes 500
Service center termination points 1000
Service centers 250
Service classes 1000
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Item Limitation
SMS applications 10,000
SMSC groups 500
SMSCs (SS7) 500
TCP/IP connections (including outside and inside sessions) 12,000
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3.1 Introduction

The MGR interface enables you to quickly and easily configure, modify, and manage your system.

3.2 Left Navigation Bar

Use the left navigation bar to access the MGR’s functionality. The functions that appear in the left
navigation bar depend on the licensed products in the system and on your authorization level.

The MGR does not link licensed functionality to a specific device. If multiple license files (for multiple
devices) are present on the MGR node and, upon start-up, the MGR finds at least one license containing
a specific feature, then the MGR will enable that feature for all devices.
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3.3 Tabs

Items open in tabs in the MGR. Change to a tab by clicking it or by selecting the same item from the
left navigation bar.

To close the current tab, click

[x]

in the upper right corner of the MGR interface.
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To close all tabs, click
[
in the upper right corner of the MGR interface.

Note: If you close a tab without saving the changes that you made on that tab, the MGR discards the
changes.

3.4 Views

The MGR offers three different views:

* Basic view—Shows the basic parameters that are required to create a configuration. Parameters
with suitable defaults are hidden.

¢ Standard view—Shows basic parameters plus parameters that are often adjusted when creating a
configuration.

* Expert view—Shows basic and standard parameters plus parameters that are related to advanced
features (such as features that involve multiple device types).

The name of the current view appears in the upper right corner of the MGR interface. To switch among
basic, standard, and expert views, click

WARNING: Switching to a different view while creating a new configuration item will clear any
parameters that you have already set for that item. Switching views while modifying an existing
configuration item will not clear any of that item’s settings.

An administrator sets your initial default view level when creating your account. You can change
your default view level in Settings [1 My Preferences.

3.5 Keyboard Shortcuts

The MGR supports the following keyboard shortcuts in the Microsoft Internet Explorer and Mozilla
Firefox browsers.

Navigation Menu

Shortcut Description

TAB Highlight the next menu item

SHIFT + TAB Highlight the previous menu item
ENTER Expand/Collapse highlighted menu items

UP/DOWN ARROW | Scroll vertically up/down

CIRL + ALT+M Move to the first menu item
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Tabs

Shortcut Description

TAB Highlight the next field (including check boxes and form buttons)

SHIFT + TAB Highlight the previous field (including check boxes and form buttons)

UP/DOWN ARROW [ Scroll vertically up/down

SPACE BAR Toggle check box value. In Statistics tables, pressing SPACE BAR will mimic
the single-click option to select a row.

CIRL + ALT+T Move to the first field in active tab

CTRL + ALT +N Add new (if available)

CTRL + ALT+F Move to the Filter/Search input field (if available)

CTRL + ALT +5S Save and close current tab

CTRL + ALT+R Refresh active list

CTRL + ALT+ A Select all options (check boxes)

CTRL + ALT+U Clear all options (check boxes)

CIRL + ALT +C Cancel and close current tab

CTRL + ALT + X Close all tabs

CTRL + ALT + PAGE |Move to previous tab

upP

CTRL + ALT + PAGE | Move to next tab

DOWN

ENTER When a form button (for example, Save or Cancel) is highlighted, pressing
ENTER will perform the action assigned to the button. When the cursor is
in the Filter/Search input field, pressing ENTER will activate the
Filter /Search. In Statistics tables, pressing ENTER will mimic the
double-click option to view more detailed information of a certain row.

ESC Cancel and close current tab

Drop-Down Lists

Shortcut Description

UP/DOWN ARROW [ Scroll vertically within a drop-down list

PAGE UP Jump to the top of the currently displayed page in the drop-down list
PAGE DOWN Jump to the bottom of the currently displayed page in the drop-down list
Any character key

In a drop-down list that contains a large number of entries, you can jump
to the next entry in a alphabetical list by typing the first few characters of
the desired entry. For example, if the drop-down list contains:

e Anaheim
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Shortcut Description

e San Franci sco
e Santa Ana

e Santa Barbara
e Santa d aus

Typing " sant " will move the cursor to the " Sant a Ana" entry.

Note: If there is more than a one second delay between the typed characters,
the system assumes that the next character is a new command. In other
words, typing " s" and " a" with a long pause between the characters will
cause the cursor to first jump to the " San Franci sco" entry and then to
the " Anahei ni' entry.

3.6 Filtering

You can filter a list of configuration items based on a letter, a number, a term, or a phrase. Filtering is
case-sensitive and applies to:

e ID

¢ Name

* Priority (if applicable for the type of configuration item)
¢ Last updated date

The filter box appears at the upper right of the Manager interface.

Note: Filtering only applies to the fields that are currently visible. Some fields might not be visible,
depending on the current view (see Views).

3.6.1 Filtering a List
To filter a list of items:

1. Enter a filter term in the filter box.
2. Click

If the filter term matches one or more items in the list, they appear. If the term does not match an
item in the list, an error message appears.

3.6.1.1 Filtering Example

The following is an example of the external condition (EC) applications tab with no filter applied.
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External Condition Applications [ |

i Last Updated

1 -- FBCI 2009-10-02 15:01:21

2 —~- FBCZ 3009-10-02 15:01:35 [ ]
1 -- x5-S5PA 3009-10-02 15:02:44

4 ~—  N5-MOD 2005-10-02 15:07:28 [ ]
5 -- FBC3 2009-10-02 15117109

& - - M5-DIL 2009-10-02 15117123

Figure 9: Example with no filter applied

Now, the EC applications are filtered so only applications containing “PBC” appear.

External Condilion Applicalicns |:'E|: |n
m =T Hame Last Upsdated
1 - PEC 1 2009-10-02 15:01:21
2 = PBC2 2009-10-02 15:01:35
§ == pPBC3 2000-10-02 15:17:09

Figure 10: Example with filter applied

If no item in the list matches the filter, an error message appears.

Extarmal Condition Applications |.;_;|-u ﬂ

Ko satriss foumd in External Condition Applications.

Figure 11: Example with filter applied and no results

3.6.2 Removing a Filter
To remove a filter:

1. Clear the filter box.

2. Do one of the following:
a) Click
b) Click Refresh.

The complete, un-filtered list of items appears.

3.7 Searching

To search for items across the entire MGR configuration:
1. Click Search in the upper right corner of the interface.
The Search tab appears.

2. Select a category from the first list.
Based on your selection, a box or a second list appears.

3. If a box appears, enter a letter, number, term, or phrase and continue with step 6.
If a list appears, select an attribute from the list. A list of conditions and a box appear.
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4. Select a condition from the third list:

e Equalto

* Less than or equal to

* Greater than or equal to
* Less than

* Greater than

* Notequal to

¢ Contains

You may also be able to select a check box; for example, if the first list is set to Devices and the
second list is set to Allow Connection. If you select the check box, the MGR will search for devices
in which the Allow Connection property is selected. If you do not select the check box, the MGR
will search for devices in which the Allow Connection property is not selected.

5. Enter a letter, number, term, or phrase in the fourth box.

6. To search:

¢ With only one criterion, click Search.
¢ With multiple criteria, click AND or OR and add another criterion (or multiple other criteria),
and then click Search.

When you search with the AND operator, you can only search within a single category.

Search Criteria

Mama | Conkaing || SMSEC

| MO Routing Rules J§ ~Select Afribute—- w | W0 [0k

MO Routing Rules

Resei Search
Figure 12: Searching with the AND operator

When you search with the OR operator, you can search across multiple categories.

Search Criteria

Mamea % | Conlzins w | SRS

LA (comman fiakds only) 'L‘,:g AND OR

Al {comman fialds only)

A Counting Rulas Hesel Search
A External Conditions

AD Modifiers

AD Routing Rules

AT Counting Rules

AT Exiemal Condibons

AT Roubing Rules

Advanced Fillers

Application Calegones
Application Groups

Applications

Eiling Profiles

CLI Source Addrass List
Counvies

Davices

Dramaing

EC Applications

Everl Logging Profles

Extednical Anbules had

Figure 13: Searching with the OR operator
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At any time, to clear all criteria that you have added, click Reset.
Note: After searching, you can filter search results in the same way that you filter items in a list.

Note: Allitems created in the Manager use index numbers. Index numbers are unique numbers within
the item category. Though after deletion of an entry the index number is re-used when a new item is
created. Searches on index number are therefore not recommended , as incorrect results can be returned.
System users should therefore search on the item name value.

3.7.1 Taking Action on Search Results

To take action on search results, such as activating or deleting items, you can:

* Select the item(s) by clicking the check box in its row, and then select the desired action from the
Action menu

¢ Right-click a single item, and then select the desired action from the context menu

Search Criteria

EC Applicatons w | Mame w || Contains W | NE AHD  OR
Rl Search
Search Resulls [ n
Last i ated Sher Humber
EC &pplicaticns == E5-CPY BEC App 2009-11-12 0%:41:38 n'a ns
o L o ‘ f
EC &pplications ES-MOD EC &pp - - Activate 12 05:41:38 n's 2]
EC Applications ~=  EEFWDECHDD |- pesctivare |F12 08141138 nia nia
Restart Refrezh
ey
W Delete
T
Figure 14: Context menu for search results
Search Criteria
ELC Apphcabans w | Mame w || Containe w | X5 ARD  OR
Reset Search
Search Results n
Last pdated Sihort Nambar  Prianty
EC adpohications ~'= WS-CPY BEC dpm Z003-11-1Z 09:41:28 L] n's
EC Applications ~'= ¥5-FWD EC app 2003-11-1Z 09:41:38 ] n's

Refresh

Figure 15: Result of action selected from context menu

To refresh the Search Results view after you have taken action on an item(s), click Refresh.

3.8 Overviews

Overviews provide information about the relationships among configuration items.
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3.8.1 Overview Types

Overviews are available for the following categories of items:

* Routing
* SMS applications
¢ Environment

3.8.1.1 Routing
Overviews are available to compare the following items to routing rules:

¢ Countries

¢ Networks

* Applications

¢ Categories

e Groups

» External applications

* Service classes

e 557 SMSCs

* SMSC groups

¢ Service centers

* Outside listeners

e Lists

* Modifiers

* Application-originating (AT) modifiers

* Mobile-originating (MO) modifiers

* Incoming mobile-terminating (MTI) modifiers
¢ Outgoing mobile-terminating (MTO) modifiers
* Billing profiles

* Logging profiles

3.8.1.2 SMS Applications
Overviews are available to compare the following items to SMS applications:

* Groups

¢ Categories

e CIMD tariff classes

e CIMD tariff class descriptions
* Service classes

3.8.1.3 Environment

An overview is available to compare SMSC groups to SMSCs.
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3.8.2 Using Overviews
To use an overview:

1. Expand a category in the left navigation bar and click Overviews.
The Overviews tab appears.

2. Select a type of overview from the Select Overview Type list and click Show.
The overview appears. If data is not available for the overview type, an error message appears.

3. To see more information about an item in the overview list, click the item to expand it.

4. To view a specific item, click it.
The item opens in a new tab.

To close the Overviews tab, click Cancel.

3.9 Action and Context Menus

Use the Action and context (right-click) menus to take action on configuration items. You can use the
Action menu to take action on one or more items and use the context menu to take action on a single
item.

3.9.1 Available Actions

The actions that are available in the Action and right-click menus depend on whether you are working
in a:

* MGR tab—Tab that you reach by clicking an item in the left navigation bar

* Search results tab—Tab that appears after you search

When you are working in a MGR tab, the available actions are:
¢ Action menu:

e Activate

¢ Deactivate

e Restart (if BAT is installed)
* Copy

* Resync

e Delete

e Select All

e Deselect All

¢ Context menu:

e Activate

¢ Deactivate

¢ Restart (if BAT is installed)
* Copy

* Resync
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d

Last Updated

2009-10-28 15:30:04
2009-11-04 10:51:33
2009-11-04 10:53:04

Add New

b
- — Activate

—— Deactivate
Restart
=) Copy
Resync

W Delete

Select All
Deselect All

Figure 16: Action menu, MGR tab (with BAT installed)

When you are working in the search results tab, the available actions are:

e Action menu:

¢ (Context menu:

Activate
Deactivate
Restart
Resync
Delete

Activate
Deactivate
Restart
Resync
Delete

Using the MGR Interface

Name Last Updated

2009-11-12 09:41:38

XS-CPY EC App

X5-MOD EC App — — Activate -12 09:41:38
XS-FWD EC App —— Deactivate |12 09:41:38
Restart
Resync

Figure 17: Context menu, search results
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3.9.2 Activate

You must activate configuration items before you can use them in the system. The

i

icon indicates that an item is inactive.

To activate a configuration item:

1. Select the item by clicking the check box in its row.
2. From the Action menu, select Activate.

The item is activated and the icon changes to

3.9.3 Deactivate

You must deactivate configuration items before you can delete them from the MGR. The

icon indicates that an item is active.

To deactivate a configuration item:

1. Select the item by clicking the check box in its row.
2. From the Action menu, select Deactivate.

The item is deactivated and the icon changes to

i

3.9.4 Copy
To copy a configuration item:

1. Select the item by clicking the check box in its row.
2. From the Action menu, select Copy.

A new tab opens for the new configuration item with settings based on the exiting item.

3.9.5 Restart

Use the Restart action to restart Batch Server (BAT) batch jobs.

The Restart action is only available in the Action and context menus for MGR tabs when BAT is
installed. It is always present in the menus for search results.

To restart a batch job:

1. Select the batch job by clicking the check box in its row.
2. From the Action menu, select Restart.

The MGR restarts the batch job.
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3.9.6 Resync

The MGR'’s resync process compares the MGR'’s database to a configuration item’s online SNMP
configuration and corrects it, if necessary. Synchronization issues can be recognized by SNMP errors
displayed in the MGR Web interface.

If the resync is started on a:

¢ Configuration item, then the MGR will try and set every configurable attribute for that configuration
item on each device.

¢ Device, then the MGR will try and execute in order all the failed settings for that device. This
happens automatically during reconnection if a device has been unreachable for a while.

Synchronization can require a significant amount of time, depending on the size of your configuration
(especially if you want to synchronize several devices at one time). An alternative, faster method to
synchronize all device configurations with the MGR is to stop and restart each device. In a redundant
configuration, devices can be stopped and started one at a time, to prevent service interruption. If
there are many SNMP errors, the best remedy may be to stop and restart the device.

To resync a configuration item:
1. Select the item by clicking the check box in its row.
2. From the Action menu, select Resync.

The MGR begins to resynchronize the configuration item and the operational state changes to

After the MGR finishes synchronizing and the device polling interval (as set in Settings [ Global
Settings) has passed, the operational state changes to

v

3.9.6.1 Resync System Log Errors

During synchronization, thet p_ngr _pol | process may report messages such as the following in the
system log:

Recei ved noSuchNane(2) error-status at error-index 1

These messages occur when the t p_ngr _pol | process attempts to locate objects that do not exist on
the device being polled. Such messages are normal.

Note: The system log is located at/ var/ | og/ messages.

3.9.7 Delete
To delete a configuration item:

1. Ensure that the item is not associated with any active rule.
Use the overview for the type of item to verify that the item is not associated with an active rule.

2. If the item is active, deactivate it.
3. Select the item by clicking the check box in its row.
4. From the Action menu, select Delete.
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A message appears, asking you to confirm that you want to delete the item.

5. Click OK to confirm the deletion or click Cancel to cancel the deletion and return to the list of
items.

3.9.8 Limitations

The limitations on the Action and context menus are:

* Ifyousearch and the results span multiple pages, you can only take action on items that are on the
current page. For example, if you select two items, progress to the next page of search results, select
three more items, and then click select Delete from the Action menu, the MGR will only delete the
three items that are on the current page.

* If arule is tied to an SMS application, you must deactivate the rule before you can deactivate the
application.

¢ If a routing rule is assigned to an SMSC (S57) or a service centre (IP) and you deactivate the rule,
you cannot deactivate the SMSC or service centre until you remove it from the SMSC Assignment
section of the rule's properties.

* Users will get the notification message “'Configuration synching currently in progress, hence
updates are not allowed. Please try after some time” while performing the actions (Activate,
Deactivate, Restart, Resync and Delete) with the ‘Select All” option.

Note: This notification message will not appear in case no device is associated with the relevant
configuration.

3.10 Printing Screens

To print a currently displayed tab or overview, navigate to the Print (CTRL+P) or Print Preview option
of your browser. The screen is automatic nicely fitted on 'US Letter' format, which also fits on an 'A4'
format printout.

3.11 Considerations

While doing the configurations, the following points should be taken into consideration:

* Before saving the configuration in the database, the MGR removes the leading and trailing
whitespaces from the text entered in the textarea input field. In this case, the whitespaces are not
visible in the textarea, and are also not saved in the database.

* For input fields with text boxes, the MGR removes the leading and trailing whitespaces. In this
case, the user is not able to view the whitespaces in the text boxes, but can view them in the database.
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3.12 Trap Service

Up to eight SNMP Managers can subscribe to the trap service. When a trap condition occurs, the MGR
sends an SNMP trap to any SNMP Management Station that is subscribed to the trap service. To
subscribe an SNMP Manager to the trap service, add an entry to the “Alarm Station’ table that contains:

* An IP address (IPv4 or IPv6) or Hostname of the SNMP Manager.
* A UDP port number to which SNMP traps should be sent for that particular SNMP Manager.

The ‘Alarm Station” table is also SNMP manageable; refer to the TEXTPASS-GEN MIB for more
information about this table.

The MGR always originates SNMP traps from 14362 UDP port and terminates them in the UDP ports
that are specified in the “Alarm Station” table. The community string that the MGR specifies in SNMP
traps is always equal to public.

The MGR uses an SMNP trap daemon to log generated SNMP traps locally in/ var/ | og/ nessages.
The daemon uses 11173 UDP port by default.

Note:

1. If 'snmpPr opAl ar mOwnl pv6Addr ess' parameter in semi-static configuration file is set to valid
IPv6 address or hostname, then specified address is used as source address for sending SNMP
traps to SNMP Manager with address of type IPv6.

2. If'snmpPr opAl ar mOml pAddr ess' parameter in semi-static configuration file is set to valid IPv4
addpress, then specified address is used as source address for sending SNMP traps to SNMP Manager
with address of type IPv4.

3. 'i paddr ess' parameter in semi-static configuration file is used as an agent address. If this parameter
is not configured then local address is used as agent address.
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4.1 Introduction

The Router (RTR) can route SMS traffic from anywhere to virtually everywhere. The RTR provides
weighted load distribution and throughput control to reduce SMS bottlenecks. The RTR's highly
flexible and configurable rule engine is responsible for routing SMS traffic.

Routing settings are configured via the Routing menu in the MGR.

4.2 Prerequisites for Applicable Rules

The logging profile can be applied to all routing rules except the SRI-SM response (SRIP) and internally
generated message (IGM) routing rules.

Before you create routing, external condition (EC) routing, and counting rules, you should create the
other items that you will use to configure the rules' logic. Although you can create rules without these
items, they are prerequisites for taking advantage of the advanced routing features. In this chapter,
each type of rule includes a list of the prerequisite items that you can use to create rule logic.

Note: The logging profile cannot be applied to MTIX (Mobile Terminating External Conditions) and
MTIC (Mobile Terminating Counting) rules.

The following items are common prerequisites for all types of rules:

¢ Country

* Device

e List

* Logging profile
¢ Network

4.3 Routing Rule Condition Formats

Many routing rule conditions can have different formats. The available formats are:

Format Description Matches when...

Application An SMS application entity. The pertaining address field in
the message exactly matches the
application's short number.

Country A country entity. If it is required, the The pertaining address field in
message's address field is converted to the message begins with the
international format before the matching | E164 country code of the
process takes place. country.
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Format Description Matches when...

IMSI prefix An IMSI prefix, specified by zero to 15 The IMSI is known and the
digits, followed by an asterisk (for example | specified digits match the
"20420*"). starting digits of the IMSI. Note
Note: Note: The IMSI may not always be :Iﬁat if the IM.SI s unl'q’ww.n and

ilable in the message. e IMSI prefix condition is
avai & negated, the condition will
evaluate to TRUE.

IMSTrange An IMSI range, specified in international The pertaining add1'*es's field in
format (for example the message falls within the

be fied range.
204204004000-204204005000). spect &
Note: The IMSI may not always be available
in the message.

MSISDN prefix The prefix of a single MSISDN, specified in | The first part of the pertaining
international format, excluding the address field in the message
international prefix 00 (for example, 316123). [ exactly matches the specified
The prefix can be up to 15 digits in length. | prefix.

If it is required, the message's address field
is converted to international format before
the matching process takes place.

MSISDN range An MSISDN range. The first MSISDN and | The pertaining address field in
the last MSISDN must have the same the message falls within the
number of digits and must be encoded in | specified range.
international format, excluding the
international prefix 00. If it is required, the
message's address field is converted to
international format before the matching
process takes place.

Network A network entity. If it is required, the The pertaining address field in
message's address field is converted to the message falls within one of
international format before the matching | the number ranges or is part of
process takes place. one of the network prefixes

specified for the network entity.

Short number prefix The prefix of a single short number, The pertaining destination field

" : in the message exactly matches
specified as an E164 address with a TON of e

. . : . | the specified short number.

unknown, national, or international (that is,
123). The prefix can be up to 14 digits in
length.
Note: Conditions for a single short number,
a short number range, and a short number
prefix can be combined in a list. However,
short number prefixes cannot be combined
with any other type of condition.
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Format

Description

Matches when...

Short number range

A short number range. The first short
number and the last short number must
have the same number of digits.

The pertaining address field in
the message falls within the
specified range.

Single IMSI A single IMSI, specified in international The pertaining address field in
format (for example, 2041245454545) the message exactly matches the
’ ' specified IMSI.
Note: The IMSI may not always be available
in the message.
Single MSISDN A single MSISDN, specified in international | The pertaining address field in

format, excluding the international prefix
00 (for example, 31653123456). If it is
required, the message's address field is
converted to international format before the
matching process takes place.

the message exactly matches the
MSISDN specified in the
condition format.

Single short number

A single short number.

The pertaining destination field
in the message exactly matches
the specified short number.

4.4 Creating Routing Rules

The RTR uses routing rules to route SMS traffic to a variety of destinations. The types of routing rules

are:

* Mobile-originating routing rules (MOR)

* SRI-SM request routing rules

¢ SRI-SM response routing rules

* Incoming mobile-terminating routing rules (MTIR)

¢ QOutgoing mobile-terminating routing rules (MTOR)

* Application-originating routing rules (AOR)

¢ Incoming application-terminating routing rules (ATIR)
¢ Outgoing application-terminating routing rules (ATOR)
¢ Internally generated message routing rules (IGMR)

The MGR automatically assigns an index to each rule when it is created. When you use the t p_wal k
command-line tool to view rule-related counters, the index indicates which rule applies. For example,
nmoRt gRul eAppl i edCount er . 3 provides the number of times that the MO routing rule with index

3 was applied.

Note: In the MIB, MTOR rules are called MTR rules and ATOR rules are called ATR rules.

4.4.1 Creating an MO Routing Rule

Prerequisites:

¢ AMS queue
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Application

Application load balancing group
Billing profile

Device

External attribute

Modifier

Routing number group

SMSC

To create a mobile-originating routing (MOR) rule:

1.

8.
9.

10.
11.

12.

In the left navigation bar, select Routing [ Routing Rules 0 MOR.
The Mobile Originating Routing Rules tab appears.

Click Add New.
A new Mobile Originating Routing Rules tab appears.

Enter a unique name for the rule in the Name box (up to 31 characters).

. Optionally enter a description of the rule in the Description box.

Set the rule's priority in the Priority box.

The priority must be between 0 (lowest) and 99 (highest); the default is 50. The MOR rule with the
highest priority is evaluated first.

Set conditions for the rule.

. From the Action list, select a routing action for the rule.

If an MO message does not match any rule, the RTR discards the message and returns a NACK to
the originator.

Set the parameters for the routing action, if required.

Optionally select a log profile from the Log Profile list.

In the Device Assignments section, select the RTR device(s) to which this rule applies.

Click Save.

The MGR creates the rule and closes the tab.

Activate the rule.

4.4.1.1 MO Rule Conditions

The following table details the conditions that are available for MO rules.

Condition Values Description
Time Schedule * Always Condition on the evaluation time of the message:
e Schedule

¢ Always: The condition is always true.

¢ Schedule: The condition is true if the current time
falls within the schedule as specified by the selected
routing schedule, defined in Routing [1 Schedules.

Recipient TON

Type of number (TON) specified in the recipient

* None address of the message.
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Condition Values Description
¢ Bitstring
¢ (: Unknown
¢ 1: International
number
¢ 2:National number
¢ 3:Network specific
number
® 4: Subscriber
number
¢ 5: Alphanumeric
* 6: Abbreviated
number
* 7:Reserved
Originator « MSISDN Originator specified in the message.
e MSISDN range Note: When an IMSI-related condition is used but the
e MSISDN prefix originator IMSI is not known at the moment of rule
« Country evaluation, the condition will evaluate to FALSE if not
o IMSI Prefix negated or TRUE if negated. To ensure that the
originator IMSI is always retrieved before the rule
* IMSIrange evaluation, set the
e IMSI al waysretrieveorigi natorinsi attribute in the
e List common configuration file to true.
Recipient e MSISDN Recipient specified in the message.
e MSISDN range Note: When an IMSI-related condition is used but the
e MSISDN prefix recipient IMSI is not known at the moment of rule
« Country evaluation, the condition will evaluate to FALSE if not
) negated or TRUE if negated. For MOR and MOX rules,
* IMSIprefix this condition requires th ipient ber to b
quires the recipient number to be an
* IMSlrange MSISDN and the HLR query to be performed before
e IMSI the rule evaluation (to obtain the recipient IMSI). The
e List Early SRI-SM for MO/SM attribute in the (MGR
¢ Short number Routing > Properties) controls when the HLR query
e Short number range |is performed.
* Short number prefix [ Note: The Network configuration may include
* Application provisioned network number ranges and /or network
* Network prefixes.
¢ Alphanumeric
SMSC Address « MSISDN SMSC address specified in the message.
* MSISDN range
* MSISDN prefix
e List
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Condition Values Description
Orig. Originating MSC and/or SGSN specified in the
MSC/SGSN * MSISDN message.
e MSISDN range
e MSISDN prefix Note:
e List 1. If global title (GT) routing is used and this condition
¢ Point code is specified in terms of Point code or Point code
e Point code range range, then a non-inverted condition always
e Country evaluates to false and an inverted condition always
e Network evaluates to true.

2. If PC/SSN routing is used instead of GT routing
and this condition is specified in terms of Country
or Network, then a non-inverted condition will
always evaluate to false and an inverted condition
will always evaluate to true if no GT address is
present at the SCCP layer.

3. The Network configuration may include
provisioned network number ranges and/or
network prefixes.

Orig. Translation Type specified in Originating MSC /SGSN
MSC/SGSN | * None Address.
Translation Type | * Byte value (value

between 00 and FF,

hexadecimal)
Terminating e MSISDN Destination MSC and / or SGSN. This condition requires
MSC/SGSN the recipient number to be an MSISDN, and requires

e MSISDN Range
e MSISDN Prefix
¢ Country

¢ Network

e List

the HLR query to be performed before MO rule
evaluation (to obtain the MSC and /or SGSN). The Early
SRI-SM for MO/SM attribute in the MGR (Routing
O Properties) controls when the HLR query is
performed. If both the MSC and SGSN are present, the
preferredntdestinati on attribute determines
which will be used for rules evaluation. If the HLR
query fails, the condition will evaluate to "false",
whether it is a negative or positive condition.

Note: The Network configuration may include
provisioned network number ranges and /or network
prefixes.

Note: If the Network configuration is available
according to the MSC and/or SGSN (i.e. received in
the HLR query), The 'Preferred MT Destination' in
the Network configuration overrides the semi-static
attribute 'pr ef err ednt desti nati on' for the rules
evaluation.
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Condition Values Description
1SjCCP Called e MSISDN SCCP Called Party Address specified in the message.
arty Address

* MSISDN range Note:

* MSISDN prefix 1. If global title (GT) routing is used and this condition

e List is specified in terms of Point code or Point code

¢ Point code range, then a non-inverted condition always

e Point code range evaluates to false and an inverted condition always

e Country evaluates to true.

e Network 2. If PC/SSN routing is used instead of GT routing
and this condition is specified in terms of Country
or Network, then a non-inverted condition will
always evaluate to false and an inverted condition
will always evaluate to true if no GT address is
present at the SCCP layer.

3. The Network configuration may include
provisioned network number ranges and/or
network prefixes.

Called Party .« N Translation Type specified in SCCP Called Party
Translation Type one Address.
¢ Byte value (value
between 00 and FF,
hexadecimal)
Orig. HLR « MSISDN HLR that serves the message originator. This condition
requires the recipient number to be an MSISDN, and

* MSISDN range requires the HLR query to be performed before MO

* MSISDN prefix rule evaluation (to obtain the HLR). The Early SRI-SM

e List for MO/SM attribute in the MGR (Routing [

e Point code Properties) controls when the HLR query is performed.

* Point code range Note: The Network configuration may include

* Country provisioned network number ranges and/or network

* Network prefixes.

User Data * None Content of the message:
¢ Fulltext ¢ Full text: Compares the entire message content with
* Texttag a defined string. Only evaluates positively if there

e Subtext (contains)
¢ Text length
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is an exact match with the user data (message
content).

* Text tag: Compares the first part of the message
content with a defined tag-string. Only evaluates
positively if the message starts exactly with the
defined tag-string. Useful to define a rule on
keywords (e.g. * LONG# for CMG SMSCs).

® Subtext (contains): Compares if the message content
contains a defined tag-string. To optimise the
search, a start position (default 1) and an end
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Condition Values Description

position (default 160) must be specified in which
the string is to be found.

Note: All message content scanning is case-insensitive.

User Data

Header ¢ None Value specified in one of the information element

* Byte value identifiers (IEIs) of the user data header (UDH) of the
message. Only evaluates positively if there is an exact
match with the information element identifier (00-FF,
hexadecimal) of the UDH. Refer to technical
specification 3GPP 23.040 for more information. Most
common IEI values:

* (0: Concatenated short message

¢ (1: Special SMS message indication

* (04: Application port addressing scheme, 8-bit
address

* (5: Application port addressing scheme, 16-bit
address

* (6: SMSC control parameters

* 07: UDH Source Indicator

Reply Path Reply path bit in the message.

e None
e Bit value

e (:Off
e 1:On
?{tatus Report e None Status report request bit in the message.
equest
¢ Bitvalue
o 0: Off
e 1:On
Protocol Protocol ID specified in the message.

Identifier (PID) * None
¢ Byte value (value

between 00 and FF,
hexadecimal)

Data Coding

Scheme (DCS) * None
¢ Byte value (value

between 00 and FF,
hexadecimal)

Data coding scheme (DCS) specified in the message.
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Condition

Values

Description

Recipient NPI

e None

¢ Bit string

0: Unknown

1: ISDN/telephone
numbering plan

2: Reserved

3: Data numbering
plan (X.121)

4: Telex numbering
plan

5: Service
centre-specific plan
6: Service
centre-specific plan
7: Reserved

8: National
numbering plan

9: Private
numbering plan
10: ERMES
numbering plan
11: Reserved

12: Reserved

13: Reserved

14: Reserved

15: Reserved

Number plan identifier (NPI) specified in the recipient
address of the message.

Ext Att

e None

e External attributes

A set of 32 attributes (defined in Routing [0 EC
Applications 0 Attributes), the value of which can be
controlled by external condition (EC) applications.

Recipient RN
Group

¢ None
e SNMP index

Routing number (RN) group to which the RN in the
recipient address belongs.

Recipient Query
Result

e None

¢ Bit string

Any permanent
error

Any temporary
error

Timeout
System failure
Data missing
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Result of the HLR query for the recipient. This
condition requires the recipient number to be an
MSISDN, and requires the HLR query to be performed
before MO rule evaluation (to obtain the HLR query
result). The Early SRI-SM for MO/SM Whitelistand
Early SRI-SM for MO/SM attributes in the MGR
(Routing O Properties) control when the HLR query
is performed.
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Condition Values Description
* Unexpected data
value
¢ Facility not
supported
¢ Unknown
subscriber
e Absent subscriber
¢ Call barred
¢ Teleservice not
provisioned
e TCAP aborted
¢ SCCP aborted
* MS deregistered
e MS purged
¢ Other errors
Originator SSI « None Perform a positive or negative test on one or more
individual originator subscriber services (defined in
* Subscriber Services SPF Services [0 SPF Services). The condition test
works like a logical AND operation (similar to the
external attributes). For example, if positive tests are
selected for originator copy and distribution list, the
condition would only be satisfied if both of these tests
are true.
Recipient SSI e None Perform a positive or negative test on one or more
individual recipient subscriber services. The condition
* Subscriber Services) | test works like a logical AND operation (similar to the
external attributes). For example, if positive tests are
selected for originator copy and distribution list, the
condition would only be satisfied if both of these tests
are true.
Message Segment sequence number of a concatenated message.
Segments * None
¢ Bit String
* First Segment
¢ Last Segment
¢ Not First Nor Last
SIP Header e None If set as "SIP Header", the sub-conditions will be
e SIP Header matched against the SIP header received in the
incoming SIP Originated message.
Four sub-conditions can be provisioned. Please refer
the section MO Rule Conditions for SIP Originated
Message for configuring the sub-conditions.
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4.4.1.2 MO Routing Action Parameters

This section describes the parameters for MO routing actions.

Multiple MO Routing Actions

Routing

Parameter

Description

Default

Submission

Billing profile to use for submission; applies to all
MO routing actions.

None

Successful Delivery

Billing profile to use when the routing action
succeeds.

Applies to:

* Route to SMSC

* Route to application

¢ Route to MS fallback to SMSC

¢ Discard with acknowledgment

* Route to MS fallback to application

* Route to MS fallback to storage

* Route to application fallback to storage

* Route to SMSC Group as AO

* Route to MS fallback to SMSC Group as AO
* Route to SMSC Application as AO

* Route to MS fallback to SMSC Application as AO

None

Failed Delivery

Billing profile to use when the routing action fails.
Applies to:

* Route to SMSC

* Route to application

¢ Route to MS fallback to SMSC

¢ Discard with acknowledgment

¢ Route to MS fallback to application

* Route to MS fallback to storage

* Route to application fallback to storage

¢ Route to SMSC Group as AO

* Route to MS fallback to SMSC Group as AO
* Route to SMSC Application as AO

* Route to MS fallback to SMSC Application as AO

None

Delivery Notification

Billing profile to use for delivery notification.
Applies to:

* Route to SMSC
* Route to application

None
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Parameter Description Default

¢ Route to MS fallback to SMSC

e Discard with acknowledgment

* Route to MS fallback to application

* Route to MS fallback to storage

* Route to application fallback to storage

¢ Route to SMSC Group as AO

¢ Route to MS fallback to SMSC Group as AO

¢ Route to SMSC Application as AO

¢ Route to MS fallback to SMSC Application as AO

Billing for Discarded Billing profile to use for Discarded messages None
Messages

Applies to:

e Discard with negative acknowledgement.
¢ Discard without response.

Return Message Return Message template to use for this discarded None

messages

Applies to:

* Discard with negative acknowledgement.
¢ Discard without response.

Route to SMSC and Route to MS, Fallback to SMSC

Parameter Description Default
SMSC Assignments SMSC(s) to which this rule applies. None
Priority Priority of the SMSC (between 1 and 100). 50
Weight Relative weight of messages to send to the SMSC (for | 1

example, an SMSC with a weight of 2 will receive
twice as many messages as an SMSC with a weight
of 1).

Throughput Throughput for the SMSC (messages per second); if |10,000
set to 0, throughput will be unlimited.

CdPA Based Forwarding | Enables forwarding based on the SCCP called party | False
address (CdPA) of received messages; if enabled, the
MOR rule not be associated with any provisioned
SMSC.

Keep MSC/SGSN SCCP | Enables transparent routing: Use global setting
CdPA

e False: The RTR will start a new TCAP dialogue
when forwarding messages to the external SMSC.
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Parameter

Description

Default

* True: The RTR will reuse the existing TCAP
dialogue when forwarding messages to the
external SMSC.

¢ Use global setting: The RTR will use the value of
the opt i m sednor out i ng parameter in its
semi-static configuration file (which defaults to
"false").

Modifier

Modifier to apply to the message.

None

Route to Application

Parameter

Description

Default

Always Respond with
ACK

Controls if the message should always be positively
acknowledged, regardless of the delivery result.

Cleared

Modifier

Modifier to apply to the message.

None

Application Selection

Controls how the destination application is to be
determined:

® Specify Application: The destination application
is an application specified by the routing rule
itself, by means of the Application parameter.

* Based on Recipient Address: The destination
application is determined by analyzing the
recipient address. If it is a short number,
alphanumeric application alias or alias-MSISDN
of an application, the corresponding application
will be selected as the destination application. If
no application can be determined, the rule will
not match.

e Based on SMSC Address: The destination
application is determined by matching the SMSC
address (at the MAP layer) against the set of
provisioned per-application private Virtual SMSC
addresses. Upon finding a (exact) match, the
application related to the Virtual SMSC addresses
is selected as the destination application. If the
SMSC address does not match any of the
provisioned private VSMSC addresses, the rule
does not match.

Specify
Application

Application

Select the application to route the message to (only
applies when Application Selection is set to "Specify
Application”).

First application on

the list

Application Load
Balancing Group

Application load balancing group to use (only applies
to AT traffic).

None
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Parameter Description Default
Decimation Controls how many messages must be delivered to [1/1

the application.
Store for Delivery to MS
Parameter Description Default
Modifier Modifier to apply to the message. None
AMS Queue AMS queue to use for storage. First defined AMS
queue
Route to MS
Parameter Description Default
Always Respond with | Controls if the message should always be positively | Cleared
ACK acknowledged, regardless of the delivery result.
Modifier Modifier to apply to the message. None
Route to MS, Fallback to Application
Parameter Description Default
Application Selection Controls how the destination application is to be Specify
determined: Application

® Specify Application: The destination application
is an application specified by the routing rule
itself, by means of the Application parameter.

¢ Based on Recipient Address: The destination
application is determined by analyzing the
recipient address. If it is a short number,
alphanumeric application alias or alias-MSISDN
of an application, the corresponding application
will be selected as the destination application. If
no application can be determined, the rule will
not match.

e Based on SMSC Address: The destination
application is determined by matching the SMSC
address (at the MAP layer) against the set of
provisioned per-application private Virtual SMSC
addresses. Upon finding a (exact) match, the
application related to the Virtual SMSC addresses
is selected as the destination application. If the
SMSC address does not match any of the
provisioned private VSMSC addresses, the rule
does not match.
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* Specify Application: The destination application
is an application specified by the routing rule
itself, by means of the Application parameter.

¢ Based on Recipient Address: The destination
application is determined by analyzing the
recipient address. If it is a short number,
alphanumeric application alias or alias-MSISDN
of an application, the corresponding application
will be selected as the destination application. If
no application can be determined, the rule will
not match.

¢ Based on SMSC Address: The destination
application is determined by matching the SMSC
address (at the MAP layer) against the set of
provisioned per-application private Virtual SMSC
addresses. Upon finding a (exact) match, the
application related to the Virtual SMSC addresses
is selected as the destination application. If the
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Parameter Description Default
Application Select the application to route the message to (only |First application on

applies when Application Selection is set to "Specify | the list
Application”).
Application Load Application load balancing group to use (only applies | None
Balancing Group to AT traffic).
Successful Delivery on | Billing profile to use when the fallback leg of the None
Fallback routing action succeeds.
Failed Delivery on Billing profile to use when the fallback leg of the None
Fallback routing action fails.
Route to MS, Fallback to Storage
Parameter Description Default
Modifier Modifier to apply to the message None
AMS Queue AMS queue to use for storage. First defined AMS
queue
Failed Delivery on Billing profile to use when the fallback leg of the None
Fallback routing action fails.
Store for Delivery to Application
Parameter Description Default
Modifier Modifier to apply to the message. None
Application Selection Controls how the destination application is to be Specify
determined: Application
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Parameter

Description

Default

SMSC address does not match any of the
provisioned private VSMSC addresses, the rule
does not match.

Application

Select the application to route the message to (only
applies when Application Selection is set to "Specify
Application").

First application on
the list

Application Load
Balancing Group

Application load balancing group to use (only applies
to AT traffic).

None

AMS Queue

AMS queue to use for storage.

First defined AMS
queue

Route to Application, Fallback to Storage

Parameter

Description

Default

Always Respond with
ACK

Controls if the message should always be positively
acknowledged, regardless of the delivery result.

Cleared

Modifier

Modifier to apply to the message.

None

Application Selection

Controls how the destination application is to be
determined:

* Specify Application: The destination application
is an application specified by the routing rule
itself, by means of the Application parameter.

* Based on Recipient Address: The destination
application is determined by analyzing the
recipient address. If it is a short number,
alphanumeric application alias or alias-MSISDN
of an application, the corresponding application
will be selected as the destination application. If
no application can be determined, the rule will
not match.

* Based on SMSC Address: The destination
application is determined by matching the SMSC
address (at the MAP layer) against the set of
provisioned per-application private Virtual SMSC
addresses. Upon finding a (exact) match, the
application related to the Virtual SMSC addresses
is selected as the destination application. If the
SMSC address does not match any of the
provisioned private VSMSC addresses, the rule
does not match.

Specify
Application

Application

Select the application to route the message to (only
applies when Application Selection is set to "Specify
Application”).

First application on
the list
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Parameter Description Default
Application Load Application load balancing group to use (only applies [ None
Balancing Group to AT traffic).

AMS Queue AMS queue to use for storage. First defined AMS
queue
Decimation Controls how many messages must be delivered to [1/1
the application.
Failed Delivery on Billing profile to use when the fallback leg of the None
Fallback routing action fails.
Route to SMSC Group as AO
Parameter Description Default
Always Respond with | Controls if the message should always be positively | Cleared
ACK acknowledged, regardless of the delivery result.
Modifier Modifier to apply to the message. None
Application Select the application to route the message to (only |None
applies when Application Selection is set to "Specify
Application"). The application must have a session
model of Inside only - All SCs or Inside only - SC
List.
SMSC Load Balancing [ SMSC group to which to route the MO message. None
Group
Route to MS, Fallback to SMSC Group as AO
Parameter Description Default
Modifier Modifier to apply to the message. None
Application Select the application to route the message to (only |None
applies when Application Selection is set to "Specify
Application"). The application must have a session
model of Inside only - All SCs or Inside only - SC
List.
Successful Delivery on | Billing profile to use when the fallback leg of the None
Fallback routing action succeeds.
Failed Delivery on Billing profile to use when the fallback leg of the None
Fallback routing action fails.
SMSC Load Balancing SMSC group to which to route the MO message. None
Group
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Parameter Description Default
Always Respond with Controls if the message should always be positively | Cleared
ACK acknowledged, regardless of the delivery result.
Modifier Modifier to apply to the message. None
Application Select the application to route the message to (only |None
applies when Application Selection is set to "Specify
Application"). The application must have a session
model of Inside only - All SCs or Inside only - SC
List.
Route to MS, Fallback to SMSC Application as AO
Parameter Description Default
Modifier Modifier to apply to the message. None
Application Select the application to route the message to (only [None
applies when Application Selection is set to "Specify
Application"). The application must have a session
model of Inside only - All SCs or Inside only - SC
List.
Successful Delivery on | Billing profile to use when the fallback leg of the None
Fallback routing action succeeds.
Failed Delivery on Billing profile to use when the fallback leg of the None
Fallback routing action fails.

4.4.2 Creating an SRI-SM Request Rule

To create an SRI-SM Request rule:

1. In the left navigation bar, select Routing 0 Routing Rules 0 SRI-SM Req..
The SRISM Request Routing Rules tab appears.

2. Click Add New.

A new SRISM Request Routing Rules tab appears.

3. Enter a unique name for the rule in the Name box (up to 31 characters).

4. Optionally enter a description of the rule in the Description box.

5. Enter the rule's priority in the Priority box.
The priority must be between 0 (lowest) and 99 (highest); the default is 50. The SRI-SM Request
rule with the highest priority is evaluated first.

© ® N

10. Click Save.

Set the conditions for the rule.
Enter the rule matching ratio in the Rule Matching Ratio box.

From the Action list, select a routing action for the rule.
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The MGR creates the rule and closes the tab.
11. Activate the rule.

4.4.2.1 SRI-SM Request Rule Conditions

The SRI-SM Request rule set supports conditions on the following parameters:

Condition

Format

Description

Time Schedule

This condition is independent of the received SRI-SM
request, but is evaluated against the time at which the
rule is evaluated.

Originator

General

This condition is evaluated against the address included
in the SRI-SM request's optional RP-SMEA parameter.
When the parameter is absent, but this condition is
specified, the condition evaluates to false if not inverted
and to true if inverted.

Single MSISDN,
MSISDN range, or
MSISDN prefix

This condition is evaluated against the normalised
MSISDN, if the RP-SMEA address is categorized as
MSISDN.

Single short number,
short number range, or
short number prefix

This condition is evaluated against the RP-SMEA address,
if the RP-SMEA address is categorized as a short number.

Alphanumeric

This condition is evaluated against the RP-SMEA address,
if the RP-SMEA address is specified as an alphanumeric
address.

Country

This condition is evaluated against the country, as derived
from extracting the E.164 country code from the
normalized MSISDN, if the RP-SMEA address is
categorized as MSISDN. Successful extraction of the
country code depends on the provisioned countries.

Network

This condition is evaluated against the network, as
derived from matching the normalized MSISDN against
the provisioned mobile network number ranges and/or
network prefixes, if the RP-SMEA address is categorized
as MSISDN.!

List

This condition evaluates the normalized MSISDN against
alist of MSISDNEs, , if the RP-SMEA address is categorized
as MSISDN. This enables logical OR operation.

Originator TON

This condition is evaluated against the type of number
(TON) parameter of the SRI-SM request's optional
RP-SMEA parameter. If that parameter is not present,
the non-inverted condition evaluates to true if it requires
a TON of "unknown"; otherwise, it evaluates to false.

1 In general, deriving a mobile network from an MSISDN only works reliably if that network does not

support mobile number portability (MNP).
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Condition

Format

Description

Originator NPI

This condition is evaluated against the numbering plan
indicator (NPI) parameter of the SRI-SM request's
optional RP-SMEA parameter. If that parameter is not
present, the non-inverted condition evaluates to true if
it requires a NPI of "unknown"; otherwise, it evaluates
to false.

Originator SSI

This condition is evaluated against the SSI information
that is retrieved prior to evaluating the SRI-SM Request
rule set. It enables you to specify which services the
originator must or must not have. If SSI is not used, this
condition should not be specified. If the originator is not
available, or if it is not categorized as MSISDN, the SSI
will be empty (no services).

Recipient

Single MSISDN,
MSISDN range, or
MSISDN prefix

This condition is evaluated against the MSISDN received
at the MAP layer of the SRI-SM request. It refers to the
recipient of the subsequent MT messages.

Country

This condition is evaluated against the country, as derived
from extracting the E.164 country code from the received
MSISDN. Successful extraction of the country code
depends on the provisioned countries.

Network

This condition is evaluated against the network, as
derived from matching the MSISDN against the
provisioned mobile network number ranges and/or
network prefixes.?

Application

This condition is evaluated against the application, which
may be associated with the recipient MSISDN, based on
the portable application configuration of the RTR.

List

This condition evaluates the received MSISDN against a
list of MSISDNSs. This enables logical OR operation.

Recipient SSI

This condition is evaluated against the SSI information
that is retrieved prior to evaluating the SRI-SM Request
rule set. It enables you to specify which services the
recipient must or must not have. If SSI is not used, this
condition should not be specified.

SMSC Address

Single MSISDN,
MSISDN range or
MSISDN prefix

This condition is evaluated against the SMSC address
received at the MAP layer of the SRI-SM request.

Country

This condition is evaluated against the country, as derived
from extracting the E.164 country code from the SMSC
address. Successful extraction of the country code
depends on the provisioned countries.

2 In general, deriving a mobile network from an MSISDN only works reliably if that network does not

support mobile number portability (MNP).
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Condition

Format

Description

Network

This condition is evaluated against the network, as
derived from matching the SMSC address against the
provisioned mobile network number ranges and/or
network prefixes.

List

This condition evaluates the SMSC address received at
the MAP layer of the SRI-SM request against a list of
E.164 numbers. This enables logical OR operation.

SCCP Calling
Party Address

Single MSISDN,
MSISDN range or
MSISDN prefix

This condition is evaluated against the Calling Party
Addpress in E.164 format received at the SCCP layer of
the SRI-SM request.

Country

This condition is evaluated against the country, as derived
from extracting the E.164 country code from the SCCP
Calling Party Address. Successful extraction of the
country code depends on the provisioned countries.

Note: If PC/SSN routing is used instead of GT routing
then a non-inverted condition will always evaluate to
false and an inverted condition will always evaluate to
true if no GT address is present at the SCCP layer.

Network

This condition is evaluated against the network, as
derived from matching the Calling Party Address
received at the SCCP layer against the provisioned mobile
network number ranges and /or network prefixes.

Note: If PC/SSN routing is used instead of GT routing,
then a non-inverted condition will always evaluate to
false and an inverted condition will always evaluate to
true if no GT address is present at the SCCP layer.

List

This condition evaluates the Calling Party address
received at the SCCP layer of the SRI-SM request against
a list of E.164 numbers. This enables logical OR operation.

PC or PC Range

This condition evaluates the PC included in Calling Party
address received at the SCCP layer of the SRI-SM request
against a Point Code or a Point Code Range.

Note:

1. If global title (GT) routing is used, then a non-inverted
condition will always evaluate to false and an inverted
condition will always evaluate to true.

2. If PC/SSN routing is used but no SCCP PC is
available, OPC at MTP3 layer will be used for rule
matching.

Calling Party
Translation Type

e None
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Condition

Format

Description

¢ Byte value (value
between 00 and FF,
hexadecimal)

SCCP Called
Party Address

Single MSISDN,
MSISDN range or
MSISDN prefix

This condition is evaluated against the Called Party
Address in E.164 format received at the SCCP layer of
the SRI-SM request.

Country

This condition is evaluated against the country, as derived
from extracting the E.164 country code from the SCCP
Called Party Address. Successful extraction of the country
code depends on the provisioned countries.

Note: If PC/SSN routing is used instead of GT routing,
then a non-inverted condition will always evaluate to
false and an inverted condition will always evaluate to
true if no GT address is present at the SCCP layer.

Network

This condition is evaluated against the network, as
derived from matching the Called Party Address received
at the SCCP layer against the provisioned mobile network
number ranges and /or network prefixes.

Note: If PC/SSN routing is used instead of GT routing,
then a non-inverted condition will always evaluate to
false and an inverted condition will always evaluate to
true if no GT address is present at the SCCP layer.

List

This condition evaluates the Called Party address
received at the SCCP layer of the SRI-SM request against
a list of E.164 numbers. This enables logical OR operation.

PC or PC Range

This condition evaluates the PC included in Called Party
address received at the SCCP layer of the SRI-SM request
against a Point Code or a Point Code Range.

Note:

1. If global title (GT) routing is used, then a non-inverted
condition will always evaluate to false and an inverted
condition will always evaluate to true.

2. If PC/SSN routing is used but no SCCP PC is
available, OPC at MTP3 layer will be used for rule
matching.

Called Party
Translation Type

e None

¢ Byte value (value
between 00 and FF,
hexadecimal)

Translation Type specified in SCCP Called Party Address
received in the SRI-SM request.
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Condition Format Description

Traffic Type This condition is evaluated against the trusted /suspect
categorization of the external SMSC that issued the
SRI-SM request. Refer to the Firewall Guide for
information about how this categorization is done.

Portable This condition is evaluated against the outcome of
Application matching the recipient MSISDN against the provisioned
portable application MSISDNSs. If there is a match, the
recipient is considered to be a portable application.

4.4.2.2 SRI-SM Request Rule Matching Ratio

The SRI-SM Request Rule Matching Ratio parameter enables you to provision a matching fraction.
This is a fraction of two integers, M and N; N must be equal to or greater than M, and both integers
must be between 1 and 9999. The matching fraction causes the rule to:

¢ Only match M out of N times
¢ Not match N minus M of N times

Non-matching due to the matching fraction only occurs if all other provisioned conditions evaluate
to true.

4.4.2.3 SRI-SM Request Rule Routing Action

The sole effect of the evaluation of the SRI-SM Request rule set is that the RTR applies the resulting
routing action to the SendRoutingInfoForSm operation. The possible actions are:

Action Effect

Send to HLR Send the SRI-SM request to the RTR's outbound SRI-SM request processing,
with the intent to forward the SRI-SM to the HLR in such a way that the
response will be routed back to the RTR (using a new TCAP dialogue).

Discard with temporary | Reject the SRI-SM request by sending a ReturnError response that contains
error the configurable error code for temporary errors of the HLR back to the
external SMSC. You can configure the error code using the semi-static
configuration attribute nt t enpor ar ydi scar derror f or hl r . In this case,
the SRI-SM Response rule set is not evaluated.

Discard with permanent | Reject the SRI-SM request by sending a ReturnError response that contains
error the configurable error code for permanent errors of the HLR back to the
external SMSC. You can configure the error code using the semi-static
configuration attribute nt per manent di scar derror f or hl r . In this case,
the SRI-SM Response rule set is not evaluated.

Discard with no Drop the SRI-SM request, without sending a response back to the external
response SMSC. In this case, the SRI-SM Response rule set is not evaluated.

Accept and respond to | Do not send the SRI-SM request on to the RTR's outbound SRI-SM request
SMSC immediately processing, but proceed with the evaluation of the SRI-SM response rules.

Have HLR respond to | Send the SRI-SM request to the RTR's outbound SRI-SM request processing,
SMSC directly with the intent to relay the SRI-SM to the HLR in such a way that the
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Action Effect

response will be routed directly back to the external SMSC (using the same
TCAP dialogue). In this case, the SRI-SM Response rule set is not evaluated.

4.4.3 Creating an SRI-SM Response Rule

To create an SRI-SM Response rule:

1.

12.

In the left navigation bar, select Routing O Routing Rules 0 SRI-SM Resp..
The SRI-SM Response Routing Rules tab appears.

Click Add New.
A new SRI-SM Response Routing Rules tab appears.

Enter a unique name for the rule in the Name box (up to 31 characters).

. Optionally enter a description of the rule in the Description box.

Enter the rule's priority in the Priority box.
The priority must be between 0 (lowest) and 99 (highest); the default is 50. The SRI-SM Response
rule with the highest priority is evaluated first.

Set the conditions for the rule.

Enter the rule matching ration in the Rule Matching Ratio box.
From the Action list, select a routing action for the rule.

Set the parameters for the routing action, if required.

. In the Device Assignments section, select the RTR device(s) to which this rule applies.
. Click Save.

The MGR creates the rule and closes the tab.
Activate the rule.

4.4.3.1 SRI-SM Response Rule Conditions

The SRI-SM Response rule set supports conditions on the following parameters:

Condition Format Description

Time Schedule This condition is independent of the received SRI-SM

request or response, but is evaluated against the time
at which the rule is evaluated.

Originator General This condition is evaluated against the address

included in the SRI-SM request's optional RP-SMEA
parameter. When the parameter is absent, but this
condition is specified, the condition evaluates to false
if not inverted and to true if inverted.

Single MSISDN, MSISDN | This condition is evaluated against the normalized
range or MSISDN prefix | MSISDN, if the RP-SMEA address is categorized as
MSISDN.
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Condition

Format

Description

Single short number, short
number range or short
number prefix

This condition is evaluated against the RP-SMEA
address, if the RP-SMEA address is categorized as a
short number.

Alphanumeric

This condition is evaluated against the RP-SMEA
address, if the RP-SMEA address is specified as an
alphanumeric address.

Country

This condition is evaluated against the country, as

derived from extracting the E.164 country code from
the normalized MSISDN, if the RP-SMEA address is
categorized as MSISDN. Successful extraction of the
country code depends on the provisioned countries.

Network

This condition is evaluated against the network, as
derived from matching the normalized MSISDN
against the provisioned mobile network number ranges
and/or network prefixes, if the RP-SMEA address is
categorized as MSISDNS.

List

This condition evaluates the normalized MSISDN
against a list of MSISDNSs if the RP-SMEA address is
categorized as MSISDN. This enables logical OR
operation.

Originator TON

This condition is evaluated against the type of number
(TON) parameter of the SRI-SM request's optional
RP-SMEA parameter. If that parameter is not present,
the non-inverted condition evaluates to true if it
requires a TON of "unknown'"; otherwise, it evaluates
to false.

Originator NPI

This condition is evaluated against the numbering plan
indicator (NPI) parameter of the SRI-SM request's
optional RP-SMEA parameter. If that parameter is not
present, the non-inverted condition evaluates to true
if it requires a NPI of "unknown"; otherwise, it
evaluates to false.

Originator SSI

This condition is evaluated against the SSI information
that is retrieved prior to evaluating the SRI-SM Request
rule set. It enables you to specify which services the
originator must or must not have. If SSI is not used,
this condition should not be specified. If the originator
is not available, or if it is not categorized as MSISDN,
the SSI will be empty (no services).

Recipient

Single MSISDN, MSISDN
range or MSISDN prefix

This condition is evaluated against the MSISDN
received at the MAP layer of the SRI-SM request. It
refers to the recipient of the subsequent MT messages.

3 In general, deriving a mobile network from an MSISDN only works reliably if that network does not
support mobile number portability (MNP).
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Condition

Format

Description

Country

This condition is evaluated against the country, as
derived from extracting the E.164 country code from
the received MSISDN. Successful extraction of the
country code depends on the provisioned countries.

Network

This condition is evaluated against the network, as
derived from matching the MSISDN against the
provisioned mobile network number ranges and/or
network prefixes*.

Single IMSI, IMSI range or
IMSI prefix

This condition is evaluated against the "real" IMSI for
the recipient of the subsequent MT messages, as
returned by the HLR or retrieved from the portable
application provisioning data. If no "real" IMSI is
available, the condition evaluates to false if not
inverted and to true if inverted.

Application

This condition is evaluated against the application,
which may be associated with the recipient MSISDN,
based on the portable application configuration of the
RTR.

List

This condition evaluates the received MSISDN against
a list of MSISDNSs or the recipient IMSI against a list
of IMSIs. This enables logical OR operation.

Recipient SSI

This condition is evaluated against the SSI information
that is retrieved prior to evaluating the SRI-SM Request
rule set. It enables you to specify which services the
recipient must or must not have. If SSlis not used, this
condition should not be specified.

SMSC Address

Single MSISDN, MSISDN
range or MSISDN prefix

This condition is evaluated against the SMSC address
received at the MAP layer of the SRI-SM request.

Country

This condition is evaluated against the country, as
derived from extracting the E.164 country code from
the SMSC address. Successful extraction of the country
code depends on the provisioned countries.

Network

This condition is evaluated against the network, as
derived from matching the SMSC address against the
provisioned mobile network number ranges and /or
network prefixes.

List

This condition evaluates the SMSC address received
at the MAP layer of the SRI-SM request against a list
of E.164 numbers. This enables logical OR operation.

4 In general, deriving a mobile network from an MSISDN only works reliably if that network does not
support mobile number portability (MNP).
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Condition

Format

Description

Dest. MSC or
SGSN

General

This condition is evaluated against the MSC or SGSN
address as returned by the HLR. If the HLR returns
both addresses, the rule set is evaluated against either
the MSC or the SGSN address, as selected by the
semi-static attribute pr ef err ednt desti nati on. If
neither an MSC nor SGSN address is available when
the SRI-SM Response rule set is evaluated, a
non-inverted condition evaluates to false and an
inverted condition evaluates to true.

Note: If the Network configuration is available
according to the MSC and/or SGSN (i.e. received in
the HLR query), The 'Preferred MT Destination' in
the Network configuration overrides the semi-static
attribute 'pr ef err ednt dest i nat i on' for the rules
evaluation.

Single MSISDN, MSISDN
range or MSISDN prefix

This condition is evaluated against the selected MSC
or SGSN address received at the MAP layer of the
SRI-SM response from the HLR.

Country

This condition is evaluated against the country, as
derived from extracting the E.164 country code from
the selected MSC or SGSN address. Successful
extraction of the country code depends on the
provisioned countries.

Network

This condition is evaluated against the network, as
derived from matching the selected MSC or SGSN
address against the provisioned mobile network
number ranges and/or network prefixes.

List

This condition evaluates the selected MSC or SGSN
address against a list of E. 164 numbers. This enables
logical OR operation.

SCCP Calling
Party Address

Single MSISDN, MSISDN
range or MSISDN prefix

This condition is evaluated against the Calling Party
Address in E.164 format received at the SCCP layer of
the SRI-SM request.

Country

This condition is evaluated against the country, as
derived from extracting the E.164 country code from
the SCCP Calling Party Address. Successful extraction
of the country code depends on the provisioned
countries.

Note: If PC/SSN routing is used instead of GT routing,
then a non-inverted condition will always evaluate to
false and an inverted condition will always evaluate

to true if no GT address is present at the SCCP layer.
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Format

Description

Network

This condition is evaluated against the network, as
derived from matching the Calling Party Address
received at the SCCP layer against the provisioned
mobile network number ranges and/or network
prefixes.

Note: If PC/SSN routing is used instead of GT routing,
then a non-inverted condition will always evaluate to
false and an inverted condition will always evaluate

to true if no GT address is present at the SCCP layer.

List

This condition evaluates the Calling Party address
received at the SCCP layer of the SRI-SM request
against a list of E.164 numbers. This enables logical
OR operation.

PC or PC Range

This condition evaluates the PC included in Calling
Party address received at the SCCP layer of the SRI-SM
request against a Point Code or a Point Code Range.

Note:

1. If global title (GT) routing is used, then a
non-inverted condition will always evaluate to false
and an inverted condition will always evaluate to
true.

2. If PC/SSN routing is used but no SCCP PC is
available, OPC at MTP3 layer will be used for rule
matching.

Calling Party
Translation Type

e None

¢ Byte value (value
between 00 and FF,
hexadecimal)

Translation Type specified in SCCP Calling Party
Address received in the SRI-SM request.

SCCP Called
Party Address

Single MSISDN, MSISDN
range or MSISDN prefix

This condition is evaluated against the Called Party
Address in E.164 format received at the SCCP layer of
the SRI-SM request.

Country

This condition is evaluated against the country, as
derived from extracting the E.164 country code from
the SCCP Called Party Address. Successful extraction
of the country code depends on the provisioned
countries.

Note: If PC/SSN routing is used instead of GT routing,
then a non-inverted condition will always evaluate to
false and an inverted condition will always evaluate

to true if no GT address is present at the SCCP layer.
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Condition

Format

Description

Network

This condition is evaluated against the network, as
derived from matching the Called Party Address
received at the SCCP layer against the provisioned
mobile network number ranges and/or network
prefixes.

Note: If PC/SSN routing is used instead of GT routing,
then a non-inverted condition will always evaluate to
false and an inverted condition will evaluate to true if
no GT address is present at the SCCP layer.

List

This condition evaluates the Called Party address
received at the SCCP layer of the SRI-SM request
against a list of E.164 numbers. This enables logical
OR operation.

PC or PC Range

This condition evaluates the PC included in Called
Party address received at the SCCP layer of the SRI-SM
request against a Point Code or a Point Code Range.

Note:

1. If global title (GT) routing is used, then a
non-inverted condition will always evaluate to false
and an inverted condition will always evaluate to
true.

2. If PC/SSN routing is used but no SCCP PC is
available, OPC at MTP3 layer will be used for rule
matching.

Called Party
Translation Type

e None

¢ Byte value (value
between 00 and FF,
hexadecimal)

Translation Type specified in SCCP Called Party
Address received in the SRI-SM request.

Traffic Type

This condition is evaluated against the trusted /suspect
categorization of the external SMSC that issued the
SRI-SM request. Refer to the Firewall Guide for
information about how this categorization is done.

Portable
Application

This condition is evaluated against the outcome of
matching the recipient MSISDN against the
provisioned portable application MSISDN:Ss. If there is
a match, the recipient is considered to be a portable
application.
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4.4.3.2 SRI-SM Response Rule Matching Ratio

The SRI-SM Response Rule Matching Ratio parameter enables you to provision a matching fraction.
This is a fraction of two integers, M and N; N must be equal to or greater than M, and both integers
must be between 1 and 9999. The matching fraction causes the rule to:

* Only match M out of N times
¢ Not match N-M of N times

Non-matching due to the matching fraction only occurs if all other provisioned conditions evaluate
to true.

For example, to Home-Route only 30% of the Home-Routable messages, all SRI-SM Response rules
with the "Home Route" action should have a Rule Matching Ratio of 3/10.

4.4.3.3 SRI-SM Response Rule Routing Action

The primary effect of evaluating the SRI-SM Response rule set is that the RTR determines whether
subsequent MT messages should be Home Routed or not, which is implemented through the matching
SRI-SM rule's routing action. The possible actions are:

Action Effect

Home Routing Return a successful SRI-SM response to the external SMSC so that when

the returned routing data is used, subsequent MT messages will be routed
to the RTR. A rule with this action can only match if:

¢ Areal IMSlis available (from the HLR or the portable application
provisioning data), or
¢ Therule specifies a range of IMSIs from which an IMSI can be generated

Discard with temporary | Reject the SRI-SM request by sending a ReturnError response that contains
error the configurable error code for temporary errors of the HLR back to the
external SMSC. You can configure the error code using the semi-static
configuration attribute nt t enpor ar ydi scarderrorforhlr.

Discard with permanent | Reject the SRI-SM request by sending a ReturnError response that contains
error the configurable error code for permanent errors of the HLR back to the
external SMSC. You can configure the error code using the semi-static
configuration attribute nt per manent di scarderrorforhlr.

Discard with no Drop the SRI-SM request, without sending a response back to the external
response SMSC.
No Home Routing Return a successful SRI-SM response to the external SMSC that includes

the IMSI and MSC and/or SGSN address as returned by the HLR. This
causes the SMSC to direct subsequent MT delivery attempts for that
recipient directly to the MSC or SGSN. A rule with this action can only
match if the RTR successfully queried the HLR previously, so there is real
routing data to return to the external SMSC.
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4.4.4 Creating an Incoming MT Routing Rule

Prerequisites:

Billing profile
External attribute
Modifier

SMSC group

To create an incoming mobile-terminating routing (MTIR) rule:

1.

12.

In the left navigation bar, select Routing O Routing Rules 0 MTIR.
The Incoming Mobile Terminating Routing Rules tab appears.

Click Add New.
A new Incoming Mobile Terminating Routing Rules tab appears.

Enter a unique name for the rule in the Name box (up to 31 characters).

. Optionally enter a description of the rule in the Description box.

Enter the rule's priority in the Priority box.
The priority must be between 0 (lowest) and 99 (highest); the default is 50. The MTIR rule with the
highest priority is evaluated first.

Set conditions for the rule.

From the Action list, select a routing action for the rule.
Set the parameters for the routing action, if required.
Optionally select a log profile from the Log Profile list.

. In the Device Assignments section, select the RTR device(s) to which this rule applies.
. Click Save.

The MGR creates the rule and closes the tab.
Activate the rule.

4.4.4.1 MTI Rule Conditions

The MTI rule sets support conditions on the following parameters:

Condition Format Description

Time Schedule This condition is independent of the received MT

message, but is evaluated against the time at which the
rule is evaluated.

Originator General By originator, we generally refer to the TP-OA parameter

of a Deliver-SM message or the TP-RA parameter of a
Status-Report message.

Single MSISDN, MSISDN | This condition is evaluated against the originator
range or MSISDN prefix [ address, if the originator address is categorized as

MSISDN.
Single short number, This condition is evaluated against the originator
short number range or | address, if the originator address is categorized as a short
short number prefix number.
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Condition

Format

Description

Alphanumeric

This condition is evaluated against the originator
address, if the originator address is specified as an
alphanumeric address.

Country

This condition is evaluated against the country, as
derived from extracting the E.164 country code from the
normalized originator address, if the originator address
is categorized as MSISDN. Successful extraction of the
country code depends on the provisioned countries.

Network

This condition is evaluated against the network, as
derived from matching the normalized MSISDN against
the provisioned mobile network number ranges and /or
network prefixes, if the originator address is categorized
as MSISDN.

List

This condition evaluates the normalized address against
a list of MSISDN s or short numbers, enabling logical OR
operation.

Originator TON

This condition is evaluated against the type of number
(TON) parameter of the TP-OA or TP-RA parameter.

Originator NPI

This condition is evaluated against the numbering plan
indicator (NPI) parameter of the TP-OA or TP-RA
parameter.

Originator SSI

This condition is evaluated against the SSI information
that is retrieved prior to evaluating the MTI rule set. It
enables you to specify which services the originator must
or must not have. If SSI is not used, this condition should
not be specified.

Recipient

Single MSISDN, MSISDN
range or MSISDN prefix

This condition is evaluated against the recipient MSISDN
retrieved from the correlation record.

Country

This condition is evaluated against the country, as
derived from extracting the E.164 country code from the
recipient MSISDN. Successful extraction of the country
code depends on the provisioned countries.

Network

This condition is evaluated against the network, as
derived from matching the recipient MSISDN against
the provisioned mobile network number ranges and
network prefixes®.

Single IMSI, IMSI range
or IMSI prefix

This condition is evaluated against the "real" IMSI for
the recipient of the subsequent MT messages, as returned
by the HLR or retrieved from the portable application
provisioning data. If no "real” IMSI is available, the

5 In general, deriving a mobile network from an MSISDN only works reliably if that network does not
support mobile number portability (MNP).
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Condition

Format

Description

condition evaluates to false if not inverted, and to true
if inverted.

Application

This condition is evaluated against the application, which
may be associated with the recipient MSISDN, based on
the portable application configuration of the RTR.

List

This condition evaluates the recipient MSISDN against
a list of MSISDNs, or the "real" recipient IMSI against a
list of IMSIs. This enables logical OR operation.

Recipient SSI

This condition is evaluated against the SSI information
that is retrieved prior to evaluating the MTI rule set. It
enables you to specify which services the recipient must
or must not have. If SSI is not used, this condition should
not be specified.

DCS

This condition is evaluated against the Deliver-SM's
TP-DCS parameter. If the MT message is a Status Report,
the condition evaluates as if the TP-DCS parameter were
set to 0.

Message Type

This condition is evaluated against the MT message type,
which is a Deliver-SM or a Status Report.

User Data

This condition is evaluated against the user data portion
of the MT message. In the case of a Status Report, this
condition behaves as if the user data portion were empty.

User Data
Header

This condition is evaluated against the list of user data
header information element identifiers that are present
in the MT message.

Ext Att

This condition is evaluated against the external attributes
as set and reset by the EC application consulted during
the evaluation of the MTIX rules. This condition is not
supported in the MTIX rule set.

SMSC Address

Single MSISDN, MSISDN
range or MSISDN prefix

This condition is evaluated against the SMSC address
received at the MAP layer of the MT message.

Country

This condition is evaluated against the country, as
derived from extracting the E.164 country code from the
SMSC address. Successful extraction of the country code
depends on the provisioned countries.

Network

This condition is evaluated against the network, as
derived from matching the SMSC address against the
provisioned mobile network number ranges and/or
network prefixes.

List

This condition evaluates the SMSC address received at
the MAP layer of the MT message against a list of E.164
numbers. This enables logical OR operation.
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Condition

Format

Description

Originator -
SMSC Addr.
Match

This condition is evaluated by comparing the Originator
address and the SMSC Address on the basis of their
country and network parameters. The respective country

is derived by extracting the E.164 country code from the

Originator and the SMSC address and matching the same
against the provisioned countries. Similarly, the
respective network is derived by matching the Originator
and the SMSC address against the provisioned mobile
network number ranges/prefixes. In case no provisioned
country or network number range/prefix is matched,
then the corresponding country or network is considered
as “unknown”.

The comparison of the Originator and the SMSC address
is based on the following criteria, which are configurable

on the MGR:

* (- Originator Country equals SMSC
¢ 1 - Originator Country strictly equals SMSC
¢ 2-Originator Network equals SMSC
* 3 - Originator Network strictly equals SMSC

The 'strictly equals' criterion requires an exact match of
the two values being compared, and it is a special case
of the 'equals’ criterion which can be satisfied even if one
(or both) of the values being compared is (are)
‘unknown'. Note that only one criterion can be
configured at a time. In case none of the criteria is
configured, the non-inverted condition always evaluates
to FALSE and the inverted condition always evaluates
to TRUE.

Dest. MSC or
SGSN

General

This condition is evaluated against the real MSC or SGSN
address as retrieved from the correlation record. If
addresses are available, the rule set is evaluated against
either the MSC or the SGSN address, as selected by the
SSN included in the SCCP CDPA. If neither an MSC nor
SGSN address is available in the correlation record, a
non-inverted condition evaluates to FALSE, and an
inverted condition evaluates to TRUE.

Single MSISDN, MSISDN
range or MSISDN prefix

This condition is evaluated against the selected MSC or
SGSN address retrieved from the correlation record.

Country

This condition is evaluated against the country, as

derived from extracting the E.164 country code from the
selected MSC or SGSN address. Successful extraction of
the country code depends on the provisioned countries.
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Condition

Format

Description

Network

This condition is evaluated against the network, as
derived from matching the selected MSC or SGSN
address against the provisioned mobile network number
ranges and/or network prefixes.

List

This condition evaluates the selected MSC or SGSN
address against a list of E.164 numbers. This enables
logical OR operation.

SCCP Calling
Party Address

Single MSISDN, MSISDN
range or MSISDN prefix

This condition is evaluated against the Calling Party
Address in E.164 format received at the SCCP layer of
the inbound MT message.

Country

This condition is evaluated against the country, as
derived from extracting the E.164 country code from the
SCCP Calling Party Address. Successful extraction of
the country code depends on the provisioned countries.

Note: If PC/SSN routing is used instead of GT routing,
then a non-inverted condition will always evaluate to
false and an inverted condition will always evaluate to
true if no GT address is present at the SCCP layer.

Network

This condition is evaluated against the network, as
derived from matching the Calling Party Address
received at the SCCP layer against the provisioned
mobile network number ranges and / or network prefixes.

Note: If PC/SSN routing is used instead of GT routing,
then a non-inverted condition will always evaluate to
false and an inverted condition will always evaluate to
true if no GT address is present at the SCCP layers.

List

This condition evaluates the Calling Party address
received at the SCCP layer of the inbound MT message
against a list of E.164 numbers. This enables logical OR
operation.

PC or PC Range

This condition evaluates the PC included in Calling Party
address received at the SCCP layer of the inbound MT
message against a Point Code or a Point Code Range.

Note:

1. If global title (GT) routing is used, then a non-inverted
condition will always evaluate to false and an
inverted condition will always evaluate to true.

2. If PC/SSN routing is used but no SCCP PC is
available, OPC at MTP3 layer will be used for rule
matching.
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Format

Description

SCCP Called
Party Address

Single MSISDN, MSISDN
range or MSISDN prefix

This condition is evaluated against the Called Party
Address in E.164 format received at the SCCP layer of
the inbound MT message.

Country

This condition is evaluated against the country, as
derived from extracting the E.164 country code from the
SCCP Called Party Address. Successful extraction of the
country code depends on the provisioned countries.

Note: If PC/SSN routing is used instead of GT routing,
then a non-inverted condition will always evaluate to
false and an inverted condition will always evaluate to
true if no GT address is present at the SCCP layer.

Network

This condition is evaluated against the network, as
derived from matching the Called Party Address
received at the SCCP layer against the provisioned
mobile network number ranges and/ or network prefixes.

Note: If PC/SSN routing is used instead of GT routing,
then a non-inverted condition will always evaluate to
false and an inverted condition will always evaluate to
true if no GT address is present at the SCCP layer.

List

This condition evaluates the Called Party address
received at the SCCP layer of the inbound MT message
against a list of E.164 numbers. This enables logical OR
operation.

PC or PC Range

This condition evaluates the PC included in Called Party
address received at the SCCP layer of the inbound MT
message against a Point Code or a Point Code Range.

Note:

1. If global title (GT) routing is used, then a non-inverted
condition will always evaluate to false and an
inverted condition will always evaluate to true.

2. If PC/SSN routing is used but no SCCP PC is
available, OPC at MTP3 layer will be used for rule
matching.

Reply Path

This condition is evaluated against the MT message's
TP-RP flag.

Status Report

This condition is evaluated against the MT message's
TP-SRI flag.

PID

This condition is evaluated against the Deliver-SM's
TP-PID parameter. If the MT message is a Status Report,
the condition evaluates as if the TP-PID parameter were
set to 0.
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Condition Format

Description

Traffic Type

This condition is evaluated against the trusted /suspect
categorization of the external SMSC that which issued
the MT message.

Message
Segments

This condition is evaluated against the interpreted user
data header information element, indicating that the
message is segmented.

Note: A condition with neither the first, nor the last, nor
the intermediate segment flags turned on will evaluate
to false if the MT message is not segmented. To match
on unsegmented messages only, turn on all three flags
and invert the condition.

Recipient RN
Group

During the processing of the preceding SRI-SM request,
the HLR may have returned an IMSI that was prefixed
with a provisioned routing number. If a routing number
was recognized, it was stripped off the real IMSI,
associated with a routing number group, and added to
the correlation record. This condition is evaluated against
that routing number group.

Portable
Application

This condition is evaluated against the outcome of
matching the recipient MSISDN against the provisioned
portable application MSISDNs during the processing of
the SRI-SM request. If there was a match, the recipient
is considered to be a portable application.

4.4.4.2 MTIR Routing

Action

The primary effect of the evaluation of the MTIR rule set is that the RTR determines where the MT
message will be routed, which is implemented through the matching MTIR rule's routing action. The

possible actions are:

Action Effect
Discard with temporary | Reject the MT message by sending a ReturnError response that contains
error the configurable error code for temporary errors of the MSC/SGSN back

to the external SMSC. You can configure the error code using the semi-static
configuration attribute nt t enrpor ar ydi scar derr or f or rscor sgsn.

Discard with permanent
error

Reject the MT message by sending a ReturnError response that contains
the configurable error code for permanent errors of the MSC/SGSN back
to the external SMSC. You can configure the error code using the semi-static
configuration attribute nt per manent di scar derrorf or nscor sgsn.

Discard with no
response

Drop the MT message without sending a response back to the external
SMSC.
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Action Effect

Discard with Discard the MT message after sending a response to the external SMSC that

acknowledgment indicates delivery success. The external SMSC will proceed as if the MT
messages was delivered successfully.

Store for delivery to MS | Store the MT message in the specified AMS queue and return a response

depending only on the storage result. At a later point in time, the AMS will
request that the RTR deliver the MT message, which may lead to multiple
retries. You must specify the AMS queue in which to temporarily store the
MT message in the MTIR rule. A rule with this routing action only matches
if, at the time of the rule evaluation, at least one AMS is available, which
indicates the capability for storing messages (as opposed to Icache
functionality only).

Route to mobile

Directly send the inbound MT message on to the MSC or SGSN with which
the recipient is currently registered. If no routing data is available from the
correlation record (because the HLR was not queried during the preceding
SRI-SM processing), the HLR query is executed before the MT message is
sent to the MSC or SGSN.

Note: In this case of a "late” HLR query, the transparent nature of MT-MT
forwarding is lost, the RTR recreates the outbound MT message, and the
RTR typically uses its own global title (GT) to identify the SMSC toward
the terminating MSC or SGSN. Likewise, the transparent nature of the MT
response forwarding toward the external SMSC is lost. Depending on the
categorization of the MT response from the MSC or SGSN, the error code
that is sent back to the SMSC is determined in the same way as for the
"discard with temporary error" or "discard with permanent error" action.
In the case of a late HLR query, the MTO rules are evaluated during the
outbound SRI-SM processing in the same way as they are evaluated for an
outbound SRI-SM during the inbound SRI-SM processing, with one
exception: the MTOR rule set does not follow the

firewal | enabl ent rt grul eeval uati onf or sri snr esponse attribute,
but rather is never evaluated for SRI-SM responses.

Route to application

Route the inbound MT message as an AT message to an application. The
target application can be determined in three ways:

¢ By therule. The MTIR rule explicitly refers to a provisioned application.
All MT messages matching this rule are delivered as AT messages to
that application. Such MTIR rules only match if, at the time of the rule
evaluation, the target application is available for receiving AT messages.

* By recipient address. The recipient address can refer to a provisioned
application by means of the provisioned portable applications. If that
is the case of the inbound MT message, such an MTIR rule can only
match if at the time of the rule evaluation, the application associated
with the recipient address is available for receiving AT messages.

* By load balancing group. Refer to the description of AT load balancing
groups. The MTIR rule explicitly refers to a provisioned load balancing
group. All MT messages matching this rule are delivered as AT messages
to one of the applications in that load balancing group. Such MTIR rules
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Action

Effect

only match if at the time of the rule evaluation, at least one of the
applications in the load balancing group is available for receiving AT
messages.

When an temporary/permanent error is returned, the error code can be
configured using the semi-static configuration attributes:

e mttenporarydi scarderrorfornmscorsgsn
e mnt pernmanent di scarderrorfornscorsgsn

Route to SMSC as AO

Route the inbound MT message as an AO message to an external SMSC so
that the SMSC will take care of the (further) delivery of the message. The
rule explicitly specifies:

¢ Which application should be used to submit the AO message to the

SMSC
e Which SMSC group the AO message should be forwarded to

For such an MTIR rule to match, the following additional conditions must
be met:

¢ The MT message must be a Deliver-SM (it is not possible to route Status
Report messages as AO)

e At the time of the rule evaluation, at least one of the SMSCs in the SMSC
group must be available to receive AO messages from the designated
application

When an temporary/permanent error is returned, the error code can be
configured using the semi-static configuration attributes:

e nttenporarydi scarderrorfornscorsgsn
e nt per manent di scarderrorformscorsgsn

Note:

CDRs will be generated using the billing profile (if configured) for Di scar ded Messages when the
message is discarded due to the application of any of the following routing action:

1. Discard with permanent error

2. Discard with no response

Only the FCDR format will be supported for generating CDRs for messages discarded by the RTR.

Apart from the above stated condition, if the semi-static parameter

rtrcreatentntcdrforerrorscenari os isconfigured as true, CDRs will also be generated using
the billing profile (if configured) for Discarded Messages when the configured billing profile is of 3G
CDR format and the message is discarded due to the application of any of the following routing actions:

1. Discard with permanent error

2. Discard with no response

3. Discard with temporary error
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If no MTIR rule matches, the RTR applies the following logic:

If the recipient MSISDN is associated with an application by neans of the portable
application provisioning data, then
If that application is available to receive AT nmessages
Route the MI message as AT to that application
El se
Behave as if a MIIR rule with action "discard with tenporary error" had
mat ched
El se
Behave as if a MIIRrule with action "route to M5' had mat ched

4.4.4.3 MTIR Routing Action Parameters

This section describes the parameters for MTIR routing actions.

Parameter Description Default
Billing for Discarded Billing Profile to use for discard/block message None
Messages
records.
Applies to:
¢ Discard with permanent error
¢ Discard without response
- - . None
Billing for Blocked Billing Profile to use for block message records.
Messages Applies to:
¢ Discard with temporary error
Billing for Failed Delivery Billing Profile to use for failed Delivery. None
Applies to:
* Route to Mobile
Billing for Acceptance None

Identifier specifying which billing profile should be
used for submission records.

Applies to:

* Route to Mobile

¢ Store for Delivery to MS

¢ Discard with acknowledgement
* Route to application

* Route to SMSC as AO

4.4.5 Creating an Outgoing MT Routing Rule
Prerequisites:

 Billing profile
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External attribute
Modifier

To create an outgoing mobile-terminating routing (MTOR) rule:

1.

° ® 3R

13.

14.
15.
16.

17.

In the left navigation bar, select Routing [J Routing Rules [J MTOR.
The Outgoing Mobile Terminating Routing Rules tab appears.

Click Add New.
A new Outgoing Mobile Terminating Routing Rules tab appears.

Enter a unique name for the rule in the Name box (up to 31 characters).

. Optionally enter a description of the rule in the Description box.

Enter the rule's priority in the Priority box.

The priority must be between 0 (lowest) and 99 (highest); the default is 50. The MTOR rule with
the highest priority is evaluated first.

Set conditions for the rule.

Enter the rule matching ratio in the Rule Matching Ratio box.

From the Conversion Table list, select a 'Conversion Table'. Default value is None'.

Check the Inc. TP-MR in MT-ForwardSM parameter to include the TP-MR field in the outgoing
MT-ForwardSM messages (By default, this field is unchecked).

. From the Action list, select a routing action for the rule.
11.
. In the Action Threshold box, set the maximum number of messages per second that are allowed

Set the parameters for the routing action, if required.

before the rule takes effect (this parameter only applies when the AT rule matches).

From the Outgoing Originator Address Conversion list, select RuleSet from the list only if it is
desired to apply the outgoing address conversion on the originator addresses of all MT messages
that would match this rule. By default "No Change" will be selected always.

See Creating Outgoing Address Conversion Rule Sets for more details regarding outgoing address
conversion.

Optionally select a log profile from the Log Profile list.

In the Device Assignments section, select the RTR device(s) to which this rule applies.

Click Save.

The MGR creates the rule and closes the tab.

Activate the rule.

4.4.5.1 MTO Rule Conditions

MTO rule sets are evaluated in many scenarios; therefore, the amount of message-related information
that is available to the rule set evaluation varies significantly. Most conditions should be used with
care. Additional conditions may be required to disambiguate among cases. The message type condition
is the primary example of such an additional condition.

The MTO rule sets support conditions on the following parameters:
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Condition

Format

Description

Time Schedule

This condition is independent of the MT message, but
is evaluated against the time at which the rule is
evaluated.

SMSC Address

General

If the MT message was issued by an external SMSC, this
condition is evaluated against the normalized SMSC
address found at the MAP layer of the inbound MT
message. If the message was issued by the RTR, this
condition is evaluated against the RTR's common address
or, if there is no common address, the RTR's specific
global title (GT). The latter is not commonly used.

Single MSISDN, MSISDN
range, or MSISDN prefix

This condition is evaluated against the E.164 address
representing the SMSC.

Country

This condition is evaluated against the country derived
from the SMSC address by extracting the E.164 country
code. Evaluation of this condition depends on the
provisioned countries.

Network

This condition is evaluated against the mobile network
derived from the SMSC address by matching the E.164
number against the number ranges and /or network
prefixes that are provisioned for each mobile network.
Evaluation of this condition depends on the provisioned
countries and mobile networks.

List

This condition evaluates the SMSC address against a list
of MSISDNSs.

Originator

General

This condition is evaluated against a normalized version
of the originator address of the MT message. In case of
a Status Report, the condition is evaluated against the
recipient of the original message that caused the
generation of the status report. When the MTO rule set
is evaluated for an SRI-SM request issued by an external
SMSC or for the HLR's response to that request, the
originator may not be available (the RP-SMEA field of
the SRI-SM request is optional and typically not present).
If the originator address is not present, a non-inverted
condition evaluates to false and an inverted condition
evaluates to true.

Single MSISDN, MSISDN
range, or MSISDN prefix

This condition is evaluated against the originator address
of the MT message, if it is categorized an MSISDN.

Single short number,
short number range, or
short number prefix

This condition is evaluated against the originator address
of the MT message, if it is categorized as a short number.

Application
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Format

Description

message, if a locally provisioned application matches
the originator address by means of the short number or
an alphanumeric alias.

Note: MT messages originating from an external SMSC
may have a different meaning/application assigned to
a certain short number or alphanumeric alias. Therefore,
this condition should be used with care.

Country

This condition is evaluated against the country derived
from the originator address by extracting the E.164

country code from the normalized MSISDN. Evaluation
of this condition depends on the provisioned countries.

List

This condition evaluates the normalized originator
against a list of MSISDNs or short numbers (as
determined by the list's type).

Alphanumeric

This condition is evaluated against an alphanumeric
originator address (as determined by the type of number
of the originator address). Alphanumeric addresses can
be no longer than 11 characters from the GSM default
alphabet.

Application category

The Application Category configured under the
Originator condition is considered matched when at
least one of the configured bit matches with the
originating application.

In case of MTOR rules, for incoming application
originated message (e.g. AO-MT path), while evaluating
the Originator condition, the source application is
considered as the originating application.

Originator -
SMSC Addr.
Match
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This condition is evaluated by comparing the Originator
address and SMSC Address on the basis of their country
and network parameters. The respective country is
derived by extracting the E.164 country code from the
Originator and the SMSC address and matching the same
against the provisioned countries. Similarly, the
respective network is derived by matching the Originator
and the SMSC address against the provisioned mobile
network number ranges/ prefixes. In case no provisioned
country or network number range/prefix is matched,
then the corresponding country or network is considered
as “unknown”.

The comparison of the Originator and the SMSC address
is based on the following criteria, which are configurable
on the MGR:
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* (- Originator Country equals SMSC
* 1 - Originator Country strictly equals SMSC
¢ 2 - Originator Network equals SMSC
* 3 - Originator Network strictly equals SMSC

The 'strictly equals' criterion requires an exact match of
the two values being compared, and it is a special case
of the 'equals’ criterion which can be satisfied even if one
(or both) of the values being compared is (are)
‘unknown'. Note that only one matching criterion can
be configured at a time. In case none of the criteria is
configured, the non-inverted condition always evaluates
to FALSE and the inverted condition always evaluates
to TRUE.

The Originator address used for evaluating this condition
is the same as the address used for evaluating the
‘Originator’ condition. The SMSC address is taken from
the MAP layer service centre address (SM-RP-OA) in
the case of an incoming MT message, and for other types
of messages it is the same as the address used for
evaluating the ‘SMSC Address’ condition.

Note:

This condition is not supported for outgoing MT Status
Reports, SRI-SM Requests and SRI-SM Responses. If
configured, the condition will always evaluate to false
while matching a MTO rule against any of the above
message types.

Dest. MSC or
SGSN
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General

This condition is evaluated against the terminating MSC
or SGSN of the MT message. This information is not
available when:

¢ The MTO rule set is evaluated for an SRI-SM request
(in such a case, a non-inverted condition evaluates
to false and an inverted condition evaluates to true)

* The MTOX rule set is evaluated for the response to
an SRI-SM request

* The MTOR rule set is evaluated for the response to
an SRI-SM request issued by the RTR

When the MTOR rule set is evaluated for the response
to an SRI-SM request issued by an external SMSC and
the MSC and SGSN address are both available, the rule
set is evaluated twice: once for the MSC and once for the
SGSN, as selected by the semi-static attribute
preferredntdestinati on. The RTR uses the
matching rule with the higher priority.

93



MGR Operator Manual

Routing

Condition

Format

Description

Note: If the Network configuration is available according
to MSC and/or SGSN (i.e. received in the HLR query),
the Preferred MT Destination in the Network
configuration overrides the semi static attribute

pref errednt destinati on for the rules evaluation.

Single MSISDN, MSISDN
range, or MSISDN prefix

This condition is evaluated against the E.164 address
representing the terminating MSC or SGSN.

Country

This condition is evaluated against the country derived
from the MSC or SGSN address by extracting the E.164
country code. Evaluation of this condition depends on
the provisioned countries.

Network

This condition is evaluated against the mobile network
derived from the MSC or SGSN address by matching
the E.164 number against the number ranges and/or
number prefixes that are provisioned for each mobile
network. Evaluation of this condition depends on the
provisioned countries and mobile networks.

List

This condition evaluates the MSC or SGSN address
against a list of MSISDNSs.

Single point code or
point code range

When the MTO rule set is evaluated against an MT
message issued by an external SMSC, the MSC/SGSN
address is only available in the SCCP called party
address (CDPA). If PC/SSN routing is used, rather than
global title (GT) routing, the MSC/SGSN address may
only be available in the form of a point code (PC). This
condition is evaluated against that PC. If the PC is not
available, a non-inverted condition evaluated to false
and an inverted condition evaluates to true.

Recipient

General

This condition is evaluated against the MT message's
recipient address. The recipient MSISDN is not part of
an MT message; therefore, if the MT message was issued
by an external SMSC and not Home Routed, the recipient
MSISDN is not available to this condition.

The recipient IMSI is not available when:

* The MTO rule set is evaluated for an SRI-SM request

* The MTOX rule set is evaluated for the response to
an SRI-SM request issued by the RTR

Single MSISDN, MSISDN
range, or MSISDN prefix

This condition is evaluated against the recipient
MSISDN. When not available, the non-inverted condition
evaluates to false, and the inverted condition evaluates
to true.
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Single IMSI, IMSI range
or IMSI prefix

This condition is evaluated against the recipient IMSI.

Country

This condition is evaluated against the country for which
the recipient's IMSI has been issued. Evaluation of this
condition depends on the provisioned countries.

Network

This condition is evaluated against the mobile network
for which the recipient IMSI has been issued. Evaluation
of this condition depends on the provisioned countries
and mobile networks.

List

This condition evaluates the recipient MSISDN or IMSI
against a list of MSISDNss or IMSIs.

SCCP Calling
Party Address

General

This condition is evaluated against the Calling Party
Address received at the SCCP layer of the MT message.
This information is applicable only for MT-FSM requests
originated from external SMSCs. For all other types of
MT messages, a non-inverted condition evaluates to false
and an inverted condition evaluates to true.

Single MSISDN, MSISDN
range or MSISDN prefix

This condition is evaluated against the E.164 address
representing Calling Party at the SCCP layer.

Country

This condition is evaluated against the country, as
derived from extracting the E.164 country code from the
SCCP Calling Party Address. Successful extraction of
the country code depends on the provisioned countries.

Note: If PC/SSN routing is used instead of GT routing,
then a non-inverted condition will always evaluate to
false and an inverted condition will always evaluate to
true if no GT address is received at the SCCP layer.

Network

This condition is evaluated against the network, as
derived from matching the Calling Party Address
received at the SCCP layer against the provisioned
mobile network number ranges and / or network prefixes.

Note: If PC/SSN routing is used instead of GT routing,
then a non-inverted condition will always evaluate to
false and an inverted condition will always evaluate to
true if no GT address is present at the SCCP layer.

List

This condition evaluates the Calling Party address
received at the SCCP layer of the MT message against a
list of E.164 numbers. This enables logical OR operation.
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PC or PC Range

This condition evaluates the PC included in Calling Party
address received at the SCCP layer of the MT message
against a Point Code or a Point Code Range.

Note:

1. If global title (GT) routing is used, then a non-inverted
condition will always evaluate to false and an
inverted condition will always evaluate to true.

2. If PC/SSN routing is used but no SCCP PC is
available, OPC at MTP3 layer will be used for rule
matching.

SCCP Called
Party Address

General

This condition is evaluated against the Called Party
Address received at the SCCP layer of the MT message.
This information is applicable only for MT-FSM requests
originated from external SMSCs. For all other types of
MT messages, a non-inverted condition evaluates to false
and an inverted condition evaluates to true.

Single MSISDN, MSISDN
range or MSISDN prefix

This condition is evaluated against the E.164 address
representing the Called Party at the SCCP layer.

Country

This condition is evaluated against the country, as
derived from extracting the E.164 country code from the
SCCP Called Party Address. Successful extraction of the
country code depends on the provisioned countries.

Note: If PC/SSN routing is used instead of GT routing,
then a non-inverted condition will always evaluate to
false and an inverted condition will always evaluate to
true if no GT address is present at the SCCP layer.

Network

This condition is evaluated against the network, as
derived from matching the Called Party Address
received at the SCCP layer against the provisioned
mobile network number ranges and/or network prefixes.

Note: If PC/SSN routing is used instead of GT routing,
then a non-inverted condition will always evaluate to
false and an inverted condition will always evaluate to
true if no GT address is present at the SCCP layer.

List

This condition evaluates the Called Party address
received at the SCCP layer of the MT message against a
list of E. 164 numbers. This enables logical OR operation.
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PC or PC Range

This condition evaluates the PC included in Called Party
address received at the SCCP layer of the MT message
against a Point Code or a Point Code Range.

Note:

1. If global title (GT) routing is used, then a non-inverted
condition will always evaluate to false and an
inverted condition will always evaluate to true.

2. If PC/SSN routing is used but no SCCP PC is
available, OPC at MTP3 layer will be used for rule
matching.

User Data

This condition is evaluated against the user data of an

MT message. If the message is a Status Report or if the
MTO rule set is evaluated against a SRI-SM request (or
its response) issued by an external SMSC, no user data
is available.

User Data Hdr

This condition is evaluated against the list of user data
header information element identifiers present in the
MT message. If the message is a Status Report, if the
MTO rule set is evaluated against a SRI-SM request
issued by an external SMSC (or its response), or if the
MT message does not contain a user data header, no user
data header is available.

Reply Path

This condition is evaluated against the MT message's
TP-RP flag. If the MTO rule set is evaluated against a
SRI-SM request issued by an external SMSC (or its
response), no reply path information is available.

Status Report

This condition is evaluated against the MT message's
TP-SRI flag. If the MTO rule set is evaluated against a
SRI-SM request issued by an external SMSC (or its
response), no status report indication information is
available.

PID

This condition is evaluated against the Deliver-SM's
TP-PID parameter. If the MT message is a Status Report
or if the MTO rule set is evaluated against a SRI-SM
request issued by an external SMSC (or its response), the
condition evaluates as if the TP-PID parameter were set
to 0.

DCS

This condition is evaluated against the Deliver-SM's
TP-DCS parameter. If the MT message is a Status Report
or if the MTO rule set is evaluated against a SRI-SM
request issued by an external SMSC (or its response), the
condition evaluates as if the TP-DCS parameter were set
to 0.
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Format

Description

Originator TON

This condition is evaluated against the type of number
(TON) parameter of the originator. Refer to the
description of the originator condition for information
about this parameter's availability.

Originator NPI

This condition is evaluated against the numbering plan
indicator (NPI) parameter of the originator. Refer to the
description of the originator condition for information
about this parameter's availability.

Ext Att

This condition is evaluated against the external attributes
as set and reset by the EC application consulted during
the evaluation of EC rules.

XS Message

This condition is evaluated against the XS message type
of an MT message. Only Deliver-SMs can have an XS
message type other than "no XS message". Valid XS
message types are:

¢ Forwarded message
* Message copied to a subscriber

* Message copied to an application (not relevant to
MTO rule sets)

* Auto-reply message
¢ Copy to Email (not relevant to MTO rule sets)
e Forward to Email (not relevant to MTO rule sets)

This condition is not supported in the MTIC and MTIX
rule sets.

Message Type

This condition is evaluated against the type of message.
Valid values are:

* Deliver-SM (normal message)
e Status Report

* SRI-SM Request

* SRI-SM Response

Originator SSI

This condition is evaluated against the SSI information
of the originator. It enables you to specify which services
the originator must or must not have. If the MTO rule
set is evaluated while the originator MSISDN is not
available (such as for SRI-SM requests issued by an
external SMSC with the RP-SMEA field not present, and
the subsequent responses), no originator SSI is available.
If SSI is not used, this condition should not be specified.

Recipient SSI
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This condition is evaluated against the SSI information
of the recipient. It enables you to specify which services
the recipient must or must not have. If the MTO rule set
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is evaluated while the recipient MSISDN is not available
(such as for unsolicited MT messages issued by an
external SMSC), no recipient SSl is available. If SSI is not
used, this condition should not be specified.

Traffic Type

This condition is evaluated against the trusted /suspect
categorization of the external SMSC, which issued the
SRI-SM request or MT message. If the RTR issued the
message, it is considered trusted.

Message
Concatenated
Match

This condition is evaluated against the Deliver-SM's
UDH in the IEI parameter. If the MT message is a Status
Report or if the MTO rule set is evaluated against a
SRI-SM request issued by an external SMSC (or its
response), the condition evaluates as if the UDH in IEI
parameter were set to 0 or 8.

4.4.5.2 MTOR Routing Action

The primary effect of the evaluation of the MTOR rule set is that the RTR determines if a message
should be passed or blocked, which is implemented through the matching MTOR rule's routing action.

The possible actions are:

Action

Effect

Pass

When the MTOR rule set is evaluated for an SRI-SM request, this action
causes the RTR to send the SRI-SM request to the HLR, so that the HLR
will send its response back to the RTR. When the MTOR rule set is evaluated
for the response to an SRI-SM request issued by an external SMSC, this
action means that SRI-SM response processing will continue by the inbound
SRI-SM processing logic's evaluation of the SRI-SM Response rule set. When
the MTOR rule set is evaluated for an MT message, this action means that
the MT message shall be sent to the MSC/SGSN, so that the MSC/SGSN
will send its response back to the RTR.

Block with temporary
error

This action means that the requestor of the outbound SRI-SM or MT message
will consider the requested outbound service to have failed with an error
classified as temporary.

Block with permanent
error

This action means that the requestor of the outbound SRI-SM or MT message
will consider the requested outbound service to have failed with an error
classified as permanent.

Block with no response

This action means that if the SRI-SM request or MT message was issued by
an external SMSC, the RTR will discard the inbound message and return
no response. For MT delivery attempts requested by the RTR, this action
produces the same behavior as the "block with temporary error" action.

Block with
acknowledgment

When the MTOR rule set is evaluated for an MT message, this action causes
the RTR to not send the MT message to the MSC/SGSN, but to indicate
successful delivery to the requestor of the outbound MT service. When the
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Action Effect
MTOR rule set is evaluated for a SRI-SM request or response, this action
produces the same behavior as the "pass" action.

Release

When the MTOR rule set is evaluated for a SRI-SM request issued by an
external SMSC, this action causes the RTR to relay the SRI-SM request to
the HLR so that the HLR will send its response directly to the external
SMSC (not to the RTR). When the MTOR rule set is evaluated for the
response to an SRI-SM request issued by an external SMSC, this action
means that the RTR skips evaluation of the SRI-SM Response rules of the
inbound SRI-SM processing, and subsequent MT messages are therefore
not get Home-Routed. In all other cases, this action has the same effect as
the "pass" action.

Note: The "release" action is deprecated. The SRI-SM Request and SRI-SM
Response rule sets should be used.

If no MTOR rule matches, the RTR applies routing logic that is the same as for the "pass" action.

4.4.5.3 MTOR Mobile Domain
Mobile Domain parameter indicates the Recipient mobile network domain (IMS or SS7) where message
should be delivered.
Condition Format Description
Mobile Domain (if 'Domain No Change (default) This indicates that message
Selection' license is TRUE) delivery is performed in domain

configured in semi-static file or
received from EC application.

IMS This indicates that message
delivery is performed in IMS
domain.

IMS then SS7 This indicates that message

delivery is performed in IMS
domain and if failed, fallback to
SS7 domain.

SS7 This indicates that message
delivery is performed in SS7
domain.

4.4.6 Creating an AO Routing Rule

Prerequisites:

e AMS queue

¢ Application

* Application category
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Application group

Billing profile

CIMD tariff class

CIMD tariff class description
External attribute

Modifier

Routing number group
Service class

SMSC group

To create an application-originating routing (AOR) rule:

1.

In the left navigation bar, select Routing [ Routing Rules [ AOR.
The Application Originating Routing Rules tab appears.

Click Add New.
A new Application Originating Routing Rules tab appears.

Enter a unique name for the rule in the Name box (up to 31 characters).

. Optionally enter a description of the rule in the Description box.

Set the rule's priority in the Priority box.

The priority must be between 0 (lowest) and 99 (highest); the default is 50. The AOR rule with the
highest priority is evaluated first.

In the Maximum box, enter the maximum number of messages per second allowed for the primary
destination of the rule (defaults to 65,535).

In the Committed box, enter the committed number of messages per second for the primary
destination of the rule (defaults to 10,000).

The committed number of messages applies in cases of congestion.

8. Set conditions for the rule.

9. From the Action list, select a routing action for the rule.

10.
11.
12.
13.
14.

Set the parameters for the routing action, if required.

Optionally select an AO modifier from the Modifier list.

Optionally select a log profile from the Log Profile list.

In the Device Assignments section, select the RTR device(s) to which this rule applies.
Click Save.

The MGR creates the rule and closes the tab.

15. Activate the rule.
4.4.6.1 AO Rule Conditions
The following table details the conditions that are available for AO rules.
Condition Values Description
Time Schedule | | Always Condition on the evaluation time of the message:
* Schedule ¢ Always: The condition is always true.
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Condition Values Description
® Schedule: The condition is true if the current time
falls within the schedule as specified by the selected
routing schedule, defined in Routing [J Schedules.
Application .« None Index of the application originating the message.
e Application
Application .« N Index of the application group associated with the
Group one application originating the message.
e Bitstring
Application . N Index of the application category associated with the
Category one application originating the message.

¢ Bit string

Service Class

¢ None
¢ Bitstring

Index of the service class associated with the
application originating the message.

Protocol

¢ None
¢ Bitstring

UCP
SMPP
CIMD

Protocol used by the originating application to submit
the message.

Operation

* None
¢ Bit string

0: UCP call input
operation (01)

1: UCP multiple
address call input
operation (02)

2: UCP call input
with
supplementary
services operation
(03)

3: UCP MS message
transfer operation
(30)

4: UCP submit short

message operation
(1)
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Operation used by the originating application to
submit the SM. The condition pertains to the following
protocol specific fields:

e UCP: Command ID
e SMPP: Command ID
e CIMD: Operation Code
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¢ 9: UCP operation
other than above

e 10: SMPP
SubmitSm

e 12: SMPP
SubmitMulti

* 13: SMPP DataSm

¢ 19:SMPP operation
other than above

s 20: CIMD
SubmitMessage

* 29:CIMD operation
other than above

¢ 30: Other
operations (from
another protocol
than UCP, SMPP, or
CIMD)

Originator

Single MSISDN
MSISDN range
MSISDN prefix
Country

Network

Single short number
Short number range
Short number prefix
Application

List

Originator that is specified in the SM. The condition
pertains to the following protocol specific fields:

e UCP: OAdC / OTOA
* SMPP: source_addr
¢ CIMD: [Alphanumeric] Originating address

Originator TON

None
Bit string

¢ (: Unknown

¢ 1: International
number

e 2:National number

¢ 3: Network specific
number

e 4: Subscriber
number

¢ 5: Alphanumeric

e 6: Abbreviated
number

e 7:Reserved

Type of number (TON) specified for the originator of
the SM. The condition pertains to the following
protocol specific fields:

e UCP: OAdC / OTOA
e SMPP: source_addr_ton
¢ CIMD: [Alphanumeric] Originating address
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Condition Values Description
Originator NPI None Numbering plan identification (NPI) specified for the
o originator of the SM. The condition pertains to the
Bit string following protocol specific fields:
¢ (: Unknown e UCP: OTOA
e 1:ISDN Telephony [+ gppP: source_addr_npi
* 2Data e CIMD: [Alphanumeric] Originating address
o 3:Telex
* 4: Reserved
¢ 5:Reserved
* 6: Reserved
® 7:Reserved
¢ 8: National
numbering plan
¢ 9:Private
numbering plan
e 10: ERMES
numbering plan
e 11: Reserved
® 12: Reserved
* 13: Reserved
® 14: Reserved
* 15: Reserved
Recipient Recipient that is specified in the SM. The condition
F Single MSISDN pertfins to the foli)wing protocol specific fields :
MSISDN range
MSISDN prefix * UCP:ADC
Country ® SMPP: destination_addr
Network ¢ CIMD: Destination address
Single short number | Note: When an IMSI-related condition is used but the
* Short number range | recipient IMSI is not known at the moment of rule
* Short number prefix [evaluation, the condition will evaluate to FALSE if not
e Application negated or TRUE if negated. This condition requires
o List the recipient number to be an MSISDN and the HLR
) uery to be performed before the rule evaluation (to
: IS;??II ialrl\éil gbtai}rll the repcipient IMSI). The Early SRI-SM for
4 AO/SM attribute in the MGR (Routing > Properties)
* IMSIprefix controls when the HLR query is performed.
Recipient TON | / None Type of number (TON) specified for the recipient of
o the SM. The condition pertains to the following
* Bitstring protocol specific fields:
¢ 0: Unknown e UCP: ADC
* 1: International ® SMPP: destination_addr_ton
number ¢ CIMD: Destination address
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Condition Values Description
¢ 2:National number
¢ 3: Network specific
number
® 4: Subscriber
number
¢ 5: Alphanumeric
* 6: Abbreviated
number
* 7:Reserved
Recipient NPI e None Numbering plan identification (NPI) specified for the
o recipient of the SM. The condition pertains to the
* Bitstring following protocol specific fields:
* 0:Unknown e UCP: (always isdnTelephony)
* 1:ISDN telephony |+ SMPP: destination_addr_npi
* 2:Data ¢ CIMD: (always isdnTelephony)
e 3:Telex
® 4:Reserved
¢ 5:Reserved
* 6:Reserved
* 7:Reserved
e 8: National
numbering plan
¢ 9:Private
numbering plan
e 10: ERMES
numbering plan
® 11: Reserved
e 12: Reserved
* 13: Reserved
® 14: Reserved
* 15: Reserved
Terminatin, Destination MSC and/or SGSN. This condition
MsC/ SGSNg * Single MSISDN requires the recipient ﬁlumber to be an MSISDN, and
* MSISDN range requires the HLR query to be performed before AO
* MSISDN prefix rule evaluation (to obtain the MSC and /or SGSN). The
e List Early SRI-SM for AO/SM attribute in the MGR
¢ Country (Routing > Properties) controls when the HLR query
e Network is performed. If both the MSC and SGSN are present,
the pr ef er r ednt dest i nat i on attribute determines
which will be used for rules evaluation. If the HLR
query fails, the condition will evaluate to "false",
whether it is a negative or positive condition.
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Values

Description

User Data

¢ None

e Full text

e Text tag

e Subtext (contains)
¢ Textlength

The text that is specified in the user data of the SM.
The condition pertains to the following protocol
specific fields:

e UCP: Amsg
e SMPP: message_payload
¢ CIMD: User data [binary]

Content of the message:

¢ Full text: Compares the entire message content with
a defined string. Only evaluates positively if there
is an exact match with the user data (message
content).

e Text tag: Compares the first part of the message
content with a defined tag-string. Only evaluates
positively if the message starts exactly with the
defined tag-string. Useful to define a rule on
keywords (e.g. * LONG# for CMG SMSCs).

* Subtext (contains): Compares if the message content
contains a defined tag-string. To optimise the
search, a start position (default 1) and an end
position (default 160) must be specified in which
the string is to be found.

Note: All message content scanning is case-insensitive.

User Data
Header
Indication

e None
e Bit value

e 0
e 1

User data header indication that is specified in the SM.
The condition pertains to the following protocol
specific fields:

e UCP: XSER (GSM UDH information)

e SMPP: esm_class (UDHI) or UDH information
received in concatenation related TLVs
(sar_msg_ref _numsar_total _segnents,
sar_segnent _seqgnum

e CIMD: User data header

User Data
Header

¢ None
* Byte value
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Value specified in one of the IEIs of the user data
header (UDH) of the SM. The condition pertains to the
following protocol specific fields:

e UCP: XSER (GSM UDH information)

® SMPP: short_message (prefix) or UDH information
received in concatenation related TLVs
(sar _nmsg_ref _numsar_total segnents,
sar_segnent _seqnum)

e CIMD: User data header

Only evaluates positively if there is an exact match
with the information element identifier (00-FF,
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Condition Values Description
hexadecimal) of the UDH. Refer to technical
specification 3GPP 23.040 for more information. Most
common information element identifier (IEI) values:
® (0: Concatenated short message
e (1: Special SMS message indication
* (4: Application port addressing scheme, 8-bit
address
e (5: Application port addressing scheme, 16-bit
address
® (06: SMSC control parameters
¢ (07: UDH Source Indicator
Reply Path e None Reply path indication that is specified in the SM. The
condition pertains to the following protocol specific
e Bit value fields:
* 0:Off * UCP:RPI
* 1:On ¢ SMPP: esm_class (RPI)
e CIMD: Reply Path
Notification Notification address that is specified in the SM. The
Address * Single MSISDN condition pertains to the follgwing protocol specific
e MSISDN range fields:
e MSISDN prefix
« Country e UCP:NAdC
¢ Network
¢ Single short number
* Short number range
* Short number prefix
¢ Application
e List
¢ Single TCP/IP address
¢ Single X121 address
Notification N Notification request indication that is specified in the
Request * hone SM. The condition pertains to the following protocol
* Bitvalue specific fields:
° 0 e UCP:Nrq
° 1 * SMPP: registered_delivery
¢ CIMD: Status report request
Notification N Notification type that is specified in the SM. The
Type * hone condition pertains to the following protocol specific

¢ Bit string

e Delivered
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e UCP:Nrq
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Description

¢ Not delivered
e Buffered

* SMPP: registered_delivery
¢ CIMD: Status report request

The following bit string values apply:

* Delivered: Delivery Notification (DN)
* Not delivered: Non-delivery notification (ND)
* Buffered: Buffered message notification (BN)

0 default value, 1 = DN, 2 = ND, 3 = DN+ND, 4 = BN,
5 = BN+DN, 6 = BN+ND, 7 = all.

Single Shot

Indicator * None

e Bit value

Single-shot indicator that is specified in the SM. The
condition pertains to the following protocol specific
fields:

* Bit string

¢ 0: UCP no priority
requested

e 1: UCP priority
requested

¢ 10: SMPP no
priority requested

* 11: SMPP priority
requested

¢ 20: CIMD priority
level 1 (most
urgent)

e 21: CIMD priority
level 2

e 22: CIMD priority
level 3

¢ 23: CIMD priority
level 4

¢ 24: CIMD priority
level 5
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0 e UCP: XSER (single Shot Indication)
e 1
More Messages | | N More-messages-to-send indicator that is specified in
To Send .one the SM. The condition pertains to the following
* Bitvalue protocol specific fields:
* 0 * UCP:MMS
° 1 e SMPP: more_messages_to_send
¢ CIMD: More messages to send
Priority Priority level that is specified in the SM. The condition
¢ None

pertains to the following protocol specific fields:
e UCP:PR

® SMPP: priority_flag

¢ CIMBD: Priority
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Condition Values Description
e 25: CIMD priority
level 6
e 26: CIMD priority
level 7
e 27: CIMD priority
level 8
¢ 28: CIMD priority
level 9
Protocol Protocol ID (PID) specified in the SM. The condition
Identifier (PID) None pertains to the following protocol specific fields:
Byte value (between 00
and FF hexadecimal) |¢ UCP: RPID
* SMPP: protocol_id
e CIMD: Protocol identifier
Data Coding Data coding scheme (DCS)specified in the SM. The
Scheme (DCS) None condition pertains to the following protocol specific
Byte value (between 00 | fio1ds:
and FF hexadecimal)
e UCP: XSER (DCS)
* SMPP: data_coding
¢ CIMD: Data coding schema
Note: If the value of the HUB parameter
hubPr opDcsChar Codi ngConver si on and
rtrdcschar codi ngconver si on are set to 'j apan’
and the dat a_codi ng value in the incoming SMPP
AO message is 0x02, then this rule shall be applied on
the converted dat a_codi ng 0x04.
Concat. Msg. Segment sequence number of a concatenated SM. The
Segments None condition pertains to the following protocol specific
Bit String fields:
* First Segment ¢ UCP: XSER (GSM UDH information)
¢ Last Segment * SMPP: short_message (prefix) or UDH information
* Not First Nor Last received in concatenation related TLVs
(sar _segment _segnum
e CIMD: User data header
ucCP Authentication code specified in the SM. The condition
Authentication None pertains to the following protocol specific fields:
Code Digit string
e UCP: AC
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Condition Values Description
Notification PID The Notification PID specified in the SM. The condition
e None ) : P ]
pertains to the following protocol specific fields:
¢ Bit string
e UCP: NPID / Nrq
* (: Mobile station
e 1: Fax group 3 Note: To have the NPID matched, the UCP fields
e 2:Menu over PSTN | Notification Request (NRq) must be set, Notification
e 3:PC application Type (NT) should be larger then 0, and Notification
-+ app Address (NAC) should be filled in as well in the
over PSTN
L message.
¢ 4: PC application
over ISDN
¢ 5:PC application
over TCP/IP
¢ 6:PC application
over X25
¢ 7: Unknown
Last Resort e Sinele MSISDN Last Resort Address (LRAd) specified in the SM. The
Address mng'e condition pertains to the following protocol specific
e MSISDN range fields:
* MSISDN prefix
« Country e UCP:LRAD
¢ Network
* Single short number
¢ Short number range
¢ Short number prefix
¢ Application
e List
* Single TCP/IP address
¢ Single X121 address
Last Resort . N Last Resort Address Request indicator specified in the
Request .one SM. The condition pertains to the following protocol
* Bitvalue specific fields:
* 0 * UCP:LRAd
e 1
The following bit string values apply:
e (0=LRAdnotused
e 1=LRAd used
Last Resort PID Last Resort Address PID specified SM. The condition
e None . . e g )
pertains to the following protocol specific fields:
* Bit string
e UCP: LPID
* (: Mobile station
¢ 1:Fax group 3
* 2:Menuover PSTN
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Condition Values Description
¢ 3:PC application
over PSTN
e 4: PC application
over ISDN
¢ 5: PC application
over TCP/IP
¢ 6:PC application
over X25
e 7: Unknown
CIMD Tariff . N Index of the CIMD tariff class specified in the SM. The
Class one condition pertains to the following protocol specific
* Bitstring fields:
¢ CIMD: Tariff class
CIMD Service | | N Index of the CIMD service description specified in the
Description .one . SM. The condition pertains to the following protocol
* Bitstring specific fields:
* CIMD: Service description
Ext Att . N A set of 32 attributes, the value of which can be
one controlled by external condition (EC) applications.
* External attributes
Validity Period | | N Validity period specified in the SM. The condition
one pertains to the following protocol specific fields:
* Relative Time
e UCP: VP
¢ SMPP: validity_period
¢ CIMD: Validity period absolute/relative
Deferred . N Deferred delivery time specified in the SM. The
Delivery Time one condition pertains to the following protocol specific
* Relative Time fields:
e UCP:DDT
® SMPP: scheduled_delivery_time
¢ CIMD: First delivery time absolute/relative
Recipient RN . N Routing number (RN) group to which the RN in the
Group one recipient address belongs
¢ SNMP index
Originator SSI Perform a positive or negative test on one or more
* None o . . . ) .
. ' individual originator subscriber services (defined in
* Subscriber Services SPF Services [0 SPF Services). The condition test
works like a logical AND operation (similar to the
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Condition Values

Description

external attributes). For example, if positive tests are
selected for originator copy and distribution list, the
condition would only be satisfied if both of these tests
are true.

Recipient SSI
ecipien .« None

e Subscriber Services

Perform a positive or negative test on one or more
individual recipient subscriber services. The condition
test works like a logical AND operation (similar to the
external attributes). For example, if positive tests are
selected for originator copy and distribution list, the
condition would only be satisfied if both of these tests

are true.

4.4.6.2 AO Routing Action Parameters

The following tables detail the parameters for AO routing actions.

Multiple AO routing actions:

Parameter

Description

Default

Billing For Submission

Billing profile to use for submission; applies to all AO
routing actions

None

Billing For Successful
Delivery

Billing profile to use when the routing action succeeds
Applies to:

* Path AO-AO (to SMSC)
e Path AO-AT (to Application)
e Path AO-MT (to MT)

e Path AO-MT-AO (Try-and-Forward MT), when
MT routing succeeds
e Discard with ACK

None

Billing For Failed Delivery

Billing profile to use when the routing action fails
Applies to:

e Path AO-AO (to SMSC)

e Path AO-MT-AO (Try-and-Forward MT), when
MT routing fails with a permanent error

None

Billing For Delivery
Notification

Billing profile to use for delivery notification
Applies to:

e Path AO-AO (to SMSC)

e Path AO-AT (to Application)

e Path AO-MT (to MT)

e Path AO-MT-AO (Try-and-Forward MT)

None
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Parameter Description Default

® Discard with ACK
Billing For Discarded Billing profile to use for Discarded messages None
Messages

Applies to:

e Discard with negative acknowledgement.
Path AO-AO (to SMSQ):
Parameter Description Default
SMSC Group SMSC group to route to None
Modified Source Application to use as the source application when |None
Application forwarding an AO message as AO to an SMSC

Note: Outside only applications cannot be used as the

modified source application.
Path AO-AT (to application):
Parameter Description Default
Application Application to route traffic to Default to Short

Number

Application Load Application load balancing group to use (only applies | None
Balancing Group to AT traffic)
Path AO-MT-AO (Try-and-Forward MT):
Parameter Description Default
Successful Delivery on | Billing profile to use when the fallback leg of the None
Fallback routing action succeeds
Failed Delivery on Billing profile to use when the fallback leg of the None
Fallback routing action fails
SMSC Group SMSC group to route to None
Modified Source Application to use as the source application when |None
Application forwarding an AO message as AO to an SMSC

Note: Outside only applications cannot be used as the

modified source application.
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Store for delivery to MS:
Parameter Description Default
AMS Queue AMS queue to use for storage First defined AMS
queue
Route to MS, fallback to storage:
Parameter Description Default
AMS Queue AMS queue to use for storage First defined AMS
queue
Store for delivery to application:
Parameter Description Default
Application Application to route traffic to Default to Short
Number
Application Load Application load balancing group to use (only applies | None
Balancing Group to AT traffic)
AMS Queue AMS queue to use for storage First defined AMS
queue
Route to application, fallback to storage:
Parameter Description Default
Application Application to route traffic to Default to Short
Number
Application Load Application load balancing group to use (only applies | None
Balancing Group to AT traffic)
AMS Queue AMS queue to use for storage First defined AMS
queue

Prerequisites:

* Application

* Application category
¢ Application group

* Billing profile

* External attribute

* Service class

e Modifier

4.4.7 Creating an Incoming AT Routing Rule

To create an incoming application-terminating routing (ATIR) rule:
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1. In the left navigation bar, select Routing [J Routing Rules [J ATIR.

The Incoming Application Terminating Routing Rules tab appears.

2. Click Add New.

A new Incoming Application Terminating Routing Rules tab appears.

3. Enter a unique name for the rule in the Name box (up to 31 characters).
4. Optionally enter a description of the rule in the Description box.
5. Set the rule's priority in the Priority box.
The priority must be between 0 (lowest) and 99 (highest); the default is 50. The ATIR rule with the
highest priority is evaluated first.
6. Set conditions for the rule.
7. From the Action list, select a routing action for the rule.
Note: In the case of AT-AT routing, the RTR evaluates ATIR rules before it evaluates ATOR rules.
8. Set the parameters for the routing action, if required.
9. Optionally select an AT modifier from the Modifier list.
10. Optionally select a log profile from the Log Profile list.
11. In the Device Assignments section, select the RTR device(s) to which this rule applies.

12. Click Save.
The MGR creates the rule and closes the tab.

13. Activate the rule.

4.4.7.1 ATI Rule Conditions

The following table details the conditions that are available for ATIR rules.

Condition Values Description
Time Schedule | | Always Condition on the evaluation time of the message:
¢ Schedule

e Always: The condition is always true.

* Schedule: The condition is true if the current time
falls within the schedule as specified by the selected
routing schedule, defined in Routing [J Schedules.

Application « None Index of the application originating the message.
¢ Application
Application Index of the application group associated with the
G e None li . . .
roup application originating the message.
* Bit string
Application . N Index of the application category associated with the
Category one application (with inside session) sending the inbound

¢ Bit string AT message.
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Condition Values Description
Service Class . N Index of the service class associated with the
one application originating the message.
¢ Bit string
Message Type |, None Indicates which message type applies (each bit
e Bitstring corresponds to a message type). If the bit is 1, the
message type applies. If the bit is 0, the message type
message
e 1.D eli% ery N.ote}:1 Bit 0 is ’Fhe .lfe?ast si%.nificabr.lt (last) bit, while bit
notification 2 is the most significant (first) bit.
Protocol . N The protocol used by the originating application to
one submit the message.
¢ Bitstring
e UCP
e SMPP
¢ CIMD
Operation e None The operation used by the originating application to

e Bitstring

0: CP call input
operation (01)

1: UCP multiple
address call input
operation (02)

2: UCP call input
with
supplementary
services operation
(03)

3: UCP MS message
transfer operation
(30)

4: UCP submit short
message operation
(51)

9: UCP operation
other than above
10: SMPP
SubmitSm

12: SMPP
SubmitMulti

13: SMPP DataSm
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Condition

Values

Description

19: SMPP operation
other than above
20: CIMD
SubmitMessage

29: CIMD operation
other than above
30: Operation from
another protocol
than UCP, SMPP, or
CIMD

Originator

¢ Single MSISDN

* MSISDN range

* MSISDN prefix

¢ Country

¢ Network

¢ Single short number
* Short number range

¢ Short number prefix
e Application
e List

The originator specified in the message.

Originator TON

¢ None
¢ Bit string

0: Unknown
1: International
number

2: National number

3: Network specific
number

4: Subscriber
number

5: Alphanumeric
6: Abbreviated
number

7: Reserved

The type of number (TON) specified in the originator

address of the message.

Originator NPI

¢ None
¢ Bit string

0: Unknown
1: ISDN telephony
2: Data
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Condition

Values

Description

3: Telex

4: Reserved

5: Reserved

6: Reserved

7: Reserved

8: National
numbering plan
9: Private
numbering plan

10: ERMES
numbering plan

11: Reserved
12: Reserved
13: Reserved
14: Reserved
15: Reserved

Recipient

¢ Single MSISDN
¢ MSISDN range
e MSISDN prefix
¢ Country
* Network

¢ Single short number
* Short number range
e Short number prefix

¢ Application
e List

The recipient specified in the message.

Recipient TON

¢ None
* Bit string

e (: Unknown
e 1:International
number

¢ 2: National number
* 3: Network specific

number

e 4: Subscriber
number

¢ 5: Alphanumeric

e 6: Abbreviated
number

e 7:Reserved

The type of number (TON) specified in the recipient
address of the message.
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Condition Values Description

Recipient NPI

The number plan identifier (NPI) specified in the

* None recipient address of the message.

¢ Bit string

: Unknown

: ISDN telephony
: Data

: Telex

: Reserved

: Reserved

: Reserved

°
(=)

: Reserved

: National
numbering plan

e O: Private
numbering plan

e 10: ERMES
numbering plan

¢ 11: Reserved

e 12: Reserved

e 13: Reserved

¢ 14: Reserved

¢ 15: Reserved

[ ]
N O Ul i W IN -

Priority The priority level specified in the message.

¢ None
¢ Bit string

¢ 0: UCP no priority
requested

¢ 1: UCP priority
requested

¢ 10: SMPP no
priority requested

e 11: SMPP priority
requested

e 20: CIMD priority
level 1 (most
urgent)

¢ 21: CIMD priority
level 2

e 22: CIMD priority
level 3

e 23: CIMD priority
level 4

e 24: CIMD priority
level 5
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Condition Values Description

e 25: CIMD priority
level 6

e 26: CIMD priority
level 7

e 27: CIMD priority
level 8

¢ 28: CIMD priority
level 9

PID None The protocol ID specified in the message.

Byte value (value

between 00 and FF,

hexadecimal)

Service Centre None Index of the service centre (each bit in the string
Bit string corresponds to a service centre). If the bit is 1, the
service centre (5C) applies. If the bit is 0, the service
centre does not apply.
Up to 250 service centres can be defined. Therefore,
the bit string consists of 250 bits with the least
significant (last) bit indicating whether the service
centre with SNMP index 1 applies and the most
significant (first) bit indicating whether the service
centre with SNMP index 250 applies.
SC Timestamp None The SC timestamp specified in the message.
Relative time
Segment Type None Indicates which concatenated message segments apply
Bit string (each bit corresponds to a segment of a concatenated
‘ message). If the bit is 1, the segment applies. If the bit
* 0:First segment of |5, the segment does not apply.
a segmented
message Note:

* l:Lastsegmentofa|e Bit( is the least significant (last) bit, while bit 2 is
segmented message the most significant (first) bit.

* 2:Neither the first | ¢ Concatenation information received in SMPP SAR
nor thelastsegment|  TLV (sar _segnent _seqnun) is also considered
of a segmented while matching this condition.
message

Data Coding The data coding scheme (DCS) specified in the

None

Scheme (DCS) message.
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Condition Values Description

¢ Byte value (value
between 00 and FF,
hexadecimal)

User Data e None Content of the message:

e Full text

¢ Full text: Compares the entire message content with
e Text tag

a defined string. Only evaluates positively if there

* Subtext (contains) is an exact match with the user data (message

¢ Textlength content).

¢ Text tag: Compares the first part of the message
content with a defined tag-string. Only evaluates
positively if the message starts exactly with the
defined tag-string. Useful to define a rule on
keywords (e.g. * LONG# for CMG SMSCs).

® Subtext (contains): Compares if the message content
contains a defined tag-string. To optimise the
search, a start position (default 1) and an end
position (default 160) must be specified in which
the string is to be found.

Note: All message content scanning is case-insensitive.

User Data The user data header (UDH) indication specified in
None
Header the message.

Indication * Bitvalue . )
Note: UDH information received in concatenation

0 related SMPP TLVs (sar _nsg_ref _num
e 1 sar_total _segments,sar_segnment _segnum is
also considered while matching this condition.

User Data

e None Value specified in one of the IEIs of the UDH of the
Header

* Byte value message. Only evaluates positively if there is an exact
match with the information element identifier (00-FF,
hexadecimal) of the UDH. Refer to technical
specification 3GPP 23.040 for more information. Most
common information element identifier (IEI) values:

® (0: Concatenated short message

* (1: Special SMS message indication

* (4: Application port addressing scheme, 8-bit
address

e (5: Application port addressing scheme, 16-bit
address

® (06: SMSC control parameters
¢ (07: UDH Source Indicator

Note: UDH information received in concatenation
related SMPP TLVs (sar _nsg_ref _num
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Condition Values Description

sar _total _segments,sar_segnent _seqgnunj is
also considered while matching this condition.

More Messages The more-messages-to-send indicator specified in the

To Send None message.
* Bit value

e 0
o 1

Delivery Status The delivery status specified in the notification.

¢ None
¢ Bit string

* 0 UCP: in progress

e 1 UCP: delivery
failed

e 2 UCP: delivery
successful

e 10 SMPP: no status
available

e 11 SMPP:in
progress

¢ 12 SMPP: validity
period expired

* 13 SMPP: delivery
failed

* 14 SMPP: delivery
successful

e 15 SMPP: deleted

e 16 SMPP: deleted
by cancel

e 17 SMPP: scheduled

* 18 SMPP: accepted

* 19 SMPP: rejected

e 20 CIMD: no status
available

e 21 CIMD:in
progress

e 22 CIMD: validity
period expired

e 23 CIMD: delivery
failed

¢ 24 CIMD: delivery
successful

e 25 CIMD: no
response
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Condition Values Description

e 26 CIMD: last no
response

e 27 CIMD: cancelled

e 28 CIMD: deleted

e 29 CIMD: deleted

by cancel
Delivery . N The delivery timestamp specified in the notification.
Timestamp one
* Relative time
Ext Att A set of 32 attributes, the value of which can be
* None o
controlled by external applications.
* External attributes
Originator SSI .« N Perform a positive or negative test on one or more
one ' ' individual originator subscriber services (defined in
* Subscriber Services SPF Services [0 SPF Services) . The condition test
works like a logical AND operation (similar to the
external attributes). For example, if positive tests are
selected for originator copy and distribution list, the
condition would only be satisfied if both of these tests
are true.
Recipient SSI Perform a positive or negative test on one or more

e None

. . individual recipient subscriber services. The condition
* Subscriber Services

test works like a logical AND operation (similar to the
external attributes). For example, if positive tests are
selected for originator copy and distribution list, the
condition would only be satisfied if both of these tests
are true.

4.4.7.2 ATI Routing Action Parameters

The following tables detail the parameters for incoming AT routing actions.

Parameter Description Default
Billing for Discarded Billing Profile to use for discard /block message None
Messages

records.

Applies to:

¢ Block with permanent message error
* Block with permanent recipient error
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Route to application:
Parameter Description Default
Destination Application |Type of destination application: Incoming
Applicati
¢ Incoming Application ppiication
¢ Based on Recipient Address
¢ Specify Application
e Application From Intermediate Cache (Icache)
Specified Destination Destination application to use if the Destination First application on
Application Application setting is Speci fy Application. the list
Route to application, fallback to store:
Parameter Description Default
AMS Queue AMS queue to use for storage First defined AMS
queue
Destination Application |Type of destination application: Incoming
Applicati
¢ Incoming Application pprcation
* Based on Recipient Address
¢ Specify Application
¢ Application From Intermediate Cache (Icache)
Specified Destination Destination application to use if the Destination First application on
Application Application setting is Speci fy Application. the list
Store for delivery to application:
Parameter Description Default
AMS Queue AMS queue to use for storage First defined AMS
queue
Destination Application |Type of destination application: Incoming
Applicati
* Incoming Application ppiication
* Based on Recipient Address
* Specify Application
¢ Application From Intermediate Cache (Icache)
Specified Destination Destination application to use if the Destination First application on
Application Application setting is Speci fy Appl i cation. the list
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Route to SMSC as AO:
Parameter Description Default
SMSC Group SMSC group to which to route the AO message None
Destination Application |Type of destination application: Incoming
Applicati
¢ Incoming Application pprication
* Based on Recipient Address
¢ Specify Application
e Application From Intermediate Cache (Icache)
Specified Destination Destination application to use if the Destination First application on
Application Application setting is Speci fy Application. the list
Route to SMSC as AO, fallback to storage:
Parameter Description Default
SMSC Group SMSC group to which to route the AO message None
AMS Queue AMS queue to use for storage First defined AMS
queue
Destination Application |Type of destination application: Incoming
Applicati
* Incoming Application pprication
¢ Based on Recipient Address
¢ Specify Application
* Application From Intermediate Cache (Icache)
Specified Destination Destination application to use if the Destination First application on
Application Application setting is Speci fy Application. the list
Store for forwarding to SMSC as AO:
Parameter Description Default
SMSC Group SMSC group to which to route the AO message None
AMS Queue AMS queue to use for storage First defined AMS
queue
Destination Application |Type of destination application: Incoming
Applicati
¢ Incoming Application pprcation
* Based on Recipient Address
¢ Specify Application
¢ Application From Intermediate Cache (Icache)
Specified Destination Destination application to use if the Destination First application on
Application Application setting is Speci fy Application. the list
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4.4.8 Creating an Outgoing AT Routing Rule

Prerequisites:

Application
Application category
Application group
Billing profile
External attribute
Service class

To create an outgoing application-terminating routing (ATOR) rule:

1.

10.
11.
12
13.
14.

15.

In the left navigation bar, select Routing [J Routing Rules 0 ATOR.
The Outgoing Application Terminating Routing Rules tab appears.

Click Add New.
A new Outgoing Application Terminating Routing Rules tab appears.

Enter a unique name for the rule in the Name box (up to 31 characters).

. Optionally enter a description of the rule in the Description box.

Set the rule's priority in the Priority box.

The priority must be between 0 (lowest) and 99 (highest); the default is 50. The ATOR rule with
the highest priority is evaluated first.

Set conditions for the rule.

In the Action Threshold box, set the maximum number of messages per second that are allowed
before the rule takes effect (this parameter only applies when the ATOR rule matches).

From the Outgoing Originator Address Conversion list, select RuleSet from the list only if it is
desired to apply the outgoing address conversion on the originator addresses of all AT messages
that would match this rule. By default "No Change" will be selected always. See Creating Outgoing
Address Conversion Rule Sets for more details regarding outgoing address conversion.

From the Outgoing Recipient Address Conversion list, select RuleSet from the list only if it is
desired to apply the outgoing address conversion on the recipient addresses of all AT messages
that would match this rule. By default "No Change" will be selected always. See Creating Outgoing
Address Conversion Rule Sets for more details regarding outgoing address conversion.

From the Action list, select a routing action for the rule.

Set the parameters for the routing action, if required.

Optionally select a log profile from the Log Profile list.

In the Device Assignments section, select the RTR device(s) to which this rule applies.
Click Save.

The MGR creates the rule and closes the tab.

Activate the rule.

4.4.8.1 ATO Rule Conditions
The following table details the conditions that are available for ATOR rules.
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Condition Values Description
Time Schedule | | Always Condition on the evaluation time of the message:
* Schedule * Always: The condition is always true.

* Schedule: The condition is true if the current time
falls within the schedule as specified by the selected
routing schedule, defined in Routing [ Schedules.

Application .« None Index of the application originating the message.
¢ Application
Application Index of the application group associated with the
Grou ¢ None licati ioinating th
p application originating the message.
¢ Bit string
Application .« N Index of the application category associated with the
Category 'one ) application (with outside session) receiving the
* Bitstring outbound AT message.
Service Class Index of the service class associated with the
¢ None L o
application originating the message.
e Bitstring
Protocol . N The protocol used by the originating application to
one submit the message.
¢ Bit string
e UCP
¢ SMPP
e CIMD
Operation . N The operation used by the originating application to
one submit the message.
¢ Bit string

¢ 0:CP call input
operation (01)

¢ 1: UCP multiple
address call input
operation (02)

* 2: UCP call input
with
supplementary
services operation
(03)

¢ 3:UCPMSmessage
transfer operation
(30)
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Condition

Values

Description

e 4: UCP submit short
message operation
(51)

¢ 9: UCP operation
other than above

e 10: SMPP
SubmitSm

e 12: SMPP
SubmitMulti

¢ 13: SMPP DataSm

* 19:SMPP operation
other than above

e 20: CIMD
SubmitMessage

¢ 29:CIMD operation
other than above

¢ 30: Operation from
another protocol
than UCP, SMPP, or
CIMD

Protocol
Identifier (PID)

¢ None

¢ Byte value (value
between 00 and FF,
hexadecimal)

The protocol ID specified in the message.

More Messages
To Send

e None
e Bit value

e 0
e 1

The more-messages-to-send indicator specified in the

message.

Originator

¢ Single MSISDN

e MSISDN range

e MSISDN prefix

¢ Country

* Network

¢ Single short number
* Short number range
* Short number prefix
¢ Application

e List

The originator specified in the message.
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Condition

Values

Description

Originator TON

¢ None
¢ Bit string

0: Unknown
1: International
number

2: National number

3: Network specific
number

4: Subscriber
number

5: Alphanumeric
6: Abbreviated
number

7: Reserved

The type of number (TON) specified in the originator

address of the message.

Originator NPI

¢ None
¢ Bit string

o

: Unknown

: ISDN Telephony
: Data

: Telex

: Reserved

: Reserved

: Reserved

: Reserved

NI O Ul s WO -

: National
numbering plan
9: Private
numbering plan
10: ERMES
numbering plan
11: Reserved

12: Reserved

13: Reserved

14: Reserved

15: Reserved

The numbering plan identification (NPI) specified for

the recipient of the message.

Originator IMSI

¢ None

¢ Single IMSI
e IMSIrange
¢ County
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Condition Values Description

e Network
e List

Recipient The recipient specified in the message.

¢ Single MSISDN

e MSISDN range

e MSISDN prefix

¢ Country

¢ Network

¢ Single short number
* Short number range
* Short number prefix
¢ Application

e List

Recipient TON The type of number (TON) specified in the recipient

* None address of the message.

¢ Bit string

e (: Unknown

¢ 1:International
number

e 2:National number

* 3: Network specific
number

e 4: Subscriber
number

¢ 5: Alphanumeric

e 6: Abbreviated
number

e 7:Reserved

Recipient NPI The number plan identifier (NPI) specified in the

* None recipient address of the message.

* Bit string

¢ (0: Unknown
1: ISDN Telephony
2: Data
3: Telex
4: Reserved
e 5:Reserved
6: Reserved
7: Reserved
8

: National
numbering plan
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Condition Values Description

e O:Private
numbering plan

¢ 10: ERMES
numbering plan

¢ 11: Reserved

e 12: Reserved

* 13: Reserved

e 14: Reserved

e 15: Reserved

Orig. The MSC or SGSN serving the originator specified in
MS% /SGSN * Single MSISDN the message. ° ° ’
e MSISDN range
* MSISDN prefix
¢ Country
¢ Network
e List
SMSC Address | | Single MSISDN The SMSC specified in the message.
e MSISDN range
e MSISDN prefix
¢ Country
¢ Network
e List
User Data e None Content of the message:
* Full text ¢ Full text: Compares the entire message content with
* Texttag a defined string. Only evaluates positively if there
* Subtext (contains) is an exact match with the user data (message
¢ Textlength content).

¢ Text tag: Compares the first part of the message
content with a defined tag-string. Only evaluates
positively if the message starts exactly with the
defined tag-string. Useful to define a rule on
keywords (e.g. * LONG# for CMG SMSCs).

* Subtext (contains): Compares if the message content
contains a defined tag-string. To optimise the
search, a start position (default 1) and an end
position (default 160) must be specified in which
the string is to be found.

Note: All message content scanning is case-insensitive.
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Condition Values Description
User Data The user data header (UDH) indication specified in
Header * ﬁimel the message.
. . °
Indication Hvae Note: UDH information received in concatenation
* 0 related SMPP TLVs (sar _nmsg_ref _num
e 1 sar_total _segnents,sar_segnent _segnum is
also considered while matching this condition.
[I—JIZ?;:li)rata e None Value specified in one of the IEIs of the UDH of the
 Byte value message. Only evaluates positively if there is an exact
match with the information element identifier (00-FF,
hexadecimal) of the UDH. Refer to technical
specification 3GPP 23.040 for more information. Most
common information element identifier (IEI) values:
¢ (0: Concatenated short message
¢ 01: Special SMS message indication
e (4: Application port addressing scheme, 8-bit
address
¢ 05: Application port addressing scheme, 16-bit
address
* (06: SMSC control parameters
e (7: UDH Source Indicator
Note: UDH information received in concatenation
related SMPP TLVs (sar _nsg_ref _num
sar _total _segnents, sar _segnment _seqnumn is
also considered while matching this condition.
Priority .« None The priority level specified in the message.
¢ Bit string
¢ (: UCP no priority
requested
¢ 1: UCP priority
requested
e 10: SMPP no
priority requested
e 11: SMPP priority
requested
¢ 20: CIMD priority
level 1 (most
urgent)
¢ 21: CIMD priority
level 2
e 22: CIMD priority
level 3
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Condition Values Description
e 23: CIMD priority
level 4
e 24: CIMD priority
level 5
¢ 25: CIMD priority
level 6
¢ 26: CIMD priority
level 7
e 27: CIMD priority
level 8
e 28: CIMD priority
level 9
Message Type | | N Condition pertaining to the message type applicable
one for this message.
* Bit string
e (0:Normal AT
Message
¢ 1:Delivery
Notification
Data Coding . N The data coding scheme (DCS) specified in the
Scheme (DCS) one message.
* Byte value (value
between 00 and FF,
hexadecimal)
Concat. Msg. . N The segment sequence number of a concatenated
Segments one message.
¢ Bit string
. Note: Concatenation information received in SMPP
* First segment TLVs (sar _segment _seqnun) is also considered
¢ Last segment while matching this condition.
* Not first nor last
SC Timestamp . N The service centre (SC) timestamp specified in the
one message.
* Relative time
Delivery Status | | None The delivery status specified in the notification.
e Bit string Note: This condition is only applicable for AT-AT
. scenarios and not applicable for RTR generated
* OUCP: in progress | notifications.
¢ 1 UCP: delivery
failed
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Condition

Values

Description

2 UCP: delivery
successful

10 SMPP: no status
available

11 SMPP: in
progress

12 SMPP: validity
period expired

13 SMPP: delivery
failed

14 SMPP: delivery
successful

15 SMPP: deleted
16 SMPP: deleted
by cancel

17 SMPP: scheduled
18 SMPP: accepted
19 SMPP: rejected

20 CIMD: no status
available

21 CIMD: in
progress

22 CIMD: validity
period expired

23 CIMD: delivery
failed

24 CIMD: delivery
successful

25 CIMD: no
response

26 CIMD: last no
response

27 CIMD: cancelled
28 CIMD: deleted

29 CIMD: deleted
by cancel

Delivery
Timestamp

e None
e Relative time

The delivery timestamp specified in the notification.

Ext Att

e None
e External attributes

A set of 32 attributes, the value of which can be
controlled by external applications.
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Condition Values Description
XS Message « None The eXternal Service (XS) message type applicable for
this SM.
¢ Bit string
* Not an XS Message
e Copy to
Application
Message
¢ Auto Reply
Message
¢ Copy to Email
e Forward to Email
Originator SSI « None Perform a positive or negative test on one or more
individual originator subscriber services (defined in
* Subscriber Services SPF Services [ SPF Services). The condition test
works like a logical AND operation (similar to the
external attributes). For example, if positive tests are
selected for originator copy and distribution list, the
condition would only be satisfied if both of these tests
are true.
Recipient SSI .« N Perform a positive or negative test on one or more
one individual recipient subscriber services. The condition
* Subscriber Services | tost works like a logical AND operation (similar to the
external attributes). For example, if positive tests are
selected for originator copy and distribution list, the
condition would only be satisfied if both of these tests
are true.

4.4.8.2 ATO Routing Action Parameters

The following tables detail the parameters for outgoing AT routing actions.

All outgoing AT routing actions:

Parameter Description Default
Billing For Submission | Billing profile to use for submission None
Billing For Failed Delivery | Billing profile to use when the routing action fails | None
Pass:

Parameter Description Default
Billing For Successful Billing profile to use when the routing action succeeds | None
Delivery

Billing For Delivery Billing profile to use for delivery notification None
Notification
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All outgoing AT block actions:

Routing

Parameter Description Default
Billing for Blocked Billing profile to use when the routing rule blocks | None
Delivery delivery

4.4.9 Creating an IGM Routing Rule

To create an internally generated message routing (IGMR) rule:

1. In the left navigation bar, select Routing I Routing Rules 0 IGMR.

The Internally Generated Message Routing Rules tab appears.
2. Click Add New.

A new Internally Generated Message Routing Rules tab appears.

3. Enter a unique name for the rule in the Name box (up to 31 characters).

4. Optionally enter a description of the rule in the Description box.

5. Enter the rule's priority in the Priority box.

The priority must be between 0 (lowest) and 99 (highest); the default is 50. Each rule must have a
different priority. The rule with the highest priority is evaluated first.

© ® 3>

10. Click Save.

Set conditions for the rule.

In the Action box, select a routing action for the rule.
Set the parameters for the routing action, if required.
In the Device Assignments section, select the RTR device(s) to which this rule applies.

The MGR creates the rule and closes the tab.

11. Activate the rule.

4.4.9.1 IGM Rule Conditions

The IGM rule sets share the following set of supported rule conditions:

Condition

Format

Description

Time Schedule

This condition does not depend on any parameter of
the IGM, it evaluates against the current time (local to
the RTR instance) at the moment that the rule set is
evaluated.

Originator

Single MSISDN, MSISDN
range or MSISDN prefix

This condition is evaluated against the normalized
originator address, if it is categorized as MSISDN®.

Country

This condition is evaluated against the country, as
derived from extracting the E.164 country code from

6 While only ARP messages pass through these rules, both the IGM's originator and recipient are expected
to always be categorized as MSISDNSs.
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Condition

Format

Description

the normalized MSISDN. Successful extraction of the
country code depends on the provisioned countries.

Network

This condition is evaluated against the network, as
derived from matching the normalized MSISDN
against the provisioned mobile network number ranges
and/or network prefixes. Successful association of the
MSISDN with a provisioned mobile network can only
happen if mobile number portability is not supported
for that network, and if the network and its number
range(s)/ prefix(es) have been provisioned.

List

This condition evaluates the normalized MSISDN
against a list of MSISDNSs, enabling logical OR
operation.

Originator SSI

This condition is evaluated against the originator's SSI.
It enables you to specify which services the originator
must or must not have. If SSI is not used, this condition
should not be specified.

Recipient

General

If an early SRI-SM query was executed for the IGM,
both the recipient's MSISDN and IMSI may be
available.

Single MSISDN, MSISDN
range or MSISDN prefix

This condition is evaluated against the normalized
recipient address, if it is categorized as MSISDNE.

Country

If the recipient's IMSI has been retrieved, this condition
is evaluated against the country, as derived from
extracting the mobile country code (MCC) from the
IMSI. Otherwise, the condition is evaluated against
the country, as derived from extracting the E.164
country code from the normalized MSISDN. Successful
extraction of the country depends on the provisioned
countries.

Network

If the recipient's IMSI has been retrieved, this condition
is evaluated against the mobile network, as derived
from extracting the mobile network code (MNC) from
the IMSI. Otherwise, the condition is evaluated against
the network, as derived from matching the normalized
MSISDN against the provisioned mobile network
number ranges and /or network prefixes. Successful
extraction of the mobile network depends on the
provisioned mobile networks.

List

This condition evaluates the normalized MSISDN or
IMSI against a list of MSISDNs or IMSIs, enabling
logical OR operation.
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Condition

Format

Description

Single IMSI, IMSI range or
IMSI prefix

This condition is evaluated against the recipient IMSI,
if that IMSI has been retrieved prior to the evaluation
of the rule set.

Recipient SSI

This condition is evaluated against the recipient's SSI.
It enables you to specify which services the recipient
must or must not have. If SSI is not used, this condition
should not be specified.

User Data

This condition is evaluated against the user data of the
IGM.

External
Attributes

This condition is evaluated against the external
attributes as set by the EC application(s) consulted
during the evaluation of the IGMX rule set. Due to the
nature of the EC rule set evaluation, this condition is
only supported in the IGMR and IGMC rule sets.

XS Message

This condition is evaluated against the XS message
type of the IGM. As currently, IGM processing only
applies to Auto Reply (ARP) messages, this condition
should not be used.

Recipient RN
Group

This condition is evaluated against the recipient's
Routing Number (RN) group. A routing number can
be retrieved by issuing an early SRI-SM query, and
routing numbers can only ever be extracted when they
were provisioned.

Terminating

MSC/SGSN

General

The terminating MSC or SGSN address is only
available during rule evaluation after a successful early
SRI-SM query. If that query returned both an MSC and
an SGSN address the condition is evaluate against the
address selected by the semi-static configuration
setting pr ef err ednt dest i nati on only.

Single MSISDN, MSISDN
range or MSISDN prefix

This condition is evaluated against the MSC or SGSN
E.164 number.

Country

This condition is evaluated against the country, as
derived from extracting the E.164 country code from
the MS or SGSN address. Successful extraction of the
country code depends on the provisioned countries.

Network

This condition is evaluated against the network, as
derived from matching the E.164 address against the
provisioned mobile network number ranges and/or
network prefixes. Successful association of the MSC
or SGSN address with a provisioned mobile network
can only happen if the network and its number
range(s)/prefix(es) have been provisioned.
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Condition

Format

Description

List

This condition evaluates the MSC or SGSN address
against a list of E.164 numbers, enabling logical OR
operation.

4.4.9.2 IGMR Routing Action

The possible routing actions are:

Action Effect

Discard Discard the IGM, and do the post-processing as if the message was
successfully delivered.

Reject Discard the IGM, and do the post-processing as if the delivery of the
message failed and the message got dropped.

Route to MS Try to deliver the IGM to a Mobile Station (MS), no fallback upon failure.

Route to MS, Fallback to | Try to deliver the IGM to an MS, or try to store the IGM in the specified

Storage AMS queue upon temporary failure of the first MT delivery attempt.

Store for Delivery to MS | Try to store the IGM in the specified AMS queue, such that the AMS takes

care of requesting the delivery of the IGM to an MS. Such IGMR rules only
match if, at the time of rule evaluation, at least one AMS is available, which
indicates the capability for storing messages (as opposed to Icache
functionality only).

Route to Application

Try to deliver the IGM as AT to an application. The destination application
is determined by the Application Selection field:

* By Rule: The IGMR needs to specify the destination application.
* By Load Balancing Group: The IGMR needs to specify the load balancing
group to be used when determining the destination application.

Such IGMR rules only match if, at the time of the rule evaluation, the
destination application is available, i.e. there are active outside sessions for
the destination application(s).

Route To Application,
Fallback to Storage

Try to deliver the IGM as AT to an application, or try to store the IGM in
the specified AMS queue upon temporary failure of the first AT delivery
attempt. The destination application is determined in the same way as it is
for the Route to Application action. Such IGMR rules only match if, at the
time of the rule evaluation, either the destination application or the AMS
is available.

Store for Delivery to

Try to store the IGM in the specified AMS queue, such that the AMS takes
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Application care of requesting the delivery of the IGM to an application. The destination
application is determined in the same way as it is for the Route to
Application action. Such IGMR rules only match if, at the time of rule
evaluation, at least one AMS is available.

Route to SMSC as AO | Try to forward the IGM as an AO message to an external SMSC. The IGMR

needs to specify both the application to use when forwarding the AO
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Action Effect

message, and the SMSC group to which the IGM is supposed to be
forwarded. Such IGMR rules only match if, at the time of rule evaluation,
at least one of the SMSCs in the SMSC group is available to receive AO
messages from the designated application.

Route to SMSC as AO, |Try to forward the IGM as an AO message to an external SMSC, or try to
Fallback to Storage store the IGM in the specified AMS queue upon temporary failure of the
first AO forwarding attempt. The IGMR needs to specify both the application
to use when forwarding the AO message, and the SMSC group to which
the IGM is supposed to be forwarded. Such IGMR rules only match if, at
the time of rule evaluation, at least one of the SMSCs in the SMSC group
is available to receive AO messages from the designated application, or if
at least one AMS is available.

Store for Forwarding to | Try to store the IGM in the specified AMS queue, such that the AMS takes
SMSC as AO care of requesting the forwarding of the IGM as AO to an external SMSC.
The IGMR needs to specify both the application to use when forwarding
the AO message, and the SMSC group to which the IGM is supposed to be
forwarded. Such IGMR rules only match if, at the time of rule evaluation,
at least one AMS is available.

Route to MS, Fallback to | Try to deliver the IGM to an MS, or try to forward the IGM as an AO
SMSC as AO message to an external SMSC upon temporary failure of the first MT delivery
attempt. The IGMR needs to specify both the application to use when
forwarding the AO message, and the SMSC group to which the IGM is
supposed to be forwarded.

If no IGMR rule matches, the IGM processing continues as if an IGMR with Routing Action "Reject"
had matched.

Note: When the selected routing action leads to the an MT or AT delivery attempt, the MTOX or
ATOX rule set only gets evaluated for IGMs if the semi-static configuration attribute
out boundext condr ul esenabl edf ori gsmis set to true.

4.4.10 MO Rule Conditions for SIP Originated Message

MO Routing rules support SIP Headers conditions which can be used to determine Routing Action
based on SIP Header values received in incoming SIP messages.

If set as "SIP Header", sub-conditions will be matched against SIP header received in incoming SIP
Originated message. Four sub-conditions can be provisioned.

Note: SIP Header to be used in Rule Evaluation must be provisioned in SIP Header Screen under
IPSM-GW tab. For example, if user wants to apply condition on SIP header "P-Access-Network-Info"&
"P-Visited-Network-Id" then, it should be configured Under the IPSM-GW tab.
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[0 SIF Headers

IPSMGW/sipHeader Routing/acRtgRule

SIP Headers

ID Name Last Updated

1  P-Access-Network-Info 2017-02-13 10:11:24
3 P-\isited-Network-Id 2017-02-14 10:52:40

Four SIP Header conditions can be provisioned in MO Rules as in the following image:

Message Segments [cond]: = | None A

SIP Header [cond]: = | SIP Header -

SIP Header Assignments

Condition

1 P-Access-Network-Info = || Contains * | v |3GPP-E-UTRAN-FDD;utran
2 P-Visited-Network-Id ~ || Does Not Contain ~ | + |Hello.mnc002.mcc262.3gp
3 P-Visited-Network-Id * || Equals ¥ |+ [ims.mnc002.mcc262.3gpp
4 P-Access-Network-Info [=]| not Equal [*] ~ [3GPP-E-UTRAN-FDD;3gpp*
Action: A | Discard with acknowledgement
Billing for Submission: + | Mone

Each SIP Header condition consists of three parts:

1. Name:

Index to the SIP Header Table. It indicates the SIP Header on which this condition must be applied.

2. Condition type:

This parameter indicates the Condition Type: contains, does not contain, equals, not equal. Default
value is none. Below table describe for the condition type.

Condition type

Description

cont ai ns

If the condition type is Contains, then the condition will match only if the
configured Value string is contained in the corresponding SIP Header of the
incoming message.

doesNot Cont ai n

If the condition type is Does not Contain, then the condition will match only
if the configured Value string is not contained in the corresponding SIP
Header of the incoming message.

equal s If the condition type is Equals, then the condition will match only if the
configured Value string is exactly contained in the corresponding SIP Header
of the incoming message.
not Equal If the condition type is Not Equal, then the condition will match only if the
configured Value string is not exactly contained in the corresponding SIP
Header of the incoming message.
3. Value:
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This parameter indicates the SIP header value to be searched in corresponding SIP Header in the
incoming message. The value can be 255 characters long.

Note: If non-basic ASCII characters are configured in the SIP Header condition, the SNMP commands
like "t p_wal k" on a terminal may not display the characters properly. This does not means the
configuration is wrong. Please check the SNMP trace to confirm the configuration. The terminal display
of the characters depends on the Operating System, Locale setting and language support of the machine
where the terminal runs.

4.4.10.1 Processing Logic

On receiving a SIP Originated Message, the IIW parses the message and captures the SIP Header
provisioned in the SIP Header table. The [IW forwards the captured headers to the RTR using the
internal interface. The RTR further uses the headers in rule evaluation.

Some important points to observe:

1. If the SIP Header provisioned in the condition wass not received in the incoming SIP message,
then the condition fails and the rule is not matched.

2. Only first 255 bytes of SIP header are captured. The rest are ignored and will not be part of the rule
evaluation.

3. The header can be a multi-header in comma separated format or multiple instances of the same
header. In both cases the header will be shared in comma separated format.

4. For a SIP multi-header string, the search will be performed on the complete string (including the
comma as well) and not just on the last header.

5. Up to 10 SIP headers can be provisioned.
6. Up to 4 SIP header sub-conditions are allowed.

7. Evaluation is performed on the sub-conditions one by one and the combined result is the logical
AND of all the sub-conditions.

8. If negation is specified for a SIP condition, then the combined result of all SIP sub-conditions will
be reverted.

9. Search will be performed case-insensitive.

10. Leading spaces in the SIP header name are not recommended due to the default behavior in [IW
which will truncate the leading spaces (if any) present in a SIP Originated Message.

11. When an incoming SIPO message with more than 255 characters is received by the IIW, the IIW
truncates the SIP header and captures only first 255 characters. In case if the 255 character is a
space (" "), the IIW & RTR consider it as a character, which further impacts the rule matching as in
MGR GUI only 254 characters with condition type as "equal” & SIP header length in the capture is
255 character, then rule will not match.

12. When the ITW receives incoming SIP message with short form of the header name and the SIP
header provisioned in the condition with original header name in MGR GUI then condition fails
and rule will not matched.

The following are examples of valid To header fields.

The compact form of the To header field is t .
t: sip:+12125551212@er ver. phone2net. com

If the SIP header is configured as To, the condition fails and the rules will not match.

The rule evaluation logic based on the Condition type, assuming A, B, C are strings without comma:
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Header Value S(;{l:leition Condition: Condition: Condition: Condition:

contains does not equals not equal
contains

A A Match Fail Match Fail

AB A Match Fail Fail Match

(A is a substring

of AB)

A;B A Match Fail Fail Match

A A;B Fail Match Fail Match

AB A;B Match Fail Match Fail

B;A A;B Fail Match Fail Match

A;B;,C A;B Match Fail Fail Match

4.4.10.2 Examples of MO Rule Conditions for SIP Originated Message

Example 1:

If the operator wants to discard a SIP message, using the headers P- Access- Net wor k- | nf o and
P- Vi si t ed- Net wor k- | d with condition types "cont ai ns" and "equal ", respectively, where:

e The P- Access- Net wor k- | nf o header contains the value "3GPP- E- UTRAN- FDD;
utran-cell -id-3gpp=262096ea10014104"

e The P- Vi si t ed- Net wor k- | d header contains the value
"i ms. mc002. ncc262. 3gppnet wor k. org"

and SIP Header conditions are configured as given in the below example. Here,

P- Access- Net wor k- | nf o: Contai ns = 3GPP- E- UTRAN- FDD; utran
P- Vi sited- Networ k-1 nfo: Equals = i ms. mc002. ntc262. 3gppnet work. org

Note: The Value box in the GUI displays a limited amount of text, as shown in this example.

If the content of Value exists as a substring in the P- Access- Net wor k- | nf 0 header and a complete
string in the P- Vi si t ed- Net wor k- | nf o header, then the condition matches and the MO rule will
be applied as per the routing action.
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Message Segments [cond]: = | MNone El
SIP Header [cond]: = | SIP Header IZ|

SIP Header Assignments

Condition
1 P-Access-Metwork-Info * | | Contains - 3GPP-E-UTRAN-FDD;utran
2 P-Visited-Metwork-1d - || Equals - ims.mnc002.mcc262.3gpp
3 None - || None -
4 None > || None 7
Action: < | Discard with acknowledgement El
Billing for Submission: 4 |N0ne El
Example 2:

If the operator wants to route the SIP message using headers P- Access- Net wor k- | nf 0 and
P- Vi si t ed- Net wor k- | d, with condition types "does not contai n"and "not equal ",
respectively, where :

e The P- Access- Net wor k- | nf 0 header contains the value "3GPP- E- UTRANS- FDDS;
utran-cell -id-3gpp=262096ea10014104"

e The P- Vi si t ed- Net wor k- | d header contains the value
"i ms. Mmc002. 123ntc262. 3gppnet wor k. org"

and SIP Header conditions are configured as given in the below example. Here,

P- Access- Net wor k- I nfo: Does Not Contain = 3GPP-E- UTRAN- FDD; utran

P- Vi si t ed- Net wor k-1 nfo: Not Equal = ins. mc002. ntc262. 3gppnetwork. org

Note: The Value box in the GUI displays a limited amount of text, as shown in this example.

If the sub-string search for the P- Access- Net wor k- | nf o header and complete string search for the
P- Vi si t ed- Net wor k- | nf 0 header, as per the configured Value (example), is not successful, the
condition will be successful and the MO rule will be applied as per the routing action.

Message Segments [cond]: = | None -

SIP Header [cond]: = |SIP Header -

SIP Header Assignments

Condition

1 P-Access-Network-Info :l Does Mot Contain :l 3GPP-E-UTRAN-FDD;utran
2 | P-Visited-Metwark-Id E” Mot Equal EI |ims.mnc002.mcc262.3gpp|
3 | Naone E” None EI | |
4 | Naone E” None EI | |

Action:  ~ [RoutetoMS =]

Always Respond With Ack: v [

Modifier: 4 | None IZ|

Billing for Submission: + | None IZ|

Rillina for Surcaccful Nalivan: v hnne [

Note: The SIP header conditions are applicable in the MOR/MOX/MOC rule.
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4.5 Creating External Condition Rules

Use external condition (EC) rules to process incoming and outgoing messages and forward them to
applications that connect to the RTR through the External Condition Interface (ECI). The types of
external condition rules are:

* Mobile-originating external condition rules (MOX)

* Incoming mobile-terminating external condition rules (MTIX)

* Outgoing mobile-terminating external condition rules (MTOX)

* Application-originating external condition rules (AOX)

* Incoming application-terminating external condition rules (ATIX)
* Outgoing application-terminating external condition rules (ATOX)
¢ Internally generated message external condition rules (IGMX)

Note: The MGR automatically assigns an index to each rule when it is created. When you use the
t p_wal k command-line tool to view rule-related counters, the index indicates which rule applies.
For example, moExt CondRul eTot al Appl i edCount er . 3 provides the number of times that the

MO EC rule with index 3 was applied.

4.5.1 Creating an MO External Condition Rule

Prerequisites:

Device

External attribute

External condition application
Routing number group

The conditions for a mobile-originating external condition routing rule (MOX) are the same as the
conditions for a mobile-originating routing rule (MOR).

To create a mobile-originating external condition routing rule (MOX):

1.

In the left navigation bar, select Routing [ EC Rules 1 MOX.
The Mobile Originating External Conditions tab appears.

Click Add New.
A new Mobile Originating External Conditions tab appears.

Enter a unique name for the rule in the Name box (up to 31 characters).

. Optionally enter a description of the rule in the Description box.

Set the rule's priority in the Priority box.
The priority must be between 100 (lowest) and 199 (highest); the default is 150.

Set conditions for the rule.

Select the external condition (EC) application that must validate the rule from the EC Application
list.

Optionally, select the External Attribute Settings to configure the set of 32 Boolean attributes.
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The configured values will be set in the ext er nal At t ri but e field of the ECI evaluation request
before sending the same to the EC application.

9. From the Failure Action list, select the action to take when the external condition evaluates to false.

10. Optionally select a log profile from the Log Profile list (or select Default to use the default log
profile).

11. In the Device Assignments section, select the RTR device(s) to which this rule applies.
12. Click Save.
The MGR creates the rule and closes the tab.

13. Activate the rule.

4.5.1.1 MOX Failure Action Parameters

The following tables detail the parameters for MO external condition failure actions.

Parameter Description Default
Billing for Discarded Billing Profile to use for discard /block message None
Messages

records.

Applies to:

¢ Discard with negative acknowledgement.
* Discard without response.

Return Message None

Return Message template to use for this discarded
messages
Applies to:

e Discard with negative acknowledgement.
¢ Discard without response.

4.5.2 Creating an Incoming MT External Condition Rule
Prerequisites:
¢ External condition application

The conditions for an incoming mobile-terminating external condition routing rule (MTIX) are the
same as the conditions for an incoming mobile-terminating routing rule (MTIR).

To create an outgoing mobile-terminating external condition routing rule (MTIX):

1. In the left navigation bar, select Routing [1 EC Rules [1 MTIX.

The Incoming Mobile Terminating External Conditions tab appears.

2. Click Add New.

A new Incoming Mobile Terminating External Conditions tab appears.

3. Enter a unique name for the rule in the Name box (up to 31 characters).
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4. Optionally enter a description of the rule in the Description box.

9.

10.
11.

12.

Enter the rule's priority in the Priority box.
The priority must be between 100 (lowest) and 199 (highest); the default is 150.

Set conditions for the rule.

Select the external condition (EC) application that must validate the rule from the EC Application
list.

Optionally, select the External Attribute Settings to configure the set of 32 Boolean attributes.
The configured values will be set in the ext er nal At t ri but e field of the ECI evaluation request
before sending the same to the EC application.

From the Failure Action list, select the action to take when the external condition evaluates to false.
In the Device Assignments section, select the RTR device(s) to which this rule applies.

Click Save.

The MGR creates the rule and closes the tab.

Activate the rule.

4.5.2.1 MTIX Rule Failure Action

If the ECI evaluation produces a result of false (after the optional inversion of the corresponding MTIX
rule's external condition), then the processing of the sorted list of matching MTIX rules stops and the
failure action of the MTIX rule is applied.

The possible failure actions are:

Action Effect

None Ignore the false result and continue to process the list of matching MTIX

rules, or assume that the message "passed" the MTIX rule evaluation if there
are no more matching rules in the list.

Discard With Leave the MTIX rule evaluation and behave as if an MTIR rule with action
Temporary Error "discard with temporary error" had matched.

Discard With Leave the MTIX rule evaluation and behave as if an MTIR rule with action
Permanent Error "discard with permanent error" had matched.

Discard With No Leave the MTIX rule evaluation and behave as if an MTIR rule with action
Response "discard with no response” had matched.

Discard With Ack Leave the MTIX rule evaluation and behave as if an MTIR rule with action

"discard with ACK" had matched.

Note:

CDRs will be generated using the billing profile (if configured) for Di scar ded Messages when the
message is discarded due to the application of any of the following routing action:

1.
2.

Discard with permanent error
Discard with no response

Only the FCDR format will be supported for generating CDRs for messages discarded by the RTR.
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Apart from the above stated condition, if the semi-static parameter
rtrcreatentntcdrforerrorscenari os is configured as true, CDRs will also be generated using
the billing profile (if configured) for Discarded Messages when the configured billing profile is of 3G
CDR format and the message is discarded due to the application of any of the following routing actions:

1. Discard with permanent error
2. Discard with no response

3. Discard with temporary error

4.5.2.2 MTIX Failure Action Parameters

The following tables detail

the parameters for incoming MT external condition failure actions.

Parameter Description Default
Billing for Discarded Billing Profile to use for discard /block message None
Messages

records.

Applies to:

e Discard with permanent error

¢ Discard without response

1 1 . None

Billing for Blocked Billing Profile to use for block message records.
Messages Applies to:

* Discard with temporary error

4.5.2.3 Message Status on CCI Event Log Search for MTIX Rule Failure Action

The message status on CCI

for each of the failure action is as below:

Discard with Ack Deleted
Discard with No Response Pending
Discard with Permanent Error Rejected
For Successful Delivery Delivered

4.5.3 Creating an Outgoing
Prerequisites:

e External attribute

MT External Condition Rule

¢ External condition application

The conditions for an outgoing mobile-terminating external condition routing rule (MTOX) are the
same as the conditions for an outgoing mobile-terminating routing rule (MTOR).

To create an outgoing mobi

le-terminating external condition routing rule (MTOX):
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1. In the left navigation bar, select Routing [0 EC Rules 1 MTOX.
The Outgoing Mobile Terminating External Conditions tab appears.

2. Click Add New.

A new Outgoing Mobile Terminating External Conditions tab appears.

3. Enter a unique name for the rule in the Name box (up to 31 characters).
4. Optionally enter a description of the rule in the Description box.
5. Enter the rule's priority in the Priority box.
The priority must be between 100 (lowest) and 199 (highest); the default is 150.

6. Set conditions for the rule.

7. Select the external condition (EC) application that must validate the rule from the EC Application
list.

8. Optionally, select the External Attribute Settings to configure the set of 32 Boolean attributes.
The configured values will be set in the ext er nal Attri but e field of the ECI evaluation request
before sending the same to the EC application.

9. From the Failure Action list, select the action to take when the external condition evaluates to false.

10. Optionally select a log profile from the Log Profile list.

11. In the Device Assignments section, select the RTR device(s) to which this rule applies.

12. Click Save.

The MGR creates the rule and closes the tab.

13. Activate the rule.

4.5.3.1 MTOX Failure Action

If the ECI evaluation produces, after the optional inversion of the corresponding MTIX rule's external
condition, a result of FALSE, then, the processing of the sorted list of matching MTOX rules [see the
generic description of the evaluation of X rules in the introduction section] stops, and the Failure
Action, associated with that MTOX rule gets applied. If the Failure Action is set to "None", then the
result of the external evaluation is ignored. Whenever the purpose of the EC application is other than
to block certain messages, this Failure Action should be used. All other Failure Actions behave like
their MTOR counterparts (see above).

If the ECI evaluated produces a result of false (after the optional inversion of the corresponding MTOX
rule's external condition), then the processing of the sorted list of matching MTOX rules stops and the
failure action of the MTOX rule is applied.

If the failure action is set to "none", then the result of the external evaluation is ignored. If the purpose
of the EC application is anything other than blocking certain messages, this failure action should be
used. All other failure actions behave like their MTOR counterparts (see MTOR Routing Action).

4.5.3.2 MTOX Failure Action Parameters

The following tables detail the parameters for outgoing MT external condition failure actions.
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Parameter Description Default
Billing for Discarded Billing Profile to use for discard/block message None
Messages

records.
Applies to:
* Block with permanent error
¢ Block with no response
1 s . None
Billing for Blocked Billing Profile to use for block message records.
Messages Applies to:
¢ Discard with temporary error

4.5.3.3 Message Status on CCI Event Log Search for MTOX Rule Failure Action

The message status on CCI for each of the failure action is as belowr:

Discard with Ack Deleted
Discard with No Response Pending
Discard with Permanent Error Rejected
For Successful Delivery Delivered

4.5.4 Creating an AO External Condition Rule

Prerequisites:

¢ Application

* Application category
* Application group

e CIMD tariff class

¢ CIMD tariff class description

e External attribute

¢ External condition application

¢ Routing number group

e Service class

The conditions for an application-originating external condition routing rule (AOX) are the same as
the conditions for an application-originating routing rule (AOR).

To create an application-originating external condition routing rule (AOX):

1. In the left navigation bar, select Routing 0 EC Rules [ AOX.
The Application Originating External Conditions tab appears.

2. Click Add New.

A new Application Originating External Conditions tab appears.
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9.

Enter a unique name for the rule in the Name box (up to 31 characters).

. Optionally enter a description of the rule in the Description box.

Set the rule’s priority in the Priority box.
The priority must be between 100 (lowest) and 199 (highest); the default is 150.

Set conditions for the rule.

Select the external condition (EC) application that must validate the rule from the EC Application
list.

Optionally, select the External Attribute Settings to configure the set of 32 Boolean attributes.
The configured values will be set in the ext er nal At t ri but e field of the ECI evaluation request
before sending the same to the EC application.

From the Failure Action list, select the action to take when the external condition evaluates to false.

10. Optionally select a log profile from the Log Profile list (or select Default to use the default log

profile).

11. In the Device Assignments section, select the RTR device(s) to which this rule applies.
12. Click Save.

The MGR creates the rule and closes the tab.

13. Activate the rule.

45.4.1 AOX Failure Action Parameters

The following tables detail the parameters for AO external condition failure actions.

Parameter Description Default
Billing for Discarded Billing Profile to use for discard /block message None
Messages

records.

Applies to:

¢ Discard with negative acknowledgement.

4.5.5 Creating an Incoming AT External Condition Rule

Prerequisites:

Application

Application category
Application group

External attribute

External condition application
Service class

The conditions for an incoming application-terminating external condition routing rule (ATIX) are
the same as the conditions for an incoming application-terminating routing rule (ATIR)

To create an incoming application-terminating external condition routing rule (ATIX):
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10.

11.
12.

13.

In the left navigation bar, select Routing [ EC Rules [ ATIX.

The Incoming Application Terminating External Conditions tab appears.

Click Add New.

A new Incoming Application Terminating External Conditions tab appears.

Enter a unique name for the rule in the Name box (up to 31 characters).
Optionally enter a description of the rule in the Description box.

Set the rule's priority in the Priority box.

The priority must be between 100 (lowest) and 199 (highest); the default is 150.

Set conditions for the rule.

Select the external condition (EC) application that must validate the rule from the EC Application
list.

Optionally, select the External Attribute Settings to configure the set of 32 Boolean attributes.
The configured values will be set in the ext er nal Attri but e field of the ECI evaluation request
before sending the same to the EC application.

From the Failure Action list, select the action to take when the external condition evaluates to false.

Optionally select a log profile from the Log Profile list (or select Default to use the default log
profile).

In the Device Assignments section, select the RTR device(s) to which this rule applies.
Click Save.
The MGR creates the rule and closes the tab.

Activate the rule.

4.5.5.1 ATIX Failure Action Parameters

The following tables detail the parameters for incoming AT external condition failure actions.

Parameter Description Default
Billing for Discarded Billing Profile to use for discard /block message None
Messages

records.

Applies to:

* Block with permanent error.

4.5.6 Creating an Outgoing AT External Condition Rule

Prerequisites:

Application

Application category
Application group

External attribute

External condition application
Service class
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The conditions for an outgoing application-terminating external condition routing rule (ATOX) are
the same as the conditions for an outgoing application-terminating routing rule (ATOR).

To create an outgoing application-terminating external condition routing rule (ATOX):

1.

10.

11.
12.

13.

In the left navigation bar, select Routing 0 EC Rules [0 ATOX.
The Outgoing Application Terminating External Conditions tab appears.

Click Add New.

A new Outgoing Application Terminating External Conditions tab appears.

Enter a unique name for the rule in the Name box (up to 31 characters).

. Optionally enter a description of the rule in the Description box.

Set the rule's priority in the Priority box.
The priority must be between 100 (lowest) and 199 (highest); the default is 150.

Set conditions for the rule.

Select the external condition (EC) application that must validate the rule from the EC Application
list.

Optionally, select the External Attribute Settings to configure the set of 32 Boolean attributes.
The configured values will be set in the ext er nal At t ri but e field of the ECI evaluation request
before sending the same to the EC application.

From the Failure Action list, select the action to take when the external condition evaluates to false.

Optionally select a log profile from the Log Profile list (or select Default to use the default log
profile).

In the Device Assignments section, select the RTR device(s) to which this rule applies.
Click Save.
The MGR creates the rule and closes the tab.

Activate the rule.

4.5.6.1 ATOX Failure Action Parameters

The following tables detail the parameters for outgoing AT external condition failure actions.

Parameter Description Default
Billing for Discarded Billing Profile to use for discard /block message None
Messages

records.

Applies to:

* Block with permanent error.

4.5.7 Creating an IGM External Condition Rule

Prerequisites:

External condition application
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The conditions for an internally generated message external condition routing rule IGMX) are the
same as the conditions for an internally generated message routing rule (IGMR).

To create an internally generated message external condition routing rule (IGMX):

1.

In the left navigation bar, select Routing [0 EC Rules [0 IGMX.

The Internally Generated Message External Conditions tab appears.
Click Add New.

A new Internally Generated Message External Conditions tab appears.

Enter a unique name for the rule in the Name box (up to 31 characters).

. Optionally enter a description of the rule in the Description box.

5. Enter the rule's priority in the Priority box.

10.
11.

12.

The priority must be between 100 (lowest) and 199 (highest); the default is 150. Each IGMX rule
must have a different priority.

Set conditions for the rule.

The conditions for IGMX rules are the same as the conditions for IGMR rules.

Select the external condition (EC) application that must validate the rule from the EC Application
list.

Optionally, select the External Attribute Settings to configure the set of 32 Boolean attributes.
The configured values will be set in the ext er nal At t ri but e field of the ECI evaluation request
before sending the same to the EC application.

From the Failure Action list, select how to treat internally generated messages (IGM) when the
external condition evaluates to false:

* None
* Reject (consider the routing result to be failure)
* Discard (consider the routing result to be successful delivery)

In the Device Assignments section, select the RTR device(s) to which this rule applies.
Click Save.
The MGR creates the rule and closes the tab.

Activate the rule.

4.5.7.1 IGMX Failure Action

If the ECI evaluation produces a result of false (after the optional inversion of the corresponding IGMX
rule's external condition), then the processing of the sorted list of matching IGMX rules stops and the
failure action of the IGMX rule is applied.

Possible failure actions are:

Action Effect

None Ignore the false result and continue to process the list of matching IGMX

rules, or assume that the message "passed" the IGMX rule evaluation if
there are no more matching rules in the list.
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Action Effect

Reject Leave the IGMX rule evaluation and proceed with the post-processing for

the IGM, indicating that the message was not delivered, i.e. dropped.

Discard Leave the IGMX rule evaluation and proceed with the post-processing for

the IGM, indicating that the message was "delivered successfully".

4.6 Creating Counting Rules

Counting rules track the number of messages that meet user-defined criteria. Counting rules are used
as inputs to logging profiles.

The types of counting rules correspond to the types of routing rules:

Mobile-originating counting rules (MOC)

Incoming mobile-terminating counting rules (MTIC)
Outgoing mobile-terminating counting rules (MTOC)
Application-originating counting rules (AOC)

Incoming application-terminating counting rules (ATIC)
Outgoing application-terminating counting rules (ATOC)
Internally generated message counting rules (IGMC)

Note: MTIC and IGMC rules currently do not have a Log Profile option.

4.7 Defining External Condition Applications

External condition (EC) applications connect to the RTR through a proprietary interface, the External
Condition Interface (ECI).

4.7.1 Defining EC Application Attributes

EC application attributes are result flags that an EC application can return to the RTR for use in routing.

To define an EC application attribute:

1.

In the left navigation bar, select Routing [ EC Applications [ Attributes.
The External Attributes tab appears.

Click Add New.

A new External Attributes tab appears.

Enter a unique name for the attribute in the Name box (up to 31 characters).

. Optionally enter a description of the attribute in the Description box.

Enter the bit position of the attribute (between 1 and 32) in the Position box.

Each attribute must have a unique position.
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6.

Click Save.
The MGR saves the attribute and closes the tab.

4.7.2 Creating EC Applications

To create an EC application:

1.

10.

11.

13.

In the left navigation bar, select Routing [ EC Applications 0 Applications.
The External Condition Applications tab appears.

Click Add New.

A new External Condition Applications tab appears.

Enter a unique name for the EC application in the Name box (up to 31 characters).

. Optionally enter a description of the EC application in the Description box.

In the User Identity box, enter the user ID that the EC application should use when connecting to
the devices.

In the ECI Password box, enter the password that the EC application should use when connecting
to the devices.

In the Client IP White List box, enter a list of allowed IP addresses of accepted ECI clients for this
EC application. If no IP addresses are provisioned, all addresses are allowed and round robin ECI
distribution applies (by default, the list is empty).

Note: Steps 7 through 10 are required if key-based ECI load distribution is desired.

Note: To save the IP address list in the database, the EC application configuration must be saved
as in step 26. The client IP whitelist must be saved first before the load distribution keys can be
configured in step 8, 9, and 10.

Check the Distribution Key Originator if the originator address should be used as key parameter
to calculate the key-based load distribution (default is unchecked). The key can only be selected if
at least one IP address is provisioned and saved in the Client IP White List.

Check the Distribution Key Recipient if the recipient address should be used as key parameter
to calculate the key-based load distribution (default is unchecked). The key can only be selected if
at least one IP address is provisioned and saved in the Client IP White List.

Check the Distribution Key Calling Party if the calling party SCCP address should be used as key
parameter to calculate the key-based load distribution (default is unchecked). The calling party
SCCP address can contain any combination of the originator Point Code (PC) or the originator
Global Title (GT). The key can only be selected if at least one IP address is provisioned and saved
in the Client IP White List.

If the EC application should be allowed to modify fields in the message, select Modification
Allowed (by default, the EC application is not allowed to modify fields).

. In the Max Inactivity Time box, enter the maximum number of seconds the link to the EC application

can be idle before the Router disconnects it (defaults to 60 seconds).

In the Max Response Time box, enter the maximum number of seconds the Router will wait on
an EC application to respond (defaults to 5 seconds).

If set to 0, the Router will not wait on a response.
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14.

15.

16.

17.

18.

19.

20.

21.

24,

25.

In the Max Sessions box, enter the maximum number of sessions allowed between the EC application
and the Router (defaults to 128).

In the Throughput box, enter the maximum number of messages per second allowed for an EC
application (defaults to 0).
If set to 0, throughput will be unlimited.

Select how the originator should be specified in ECI requests from the Originator Format list:

¢ Transparent

* National

e International

* System-wide setting (default)

Select how the originator should be specified in ECI requests from the Recipient Format list:

¢ Transparent

* National

¢ International

e System-wide setting (default)

Select how the originator should be specified in ECI requests from the MSC Format list:

¢ Transparent

e National

e International

* System-wide setting (default)

Select how the originator should be specified in ECI requests from the SMSC Format list:

¢ Transparent

e National

¢ International

* System-wide setting (default)

If, when the RTR cannot not connect to the EC application to evaluate a message, the
eval uat i onResul t field in the eval uat i onResponse message should be set to not connected,
select Not Connected [default].

If, when the EC application’s evaluation of a message times out, the eval uat i onResul t field in
the eval uat i onResponse message should be set to timeout, select Timeout [default].

. If, when the EC application’s evaluation of a message returns an invalid response, the

eval uat i onResul t field inthe eval uat i onResponse message should be set to invalid response,
select Invalid Response [default].

. If, when the EC application disconnects from the RTR while evaluating a message, the

eval uat i onResul t field in the eval uat i onResponse message should be set to disconnect,
select Disconnect [default].

If, when an EC application cannot evaluate a message because the application exceeded its
throughput, the eval uati onResul t field in the eval uat i onResponse message should be set
to throughput exceeded, select Throughput Exceeded [default].

Select the ECI message field(s) that should be included in the request to the EC application.
Refer to Include ECI Message Fields for an overview and a short description of the fields.
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26. Click Save.
The MGR creates the EC application and closes the tab.

Routing

27. Activate the EC application, as described in Activate.

4.7.2.1 Include ECI Message Fields

Field Description

Inc. Originator Address: Indicator specifying whether the field 'originatorAddress' should
be included in the ECI evaluationRequest or not. By default, the
field is included.

Inc. Originator Imsi: Indicator specifying whether the field 'originatorImsi' should be

included in the ECI evaluationRequest or not. By default, the field
is not included.

Inc.

Originating Application:

Indicator specifying whether the field 'originatingApplication'
should be included in the ECI evaluationRequest or not. By default,
the field is not included.

Inc.

Terminating Application:

Indicator specifying whether the field 'terminatingApplication’
should be included in the ECI evaluationRequest or not. By default,
the field is not included.

Inc. Recipient Address: Indicator specifying whether the field recipientAddress' should
be included in the ECI evaluationRequest or not. By default, the
field is not included.

Inc. Recipient Imsi: Indicator specifying whether the field 'recipientImsi' should be

included in the ECI evaluationRequest or not. By default, the field
is not included.

Inc.

Original Submit Time:

Indicator specifying whether the field 'originalSubmitTime' should
be included in the ECI evaluationRequest or not. By default, the
field is not included.

Inc.

Unique Submit Time:

Indicator specifying whether the field 'uniqueSubmitTime' should
be included in the ECI evaluationRequest or not. By default, the
field is not included.

Inc.

Length Of Message:

Indicator specifying whether the field 'lengthOfMessage' should
be included in the ECI evaluationRequest or not. By default, the
field is not included.

Inc.

Priority Indicator:

Indicator specifying whether the field 'priotityIndicator' should
be included in the ECI evaluationRequest or not. By default, the
field is not included.

Inc

. User Data Header Indicator:

Indicator specifying whether the field 'userDataHeaderIndicator'
should be included in the ECI evaluationRequest or not. By default,
the field is not included.

Inc. More Messages To Send | Indicator specifying whether the field
Indicator: ‘moreMessagesToSendIndicator' should be included in the ECI
evaluationRequest or not. By default, the field is not included.
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Field

Description

Inc.

Single Shot Indicator:

Indicator specifying whether the field 'singleShotIndicator' should
be included in the ECI evaluationRequest or not. By default, the
field is not included.

Inc. Reply Path Indicator: Indicator specifying whether the field 'replyPathIndicator’ should
be included in the ECI evaluationRequest or not. By default, the
field is not included.

Inc. Notification Request: Indicator specifying whether the field notificationRequest' should

be included in the ECI evaluationRequest or not. By default, the
field is not included.

Inc.

Validity Period:

Indicator specifying whether the field 'validityPeriod' should be
included in the ECI evaluationRequest or not. By default, the field
is not included.

Inc.

Defer Period:

Indicator specifying whether the field 'deferPerid’ should be
included in the ECI evaluationRequest or not. By default, the field
is not included.

Inc.

Called Party Address:

Indicator specifying whether the field 'calledParty Address' should
be included in the ECI evaluationRequest or not. By default, the
field is not included.

Inc.

Destination Point Code:

Indicator specifying whether the field 'destinationPointCode'
should be included in the ECI evaluationRequest or not. By default,
the field is not included.

Inc.

Calling Party Address:

Indicator specifying whether the field 'callingParty Address' should
be included in the ECI evaluationRequest or not. By default, the
field is not included.

Inc.

Originating Point Code:

Indicator specifying whether the field 'originatingPointCode'
should be included in the ECI evaluationRequest or not. By default,
the field is not included.

Inc.

Protocol Id:

Indicator specifying whether the field ‘protocolld’ should be
included in the ECI evaluationRequest or not. By default, the field
is not included.

Inc.

Consolidation:

Indicator specifying whether the field 'consolidation' should be
included in the ECI evaluationRequest or not. By default, the field
is not included.

Inc.

Billing Identifier:

Indicator specifying whether the field 'billingldentifier' should be
included in the ECI evaluationRequest or not. By default, the field
is not included.

Inc.

CM Reference Number:

Indicator specifying whether the field 'cmReferenceNumber' should
be included in the ECI evaluationRequest or not. By default, the
field is not included.

Inc.

CM Current Segment:

Indicator specifying whether the field 'emCurrentSegment' should
be included in the ECI evaluationRequest or not. By default, the
field is not included.
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Field

Description

Inc.

CM Total Segments:

Indicator specifying whether the field 'cmTotalSegments' should
be included in the ECI evaluationRequest or not. By default, the
field is not included.

Inc.

Tariff Class:

Indicator specifying whether the field 'tariffClass' should be
included in the ECI evaluationRequest or not. By default, the field
is not included.

Inc.

Service Description:

Indicator specifying whether the field 'serviceDescription' should
be included in the ECI evaluationRequest or not. By default, the
field is not included.

Inc.

Data Coding Scheme:

Indicator specifying whether the field 'dataCodingScheme’ should
be included in the ECI evaluationRequest or not. By default, the
field is not included.

Inc.

User Data:

Indicator specifying whether the field 'userData' should be
included in the ECI evaluationRequest or not. By default, the field
is not included.

Inc.

User Data Header:

Indicator specifying whether the field 'userDataHeader' should
be included in the ECI evaluationRequest or not. By default, the
field is not included.

Inc.

Delivery Status:

Indicator specifying whether the field 'deliveryStatus' should be
included in the ECI evaluationRequest or not. By default, the field
is not included.

Inc.

Notification Address:

Indicator specifying whether the field 'notificationAddress' should
be included in the ECI evaluationRequest or not. By default, the
field is not included.

Inc.

Notification PID:

Indicator specifying whether the field 'notificationPid' should be
included in the ECI evaluationRequest or not. By default, the field
is not included.

Inc.

Notification Type:

Indicator specifying whether the field notificationType' should
be included in the ECI evaluationRequest or not. By default, the
field is not included.

Inc.

Delivery Time:

Indicator specifying whether the field 'deliveryTime' should be
included in the ECI evaluationRequest or not. By default, the field
is not included.

Inc.

SMSC Address:

Indicator specifying whether the field 'smscAddress' should be
included in the ECI evaluationRequest or not. By default, the field
is not included.

Inc.

MSC Address:

Indicator specifying whether the field 'mscAddress' should be
included in the ECI evaluationRequest or not. By default, the field
is not included.

Inc.

SGSN Address:

Indicator specifying whether the field 'sgsnAddress' should be
included in the ECI evaluationRequest or not. By default, the field
is not included.

Release 17.4 Revision B, March 2019

160



MGR Operator Manual

Routing

Field
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Inc. TCAP Transaction Id:

Indicator specifying whether the field 'tcapTransactionld' should
be included in the ECI evaluationRequest or not. By default, the
field is not included.

Inc. LMSI:

Indicator specifying whether the field 'Imsi' should be included
in the ECI evaluationRequest or not. By default, the field is not
included.

Inc. MW Status:

Indicator specifying whether the field 'mwStatus' should be
included in the ECI evaluationRequest or not. By default, the field
is not included.

Inc. HLR Error:

Indicator specifying whether the field 'hirError' should be included
in the ECI evaluationRequest or not. By default, the field is not
included.

Inc. Selected Ext. Condition
Rule:

Indicator specifying whether the field
'selectedExternalConditionRule' should be included in the ECI
evaluationRequest or not. By default, the field is not included.

Inc. Alphanumeric Originator:

Indicator specifying whether the field 'alphanumericOriginator'
should be included in the ECI evaluationRequest or not. By default,
the field is not included.

Inc. Alphanumeric Recipient:

Indicator specifying whether the field 'alphanumericRecipient'
should be included in the ECI evaluationRequest or not. By default,
the field is not included.

Inc. Status Report Info:

Indicator specifying whether the field 'statusReportInfo' should
be included in the ECI evaluationRequest or not. By default, the
field is not included.

Inc. Smpp Message Id:

Indicator specifying whether the field 'smppMessagelnfo' should
be included in the ECI evaluationRequest or not. By default, the
field is not included.

Inc. Charge Indication:

Indicator specifying whether the field 'chargelndication' should
be included in the ECI evaluationRequest or not. By default, the
field is not included.

Inc. Originating App. Charging
Units:

Indicator specifying whether the field
‘applicationOriginatorChargingUnits' should be included in the
ECI evaluationRequest or not. By default, the field is not included.

Inc. Recipient App. Charging
Units:

Indicator specifying whether the field
‘applicationRecipientChargingUnits' should be included in the
ECI evaluationRequest or not. By default, the field is not included.

Inc. Application Port:

Indicator specifying whether the field 'applicationPort' should be
included in the ECI evaluationRequest or not. By default, the field
is not included.

Inc. Billing Info:

Indicator specifying whether the field 'billingInfo' should be
included in the ECI evaluationRequest or not. By default, the field
is not included.
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Inc. Application Protocol:

Indicator specifying whether the field 'applicationProtocol' should
be included in the ECI evaluationRequest or not. By default, the
field is not included.

Inc. External Attributes:

Indicator specifying whether the field 'external Attributes' should
be included in the ECI evaluationRequest or not. By default, the
field is not included.

Inc. Recipient RN:

Indicator specifying whether the field 'recipientRoutingNumber'
should be included in the ECI evaluationRequest or not. By default,
the field is not included.

Inc. Content Rating:

Indicator specifying whether the field 'contentRating' should be
included in the ECI evaluationRequest or not. By default, the field
is not included.

Inc. XS Service Indicator:

Indicator specifying whether the field 'xsServicelndicator' should
be included in the ECI evaluationRequest or not. By default, the
field is not included.

Inc. Originator SSI Services:

Indicator specifying whether the field 'originatorSsiServices' should
be included in the ECI evaluationRequest or not. By default, the
field is not included.

The 'originatorSsiServices' field contains a list of originator services
active for a subscriber. Refer to the RTR Operator Manual for
additional information.

Inc. Masked Originator SSI
Service Ids:

Indicator specifying whether the field
‘maskedOriginatorSsiServicelds' should be included in the ECI
evaluationRequest or not. By default, the field is not included.

The 'maskedOriginatorSsiServicelds' field contains a list of
originator service IDs that are requested to be applied for a
subscriber. Refer to the RTR Operator Manual for additional
information.

Inc. Recipient SSI Services:

Indicator specifying whether the field 'recipientSsiServices' should
be included in the ECI evaluationRequest or not. By default, the
field is not included.

The 'recipientSsiServices' field contains a list of recipient services
active for a subscriber. Refer to the RTR Operator Manual for
additional information.

Inc. Masked Recipient SSI
Service Ids:

Indicator specifying whether the field
‘maskedRecipientSsiServicelds' should be included in the ECI
evaluationRequest or not. By default, the field is not included.

The 'maskedRecipientSsiServicelds' field contains a list of recipient
service IDs that are requested to be applied for a subscriber. Refer
to the RTR Operator Manual for additional information.
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Field Description

Inc. Unique Event ID: Indicator specifying whether the field 'smUniqueEventId' should

be included in the ECI evaluationRequest or not. By default, the
field is not included.

Inc. Requestor SSI Service Indicator specifying whether the field
Name: 'smRequestorSsiServiceName' should be included in the ECI

evaluationRequest or not. By default, the field is not included.

The 'smRequestorSsiServiceName' field can be used by the PBC
to distinguish between the Copy to Phone (CPY) and Copy to
Application (CTA) services. Refer to the PBC Operator Manual
for additional information.

Inc. Services: Indicator specifying whether the field 'services' should be included

in the ECI evaluationRequest or not. By default, the field is not
included.

The 'services' field contains a list of service types. Currently only
used by the Signature (SIG) service.

4.7.3 Defining EC Messages

To define an external condition message (ECM):

1.

In the left navigation bar, select Routing 0 EC Applications I Messages.
The External Condition Messages tab appears.

Click Add New.

A new External Condition Messages tab appears.

Enter a unique name for the external condition message in the Message Name box.

4. From the Match On list, select whether the condition field and result code fields should be checked:

* Specific Field and Code (default)
¢ All Results (have a lower matching precedence)

If you selected Specific Field and Code, select the Condition Field:

* Message Key (default)
¢ Diameter Status

If you selected Specific Field and Code, enter the result code in the Result Code box.

. From the Specific EC Application list, select the EC application that can trigger the generation of

a message (select None if any application can trigger it).
From the External Condition Result list, select the ECI evaluation result:
* Any (default)

¢ True Only
¢ False Only
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9.

10.

11.

13.

14.

15.

From the Enabled For list, select the type(s) of original message for which a message can be
generated:

¢ MO Message
* AO Message

By default, no message type is selected.

In the Message Template box, enter the template for the message to generate.
A maximum length of 480 bytes or 160 Unicode characters is supported. Template variables are:

$( SCTS) — Service centre timestamp, indicating when the Router accepted the message
$( DESTI NATI ON) — The message’s destination address

$( SOURCE) — The message’s originator address

$( CODE) — Numeric value of the code input parameter

Sample message template:

Your nessage to $( DESTI NATI ON) was not sent, because your handset night be infected
by a virus. Please report code $(CODE) to our Customer Care Centre.

In the Message Originator box, enter the originator address to use for the generated message (if
blank, the Router uses its common global title).

The originator can be numeric (up to 20 digits), or alphanumeric (up to 11 GSM default alphabet
characters).

. From the Message Recipient list, select the recipient of the generated message:

¢ Original Originator (default)
* Original Recipient
* Charged Party

If the MT status report or AT notification should be suppressed when a message has been generated,
select the Suppress Status Report option (not selected by default).

Click Save.
The MGR creates the EC message and closes the tab.

Activate the EC message.

Note: Provisioned ECM entries with a smaller index have a higher priority.

4.8 Creating Modifiers

Use modifiers to change fields in a message before it is routed to its destination. Modifiers are used
as inputs to routing rules:

Mobile-originating (MO) modifiers can be applied in MO routing rules (MOR)
Incoming mobile-terminating (MTI) modifiers can be applied in incoming MT routing (MTIR) rules

Outgoing mobile-terminating (MTO) modifiers can be applied in outgoing MT routing (MTOR)
rules

Application-originating (AO) modifiers can be applied in AO routing rules (AOR)
Application-terminating (AT) modifiers can be applied in incoming AT routing rules (ATIR)
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4.8.1 Modifier Priority

Message fields can be modified by both routing rule modifiers and external condition (EC) applications.
If both modify the same field, the EC application value takes priority.

4.8.2 Creating MO Modifiers

To create a mobile-originating (MO) modifier:

1.

In the left navigation bar, select Routing [0 Modifiers J MO.
The MO Modifiers tab appears.

Click Add New.
A new MO Modifiers tab appears.

Enter a unique name for the modifier in the Name box (up to 31 characters).

. Optionally enter a description of the modifier in the Description box.

5. If you want to delay/postpone the first delivery of the MO Message, enter a value in the Delivery

Delay box. The default value is 0, meaning the modifier does not apply any delay. The value for
this field is in seconds and the maximum allowed value is 8035200.

If you want to modify the message originator, enter an E.164 number in the Originator box.
The E.164 number must be:

* A full number in international format, without international prefix, or
¢ A short number

If you want to modify the message recipient, enter an E.164 number in the Recipient box.
The E.164 number must be:

¢ A full number in international format, without international prefix, or
e A short number

8. If you want to modify the IMSI in the message, enter a value in the IMSI box.

9. If you want to remove characters from the beginning of the user data (content) of the message,

10.

11.

enter a number in the User Data chars to strip box (defaults to 0).

If the user data contains less characters than this number, the user data becomes empty. This
functionality is useful for stripping keywords from a message (such as * LONG#). Only the standard
GSM character set is supported.

If you want to modify the reply path bit, enter a value between -1 and 1 in the Reply Path box.
A value of -1 means that the bit should not be modified (this is the default).

If you want to modify the status report request bit, enter a value between -1 and 1 in the Status
Report request box.

A value of -1 means that the bit should not be modified (this is the default).

. If you want to modify the protocol ID (PID), enter a value between 00 and FF in the Protocol ID

(PID) box.
A value of -1 means that the PID should not be modified (this is the default).
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13.

14.

15.

16.

If you want to modify the data coding scheme (DCS), enter a value between 00 and FF in the Data
Coding Scheme (DCS) box.

A value of -1 means that the DCS should not be modified (this is the default).

Note: It is not recommended to use the MO Modifier if the DCS conversion feature set to j apan
(i.e. 'hubdcschar codi ngconver si on'and 'rt rdcschar codi ngconver si on'set to 'j apan’).
However, if one uses the MO Modifier and the DCS conversion feature with j apan together, the
behavior (i.e. user data conversion and character set conversion) is not as per the expectation.

If you want to modify the SMSC address at the MAP layer (SM-RP-OA)of incoming MO message,
enter an E.164 number (in international format, without international prefix) in the SMSC Address
box.

The RTR applies the SMSC modifier after applying the routing and external condition rules.
Therefore, the RTR will compare an ‘SMSC Address’ condition in the rules to the SCA field's original
value in the incoming message, not the modified value from the modifier. The SMSC modifier
affects the MAP layer's SMS-RP-OA field.

Click Save.

The MGR creates the MO modifier and closes the tab.

Activate the modifier.

4.8.3 Creating MTI Modifiers

To create an incoming mobile-terminating (MTI) modifier:

1.

In the left navigation bar, select Routing 0 Modifiers 0 MTIL.
The MTI Modifiers tab appears.

Click Add New.
A new MTI Modifiers tab appears.

Enter a unique name for the modifier in the Name box (up to 31 characters).

. Optionally enter a description of the modifier in the Description box.

5. In the Defer Period box, enter the number of seconds to defer the delivery of an MT message.

The modification is applied to the inbound message after MTIR rule evaluation, and only has an
effect if the routing action is "store for delivery to MS" or "route to SMSC as AO".

Click Save.
The MGR creates the modifier and closes the tab.

Activate the modifier.

4.8.4 Creating MTO Modifiers

To create an outgoing mobile-terminating (MTO) modifier:

1.

In the left navigation bar, select Routing [1 Modifiers 0 MTO.
The MTO Modifiers tab appears.

Click Add New.
A new MTO Modifiers tab appears.
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3. Enter a unique name for the modifier in the Name box (up to 31 characters).

4. Optionally enter a description of the modifier in the Description box.

5. If you want to modify the time zone, select a new time zone from the Timezone list.
This modifier applies to the:

o TP-SCTS (service center timestamp) field of the SMS-DELIVER PDU
o TP-SCTS (service center timestamp) field of the STATUS-REPORT PDU
e TP-DT (discharge time) field of the STATUS-REPORT PDU

The limitations on this modifier are:

¢ [t can only be used on the MO-MT-MO, MO-MT-AT, AO-MT, and MT-MT routing paths
¢ [t cannot be used on MtForwardSm operations that are issued by an SMSC that the RTR/FWL
considers to be suspect

6. If you want to modify the reply path bit, enter a value between -1 and 1 in the Reply Path box.
A value of -1 means that the bit should not be modified (this is the default).

7. If you want to modify the SMSC address, enter an E.164 number (in international format, without
international prefix) in the SMSC Address box.

The RTR applies the SMSC modifier after applying the routing and external condition rules.
Therefore, the RTR will compare an SMSC condition in the rules to the SMSC field's original value.
The SMSC modifier affects the MAP layer's SMS-RP-OA field.

8. If you want to modify the message originator format, select a format from the Originator Format
list:

¢ Transparent—Do not modify the originator address (default)
* National—Change the originator address to national format
* International—Encode the originator address as international

This modifier overrides the format specified in the nt or i gi nat or f or mat f or donmestictraffic
and it or i gi nat or f or mat f or mt mt dorrest i ctraf fi ¢ parameters in the semi-static
configuration file. These parameters take effect only when the modifier is set to Transparent.

9. If you want to modify the originator TON, select the value from the Originator TON drop-down
list.

Note: For newly created MTO Modifiers, any time the Originator Format is changed, the Originator
TON value will be reset to the default value of the selected Originator Format in the MGR GUI.

Example: If the Originator Format is National and the user changes it to International, the
Originator TON will automatically be reset to 1 (default value for the International format).

Default values for the Originator TON

Originator Format Originator TON
Transparent -1
International 1
National 0

10. If you want to modify the originator NPI, select the value from the Originator NPI drop-down list.
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11.

12.

13.

14.

15.

Note: For newly created MTO Modifiers, any time the Originator Format is changed, the Originator
NPI value will be reset to the default value of the selected Originator Format in the MGR GUL

Example: If the Originator Format is National and the user changes it to International, the
Originator NPI will automatically be reset to 1 (default value for the International format).

Default values for the Originator NPI

Originator Format Originator NPI
Transparent -1
International 1
National 1

If you want to modify the message's SMSC address during SendRoutingInfoForSM (SRI-SM)
operations, enter an E.164 number (in international format, without international prefix) in the
SMSC Address for SRI SM Ops box.

This modifier overrides the smscaddr essf or hl r oper at i ons parameter in the semi-static
configuration file.

If you want to modify the message's SMSC address during ReportSMDeliveryStatus operations,
enter an E.164 number (in international format, without international prefix) in the SMSC Address
for Report SM Ops box.

This modifier overrides the smscaddr essf or hl r oper at i ons parameter in the semi-static
configuration file.

If you want to remove digits from the beginning of the message's SCCP called party address (CdPA)
during the SendRoutingInfoForSM operation, enter a number of digits in the Strip SCCP CdPA
of SRISM box.

If you want to add digits to the beginning of the message's SCCP called party address (CdPA)
during the SendRoutingInfoForSM operation, enter the digits in the Prefix SCCP CdPA of SRISM
box.

Note:

1. If the strip and prefix functionalities are used together, stripping occurs before prefixing.

2. The maximum configurable length of the Prefix SCCP CdPA of SRISM is 15 digits. The number
of configured prefix digits used to modify the SCCP called party address is decided such that
the modified SCCP called party address after adding the prefix to the SCCP called party address
is not more than 20 digits. For example, if the configured Prefix SCCP CdPA of SRISM is of
10 digits and received SCCP called party address is of 12 digits then only first 8 digits of the
configured prefix value will only be used to modify the SCCP called party address.

If you want to replace the message's SCCP called party address (CdPA) with a different global title
(GT) during the SendRoutingInfoForSM operation, enter the GT in the Replace SCCP CdPA of
SRISM box.

Note:

* The replace functionality is mutually exclusive with the strip and prefix functionalities. The
strip and prefix functionalities can be used together, but neither should be used with the replace
functionality.
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16.

17.

18.

¢ This parameter also supports special character 'Z' which will be replaced with three-digit Country
Code of the Recipient MSISDN. The maximum length of this parameter is 15 octets.

If you want to modify the message’s SCCP called party address (CDPA) during
ReportSMDeliveryStatus operation with the modifiers that were applied during the
SendRoutingInfoForSM operation, set the Apply SCCP CdPA Modifier for Report SM operation
parameter.

SMSC Address for Report SM Ops.: | |
Strip SCCP CdPA of SRISM: o |

|

|

Prefix SCCP CdPA of SRISM: |
Replace SCCP CdPA of SRISM: |

Apply SCCP CdPA Modifier for Report n
SM operation:
Last Updated: Auto Generated

Figure 18: MGR GUI screenshot of Apply SCCP CdPA Modifier for Report SM operation
checkbox in MTO Modifier properties

Note: This field can be enabled in the MGR GUI when at least one of the following fields contains
a valid value:

¢ Strip SCCP CdPA of SRISM
* Prefix SCCP CdPA of SRISM
¢ Replace SCCP CdPA of SRISM

Click Save.
The MGR creates the modifier and closes the tab.

Activate the modifier.
Note:

1. The MTO modifier is not applied to intercepted MT traffic (unsolicited TCAP CONTINUE
messages) from non-trusted external SMSC. One such scenario for intercepted MT traffic from
non-trusted SMSC is when the recipient of the intercepted MT traffic belongs to a different
operator. In such scenario the RTR will forward the message to MCS/SGSN without any
modification.

The originating external SMSC of an inbound MT message is categorized as trusted if:

* The SMSC address at the SCCP layer (and at the MAP layer, if present) matches the list of
trusted SMSCs in the semi-static configuration attribute f i r ewal | t r ust edsnscl i st , or

o If the MT message was received with an originating point code (OPC) that is different from
the provisioned STP's.

2. The MT modifiers are not applied on the message's SCCP called party address (CDPA) during
early SRISM operation triggered for incoming AO message. But if the parameter Apply SCCP
CdPA Modifier for Report SM operation is set, then message's SCCP called party address
(CDPA) during ReportSMDeliveryStatus operation will be modified as per the applied MTO
modifier configuration.

3. Incase early SRISM operation is enabled for incoming AO message, then, on activating a MTO
modifier with the configuration to modify the CdPA address of the SRISM request, the RTR
will log a warning message in the syslog. The same will be true if early SRISM is enabled for

Release 17.4 Revision B, March 2019 169



MGR Operator Manual Routing

the incoming AO message when at least one active MTO modifier rule exists on the RTR with
the configuration to modify the CdPA address of the SRISM request.

4. With Japanese MNP enabled on the RTR, the MT modifiers are not applied on the message's
SCCP called party address (CDPA) when the message delivery is triggered through AMS. In
this case the message's SCCP called party address (CDPA) during ReportSMDeliveryStatus
operation will be modified as described in section 18.10.5 of RTR Operator Manual.

4.8.5 Creating AO Modifiers

To create an application-originating (AO) modifier:

1. In the left navigation bar, select Routing [ Modifiers [ AO.
The AO Modifiers tab appears.

2. Click Add New.
A new AO Modifiers tab appears.

3. Enter a unique name for the modifier in the Name box (up to 31 characters).
4. Optionally enter a description of the modifier in the Description box.

5. If you want to modify the message’s validity period, enter a value in the Validity Period box:

¢ -1—Do not modify (default)
* 0—Remove the validity period field (if present)
* Any other value (up to 16,000,000)—Number of seconds in the future

Note: The AMS treatment of the Validity Period takes precedence for messages that pass through
the AMS in the course of their routing. Specifically, the AMS will reset a zero, missing, or too-large
Validity Period to the default value specified in the AMS configuration.

6. If you want to modify the delivery delay, enter a value in the Delivery Delay box:

¢ -1—Do not modify (default)
¢ 0—Remove the delivery delay field (if present)
* Any other value—Number of seconds in the future

This value affects the:

e deferred-delivery-tine field for UCP
e schedul e-del i very-ti me field for SMPP
e first-delivery-tine field for CIMD

Note: AO-MT messages that have a delivery delay that is a positive value are normally dropped.
Set this property to 0 to remove the field and allow these messages to be routed rather than dropped.

7. If you want to modify the r epl ace-i f - pr esent bit for SMPP messages, enter a value between
-1 and 1 in the Replace If Present box.

A value of -1 means that the bit should not be modified (this is the default).

8. If you want to modify the delivery notification request bit, enter a value between -1 and 1 in the
Delivery Notification box.

A value of -1 means that the bit should not be modified (this is the default).
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9. If you want to modify the non-delivery notification request bit, enter a value between -1 and 1 in
the Non Delivery Notification box.

A value of -1 means that the bit should not be modified (this is the default).

10. If you want to modify the buffered notification request bit, enter a value between -1 and 1 in the
Buffered Notification box.

A value of -1 means that the bit should not be modified (this is the default).

The delivery notification request bit, non-delivery notification request bit, and buffered notification
request bit modifiers are similar to the semi-static configuration attributes

overridedel i verynotificationrequestforaoaonessages,

overridenondel i verynoti ficationrequestforaoaonessages, and
overridebufferednotificationrequestforaoaonmessages, respectively. For each bit, you
may set the parameter to a non-default value in the MGR or in the semi-static configuration file,
but not in both. Changing both items to a non-default value will result in unexpected behaviour.
For example, if Del i very Notificationissettol,

overridedel i verynotificationrequestforaoaonessages mustbe set to -1 (its default).

11. If you want to modify the notification address for UCP messages, enter a value in the Notification
Address box (up to 38 characters in length).

If the specified value is IGNORE (default), the RTR will not modify the notification address. If no
value is specified, the RTR will remove the notification address field.

12. If you want to modify the protocol ID, enter a value between -1 and 255 in the Protocol Id box.
A value of -1 means that the protocol ID should not be modified (this is the default).

13. If you want to modify the notification protocol ID for UCP messages, select a value from the
Notification Protocol Id list:

* No change (default)

¢ None

* Mobile station

¢ Fax group 3

e X400

¢ Menu over PSTN

e PC application over PSTN

¢ PC application over X25

¢ PC application over ISDN

e PC application over TCP/IP

14. If you want to modify the priority flag, select a value from the Priority list:

* No change (default)
* Background

e Bulk

e Low

e Normal

¢ Interactive

e Medium

¢ Urgent

* High
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15.

16.

17.

¢ Emergency

Note: UCP messages have Boolean priority values representing priority and non-priority delivery.
These values correspond to modifier settings Emergency and Normal, respectively. Using other
modifier settings on UCP messages may cause inconsistent priority values to appear in CDRs and
log files.

If you want to modify the message’s single-shot indicator bit, enter a value between -1 and 1 in in
the Single Shot Indicator box:

This field affects the single-shot indicator bit in the FCDR’s ASER field in submit and deliver CDRs.
A value of -1 means that the bit should not be modified (this is the default).

Click Save.
The MGR creates the AO modifier and closes the tab.

Activate the modifier.

Note: You can change the properties of an active AO modifier; deactivating it is not required.

4.8.6 Creating AT Modifiers

Application-terminating (AT) modifiers can be used with incoming AT routing (ATIR) rules.

To create an AT modifier:

1.

7.

In the left navigation bar, select Routing [1 Modifiers O AT.
The AT Modifiers tab appears.

Click Add New.
A new AT Modifiers tab appears.

Enter a unique name for the modifier in the Name box (up to 31 characters).

. Optionally enter a description of the modifier in the Description box.

If you want to modify the priority flag, select a value from the Priority list:

* No change (default)
¢ Background

e Bulk

e Low

e Normal

¢ Interactive

e Medium

¢ Urgent

e High

¢ Emergency

Click Save.
The MGR creates the AT modifier and closes the tab.

Activate the modifier.

Note: You can change the properties of an active AT modifier; deactivating it is not required.
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4.8.7 Priority Values for AO and AT Modifiers

Routing

The values that are available for the AO and AT message priority modifiers correspond to:

Priority SMPP ucrp CIMD
Background 4 0 9
Bulk 0 0 8
Low 0 0 7
Normal 1 0 6
Interactive 1 1 5
Medium 2 1 4
Urgent 2 1 3
High 3 1 2
Emergency 3 1 1

4.9 Creating Lists

Use lists to group multiple configuration items into a single list that can be used as input to routing
and counting rules. Lists simplify configuration; if a list is used in a routing or counting rule and any
item in the list matches the rule conditions, the rule evaluates to true.

Lists can contain overlapping entries, and you can modify a list without disabling the list or the

associated rule.

4.9.1 Types of Lists

You can define the following types of lists:

List Type Entry Format Entry Format Example
MSISD
SISDN ¢ Single MSISDN e 31689543777

* MSISDN range * 31689543700-31689543799
e MSISDN prefix * 3168*

IMSI
* Single IMSI * 262013564857956
e IMSI range * 262013564850000-262013564859999
e IMSI prefix * 26201*

Point cod

ot code * Single point code * 126

¢ Point code range e 120-129
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List Type Entry Format Entry Format Example
Short b
Ot UBEr ¢ Single short number e 5454
e Short number range e 5000-5999
* Short number prefix o 54%
Alph i
phantimeric * Single Alphanumeric |® Newnet, Newnet12345
address with a
maximum of 11
characters GSM from the
3GPP specifications
23.038
IPAddress Port IPv6 Address fd5b:bd9d:c3e0:100::135

IPv6 Address with Port

[fd5b:bd9d:c3e0:100::135]:5060

IPv6 Address with Port in
alphanumeric format

[fd5b:bd9d:c3e0:100::135]:SIP

IPv4 Address 172.16.133.55
IPv4 Address with Port 172.16.133.55:5050
IPv4 Address with Portin |172.16.133.55:SIP
alphanumeric format

Hostname hostname
Hostname with Port hostname:5050

Hostname with Port in
alphanumeric format

hostname:SIP

Note: Before you create list entries, ensure that you determine the format in which MSISDNs are sent
to the RTR, especially with regard to leading zeroes. For example, an MSISDN that is formatted as
31205557788 will not match list entry 0031205557788.

If an alphanumeric port is configured in IPAddress-Port list, then same must be configured in
/etc/services files on all traffic element nodes.

If a decimal or alphanumeric port is configured along with an IPv6 address, then the address must be
enclosed within square brackets, otherwise there would be a configuration error.

4.9.2 Creating a List

To create a list:

1. In the left navigation bar, select Routing [J Lists.

The Lists tab appears.
2. Click Add New.

3. Enter a unique name for the list in the Name box (up to 31 characters).

4. Optionally enter a description of the list in the Description box.
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5. Select a type from the List Type list:

e MSISDN

e IMSI

e Point code

e Short number

¢ Alphanumeric address

Routing

6. In the List Entries box, enter the list entries with each entry on a separate line.

Refer to Types of Lists for information about the accepted formats for entries in each type of list.

7. Click Save.

The MGR saves the list and closes the tab.

4.9.3 Referencing a List

You can reference a list in the following fields in routing and counting rules:

* Originator

* Recipient

e SMSC

* MSC/SGSN

To reference a list:

1. Select List from the list next to one of the fields identified above.

A list of defined lists appears.

Recipient TON [cond]:
Originator [cond]:
Recipient [cond]:

SMSC Address [cond]:
Orig. MSC/SGSN [cond]:

Figure 19: Example of configured lists

2. Select a list.

4.9.4 Creating an ABL List

Mone
List

Mone
Mone

Mone

EIIRIEIEIIE

............................................

MSISDM List
Alpha List
Point code list

&

You can create an ABL List and reference it when configuring an advanced filter with the Blacklist
Party as "Originating GT" or "Originating Network".

To create an ABL list:

1. In the left navigation bar, select Routing [ Lists.

The Lists tab appears.
2. Click Add New.

3. Enter a unique name for the list in the Name box (up to 31 characters).
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4. Optionally enter a description of the list in the Description box.

5. Select MSISDN from the List Type list.

6. Select the ABL List checkbox.

Note: this checkbox is available only for MSISDN list type.

Lists

Index:
MName:
Description:
List Type:
ABL List:
List Entries:

Last Updated:

7. Click Save.

The MGR saves the list and closes the tab.

4.9.5 Referencing an ABL List

To reference an ABL list:

Auto Generated

|ABL_GT_List

|List of GTs to be blacklisted

| MSISDN

]

Auto Generated

Select one of the ABL lists from the List field of Advanced Filters.

Routing

Note: The List field will be shown only when Blacklist Party is O i gi nati ng GlorOri gi nati ng

Net wor k.
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Advanced Filters

Index: Auto Generated

Name: ~  |ABL_GT

Description: |

|
|
Priority: |5'D |
|
|

Action: | Return True v
Blacklist Party: - | Originating GT v
List: » |ABL GT List r
Blacklist Action: = ABL_GT_List
ABL_Metwork_List
Append: [ |
Last Updated: Auto Generated

Filter Conditions

4.10 Creating Auto Black List Entries

4.10.1 Types of Blacklisting

Blacklisting Type Entry Format Entry Format Example
Originating GT
riginating e Single MSISDN . 31689543777
—— ”
Originating Networ e Single MSISDN . 31689543777
« MSISDN range o 31689543700-31689543799
* MSISDN prefix o 3168*

4.10.2 Creating a Blacklisting Entry

There are 2 ways to create a blacklisting entry:

* Automatic Blacklisting by FAF Provisioning (for more information, refer to the FAF Operator
Manual)
¢ (Creating blacklisting entry manually

Note: The command t p_set should not be used to modify an existing blacklisting entry and ABL
List.

To create an entry to be blacklisted:
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1. In the left navigation bar, select Routing [ Others [ Auto Black Lists.
The Auto Black Lists tab appears.

2. Click Add New.

3. Select the ABL list from the Related List field. The new entry will be added to the selected list
automatically.

4. Select a type from the Blacklist Type list:
¢ Originating GT
* Originating Network

5. If Blacklist Type is selected as Ori gi nati ng GT, enter the entry value in the Blacklisted Party
box.

If Blacklist Type is selected as Or i gi nat i ng Net wor k, select a network from the Related Network
list.

Refer to Types of Blacklisting for information about the accepted formats for entries.
6. Select the blacklist blocking duration type in the Duration Type field.

¢ Permanent: SMSC GT or Network range will be blocked permanently.

* Relative Time-based: SMSC GT or Network range will be blocked for the duration specified
in Duration field.
¢ Absolute Time-based: SMSC GT or Network is to be blacklisted until a specific date time.

Note: If the Blacklist Action is Permanent Blocking, then continue at step 8.

7. Inthe Duration field, if the Duration Type is set to Relative Time-based, specify the time for which
the subscriber will be blacklisted. The duration should be less than 99 days (the maximum allowed
duration is 98 Days 23 Hours 59 Minutes). The minimum duration is 1 Minute. If the Duration
Type is set to Absolute Time-based, specify the last date time for which the subscriber or network
should be blacklisted.

Note: For Absolute Time-based the option "00" should be used as seconds.

8. Click Save.
The MGR saves the list and closes the tab.

4.11 Defining Routing Numbers

A routing number (RN) is a hexadecimal address prefix of up to eight digits. You can define groups
of routing numbers for the RTR to compare to the recipient MSISDN, IMS], or both. You can also
define default groups for MSISDNs and IMSIs that do not match a number in an existing group.

Refer to the RTR Operator Manual for more information about how the RTR uses the routing number
functionality.

4.11.1 Creating Routing Number Groups

To create a routing number (RN) group:
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In the left navigation bar, select Routing [ Routing Numbers [ RN Groups.
The Routing Number Group tab appears.

Click Add New.
A new Routing Number Group tab appears.

Enter a unique name for the group in the Name box (up to 31 characters).

Click Save.
The MGR saves the group and closes the tab.

4.11.1.1 Add a Routing Number

To add a number to a routing number (RN) group:

1.

In the left navigation bar, select Routing [ Routing Numbers [ RN Groups.
The Routing Number Group tab appears.

Click the desired group.

The group opens in a new tab.

Click Add.
A new Routing Number tab appears.

Select the RN group from the Routing Number Group list (defaults to the group that you previously
selected).

5. Enter the routing number in the Number box.

6. If you want the RTR to remove the RN from numbers with a certain TON only, select the TON

from the TON list.

If you leave the default setting of "all", the RTR will remove the RN from all numbers that match
this RN group.

If you want the RTR to remove the RN from numbers with a certain NPI only, select the NPI from
the NPT list.

If you leave the default setting of "all", the RTR will remove the RN from all numbers that match
this RN group.

4.11.2 Setting Routing Number Properties

Prerequisites:

Routing number group

To set routing number properties:

1.

In the left navigation bar, select Routing [J Routing Numbers [ RN Properties.
The Routing Number Properties tab appears.
Set the following properties:

¢ Enable Matching for Recipient MSISDN—Select this option if the RTR should attempt to
match the MSISDN digits to the routing numbers in the routing number group (disabled by
default).

¢ Enable Matching for Recipient IMSI—Select this option if the RTR should attempt to match
the IMSI digits to the routing numbers in the routing number group (disabled by default).
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¢ Default Group for Recipient MSISDN—Select the routing number group that should be used
if a recipient MSISDN does not match a number in any of the routing number groups (set to
“none” by default).

¢ Default Group for Recipient IMSI—Select the routing number group that should be used if a
recipient IMSI does not match a number in any of the routing number groups (set to “none” by
default).

3. Click Save.
The MGR saves the changes and closes the tab.

4.12 Creating Application Load Balancing Groups

The RTR supports application load balancing groups, which are groups of (ESME) applications among
which AT traffic should be load-balanced. The use of a load balancing group is triggered by a matching
MO or AO routing rule with an AT-related action (routeToApplication,
routeToApplicationFallbackToStorage, or StoreForDeliveryToApplication). If such a rule refers to a
load-balancing group, the SM will be sent to one of the applications in that group.

Each application in a load balancing group can be associated with a priority and a weight, governing
the load distribution algorithm. An application can be part of multiple load balancing groups.

The decision of which application will receive the AT message is made at AT-delivery time. As such,
the SM is not stored to be delivered to a specific application, and the fact that any of the load balancing
group's applications connects to the Mobile Messaging system will not trigger the delivery of the SM
as AT to that application.

When configured in an MO or AO routing rule, the load-balancing group takes precedence over other
mechanisms that would determine the destination application.

Prerequisites:
e Application
To create an application load balancing group:

1. In the left navigation bar, select Routing [ Load Balancing.
The Load Balancing Group tab appears.

2. Click Add New.
A new Load Balancing Group tab appears.

Enter a unique name for the group in the Name box (up to 31 characters).
Optionally enter a description of the group in the Description box.

In the Members section, select the applications to include in the group.

S 9w

For each application that you select, enter a priority between 0 and 100 in the Priority box (default
is 50).
7. For each application that you select, enter a weight in the Weight box.

For example, an application with a weight of 2 will receive twice as many messages as an application
with a weight of 1.
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8. Click Save.
The MGR creates the application load balancing group and closes the tab.

4.13 Creating Address Conversion Rules
To perform advanced number normalization you can create rules for the conversion of GSM addresses.
For addresses that do not need to be converted, no rule is required.

The addresses that result from a conversion are used by the rule processor to match conditions in the
routing and counting rules. When no address conversion rules are defined, the RTR uses a scheme
for address conversion that is solely based on the NPI/TON supplied with the GSM address.

Refer to the RTR Operator Manual for more information.

4.13.1 Configuring Area Code Properties
To configure fixed-length area code properties for GSM address conversion rules:

1. In the left navigation bar, select Routing [ Address Conversion [J Properties.
The Area Code Properties tab appears.

2. Inthe Fixed Area Code Length field enter the number of digits for area code as used in the country
in which this Mobile Messaging system operates. Default is 0.

In some countries, the area code has a variable length. If this is the case, the Fixed Area Code Length
field must be set to 0 and the variable-length area codes should be provisioned in the area code
table via Routing J Address Conversion [ Area Codes.

Note: The Fixed Area Code Length field cannot be set to a non-zero value when area codes have
been provisioned in the area code table.

3. Click Save.
The MGR sets the number of digits for the area code and closes the tab.

4.13.2 Configuring Area Codes
To configure area codes in the area code table:

1. In the left navigation bar, select Routing [1 Address Conversion [J Area Codes.

The Area Codes tab appears.

2. If you want to ... Then ...

Addanareacode | .0 A 44 New.

A new Area Codes tab appears.

2. Inthe Description field, optionally enter a description for the area code
(up to 1024 characters).
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If you want to ... Then ...

3. Inthe Area Code field enter the area code to add to the area code table.
The area code has a range of 1 up to 6 digits.
4. Click Save.

The MGR creates the area code and closes the tab.

Modif
odify an area code 1. In the area code table, click on the area code that you want to modify.

The area code opens in a new Area Codes tab.

2. Inthe Description field, optionally enter a description for the area code
(up to 1024 characters).

3. Inthe Area Code field enter the required area code. The area code has
arange of 1 up to 6 digits.
4. Click Save.

The MGR saves the area code and closes the tab.

Delete an area code . . .
For instructions on removing an area code, refer to Delete.

4.13.3 Creating GSM Address Conversion Rules

To create a GSM address conversion rule:

1.

In the left navigation bar, select Routing [1 Address Conversion I Conversion Rules.
The GSM Address Conversion Rules tab appears.

Click Add New.

A new GSM Address Conversion Rules tab appears

Enter a unique description for this conversion rule in the Description field (up to 1024 characters).

In the Input TON field, select the value for Type of Number (TON) that should match with the
TON of an address-to-be-converted in order for the GSM address conversion rule to apply.

Possible values are:

* Any

¢ Unknown (default)
¢ International

¢ National

e Network Actual

e Subscriber

e Abbreviated

® Reserved

For details (standard values) refer to 3GPP TS 23.040.

In the Input NPI field, select the value for Numbering Plan Identification (NPI) that should match
with the NPI of an address-to-be-converted in order for the GSM address conversion rule to apply.
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10.

Possible values are:

e Any

e Unknown (default)
¢ ISDN Telephony

¢ Data

e Telex

e National

e Private

e Ermes

All other values are reserved. For details (standard values) refer to 3GPP TS 23.040.
In the Input Address Prefix field, enter an input pattern for the prefixing digits of the GSM address.

The pattern is a string (up to 38 characters) and may contain only digits and, optionally, one or
more Nwildcard character(s) and, optionally, one A wildcard character, where:

¢ Amatches the longest area code defined in the area code table provisioned in Routing [1 Address
Conversion [ Area Codes.

Note: The longest area code match takes priority for multiple applicable matches.

* Nmatches a single digit.

In the Input Minimum Address Length field, enter the minimum value for length (0 up to 38) of
an address-to-be-converted in order for the GSM address conversion rule to apply.

In the Input Maximum Address Length field, enter the maximum value for length (0 up to 38) of
an address-to-be-converted in order for the GSM address conversion rule to apply.

In the Output Address Prefix field, enter the GSM address output pattern.
This field specifies the output replacement pattern (up to 387 characters) for the prefixing digits of

the GSM address. The pattern may contain only digits and, optionally, one or more N character(s)
and, optionally, one A and/or @character.

* Aisreplaced by the area code matched by the respective Ain the input pattern Input Address
Prefix.

* Nisreplaced by the digit matched by the respective Nin the input pattern Input Address Prefix.

* @is replaced by the area code as present in the originator of the message.

Example:

For an input pattern of 12NAN33 and an output pattern of 003A0NN2, the address 12799633 will
be replaced with 003990762, assuming that area code 99 is specified in the area code list
provisioned in Routing I Address Conversion [1 Area Codes.

Refer to the RTR Operator Manual for more examples.
In the Output Type field, select how an address should be treated by the rule processor.
Possible values are:

¢ det erm nedByLengt h (default), implies that the address type is determined based on the
address length. If the length exceeds the threshold that has been configured for the

7 1f the Output Address Prefix is X characters longer than the Input Address Prefix then the upper limit
for Input Minimum Address Length and Input Maximum Address Length is 38 - X
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max| engt hf or short nunber parameter in the common configuration file, the rule processor
will treat the address as an MSISDN. Otherwise, it will be treated as a short number.

* msi sdn, indicates that the rule processor should treat the address as an MSISDN
¢ short Nunber, indicates that the rule processor should treat the address as a short number.
11. Click Save.

The MGR creates the address conversion rule and closes the tab.

4.13.4 Creating Outgoing Address Conversion Rule Sets

Note: Outgoing Address Conversion Rules are obsolete from release 16.0. They have been replaced
by Outgoing Address Conversion Rules under Outgoing Address Conversion Rule Sets.

To create an outgoing address conversion rule set:

1. In the left navigation bar, select Routing [1 Address Conversion [ Out. Rule Sets.
The Outgoing Address Conversion Rule Sets tab appears.

2. Click Add New.
A new Outgoing Address Conversion Rule Set tab appears

3. Enter a Name for this Outgoing Conversion Rule Set in the Name field.
4. Click Save.

The MGR creates the address conversion rule set and closes the tab.

4.13.4.1 Creating Outgoing Address Conversion Rules

To create an outgoing address conversion rule:

1. Click on the rule set from the list of outgoing address conversion rule sets, under which the user
wants to create the new rule.
Outgoing Address Conversion Rule tab appears.

Click Add New.
Enter a name for this outgoing conversion rule in the Name field. The Name field is optional.
Enter a unique description for this conversion rule in the Description field (up to 1024 characters).

In the Input TON field, select the value for the Type of Number (TON) that should match with
the TON of an address-to-be-converted in order for the outgoing address conversion rule to apply.

gk LD

Possible values are:

* Any (wildcard)

¢ Unknown (default)
¢ International

e National

¢ Network Actual

e Subscriber

e Abbreviated

® Reserved
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For details (standard values) refer to 3GPP TS 23.040.

6. In the Input NPI field, select the value for Numbering Plan Identification (NPI) that should match
with the NPI of an address-to-be-converted in order for the outgoing address conversion rule to

apply.
Possible values are:

* Any (wildcard)

¢ Unknown (default)
¢ ISDN Telephony

¢ Data

e Telex

¢ National

e Private

e Ermes

All other values are reserved. For details (standard values) refer to 3GPP TS 23.040.

7. In the Input Address Prefix field, enter an input pattern for the prefixing digits of the outgoing
address .

The pattern is a string (up to 38 characters) and may contain only digits and, optionally, one or
more Nwildcard character(s) and, optionally, one A wildcard character, where:

* Amatches the longest area code defined in the area code table provisioned in Routing [1 Address
Conversion [J Area Codes.

Note: The longest area code match takes priority for multiple applicable matches.

* Nmatches a single digit.

8. In the Input Minimum Address Length field, enter the minimum value for length (0 up to 38) of
an address-to-be-converted in order for the outgoing address conversion rule to apply.

9. Inthe Input Maximum Address Length field, enter the maximum value for length (0 up to 38) of
an address-to-be-converted in order for the outgoing address conversion rule to apply.

10. In the Output TON field, select the value for the Type of Number (TON) that should match with
the TON of an address-to-be-converted in order for the outgoing address conversion rule to apply.

Possible values are:

¢ Default

e Unknown

¢ International

¢ National

¢ Network Actual
e Subscriber

¢ Alphanumeric

e Abbreviated

* Reserved

For details refer to 3GPP TS 23.040.
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11.

13.

14.

In the Output NPI field, select the value for Numbering Plan Identification (NPI) that should match
with the NPI of an address-to-be-converted in order for the outgoing address conversion rule to
apply.

Possible values are:

¢ Default

¢ Unknown

¢ ISDN Telephony
¢ Data

e Telex

¢ National

e Private

e Ermes

All other values are reserved. For details refer to 3GPP TS 23.040.

. In the Output Address Prefix field, enter the outgoing address output pattern.

This field specifies the output replacement pattern (up to 388 characters) for the prefixing digits of
the outgoing address. The pattern may contain only digits and, optionally, one or more Ncharacter(s)
and, optionally, one A and/or @character and/or one Ccharacter.

* Aisreplaced by the area code matched by the respective Ain the input pattern Input Address
Prefix.

* Nisreplaced by the digit matched by the respective Nin the input pattern Input Address Prefix.
* Cisreplaced by the Carrier Specific Prefix; if configured in semi-static file.
* @ is replaced by the area code as present in the originator of the message.

Example:

For an input pattern of 12NAN33 and an output pattern of 003CAONN2, if Carrier Specific Prefix
is configured as "41", the address 12799633 will be replaced with 00341990762, assuming that
the area code 99 is specified in the area code list provisioned in Routing [ Address Conversion
O Area Codes.

Refer to the RTR Operator Manual for more examples.

The value of the Output Address will specify the exact value of the address to be used in the
outgoing message. The Output Address field will allow the input as alphanumeric value.

Also the Output Address Prefix and Output Address will be mutually exclusive fields, i.e. only
one of them can be configured at a given point of time.

Click Save.

The MGR creates the address conversion rule and closes the tab.

8 If the Output Address Prefix is X characters longer than the Input Address Prefix then the upper limit
for Input Minimum Address Length and Input Maximum Address Length is 38 - X
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4.14 Configuring Routing Schedules

Routing schedules can be configured and used when defining a Time Schedule [cond] condition in
the routing, external condition, or counting rules. The time interval fields are interpreted relative to
the RTR's local time. A maximum of 3000 routing schedules can be defined.

To configure a routing schedule:

1.

In the left navigation bar, select Routing [ Schedules.
The Schedules tab appears.

2. In the Name field, enter a name for the schedule.

10.

11.

In the Description field, optionally enter a short description for the schedule.

. In the Year field, enter the years when the time interval is valid. The range of valid values is 2000

- 2104. The default value is a single asterisk (*).

Refer to Valid Values for the valid time interval values for this field.

In the Month field, enter the months of the year when the time interval is valid. The range of valid
values is 1 - 12. The default value is a single asterisk (¥).

Refer to Valid Values for the valid time interval values for this field.

In the Day Of Month field, enter the days of the month when the time interval is valid. The range
of valid values is 1 - 31. The default value is a single asterisk (*).

Refer to Valid Values for the valid time interval values for this field.

Note: It is possible to configure invalid dates (for example, February 31), but the MGR will not
give an error or warning for these. Invalid dates are ignored in the RTR.

In the Day Of Week field, enter the days of the week when the time interval is valid. The range of
valid values is 1 - 7, where 1 represents Sunday. The default value is a single asterisk (*).

Refer to Valid Values for the valid time interval values for this field.

In the Hour field, enter the hours when the time interval is valid. Specifies hours after midnight.
The range of valid numbers is 0 - 23. The default value is a single asterisk (*).

Refer to Valid Values for the valid time interval values for this field.

In the Minute field, enter the minutes when the time interval is valid. Specifies minutes after a full
hour. The range of valid numbers is 0 - 59. The default value is a single asterisk (*).

Refer to Valid Values for the valid time interval values for this field.

In the Duration field, enter a duration in minutes. The duration starts after the most recent period
specified by the other time interval fields (Year, Month, Day Of Month, Day Of Week, Hour,

Minute). It must be specified as a single number in the range of 0 - 527040 minutes. The default
value is 0 minutes.

Click Save.
The MGR saves the settings and closes the tab.

. Activate the schedule.

Note: It is allowed to modify time schedule attributes while the schedule is active.
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Valid Values

The valid time interval values for the Year, Month, Day Of Month, Day Of Week,
Hour, Minute fields can be either:

* asingle asterisk (*), representing the entire range of valid numbers.
* asingle number from the range of valid numbers.
* alist of numbers from the range of valid numbers, separated by a comma (,).

* arange of numbers, separated by a dash (-). Both start and end number are
included in the range of numbers. The start number must not be higher than
the end number.

4.15 Configuring Routing Properties

To configure routing properties:

1.

In the left navigation bar, select Routing [1 Properties.
The Properties tab appears.

In the Enable Portable Application For MO check box specity if the Portable Application feature
is enabled for incoming MO/SMs. By default, this check box is cleared (disabled).

In the Enable Portable Application For MT check box specify if the Portable Application feature
is enabled for incoming MT/SMs. By default, this check box is cleared (disabled).

In the Early SRI-SM for MO/SM Whitelist field select a list with conditions that should be matched
with the recipient MSISDN of an inbound MO message. If a list is specified, and the corresponding
list is provisioned, the setting of Early SRI-SM for MO/SM is ignored.

If there is a match, the RTR will issue an HLR query before evaluating the MOX rules. If a list is
not specified (default) or does not match with a provisioned condition list, the Early SRI-SM for
MO/SM parameter is used to control the behaviour of the RTR, independent of the MO message's
recipient address.

In the Early SRI-SM for MO/SM check box specify if an HLR query for the recipient is done before
or after the evaluation of the MOX rules. By default, this check box is cleared (disabled).

When disabled, the HLR query for recipient is done after the evaluation of MOX rules. When
enabled, the HLR query for recipient precedes the evaluation of MOX rules.

In the Early SRI-SM for AO/SM Whitelist field select a list with conditions that should be matched
with the recipient MSISDN of an inbound AO message. If a list is specified, and the corresponding
list is provisioned, the setting of Early SRI-SM for AO/SM is ignored.

If there is a match, the RTR will issue an HLR query before evaluating the AOX rules. If a list is
not specified (default) or does not match with a provisioned condition list, the Early SRI-SM for
AO/SM parameter is used to control the behaviour of the RTR, independent of the AO message's
recipient address.

In the Early SRI-SM for AO/SM check box specify if an HLR query for the recipient is done before
the evaluation of the AOX rules. By default, this check box is cleared (disabled).
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10.

11.

When disabled, the HLR query for the recipient is done depending on the routing path applied to
the AO message. An HLR query is only attempted if the recipient number has been recognized as
an MSISDN.

In the Early SRI-SM for IGM/SM Whitelist field select a list with conditions that should be matched
with the recipient MSISDN of an Internally Generated SM (IGM). If a list is specified, and the
corresponding list is provisioned, the setting of Early SRI-SM for IGM/SM is ignored.

If there is a match, the RTR will issue an HLR query before evaluating the IGMX rules. If a list not
specified (default) or does not match with a provisioned condition list, the Early SRI-SM for
IGM/SM parameter is used to control the behaviour of the RTR, independent of the IGM's recipient
address.

In the Early SRI-SM for IGM/SM check box specify if an HLR query for the recipient shall be done
before the evaluation of the IGMX rules. By default, this check box is cleared (disabled).

When disabled, the HLR query for the recipient may be done later during the IGM processing,
depending on the selected routing path. An HLR query is only attempted if the recipient number
has been recognized as an MSISDN.

In the Email Gateway Application field select the SMS Application corresponding to EMG, in
order to provision the Copy to Email and Forward to Email SPF Services.

Click Save.
The MGR saves the settings and closes the tab.

4.16 Configuring Unicode Conversion Table

The old "MT Character Map" table is replaced by "Unicode Conv." table. This feature obsoletes the
backward compatibility of old MT Character Conversion Table.

Follow the below steps to configure a Unicode Conversion table:

1.

In the left navigation bar, select Routing [0 Others [0 Unicode Conv.
The Unicode Conv tab appears.

Select a Conversion Table from 20 default conversion tables.
The selected Conversion Table tab appears.

Enter a unique name for the Conversion Table in the Name box (up to 31 characters).

. Optionally, enter a description of the Conversion Table in the Description box.

Click Save.
The MGR updates the Conversion Table and closes the tab.

Note: User cannot add a new Conversion Table or delete any existing Conversion Table.

4.16.1 Configure Translation Characters

The following policies are applicable for the configuration of Translation Characters:

Input code point cannot be blank in any Translation Character entry. Please refer section Configure
Single Translation Character for more details.
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Output code point can be blank in any Translation Character entry to remove input code points
(i.e Variation Selectors or any Unicode Code Point). Please refer section Configure Single Translation
Character for more details.

Input code point cannot be same as Output code point in any Translation Character entry.

The same Input code point cannot be mapped with two Output code points.

Input and Output code point values cannot be greater than Ox10FFFF in any Translation Character
entry.

Input and Output code point values cannot be smaller than 1 in any Translation Character entry.
Maximum 32000 Translation Character entries can be configured for a single Conversion Table.

UTF16 surrogate pairs cannot be used directly as Input or Output code point value (varies in the
range 0xD800 -- 0xDFFF). They should be used as Input and Output after conversion to Hexadecimal
Unicode Scalar values.

4.16.1.1 Configure Single Translation Character

Follow the below steps to configure a Single Translation Character:

1.

In the left navigation bar, select Routing [J Others [J Unicode Conv.
The Unicode Character Conversion tab appears.

Select a Conversion Table.
The selected Conversion Table tab appears.

Under Translation Characters, click Add New.
A Conversion Table tab appears.

In Input box, enter the input code point with 1 or 2 Unicode code points (first box is mandatory).
Only hex values are allowed for this field. The value can optionally be preceded by '0x'.

In Output box, enter the output code point with 1 or 2 Unicode code points or an empty string to
remove input code points. Empty string and hex values are allowed for this field. The value can
optionally be preceded by '0x'. Output code point 1 cannot be blank while output code point 2 is
filled.

Click Save.
The MGR closes the Unicode Character Conversion tab and adds the entry in Translation Characters
Table.

4.16.1.2 Configure Multiple Translation Characters

Follow the below steps to configure Multiple Translation Characters:

1.

In the left navigation bar, select Routing [J Others [ Unicode Conv.

The Unicode Character Conversion tab appears.
Select a Conversion Table.
The selected Conversion Table tab appears.

Under Translation Characters, click Configure List if the table has no entry or click Reconfigure
List if the table has entries.

A new Conversion Translation tab appears for file upload.

Create an input file in csv format for configuring multiple translation characters. For more
information, please refer to section Creating Input File for Translation Characters .
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5. Click the Choose File button and select the file created in the previous step.

6. Click Upload.
After successful upload, the MGR closes the tab and adds the entry in Translation Characters Table.

4.16.1.3 Creating Input File for Translation Characters

While creating an input file for translation characters, the following restrictions should be taken into
consideration:

1. The data in the input file must be in csv format i.e. comma-separated. However, the filename
extension does not necessarily have to be ".csv"; any valid filename with or without an extension
is supported.

2. The input file is allowed to contain up to 32000 lines and each line contains only one translation
character mapping. Each line should have a minimum of 4 columns, with an optional 5th column
for description, i.e.

* 4 columns (first two input code points, last two output code points)
* 5 columns (first two input code points, next two output code points, last description)

3. First two characters are always the input code point 1 and input code point 2.

4. Optionally, the value of Input or output code points can be preceded by '0x'. However, the value
is always considered in hexadecimal format, irrespective of whether it is preceded by '0x'.
The MGR performs the following validation checks on each translation character mapping in the
input file:
* Input and output code points:

* Must be separated by ',

¢ Input code point 1 cannot be blank.

* OQutput code point 1 cannot be blank while output code point 2 is filled.
* Must be in hexadecimal format, optionally preceded by '0x'.

¢ Cannot be greater than '0x10FFFF' or smaller than '0x1'.

* OQutput code point 1 and Output code point 2 can be set as blank at the same time, in any
Translation Character entry, to remove input code points (i.e Variation Selectors or any Unicode
Code Points).

¢ Output code point cannot be the same as Input code point. However, the MGR does not consider
the presence of such values as an error in the input file.

¢ Duplicate input code points cannot be configured in a single conversion table.

e UTF16 surrogate pairs cannot be used directly as Input or Output code point value (varies in
the range 0xD800 -- 0xDFFF). They should be used as Input and Output after conversion to
Hexadecimal Unicode Scalar values.

If validation fails for a translation entry, MGR will generate an error and user will need to upload

the file again after correction.

Routing/uccCharacterMap fuccCharacterMap/#1 fuccCharacterMap/#11 fuccCharactarMapTranslation/new

File: Choose File | csv_upload.txt
Upload
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Sample of valid csv file:

Al,, B11, B12, descri pti onl
A21, OxA22, B21,

A31,,B31,, description 3
OxA41, A42, 0xB41, 0xB42
OXFEOF, ,,,vari ati on sel ector

4.17 Configuring Mobile Number Portability

Follow the below steps to configure a Mobile Number Portability (MNP) entry:

1.

In the left navigation bar, select Routing [ Number Portability.
The Number Portability tab appears.

Click Add New.
A new Number Portability tab appears on the screen.

Optionally enter a description of the MNP entry in the Description box.

. In the Received CdPA Prefix field, enter a string of up to five hexadecimal digits as the prefix to

the SCCP Called Party Address (CdPA) of an incoming SRI-SM Request. By default this field is
blank.

In the IMSI field, enter a string of exactly 15 digits, or a string of 1-14 digits followed by a wildcard
(*) character at the end, or a single wildcard (*) character as the recipient IMSI or IMSI prefix. This
field is mandatory.

The combination of the Received CdPA Prefix and IMSI fields in an active MNP entry must be
unique. If the Received CdPA Prefix field is an empty string (blank) then the same IMSI can be
configured for a different MNP entry only if that other entry contains a non-empty CdPA prefix.

In the Action field, select an action from the drop-down list to be performed by the RTR (By default,
MNP action is Accept). For more detailed description on MNP Action, refer to MNP Action.

In the MNP Network Info field, select a destination network from the drop-down list. The field is
applicable when Action is set as For war d.

In the Forward Prefix field, enter a string of up to five hexadecimal digits as a prefix to the SCCP
CdPA while forwarding a SRI-SM Request.

Note: The Forward Prefix field cannot be left blank when Action field is set as 'For war d'.

Click Save.
The MGR creates the MNP entry and closes the tab.

10. Activate the MNP entry.

4.17.1 MNP Action

The following table describes the supported MNP actions:

MNP Action Description

Accept Indicates that the recipient of the message is not a ported subscriber, i.e. the

recipient either belongs to the HPLMN or is an international number. In this case
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MNP Action Description

no further processing related to number portability is required, hence RTR should
continue with its normal functionality in order to deliver the message.

Forward Indicates that the recipient of the message is a ported subscriber. In this case it is
required to send a second SRI-SM Request or forward the received SRI-SM Request
towards another operator's network, in order to determine the actual destination
network for the delivery of the message.

Discard Indicates that the message should be discarded with a permanent error.

4.18 Configuring Message Template

To create a message template:

1. In the left navigation bar, select Routing [J Others [1 Message Template.
The Message Template tab appears.

2. Click Add New.
A new Message Template tab appears on the screen.

3. Enter a unique name for the message template in the Name box (up to 31 characters).

4. In the Translated Originator TON field, select the value for Type of Number (TON) that should
be used for this messages template.
Possible values are:

* Alphanumeric (default)
¢ Unknown

¢ International

¢ National

* Network specific

e Subscriber

e Abbreviated

* Reserved

For details, refer to 3GPP TS 23.040.

5. In the Translated Originator NPI field, select the value for Numbering Plan Identification (NPI)
that should be used for this message template.

Possible values are:

e Unknown (default)

¢ ISDN Telephony

¢ Data

¢ Telex

¢ Service Centre specific planl
¢ Service Centre specific plan2
* National

* Private
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10.

e Ermes
e Reserved

For details, refer to 3GPP TS 23.040.

In the Translated Originator field, enter an address that should be used by this template as translated
originator address for the generated message. The originator can be numeric (up to 20 digits) or
alphanumeric (up to 11 GSM default alphabet characters). Information is the default value used
by the RTR.

In the Untranslated Originator TON field, select the value for Type of Number (TON) that should
be used for this messages template.

Possible values are:

¢ Alphanumeric

e Unknown

¢ International

e National

¢ Network Specific (default)
e Subscriber

e Abbreviated

® Reserved

For details, refer to 3GPP TS 23.040.

In the Untranslated Originator NPI field, select the value for Numbering Plan Identification (NPI)
that should be used for this message template.

Possible values are:

¢ Unknown

¢ ISDN Telephony

¢ Data

¢ Telex

¢ Service Centre specific planl
* Service Centre specific plan2
* National

¢ Private (default)

¢ Ermes

* Reserved

For details, refer to 3GPP TS 23.040.

In the Untranslated Originator field, enter an address that should be used by this template as
untranslated originator address for the generated message.

The originator can be numeric (up to 20 digits) or alphanumeric (up to 11 GSM default alphabet
characters). The default value used by the RTR for the untranslated Originator address is 8085.
In the Return Message Template field, enter the pattern to be used for the return message to be
generated.

The pattern supports a maximum length of 480 bytes or 160 Unicode characters if the configured
characters are all 3 bytes. By default this pattern is an empty string. The pattern supports the
following variables:
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* $(USER_DATA) : User Data of the original message
* $( RCP) : Address of the recipient address

* $(SCTS_2): Service Centre Timestamp formatted according to

snsPr opDat eFor mat O M Ret ur nMessage.

Routing

For details, refer to the "dat ef or mat of nt r et ur nmessage"” parameter, under the Semi-Static

Configuration section (tpconfig Entity) of the RTR Operator Manual.

11. Click Save.

The MGR creates the message template and closes the tab.

Message Template

Index:

Name:

Translated Originator TON:
Translated Originator NPI:
Translated Originator:
Untranslated Originator TON:
Untranslated Originator NPI:
Untranslated Originator:
Return Message Template:

Last Updated:
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5.1 Introduction

The Firewall (FWL) is integrated with the RTR and screens and filters incoming messages by applying
patented detection techniques.

5.2 Configuring MO Firewall Properties

Prerequisite:

List

Note: To configure Firewall (FWL) properties, your assigned privileges must include the RTR.

To configure FWL properties for MO routing;:

1.

In the left navigation bar, select Firewall 0 MO [ Properties.
The Firewall Properties tab appears.
From the Fwd. Empty TC-Begin with CdPA list, select a list that contains addresses that the RTR

will match against the SCCP Called Party Address ( CdPA) of all empty TCAP BEGIN messages
received for MO messages.

The RTR uses this list to determine where to route MO-MO traffic when the destination SMSC is
not provisioned in the Mobile Messaging network (an "unknown" SMSC).
From the Fwd. Empty TC-Begin List Type list, select whether the list is a blacklist or whitelist.

If the CdPA matches an entry in a whitelist or does not match an entry in a blacklist, the RTR will
transparently forward the BEGIN message to the external SMSC.

Click Save.
The MGR saves the properties and closes the tab.

For more information about MO routing to unknown SMSCs, refer to the RTR Operator Manual.

5.3 Configuring MT Firewall Properties

To configure FWL properties, your assigned privileges must include the RTR.

To configure FWL properties for MT routing:

1.

2.

In the left navigation bar, select Firewall 1 MT [ Properties.
The Firewall Properties tab appears.
In the IMSI Prefixes That Skip Spoofing Detection box, enter up to 20 IMSI prefixes (separated

by commas) for which the FWL will bypass the MT spoofing check for incoming MtForwardSm
operations.
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The ranges specified must not overlap with the IMSI scrambling ranges that are configured in
Routing U Routing Rules I SRISM Response rules.

3. From the MAP Phase Translation list, indicate the support of MAP Phase Translation for Home
Routed scenarios. The default valueis "Tr ansl at i on based on App Cont ext Not Supported
Error".

4. From the SRISM GPRS Support Indicator list, indicate the GPRS support indicator when SRISM
is targeted for Home Country and Japanese MNP is ON. The default value is "Def aul t ".

5. From the Trusted SMSC SCCP CgPA List, select a list that contains addresses that the RTR will
match against the SCCP CgPA GT address present in an incoming SendRoutingInfoForSm to bypass
the MT spoofing check. If matched, both incoming SRISM and corresponding MTFSM will be
treated as 'trusted' and all MT spoofing checks will be bypassed for both messages. The default
valueis "No Li st".

6. From the ReportSmDeliveryStatus GPRS Support Indicator list, indicate the GPRS support
indicator when incoming ReportSmDeliveryStatus Request message from SMSC targeted to an
HLR. The default value is "Def aul t ".

7. Click Save.
The MGR saves the properties and closes the tab.

Sample IMSI Prefix Configuration

An IMSI Prefixes That Skip Spoofing Detection value of:
2341655, 234161234

Indicate all IMSIs in the ranges:

* 234165500000000 through 234165599999999, and
e 234161234000000 through 234161234999999
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6.1 Introduction

When your system includes a HUB, you can route SMS traffic from any SMS application to RTRs, SMS
gateways, or SMSCs over a variety of application protocols.

6.2 Creating SMS Application Groups

Use SMS application groups to achieve greater control over message throughput to groups of
applications. You must create at least one application group.

To create an SMS application group:

1.

In the left navigation bar, select SMS Applications [ Groups.
The Application Groups tab appears.

Click Add New.

A new Application Groups tab appears.

Enter a unique name for the application group in the Name box (up to 31 characters).

. Optionally enter a description of the application group in the Description box.

5. In the ThroughputAo box, enter the maximum number of messages per second allowed from the

applications in the group (defaults to 65,535).

In the ThroughputAt box, enter the maximum number of messages per second allowed to the
applications in the group (defaults to 65,535).

Click Save.
The MGR creates the application group and closes the tab.
Activate the application group.

6.3 Provision an SMS Application

Prerequisites:

Application category
Application group
Character conversion set

To configure an SMS application:

1.

In the left navigation bar, select SMS Applications 0 Applications.
The SMS Application tab appears.

Click Add New.
A new SMS Application tab appears.
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Enter a unique name for the application in the Name box (up to 31 characters).

. Optionally enter a description of the application in the Description box.

In the Short Number box, enter the short number that the application should use to authenticate
itself with the RTR.

Note: The limitation on the number of digits of a short number is set with thet p_i nstal | _ngr
command-line tool during the installation phase. The current setting can be verified via Settings
O Global Settings.

In the Alphanumeric Alias box, optionally enter up to 10 alphanumeric aliases (separated by
semicolons) that the RTR can use to match the application address in case of an AO message that
uses an alphanumeric as the originator address.

The alias cannot be a short number. Each alias must be unique across all SMS applications.

7. Optionally select one or more categories from the Category list.

8. Select an application group from the Application Group list.

9. Select a logging level from the Log Level list:

10.

11.

e Error

Warning (default)

Info

Off (disables event logging)

When a generic event occurs, it is logged if its level is equal to or higher than the level selected
here.

Select the interface type from the Interface Type list:

¢ Universal Computer Protocol (UCP)
¢ Computer Interface to Message Distribution (CIMD)
¢ Short message peer-to-peer protocol (SMPP)

Select the session model for the application:

¢ Inside only - All SCs

* Qutside only

* Replicate - All SCs

¢ Distribute - All SCs

* Inside only - SC list

¢ Replicate - SC list

¢ Distribute - SC list

e Use service class model (default)

Note: For the MO-AO and MO-MT-AO routing paths, you cannot select Use service class model.
You must select the session model directly in the application configuration. For these routing paths,
the valid session models are Inside only - All SCs and Inside only - SC List.

. Set the session model parameters, which vary for each session model.
13.
14.

Set the interface-specific parameters.

In the CDR Consolidation Field box, optionally enter a value of up to 15 characters to use in the
Consol i dat i onFi el d in CDRs.

If this field is left blank, the HUB will use the short number.
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15.

16.
17.

18.

19.

20.
21.

24.

26.

27.

Note: For CIMD applications, only digits can be used.

In the CCDR Group Id field box, optionally enter a value in the range 1 (default) - 65535 to use in
the following fields of the Comverse CDRs generated for messages originated from or destined to
this application:

* source_ei <group> field

* group id value included in source_ei <id> field
* eigroup field

¢ group id value included in ei:id field

Select one or more service classes from the Service Class Table list.
In the FCDR Recipient Address PID box, enter a value between -1 and 127 to use in the following
CDR fields:

e PID field of FCDR's Cal | Det ai | Record (r eci pAddr ess)
¢ PID field of FCDR's Not i fi cati onRecor d (or gl Reci pAddr ess)

In the FCDR Originator Address PID box, enter a value between -1 and 127 to use in the following
CDR fields:

e PID field of FCDR’s Cal | Det ai | Recor d (ori gAddr ess and not i f Addr ess)
e PID field of FCDR’s Not i fi cati onRecord (or gl Oi gAddr ess and or gl Not i f Addr ess)

Note: For both FCDR PID fields, a value of -1 mimics legacy behavior (PID value will be 57 for
UCP, 59 for SMPP, and 55 for CIMD).

To include application-specific charging units for messages sent by this application, select Use
Originator Charging Units.

Enter a number of charging units between 0 and 65,535 in the Originator Charging Units box.

To include application-specific charging units for messages sent to this application, select Use
Recipient Charging Units.

. Enter a number of charging units between 0 and 65,535 in the Recipient Charging Units box.

Note: Charging units do not indicate which party should be changed (originator or recipient).
They are simply additional parameters that the billing server can take into account when computing
the amount to charge.

. From the Format MSC list, select how the MSC should be formatted in an AO or AT message that

results from an MO message.

From the Outbound SMPP Destination TON list, select how the RTR will overwrite the TON in
the recipient address for the outbound SMPP messages. This parameter is not applicable for an
alphanumeric address. By default, this parameter is set to noChange (- 1).

. From the Outbound SMPP Destination NP1 list, select how the RTR will overwrite the NPI in the

recipient address for the outbound SMPP messages. This parameter is not applicable for an
alphanumeric address. By default, this parameter is set to noChange (- 1).

From the Format Originator list, select how the originator should be formatted in an AO or AT
message that results from an MO message.

From the Format Recipient list, select how the recipient should be formatted in an AO or AT
message that results from an MO message.
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28. From the Format SMSC list, select how the SMSC should be formatted in an AO or AT message
that results from an MO message.

29. From the Notification Handling list, select how the HUB should handle application notifications:

* Same session preferred (default)}—The notification will be sent over the source session unless
it is no longer available or if a specific different notification address is requested. In case of
AO-AO routing, this setting only works if the service center to which the AO message gets
forwarded also applies functionality to route subsequent notification messages back using the
same session.

¢ Same session only—The notification will be sent over the source session. If the session is no
longer available, the notification is discarded. Requests with a specific notification address are
forced over the source session.

¢ Dialout preferred—Notifications with a specific notification address will always be sent using
the given address, even if the application has the same dialout address. If no notification address
is requested or if the address is not supported, the HUB uses the "same session preferred"
behavior.

¢ Dialout only—Notifications with a specific notification address will always be sent using the
given address, even if the application has the same dialout address. If dialout is not allowed or
is not possible, the notification is rejected.

¢ Same host only—If the source session is still available, the notification behavior is the same as
Same session preferred. If the source session is not available and the source IP address is available
in the send notification request, the HUB will send the notification only on application sessions
that originate from the same IP address as defined in the source IP address.

If dial-out is allowed and requested, the HUB first attempts to use the same session that submitted
the message. If that session is not available, the HUB attempts to use a dial-out outside session
to the defined notification address. If a session does not exist, then the session selection handling
function attempts to start one.

30. From the Long Message Handling list, select how the HUB should handle AO messages that exceed
the length allowed for an MT message:

* Send as concatenated (default)
* Send using long last tags

* Reject

* Send to SMSC

31. If the HUB should take HLR flags into account to optimize AO-MT delivery attempts, select
Optimised MT Delivery (cleared by default).

32. If SRI-SM request should be sent with priority, select Sri-SM Priority from the dropdown list (High
by default).
Sri-SM Priority controls the setting of priority field in the SRI-SM Request for messages originated
from the application, prior to MT delivery attempt of the message. If this parameter set to 'High'
or 'Low’, the value of the sm-RP-PRI in the SRI-SM Request will be set to TRUE' (1) or 'FALSE' (0)
respectively. In case of 'Use message priority’, the value of sm-RP-PRI will be set as per the value

of the Priority field in individual messages, if it is present; in case no Priority field is present in a
particular AO message, the value of sm-RP-PRI in the SRI-SM will be set to 'FALSE'".

33. If AT traffic should be enabled, select AT Enabled (selected by default).
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35.

36.

37.

38.

39.

41.

45.

This flag indicates whether or not an inbound AT traffic (received from external SMSC) is enabled
for this Application. Value of this flag does not influence outbound AT traffic (i.e. disabling this
flag will not cause the RTR to block MO-AT, AO-AT or MT-AT traffic towards this Application).

. If AO traffic should be enabled, select AO Enabled (selected by default).

This flag indicates whether or not an inbound AO traffic is enabled for this Application. Value of
this flag does not influence the outbound AO traffic towards external SMSCs.

If the RTR should perform a first delivery attempt and then, if the attempt fails, fallback to the
SMSC, select AO-MT-AO Enabled (cleared by default).

If the application should be allowed to perform single-shot delivery attempts, select AO-MT
Enabled (cleared by default).

This flag indicates whether or not this Application can send messages to mobile subscribers (as
MT/SM), when the RTR plays the role of an SMSC (i.e. routing paths AO-MT, AO-MT-ST or
AO-ST-MT).

If the application will use character conversion, select a character conversion set from the Character
Conversion Set list (defaults to no conversion).

In the Throughput AO Maximum box, enter the maximum number of messages per second allowed
from the application to the NewNet Mobile Messaging system (defaults to 65,535).

In the Throughput AO Committed box, enter the committed number of messages per second from
the application to the NewNet Mobile Messaging system (defaults to 65,535).

. In the Throughput AT Maximum box, enter the maximum number of messages per second allowed

from the NewNet Mobile Messaging system to the application (defaults to 65,535).

In the Throughput AT Committed box, enter the committed number of messages per second from
the NewNet Mobile Messaging system to the application (defaults to 65,535).

. If the HUB should delay AO messages from this application for a period of time before continuing

to process them, enter the number of seconds to delay messages in the AO Delay Time box.

The maximum number of messages that can be delayed in the HUB at one time for all configured
applications is controlled by the hubmaxqueuedmessages parameter in the semi-static
configuration file.

Note: Setting an AO delay time does not change the way the HUB handles window size. The HUB
continues to discard all requests that are received outside the window size for a session.

. If AT recipient statistics should be collected for the application, select Enable AT Recipient Statistics

(cleared by default).

. If the message originator should be replaced:

a) Select Enable Originator Replacement.

b) Inthe Originator Replacement Address box, enter the MSISDN, short number, or alphanumeric
address that should replace the originator address.

Refer to the RTR Operator Manual for more information about originator replacement.

From the Virtual SMSC type list, select the Virtual SMSC (VSMSC) type of an application. This
type relates to the FCDR format.

Valid values are:

e publ i c (default)

e privat e—The VSMSC address of this application (see Virtual SMSC Address) is required to
be unique among all private VSMSC addresses, assisting in the correct routing of MO-AT traffic.
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47.

48.

49.

The value of this parameter influences the vssc Ty pe field of FCDRs for AO and AT messages
(refer to the RTR Billing Manual for additional information).

When the RTR tries to MT-deliver an AO message from an application that has a VSMSC address
provisioned (irrespective of the VSMSC type), the SMSC address at the MAP layer of the
MtForwardSm will be set to that address, unless it is overruled by an explicit MTO modifier.

This parameter can only be modified while the application is inactive.

. In the Virtual SMSC Address box, enter the VSMSC address associated with this application. The

address must be specified in E.164 format, i.e. as internationally significant numbers, starting with
the country code. By default, no address (empty string) is specified.

When specified, this value can be used for routing MO traffic for this VSMSC address to this
application (as AT/SM), and for delivering AO messages from this application (as MT/SM) using
the VSMSC address as the SMSC address. The value of this parameter influences the vsiscl d
field of FCDRs for AO and AT messages (refer to the RTR Billing Manual for additional information).

This parameter can only be modified while the application is inactive.

Select Multi SIM HLR Redirection Bypass if AO-MT messages originated by this application
should use the value of t pconf i g attribute smscaddr essf ormul ti si mhl rredirecti onbypass

in all SendRoutingInfoForSm and ReportSmDeliveryStatus communications between the RTR and
HLR (cleared by default).

This value is also used for AO-MT messages that are stored in the AMS during their processing.
If no value is defined for smscaddr essf ormul ti si mhl rredi recti onbypass, then selecting
Multi SIM HLR Redirection Bypass has no effect on the message flow.

Click Save.
The MGR creates the SMS application and closes the tab.

Activate the application.

6.3.1 Session Models

The following table details the session models that are available.

Session Model Description Options

Inside only Inbound SMS application sessions are not allowed; the

HUB acts as a bridge between the Router (RTR) and * Allservice centres
service centres e List of service

centre(s)

Outside only Applies to applications for which no other sessions will | None

be set up (applies particularly to AMS)

Replicate One outside session results in many inside sessions (for

e Allservice centres

¢ List of service
centre(s)

example, MO-AT traffic or a voting application)

Distribute One outside message results in one inside session (for

e All service centres

example, AO-MT traffic or a bulk SMS application)
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Session Model

Description

Options

e List of service
centre(s)

Use service class
model

is connected to

Use the session model specified for the service class
associated with the outside listener that the application

None

6.3.2 UCP Applications

The following table details the parameters available for UCP applications.

Release 17.4 Revision B, March 2019

Parameter Description Applicable Session Model | Default
Service Centers | Service centers to which the None
application will send messages * Inside Only - SC list
¢ Replicate - SC list
e Distribute - SC list
Priority Priority of each selected service centre | Inside Only - SC list 50
¢ Replicate - SC list
e Distribute - SC list
Weight Weight of traffic sent to the service 1
s cent?r;e (for example, a service centre * Inside Only - SC list
with a weight of 2 will receive twice | * Replicate - SC list
as many messages as a service centre | * Distribute - SC list
with a weight of 1)
Outside Authentication method for the ) None
Authentication | application to use: * Outside only
Method ¢ Inside only - All SCs
¢ Password authentication e Inside only - SC list
¢ CLI authentication e Replicate - All SCs
* One or the other (not both) e Replicate - SC list
When password and CLI * Distribute - All SCs
authentication are both selected, they | ® Distribute - SC list
must both match for the application | ¢ Use service class model
to be authenticated.
Outside UCP Password that the application should | Outside onl None
Password use when password authentication y
has been selected as the outside * Inside only - All SCs
authentication method; click * Inside only - SC list
- * Replicate - All SCs
to generate a password * Replicate -SC list
¢ Distribute - All SCs
¢ Distribute - SC list
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Parameter Description Applicable Session Model | Default
¢ Use service class model
Outside CLI Type | Type of CLI authentication that the e Outside onl IP Address
application should use when CLI y
authentication has been selected as | ® Inside only - All SCs
the outside authentication method | Inside only - SC list
* Replicate - All SCs
* Replicate - SC list
¢ Distribute - All SCs
* Distribute - SC list
* Use service class model
Outside CLI IP IP address to use for CLI . 12.0.0.1
Address authentication when CLI * Outside only
authentication has been selected as | ® Inside only - All SCs
the outside authentication method |[*® Inside only - SC list
* Replicate - All SCs
* Replicate - SC list
¢ Distribute - All SCs
e Distribute - SC list
¢ Use service class model
Outside CLIIP | IP mask to use for matching the IP ) 255255255255
Mask when CLI authentication has been | * Outside only
selected as the outside authentication | ® nside only - All SCs
method ¢ Inside only - SC list
* Replicate - All SCs
¢ Replicate - SC list
¢ Distribute - All SCs
¢ Distribute - SC list
¢ Use service class model
Outside CLI TCP | Port to use for CLI authentication ) 0
Port when CLI authentication has been | ® Outside only
selected as the outside authentication | ® Inside only - All SCs
method (0 indicates that any port will | ® Inside only - SC list
be accepted) * Replicate - All SCs
* Replicate - SC list
¢ Distribute - All SCs
¢ Distribute - SC list
* Use service class model
Outside CLI Type | Type of CLI source address to use: « Outside only Address
e Address ¢ Inside only - All SCs
e CLIList * Inside only - SC list
* Replicate - All SCs
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Parameter Description Applicable Session Model | Default
Replicate - SC list
Distribute - All SCs
Distribute - SC list
Use service class model
CLI List List of addresses to use for CLI . None
authentication when CLI Outside only
authentication has been selected as Inside only - All SCs
the outside authentication method Inside only - SC list
Replicate - All SCs
Replicate - SC list
Distribute - All SCs
Distribute - SC list
Use service class model
Inside Authentication method for the service None
Authentication | centre to use Inside only - All 5Cs
Method Inside only - SC list
Replicate - All SCs
Replicate - SC list
Distribute - All SCs
Distribute - SC list
Use service class model
Inside UCP Password for the application to use None
Password for sessions towarf fhe service Inside only - All SCs
centres; click Inside only - SC list
- Replicate - All SCs
s Replicate - SC list
to generate a password Distribute - All SCs
Distribute - SC list
Use service class model
Inside UCP Window size to use on links between . 100
Window Size the HUB and the service centre Inside only - All SCs
Inside only - SC list
Replicate - All SCs
Replicate - SC list
Distribute - All SCs
Distribute - SC list
Use service class model
Number of SMSC | Number of sessions to set up toward 1
Only Sessions each SMSC F Inside only - All SCs
Inside only - SC list
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Dialout
Notifications

dialout notifications. If None is
selected, the dialout notifications are
sent to the globally configured queue.

Outside only

Replicate - All SCs
Replicate - SC list
Distribute - All SCs
Distribute - SC list

Use service class model

Parameter Description Applicable Session Model | Default
Allow Controls whether delivery ) Selected
Notification notifications are allowed for AO-MT | °* Outs.1de only
messages; if the application requests Replicate - All SCs
notification and it is not allowed, the Replicate - SC list
HUB rejects the message Distribute - All SCs
Distribute - SC list
Use service class model
Send Short Ack | Controls whether to send . Not selected
acknowledgment to the Application Repl%cate - All SCS
for an outside session requestas soon | *  Replicate - SC list
as the HUB receives the first positive | ® Distribute - All SCs
acknowledgment from an SMSC(IP) Distribute - SC list
and successfully sets up one inside Use service class model
session. This is applicable only in case
of Replicate and Distribute Session
Model, or in the case of Use Service
Class Model provided the application
is associated with a service class
configured with either Replicate or
Distribute Session Model.
Notification The mode to use for handlin Transparent
Address Mode | notification addresses in outl%ound Inside only - All SCs ;
AO messages: Inside only - SC list
o Replicate - All SCs
¢ Transparent—Pass the notification Replicate - SC list
2ddress transparently to the Distribute - All SCs
¢ (Clear—Erase the notification Dlstrlbut.e -SClist
address, effectively requesting the Use service class model
notification to be returned by the
Service Center over the same
session as used for issuing the
outbound AO message.
Ams Queue For | Specifies the AMS queue to use for None
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Parameter Description Applicable Session Model | Default
TCP Keep-Alive | Activates the TCP keep-alive e Outside onl False
functionality on connections from this uts.1 eonly
application: * Replicate - All SCs
. . ; .
¢ For outside sessions that are o I[{)Tgclrls :fe _s;flil;tc S
successfully authenticated after | Distribute - SC list
TCP keep-alive is activated e Use service class model
* Assoon as the connection is
started for inside sessions and
outside dial-out sessions
Outside Max Maximum number of seconds that a ) 60
Inactivity Time |link to an application can be inactive * Outside only
before the HUB disconnects it * Replicate - All SCs
* Replicate - SC list
¢ Distribute - All SCs
e Distribute - SC list
e Use service class model
Outside Max Maximum number of seconds that . 5
Response Time | the HUB waits for a response from an * OutS}de only
application before considering itto | ® Replicate - All SCs
be timed out. * Replicate - SC list
The Outside Max Response Time, * D%str%bute - All S.CS
should relate to the * Distribute - 5C list
(RTR's)hubrmaxr esponset i me e Use service class model
attribute (default of 15 seconds) as
follows:
T < hubmexresponsetime / (1 +
(max(round_down(W4), 10) / W
Where T is the application's Outside
Max Response Time, and Wis the
application's applicable outside
window.
Max Outside UCP | Maximum number of links between ) 255
Sessions the HUB and the application * Outside only
* Replicate - All SCs
* Replicate - SC list
e Distribute - All SCs
e Distribute - SC list
¢ Use service class model
Outside UCP Window size to use on links between ) 100
Window Size the HUB and the application * Outside only
* Replicate - All SCs
* Replicate - SC list
¢ Distribute - All SCs
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Parameter Description Applicable Session Model | Default
Distribute - SC list
Use service class model
Respond After Controls whether the RTR generates . Cleared
Delivery aresponse after delivery of a message Outside only
to an MS Replicate - All SCs
Replicate - SC list
Distribute - All SCs
Distribute - SC list
Use service class model
Outside Dialout | Type of dialout connection to use if a ) None
Type dialout request is received on the Outside only
dialout listen port or in the case of Inside only - All SCs
permanent dialout Inside only - SC list
Replicate - All SCs
Replicate - SC list
Distribute - All SCs
Distribute - SC list
Use service class model
Outside Dialout | TCP port to use for a dialout )
TCP Port connection; only applies if outside Outside only
dialout type is IP Inside only - All SCs
Inside only - SC list
Replicate - All SCs
Replicate - SC list
Distribute - All SCs
Distribute - SC list
Use service class model
Outside Dialout | Maximum number of seconds that an . 60
Inactivity Time | outside dialout link to an application Outside only
is idle before the HUB disconnects it; | * nside only - All SCs
only applies if outside dialout typeis | ® Inside only - SC list
P Replicate - All SCs
Replicate - SC list
Distribute - All SCs
Distribute - SC list
Use service class model
Outside Dialout |IP address to use for a dialout ) 127.0.0.1
IP Address connection only applies if outside Outside only
dialout type is IP; only applies if Inside only - All SCs
outside dialout type is IP Inside only - SC list
Replicate - All SCs
Replicate - SC list
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Parameter

Description

Applicable Session Model

Default

e Distribute - All SCs
¢ Distribute - SC list
e Use service class model

Outside Dialout
Max Sessions

Maximum number of dialout sessions
between the application and the HUB;
only applies if outside dialout type is
IP

* OQutside only

¢ Inside only - All SCs

¢ Inside only - SC list

* Replicate - All SCs

¢ Replicate - SC list

¢ Distribute - All SCs

e Distribute - SC list

e Use service class model

Outside Dialout
UCP Window
Size

Window size used on links between
the application and the HUB; only
applies if outside dialout type is IP

* Qutside only

¢ Inside only - All SCs

¢ Inside only - SC list

¢ Replicate - All SCs

* Replicate - SC list

¢ Distribute - All SCs

¢ Distribute - SC list

* Use service class model

UCP Forward
Error Map

Forward error mapping table to use
for this application

* Qutside only

¢ Inside only - All SCs

¢ Inside only - SC list

* Replicate - All SCs

* Replicate - SC list

¢ Distribute - All SCs

¢ Distribute - SC list

* Use service class model

Default UCP
forward
error map

UCP Reverse
Error Map

Reverse error mapping table to use
for this application

* Qutside only

¢ Inside only - All SCs

¢ Inside only - SC list

* Replicate - All SCs

* Replicate - SC list

¢ Distribute - All SCs

¢ Distribute - SC list

e Use service class model

Default UCP
reverse error
map

Note: Application passwords are encoded in the MySQL database.
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6.3.3 SMPP Applications

SMS Applications

The following table details the parameters available for SMPP applications.
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Parameter Description Applicable Session Model | Default
Service Centres | Service centre(s) to which the None
application wi(ll)send messages * Inside Only - SClist
* Replicate - SC list
¢ Distribute - SC list
Priority Priority of each selected service centre | Inside Only - SC list 50
* Replicate - SC list
* Distribute - SC list
Weight Weight of traffic sent to the service 1
i cent%e (for example, a service centre * Inside Only - 5C list
with a weight of 2 will receive twice | * Replicate - SC list
as many messages as a service centre | ® Distribute - SC list
with a weight of 1)
Outside SMPP Range of MSISDNSs that can e Outside onl None
Address Range | potentially be routed to the y
application * Replicate - All SCs
¢ Replicate - SC list
¢ Distribute - All SCs
¢ Distribute - SC list
¢ Use service class model
gﬁigjﬂ%ﬁf TON of the SMS application address | Outside only Unknown
* Replicate - All SCs
* Replicate - SC list
¢ Distribute - All SCs
e Distribute - SC list
e Use service class model
Outside NPI of the SMS application address ) None
Numbering Plan * Outside only
1d (NPI) * Replicate - All SCs
* Replicate - SC list
¢ Distribute - All SCs
¢ Distribute - SC list
e Use service class model
Max Outside RC | Maximum number of simultaneous . 255
Links SMPP receiver links that the * Outside only
application can establish toward the | ® Replicate - All SCs
HUB * Replicate - SC list
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Parameter Description Applicable Session Model | Default
Distribute - All SCs
Distribute - SC list
Use service class model
Max Outside TM | Maximum number of simultaneous Outsid I 255
Links SMPP transmitter links that the uts.1 e only
application can establish toward the Replicate - All SCs
HUB Replicate - SC list
Distribute - All SCs
Distribute - SC list
Use service class model
Max Outside TC | Maximum number of simultaneous Outsid 1 255
Links SMPP transceiver links that the uts'l € only
application can establish toward the Replicate - All SCs
HUB Replicate - SC list
Distribute - All SCs
Distribute - SC list
Use service class model
Outs1de. SMPP Transmitting window size used on Outside only 255
Transmit .
. ) the links between TextPass and the Replicate - All SCs
Window Size o . P
Application on bind type Replicate - SC list
BH\ID_RECE[VE/B]ND_TRANSRECEIVER Distribute - All SCs
and used for sending AT messages to o ]
o . . Distribute - SC list
application. Only applicable if .
TextPass and the Application Use service class model
interface through SMPP.
The valid range for this parameter is
1-1024.
Outs'1de SMPP Receiving window size used on the Outside only 255
Receive Window | .
Size links between TextPass and the Replicate - All SCs
application on bind type Replicate - SC list
BIND TRANSMIT/BIND TRANSRECEIVER L
- L Distribute - All SCs
and used for receiving AO messages o ]
p L . . Distribute - SC list
rom application. Only applicable if .
TextPass and the Application Use service class model
interface through SMPP.
The valid range for this parameter is
1-1024.
Outside Authentication method for the Outsid 1 None
Authentication | application to use: utside only
Replicate - All SCs
Method —
¢ Password authentication Replicate - SC list
e CLI authentication
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Parameter Description Applicable Session Model | Default
® One or the other (not both) Distribute - All SCs
When password and CLI Dlstrlbut.e - SC list
authentication are both selected, they Use service class model
must both match for the application
to be authenticated.
Outside SMPP Password that the application should ) None
Password use when password authentication Outside only
has been selected as the outside Replicate - All SCs
authentication method; click Replicate - SC list
- Distribute - All SCs
GEN PW L .
to generate a password Distribute - SC list
Use service class model
Outside CLI Type | Type of CLI authentication that the Outside onl IP Address
application should use when CLI y
authentication has been selected as Replicate - All SCs
the outside authentication method Replicate - SC list
Distribute - All SCs
Distribute - SC list
Use service class model
Outside CLI IP IP address to use for CLI . 12.0.0.1
Address authentication when CLI Outside only
authentication has been selected as Replicate - All SCs
the outside authentication method Replicate - SC list
Distribute - All SCs
Distribute - SC list
Use service class model
Outside CLIIP | IP mask to use for matching the IP ) 255255255255
Mask when CLI authentication has been Outside only
selected as the outside authentication | ® Replicate - All SCs
method Replicate - SC list
Distribute - All SCs
Distribute - SC list
Use service class model
Outside CLIType Type of CLI source address to use: Outside only Address
e Address Inside only - All SCs
e CLI List Inside only - SC list
Replicate - All SCs
Replicate - SC list
Distribute - All SCs
Distribute - SC list
Use service class model
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Parameter Description Applicable Session Model | Default
CLI List List of addresses to use for CLI i

authentication when CLI Outside only
authentication has been selected as Inside only - All SCs
the outside authentication method Inside only - SC list
Replicate - All SCs
Replicate - SC list
Distribute - All SCs
Distribute - SC list
Use service class model
Outside CLI TCP | Port to use for CLI authentication ) 0
Port when CLI authentication has been Outside only
selected as the outside authentication | ® Replicate - All SCs
method (0 indicates that any port will Replicate - SC list
be accepted) Distribute - All SCs
Distribute - SC list
Use service class model
Inside Authentication method for the service None
Authentication | centre to use Inside Only - All SCs
Method Inside Only - SC list
Replicate - All SCs
Replicate - SC list
Distribute - All SCs
Distribute - SC list
Use service class model
Inside SMPP Password for the application to use None
Password for sessions towarc{J fhe service Inside Only - Al SCs
centres; click Inside Only - SC list
= Use service class model
GEN PW
to generate a password
Inside SMPP Window size to use on links between 255
Window Size the HUB and the service centre. Inside Only - All SCs
Inside Only - SC list
The valid range for this parameter is Use service class model
1-1024.
Number of SMSC | Number of sessions to set up toward 1
Only Sessions each SMSC ¥ Inside Only - All 5Cs
Inside Only - SC list
Use service class model
3151:;112 :MPP Defines the SMPP bind behaviour: Inside Only - All SCs SMPP v3.4
e SMPP v3.3: Receiver and Inside Only - SC list
transmitter sessions will be set up Use service class model
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Parameter Description Applicable Session Model | Default
e SMPP v3.4: Receiver, transmitter,
and transceiver sessions will be
set up
e SMPP v5.0: Receiver, transmitter,
and transceiver sessions will be
set up
;f;s;(ie SMPP Bind | Defines the SMPP v3.4 bind type: Inside Only - All SCs Transceiver
* Transceiver Inside Only - SC list
¢ Separate Transceiver Use service class model
Allow Controls whether delivery ) Selected
Notification notifications are allowed for AO-MT OutS}de only
messages; if the application requests Replicate - All SCs
notification and it is not allowed, the Replicate - SC list
HUB rejects the message Distribute - All SCs
Distribute - SC list
Use service class model
Send Short Ack | Controls whether to send . Not selected
acknowledgment to the Application Repl%cate - All SCS
for an outside session requestas soon | ® Replicate - SC list
as the HUB receives the first positive | * Distribute - All SCs
acknowledgment from an SMSC(IP) Distribute - SC list
and successfully sets up one inside Use service class model
session. This is applicable only in case
of Replicate and Distribute Session
Model, or in the case of Use Service
Class Model provided the application
is associated with a service class
configured with either Replicate or
Distribute Session Model.
Notification The mode to use for the notification ) Transparent
Address Mode address: Outside only
Replicate - All SCs
* Transparent—Pass the notification Replicate - SC list
address Distribute - All SCs
e (Clear—Force the address to Distribute - SC list
session-only notification Use service class model
e Common [P—Use common IP
address of the HUB, including
application inside dialout listen
port
¢ Own IP—Use own IP address of
the HUB, including application
inside dialout listen port
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permanent dialout
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¢ Inside Only - All SCs
¢ Inside Only - SC list
* Replicate - All SCs,

Parameter Description Applicable Session Model | Default
TCP Keep-Alive | Activates the TCP keep-alive e Outside onl False
functionality on connections from this uts.1 eonly
application: * Replicate - All SCs
. . ; .
¢ For outside sessions that are o I[{)Tgclrls :fe _s;flil;tc S
successfully authenticated after | Distribute - SC list
TCP keep-alive is activated e Use service class model
e As soon as the connection is
started for inside sessions and
outside dial-out sessions
Outside Max Maximum number of seconds that a ) 60
Inactivity Time |link to an application can be inactive * Outside only
before the HUB disconnects it * Replicate - AllSCs
* Replicate - SC list
¢ Distribute - All SCs
e Distribute - SC list
e Use service class model
Outside Max Maximum number of seconds that . 5
Response Time | the HUB waits for a response from an * OutS}de only
application before considering itto | ® Replicate - All SCs
be timed out. * Replicate - SC list
The Outside Max Response Time, * D%str%bute - All S.CS
should relate to the * Distribute - SC list
(RTR's)hubrmaxr esponset i me e Use service class model
attribute (default of 15 seconds) as
follows:
T < hubmexresponsetime / (1 +
(max(round_down(W4), 10) / W
Where T is the application's Outside
Max Response Time, and Wis the
application's applicable outside
window.
Respond After Controls whether the RTR generates e Outside onl Cleared
Delivery aresponse after delivery of a message utside only
to an MS * Replicate - All SCs
* Replicate - SC list
¢ Distribute - All SCs
¢ Distribute - SC list
¢ Use service class model
Outside Dialout | Type of dialout connection to useifa| | Outside onl None
Type dialout request is received on the utside only
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Max Sessions

between the application and the HUB;
only applies if outside dialout type is
IP

Outside only

Inside Only - All SCs
Inside Only - SC list
Replicate - All SCs
Replicate - SC list
Distribute - All SCs
Distribute - SC list

Use service class model

Parameter Description Applicable Session Model | Default
Replicate - SC list
Distribute - All SCs
Distribute - SC list
Use service class model
Outside Dialout |TCP port to use for a dialout ) None
TCP Port connection; only applies if outside Ouiside only
dialout type is IP Inside Only - All SCs
Inside Only - SC list
Replicate - All SCs,
Replicate - SC list
Distribute - All SCs
Distribute - SC list
Use service class model
Outside Dialout | Maximum number of seconds that an . 60
Inactivity Time | outside dialout link to an application Outside only
is idle before the RTR disconnects it; Inside Only - All SCs
only applies if outside dialout type is Inside Only - SC list
P Replicate - All SCs
Replicate - SC list
Distribute - All SCs
Distribute - SC list
Use service class model
Outside Dialout |IP address to use for a dialout . 127.0.0.1
IP Address connection only applies if outside Outside only
dialout type is IP; only applies if Inside Only - All SCs
outside dialout type is IP Inside Only - SC list
Replicate - All SCs
Replicate - SC list
Distribute - All SCs
Distribute - SC list
Use service class model
Outside Dialout | Maximum number of dialout sessions 0
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Parameter

Description

Applicable Session Model

Default

Outside Dialout
SMPP Window
Size

Window size used on links between
the application and the HUB; only
applies if outside dialout type is IP

Outside only

Inside Only - All SCs
Inside Only - SC list
Replicate - All SCs
Replicate - SC list
Distribute - All SCs
Distribute - SC list

Use service class model

1

Outside Dialout
SMPP Password

Password of the application used for
outside dialout sessions toward the
dialout applications; only applies if
dialout type is IP

Outside only

Inside only - All SCs
Inside only - SC list
Replicate - All SCs
Replicate - SC list
Distribute - All SCs
Distribute - SC list

Use service class model

SMPP System ID

System ID of the application

Outside only

Inside Only - All SCs
Inside Only - SC list
Replicate - All SCs
Replicate - SC list
Distribute - All SCs
Distribute - SC list

Use service class model

SMPP System
Type

System type of the application

Outside only

Inside Only - All SCs
Inside Only - SC list
Replicate - All SCs
Replicate - SC list
Distribute - All SCs
Distribute - SC list

Use service class model

Outside SMPP
Originator Addr.
Tag

Release 17.4 Revision B,

TLV tag value that reflects a short
code of the source that is used for
billing

March 2019

Outside only

Inside Only - All SCs
Inside Only - SC list
Replicate - All SCs
Replicate - SC list
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Parameter

Description

Applicable Session Model

Default

e Distribute - All SCs
¢ Distribute - SC list
e Use service class model

Generate GSM
Status Report

Controls if the RTR will generate
GSM status reports

* OQutside only

¢ Inside Only - All SCs

¢ Inside Only - SC list

* Replicate - All SCs

¢ Replicate - SC list

¢ Distribute - All SCs

e Distribute - SC list

e Use service class model

Cleared

Outside Life
Check Interval

Controls if the HUB will send life
check messages to an application to
verify connectivity (when SMPP is
implemented with the enquire_link
PDU); maximum is 3600 seconds °

* Qutside only

¢ Inside Only - All SCs

¢ Inside Only - SC list

¢ Replicate - All SCs

* Replicate - SC list

¢ Distribute - All SCs

¢ Distribute - SC list

* Use service class model

SMPP Forward
Error Map

Forward error mapping table to use
for this application

* Qutside only

¢ Inside only - All SCs

¢ Inside only - SC list

* Replicate - All SCs

* Replicate - SC list

¢ Distribute - All SCs

¢ Distribute - SC list

* Use service class model

Default
SMPP
forward
error map

SMPP Reverse
Error Map

Reverse error mapping table to use
for this application

* Qutside only

¢ Inside only - All SCs
¢ Inside only - SC list
* Replicate - All SCs

* Replicate - SC list

¢ Distribute - All SCs
¢ Distribute - SC list

Default
SMPP
forward
error map

9 If you set the Outside Life Check Interval to a value that is greater than the difference between the
application's Outside Max Inactivity Time and its Outside Max Response Time, the HUB will use
that difference as the life check interval. If the difference is zero or a negative value, the HUB will use
the outside maximum inactivity time as the life check interval.
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Parameter Description Applicable Session Model | Default
¢ Use service class model
SMPP Service Service Type of the SMPP application. | ¢  Outside only Empty string
Type .
It is used in outgoing Deliver SM or | * Inside Only - All SCs
Data SM towards this application. * Inside Only - SC list
Also used to validate the service type : Eep?cate i SA(I:I IS Cs
received in incoming Submit_SM or ﬁ.?p 1.cate ) ist
Data_SM based on semi-static * Distribute - ALl SCs
parameter i DlStrlbute - SC hSt
"hubdiscardonsmppservicetypemismatch”. | ® Use service class model
SMPP Bind System ID set in Bind Responses sent e Outsid 1 TextPass
Response System | towards the Application utside only
Id ¢ Inside Only - All SCs
¢ Inside Only - SC list
* Replicate - All SCs
* Replicate - SC list
¢ Distribute - All SCs
e Distribute - SC list
¢ Use service class model
Note: Application passwords are encoded in the MySQL database.
6.3.4 CIMD Applications
The following table details the parameters available for CIMD applications.
Parameter Description Applicable Session Model | Default
i t i t to which th N
Service Centres Serv%ce cen re.(s) o which the « Inside Only - SC list one
application will send messages
¢ Replicate - SC list
e Distribute - SC list
Priorit Priority of each selected i t
riority riority of each selected service centre | Inside Only - SC st 50
¢ Replicate - SC list
e Distribute - SC list
Weight Weight of traffic sent to the service 1

centre (for example, a service centre

with a weight of 2 will receive twice

as many messages as a service centre
with a weight of 1)

Inside Only - SC list
Replicate - SC list
Distribute - SC list
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Parameter Description Applicable Session Model | Default
Outside CIMD | CIMD service class description, as ) 1
Service defined in SMS Applications [ Outside only
Description CIMD TC Description Inside Only - All SCs

Inside Only - SC list
Replicate - All SCs
Replicate - SC list
Distribute - All SCs
Distribute - SC list
Use service class model
Outside Authentication method for the ) None
Authentication | application to use: Outside only
Method Replicate - All SCs
* Password authentication Replicate - SC list
¢ CLI authentication Distribute - All SCs
¢ One or the other (not both) Distribute - SC list
When password and CLI Use service class model
authentication are both selected, they
must both match for the application
to be authenticated.
Outside CIMD | Password that the application should . None
Password use when password authentication Outside only
has been selected as the outside Replicate - All SCs
authentication method; click Replicate - SC list
- Distribute - All SCs
GEN PW . . .
to generate a password Distribute - SC list
Use service class model
Outside CLI Type | Type of CLI authentication that the Outside onl IP Address
application should use when CLI y
authentication has been selected as Replicate - All SCs
the outside authentication method Replicate - SC list
Distribute - All SCs
Distribute - SC list
Use service class model
Outside CLI IP IP address to use for CLI ) 12.0.0.1
Address authentication when CLI Outside only
authentication has been selected as Replicate - All SCs
the outside authentication method Replicate - SC list
Distribute - All SCs
Distribute - SC list
Use service class model
Outside CLIIP | IP mask to use for matching the IP ) 255255255255
Mask when CLI authentication has been Outside only
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Parameter Description Applicable Session Model | Default
selected as the outside authentication Replicate - All SCs
method Replicate - SC list
Distribute - All SCs
Distribute - SC list
Use service class model
Outside CLI TCP | Port to use for CLI authentication . 0
Port when CLI authentication has been Outside only
selected as the outside authentication Replicate - All SCs
method (0 indicates that any port will Replicate - SC list
be accepted) Distribute - All SCs
Distribute - SC list
Use service class model
Outside CLI Type | Type of CLI source address to use: Outside only Address
* Address Inside only - All SCs
e CLIList Inside only - SC list
Replicate - All SCs
Replicate - SC list
Distribute - All SCs
Distribute - SC list
Use service class model
CLI List List of addresses to use for CLI .
authentication when CLI Outside only
authentication has been selected as Inside only - All SCs
the outside authentication method Inside only - SC list
Replicate - All SCs
Replicate - SC list
Distribute - All SCs
Distribute - SC list
Use service class model
Inside Authentication method for the service None
Authentication | centre to use Inside Only - All SCs
Method Inside Only - SC list
Replicate - All SCs
Replicate - SC list
Distribute - All SCs
Distribute - SC list
Use service class model
Inside CIMD Password for the application to use None
Password for sessions towaréj Fhe service Inside Only - AILSCs
centres; click Inside Only - SC list
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Parameter Description Applicable Session Model | Default
- e Use service class model
to generate a password
Inside CIMD Window size to use on links between 255
Window Size the RTR and the service centre * Inside Only - All 5Cs
¢ Inside Only - SC list
e Use service class model
Number of SMSC [ Number of sessions to set up toward 1
Only Sessions each SMSC F * Inside only - All SCs
¢ Inside only - SC list
Allow Controls whether delivery ) Selected
Notification notifications are allowed for AO-MT | °* Outs.1de only
messages; if the application requests | * Replicate - All SCs
notification and it is not allowed, the | ®* Replicate - SC list
HUB rejects the message ¢ Distribute - All SCs
e Distribute - SC list
* Use service class model
Send Short Ack | Controls whether to send . Not selected
acknowledgment to the Application | ° Repl%cate - All gcs
for an outside session request as soon | ® Replicate - SC list
as the HUB receives the first positive | * Distribute - All SCs
acknowledgment from an SMSC(IP) | ¢ Distribute - SC list
and successfully sets up one inside |e Use service class model
session. This is applicable only in case
of Replicate and Distribute Session
Model, or in the case of Use Service
Class Model provided the application
is associated with a service class
configured with either Replicate or
Distribute Session Model.
Notification The mode to use for the notification _ Transparent
Address Mode |address: ¢ Outside only
* Replicate - All SCs
. T;ezinsparent—Pass the notification | o Replicate - SC list
address ¢ Distribute - All SCs
¢ C(Clear—Force the address to e Distribute - SC list
session-only notification e U ice cl del
¢ Common IP—Use common IP S¢ sefvice class mode
address of the HUB, including
application inside dialout listen
port
e Own IP—Use own IP address of
the HUB, including application
inside dialout listen port
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Replicate - SC list

Parameter Description Applicable Session Model | Default
TCP Keep-Alive Activates the TCP keep-alive ¢ Qutside only False
functionality on connections from this Replicate - All SCs
application: Replicate - SC list
¢ For outside sessions that are Distribute - All SCs
successfully authenticated after Distribute - SC list
TCP keep—alive is activated Use service class model
¢ As soon as the connection is
started for inside sessions and
outside dial-out sessions
Outside CIMD Maximum number of links between . 255
Max Sessions the HUB and the application Outside only
Replicate - All SCs
Replicate - SC list
Distribute - All SCs
Distribute - SC list
Use service class model
Outside CIMD Priority that the application is None
Priority allowe}(; to use o Outside only
Replicate - All SCs
Replicate - SC list
Distribute - All SCs
Distribute - SC list
Use service class model
Outside CIMD | Tariff class that the application is ) None
Tariff Class allowed to use, as defined in SMS Outside only
Applications [ CIMD Tariff Class Replicate - All SCs
Replicate - SC list
Distribute - All SCs
Distribute - SC list
Use service class model
Outside CIMD Window size to use on links between . 128
Window Size the HUB and the application Outside only
Replicate - All SCs
Replicate - SC list
Distribute - All SCs
Distribute - SC list
Use service class model
Outside Dialout | Window size to use on links between . 1
CIMD Window | the HUB and the application, when Outside only
Size dialout is used Replicate - All SCs
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dialout listen port or in the case of
permanent dialout

Inside Only - All SCs
Inside Only - SC list
Replicate - All SCs
Replicate - SC list
Distribute - All SCs
Distribute - SC list

Use service class model

Parameter Description Applicable Session Model | Default
Distribute - All SCs
Distribute - SC list
Use service class model
Outside Max Maximum number of seconds that a . 60
Inactivity Time |link to an application can be inactive Outside only
before the HUB disconnects it Replicate - All SCs
Replicate - SC list
Distribute - All SCs
Distribute - SC list
Use service class model
Outside Max Maximum number of seconds that . 5
Response Time [ the HUB waits for a response from an OutS}de only
application before considering it to Replicate - All SCs
be timed out. Replicate - SC list
The Outside Max Response Time, D%str%bute - Al S.CS
should relate to the Dlstrlbut'e - SC list
(RTR's)hubraxr esponset i me Use service class model
attribute (default of 15 seconds) as
follows:
T < hubrmexresponsetime / (1 +
(max(round_down(W4), 10) / W
Where T is the application's Outside
Max Response Time, and Wis the
application's applicable outside
window.
Respond After | Controls whether the RTR generates ) Cleared
Delivery aresponse after delivery of a message Outside only
to an MS Replicate - All SCs
Replicate - SC list
Distribute - All SCs
Distribute - SC list
Use service class model
Outside Dialout | Type of dialout connection to use if a ) None
T dialout request is received on the Outside only
ype q
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Inside Only - All SCs
Inside Only - SC list
Replicate - All SCs
Replicate - SC list

Parameter Description Applicable Session Model | Default
Outside Dialout |TCP port to use for a dialout ) None
TCP Port connection; only applies if outside Outside only
dialout type is IP Inside Only - All SCs
Inside Only - SC list
Replicate - All SCs
Replicate - SC list
Distribute - All SCs
Distribute - SC list
Use service class model
Outside Dialout | Maximum number of seconds that an ) 60
Inactivity Time | outside dialout link to an application Outside only
is idle before the HUB disconnects it; | ® Inside Only - All SCs
only applies if outside dialout type is Inside Only - SC list
P Replicate - All SCs
Replicate - SC list
Distribute - All SCs
Distribute - SC list
Use service class model
Outside Dialout |IP address to use for a dialout . 127.0.0.1
IP Address connection only applies if outside Outside only
dialout type is IP; only applies if Inside Only - All SCs
outside dialout type is IP Inside Only - SC list
Replicate - All SCs
Replicate - SC list
Distribute - All SCs
Distribute - SC list
Use service class model
Outside Dialout | Maximum number of dialout sessions . 0
Max Sessions between the application and the HUB; Outside only
only applies if outside dialout type s | ® Inside Only - ALLSCs
P Inside Only - SC list
Replicate - All SCs
Replicate - SC list
Distribute - All SCs
Distribute - SC list
Use service class model
IC;i\ﬁfi)t;Jser User identity of the application Outside only None
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Parameter Description Applicable Session Model | Default
¢ Distribute - All SCs
e Distribute - SC list
¢ Use service class model
CIMD Forward | Forward error mapping table to use , Default
Error Map for this application * Outside only CIMD
¢ Inside only - All SCs forward
¢ Inside only - SC list error map
* Replicate - All SCs
¢ Replicate - SC list
¢ Distribute - All SCs
¢ Distribute - SC list
¢ Use service class model
CIMD Reverse | Reverse error mapping table to use ) Default
Error Map for this application ¢ Outside only CIMD
¢ Inside only - All SCs forward
¢ Inside only - SC list error map
¢ Replicate - All SCs
* Replicate - SC list
¢ Distribute - All SCs
¢ Distribute - SC list
* Use service class model

Note: Application passwords are encoded in the MySQL database.

6.4 Creating SMS Application Categories

Use application categories to organize SMS applications.

To create an SMS application category:

1. In the left navigation bar, select SMS Applications 0 Categories.

The SMS Application Categories tab appears.

2. Click Add New.

A new SMS Application Categories tab appears.

3. Enter a unique name for the category in the Name box (up to 31 characters).

4. Optionally enter a description of the category in the Description box.

5. Click Save.

The MGR creates the application category and closes the tab.

6. Activate the application category.
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6.5 Creating Originator Lists

Use originator lists to create whitelists and blacklists of originators. If an AO message matches an
entry in the blacklist or does not match an entry in the whitelist, the HUB will send the application a
permanent error and block the message.

To create an originator list:

1.

S G w

In the left navigation bar, select SMS Applications [ Originator Lists.
The SMS Application Originator Lists tab appears.

Click Add New.

A new SMS Application Originator Lists tab appears.

Select an SMS application from the Application list.

Optionally enter a description of the originator list in the Description box.

From the List Type list, select if this will be a whitelist or blacklist.

In the Msisdn Entries box, enter any MSISDNs that you want to include in the list, each on a
separate line.

Note: Ensure that you determine the format in which MSISDNSs are sent to the RTR before creating
list entries, especially with regard to leading zeros. For example, an MSISDN formatted as
31205557788 will not match list entry 0031205557788.

In the Short Number Entries box, enter any short numbers that you want to include in the list,
each on a separate line.

In the Alphanumeric Entries box, enter any alphanumeric addresses that you want to including
the list, each on a separate line.

Click Save.
The MGR creates the originator list and closes the tab.

10. Activate the originator list.

6.6 Creating Portable Applications

A portable application is a provisioned SMS application, to which MSISDN aliases can be assigned,
so that SMs addressed to such an alias MSISDN can be routed to that SMS Application (as AT). Multiple
MSISDN aliases may be used for the same SMS application. This is for the MO-AT and MT-AT routing
paths only.

To create a portable application:

1.

In the left navigation bar, select SMS Applications [ Portable Applications.
The Portable Application Numbers tab appears.

Click Add New.

A new Portable Application Numbers tab appears.
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Select an application from the Application list.

. Optionally enter a description of the portable application in the Description box.

In the MSISDN box, enter an MSISDN alias that shall be mapped to the specified application. The
MSISDN must be specified as E.164 number, i.e. an international number.

In the IMSI box, enter the IMSI that is used in the SRI-SM response, and detected in the subsequent
MT-FSM request(s).

For the MSISDN s provisioned as portable application, the RTR handles SRI-SM messages without
forwarding the SRI-SM message to a HLR. This means that an IMSI range needs to be allocated for
portable application MSISDNSs similar to the SMS Firewall and SMS home routing functionality.

Click Save.
The MGR creates the portable application and closes the tab.

6.7 Creating CIMD Tariff Classes

To create a CIMD tariff class:

1.

In the left navigation bar, select SMS Applications [ CIMD Tariff Class.
The Tariff Classes tab appears.

Click Add New.

A new Tariff Classes tab appears.

Enter a unique name for the tariff class in the Name box (up to 31 characters).
Optionally enter a description of the tariff class in the Description box.

In the Position box, enter a value between 0 and 99 that a CIMD application is allowed to specify
for the tariff class.

Click Save.
The MGR creates the tariff class and closes the tab.

6.8 Creating CIMD Tariff Class Descriptions

To create a CIMD tariff class description:

1.

In the left navigation bar, select SMS Applications 0 CIMD TC Description.
The Tariff Class Descriptions tab appears.

Click Add New.

A new Tariff Class Descriptions tab appears.

Enter a unique name for the tariff class description in the Name box (up to 31 characters).

. Optionally enter a description of the tariff class description in the Description box.

5. In the Position box, enter a value between 0 and 99 that a CIMD application is allowed to specify

for the tariff class.
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6.

Click Save.
The MGR creates the tariff class and closes the tab.

6.9 Creating CLI Address Lists

To create a CLI address list:

1.

N o ookw

10.
11.
12.

13.
14.

15.

In the left navigation bar, select SMS Applications [l CLI Addresses.
The CLI Source Address List tab appears.

Click Add New.
A new CLI Addresses tab appears.

Enter a unique name for the list in the Name box (up to 31 characters).
Optionally enter a description of the CLI list in the Description box.

Click Save. The MGR creates the CLI source address list and closes the tab.
Click the CLI source address list that you just created.

Click Add New.

A new CLI Addresses tab appears.

Select an address type from the Address Type list:

o [P
e FEl64
e X121

If you selected IP:

a) Enter an IP address in the IP box.
b) Enter a port number in the Port box.

A value of 0 indicates any port will be accepted.

If you selected E164, enter an address in the E164 box.
If you selected X121, enter an address in the X121 box.
Click Save.

The MGR adds IP address to the list and closes the tab.

Add the remaining addresses to the list. A list can contain a mix of address types.

Click Save.
The MGR saves the CLI address list and closes the tab.

Activate the CLI list.
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6.10 Configuring Character Set Conversion

The HUB supports configurable character set conversion that converts message data between
applications and SMSCs.

For more information about character set conversion, including restrictions, processing flows, and
tracing impacts, refer to the HUB Operator Manual.

6.10.1 Modify a Character Conversion Set
To modify a character conversion set:

1. In the left navigation bar, select SMS Applications I Character Sets.

The Character Set Conversions tab appears.

2. Expand a character set by clicking the + to the right of it.
3. To add an input-to-GSM character conversion:

a) In the Input box under Input to GSM, enter the hex code of the character to convert.
b) In the GSM box, enter the hex code of the replacement character.
¢) Click Add. The MGR adds the characters to the conversion set.

4. To delete an existing input-to-GSM character conversion, click the Delete icon
v )
next to the character conversion to delete. The deleted character conversion will be removed from
the list.

5. To add a GSM-to-output character conversion:

a) In the GSM box under GSM to Output, enter the hex code of the character to convert.
b) In the Output box, enter the hex code of the replacement character.
¢) Click Add. The MGR adds the characters to the conversion set.
6. To delete an existing GSM-to-output character conversion, click the Delete icon
W )

next to the character conversion to delete. The deleted character conversion will be removed from
the list.

Note: You can enter the desired character and the MGR will automatically convert it to its hex code.

6.10.2 Rename a Character Set
To rename a character set:

1. In the left navigation bar, select SMS Applications [ Character Sets.
The Character Set Conversions tab appears.

2. Next to the character set that you want to rename, click
o

The rename box appears.
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3. Type a new name in the Enter new name box or click Cancel to cancel the renaming operation.

4. Click Change.

The MGR renames the character set and closes the rename box.

6.11 Configuring Error Mapping Tables

This section describes the configuration of forward and reverse error mapping tables for the HUB.

Forward error mapping tables map the HUB's internal error codes to error responses that are understood
by applications and SMSCs. Reverse error mapping tables map error messages that are generated by
applications or SMSCs to the HUB's internal error codes.

6.11.1 Modify a Forward Error Mapping Table

To modify a forward error mapping table:

1. In the left navigation bar, select SMS Applications [] Error Mapping U Forward Error Mapping.

The Forward Error Mapping tab appears.

Forward Error Mapping

ID ST Name

i = SMPP
2 = UcCpP
3 o CIMD
4 —-= Reserved4
5 —— ReservedS
6 —— Reserveds
7 - Reserved7?
8 —— Reserveds
= Reservedd

Last Updated

2011-03-10 16:35:16
2011-03-10 16:35:16
2011-03-10 16:35:16
2011-03-10 16:35:16
2011-03-10 16:35:16
2011-03-10 16:35:16
2011-03-10 16:35:16
2011-03-10 16:35:16
2011-03-10 16:35:16

Figure 20: Forward error mapping tables

2. Click the name of the forward error mapping table that you want to modify.

The error mapping table's tab appears.

Error Codes

intSystemError
intShuttingDown
intMxpFailure
intMxpTimeout

intTxFailure

intTemporaryError
intPermanentDestError

intPermanentMsgError

intDestinationNotAvailable

intSourceNotAvailable
intThroughputExceeded

intWindowSizeViolation

New Code

8

8

8
69
69
100
101
102
69
69
88
255

Text

Internal system error
Session shutting down
Error routing message
Error routing message

Error sending message

Temporary error sending message
Permanent error sending message
Permanent error sending message
Destination not available

Source not available

Throughput exceeded

Window size exceeded

Figure 21: Sample forward error mapping table

Note: The default error mapping tables (those with IDs 1-3) and the reserved error mapping tables
(those with IDs 4-9) cannot be deleted. Also, the reserved tables cannot be modified.
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In the Error Codes section, click the name of the error mapping table entry that you want to modify.
The table entry's tab appears.

4. Optionally enter a description of the error mapping table entry in the Description box.

To modify the error code that should be sent to the application or SMSC, modify the code in the
Replace Error Code box.

To modify the optional error text that should be sent to the application or SMSC, modify the text
in the Replace Error Text box.

Click Save.
The MGR saves the entry and closes the tab.

On the error mapping table's tab:

* Click another table entry to modify it, or
¢ Click Save to save the error mapping table

6.11.2 Add a Forward Error Mapping Table

To add a new forward error mapping table:

1.

In the left navigation bar, select SMS Applications O Error Mapping O Forward Error Mapping.
The Forward Error Mapping tab appears.

Click Add New.

A new Forward Error Mapping tab appears.

In the Name box, enter a name for the table.

. In the Description box, optionally enter a description of the table.

From the Application Protocol list, select the application protocol for the table:

e UCP
e SMPP
e CIMD

Click Save.
The MGR saves the table and closes the tab.

The MGR automatically creates the table entries, based on the default error mapping for the
application protocol that you selected. Entries cannot be deleted from the table.

On the Forward Error Mapping tab, click the name of the table that you just created.
The table opens in a new tab.
Modify the table entries as desired.

When you are finished, click Save.
The MGR saves the table and closes the tab.

10. Activate the table.

6.11.3 Modify a Reverse Error Mapping Table

To modify a reverse error mapping table:

1.

In the left navigation bar, select SMS Applications O Error Mapping U Reverse Error Mapping.
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S e

7.

The Reverse Error Mapping tab appears.

Reverse Error Mapping

ID ST Name Last Updated

i = SMPP 2011-03-10 16:35:15
2 = UcCpP 2011-03-10 16:35:15
3 o CIMD 2011-03-10 16:35:15
4 —— Reservedd 2011-03-10 16:35:15
== Reserveds 2011-03-10 16:35:15
6 = Reservedt 2011-03-10 16:35:15
7 = Reserved? 2011-03-10 16:35:15
8§ —— Reserveds 2011-03-10 16:35:15
2l == Reserved? 2011-03-10 16:35:15

Figure 22: Reverse error mapping tables

Click the name of the reverse error mapping table that you want to modify.
The error mapping table's tab appears.

Error Codes

Error Normalised Class Action

1 invalidM=gLength OEEEETE RTEES None
Error

2 invalidCommandLength OEEEETE RTEES None
Error

F invalidCommandId EEEEEE METENE S None
Error

4 invalidBindStatusForCmd Eﬁiﬁage FETERET None

5 alreadyLoggedIn ZEEITEN TEUEIIE None
Error

6 invalidPriorityFlag OEEEETE RTEES None
Error

7 invalidRegDeliveryFlag OEEEETE RTEES None

Error

Figure 23: Sample reverse error mapping table

Note: The default error mapping tables (those with IDs 1-3) and the reserved error mapping tables
(those with IDs 4-9) cannot be deleted. Also, the reserved tables cannot be modified.

In the Error Codes section, click the name of the error mapping table entry that you want to modify.
The table entry's tab appears.

Optionally enter a description of the error mapping table entry in the Description box.
To modify the HUB internal error code to use, select a code from the Normalised Error Code list.
To modify the error class, select a type of error from the Error Class list:

Option Description
Source Error Errors that the HUB detects in the incoming message
Routing Error Errors that occur while routing the message, such as a timeout

on the MXP path or no routing rule for the message

Destination Temporary Error  Errors reported by the destination, for which a fallback path
should be attempted (if available)

Destination Permanent Error  Errors reported by the destination for an invalid recipient; no
fallback will be attempted

Message Permanent Error Errors reported by the destination for an invalid message; no
fallback will be attempted

From the Error Action list, select the action to take:
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Option Description

None Do not take any action

Fallback to another Fallback to another service centre that is assigned to this
destination application's service class (does not have any effect if the

application session model is replicate)

Click Save.
The MGR saves the entry and closes the tab.

On the error mapping table's tab:

¢ (lick another table entry to modify it, or
* (Click Save to save the error mapping table

6.11.4 Add a Reverse Error Mapping Table

To add a new reverse error mapping table:

1.

In the left navigation bar, select SMS Applications 0 Error Mapping O Reverse Error Mapping.
The Reverse Error Mapping tab appears.

Click Add New.

A new Reverse Error Mapping tab appears.

In the Name box, enter a name for the table.

In the Description box, optionally enter a description of the table.

From the Application Protocol list, select the application protocol for the table:

s UCP
e SMPP
e CIMD

From the Default Error Code list, select the internal error code to use if the application or SMSC
sends an error that the HUB does not recognize.

From the Default Error Class list, select the default error class to use if the application or SMSC
sends an error that the HUB does not recognize:

Option Description
Source Error Errors that the HUB detects in the incoming message
Routing Error Errors that occur while routing the message, such as timeout on

the MXP path, no routing rule for the message, and so on

Destination Temporary Error  Errors reported by the destination, for which a fallback path
should be attempted (if available)

Destination Permanent Error  Errors reported by the destination for an invalid recipient; no
fallback will be attempted

Message Permanent Error Errors reported by the destination for an invalid message; no
fallback will be attempted
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8.

9.

From the Default Error Action list, select the default to execute if the application or SMSC sends
an error that the HUB does not recognize:

e None
e TFallback to another destination

Click Save.
The MGR saves the table and closes the tab.

10. On the Reverse Error Mapping tab, click the name of the table that you just created.

The table opens in a new tab. It contains the default error mapping for the application protocol
that you selected.

11. Modify the table entries as desired.
12. When you are finished, click Save.

The MGR saves the table and closes the tab.

6.11.5 Add a Reverse Error Text Code

To accommodate applications or SMSCs that send errors containing the same error code but different
text, you can add reverse error text codes to the entries of a reverse error mapping table. To add a
reverse error text code:

1.

In the left navigation bar, select SMS Applications 0 Error Mapping O Reverse Error Mapping.
The Reverse Error Mapping tab appears.

Click the name of the reverse error mapping table that you want to modify.

The error mapping table's tab appears.

Click the name of the table entry that you want to modify.
The table entry's tab appears.

In the Error Text Codes section, click Add New.
A new Reverse Error Text table tab appears.

From the Mapping Table list, select the reverse error mapping table (defaults to the table that you
clicked previously).

In the Error box, enter the error code to map (defaults to the table entry that you clicked previously).
In the Description box, optionally enter a description of the error text code.

From the Normalised Error Code list, select the HUB's internal error to which to map the
application/SMSC error.

From the Error Class list, select the type of error:

Option Description
Source Error Errors that the HUB detects in the incoming message
Routing Error Errors that occur while routing the message, such as timeout on

the MXP path, no routing rule for the message, and so on

Destination Temporary Error  Errors reported by the destination, for which a fallback path
should be attempted (if available)

Destination Permanent Error  Errors reported by the destination for an invalid recipient; no
fallback will be attempted
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Option Description

Message Permanent Error Errors reported by the destination for an invalid message; no
fallback will be attempted

10. From the Error Action list, select the action:

e None
e Fallback to another destination

11. In the Message box, enter the error text that the application or SMSC will return.

12. Click Save.
The MGR saves the error text code and closes the tab.
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7.1 Introduction

To configure the SMS environment, configure:

Countries
Networks
Outside listeners
Service classes
SMSC groups
SS7 SMSCs
Service centres

7.2 Configuring Countries

Many countries are predefined in the MGR. To add a new country:

1.

In the left navigation bar, select Environment [1 Countries.
The Countries tab appears.

Click Add New.

A new Countries tab appears.

Enter the country code in the Two-letter country code box.

. Enter the E164 code for the country in the Country Code box.

Note: For example, the country code for the Netherlands is 31.

5. Enter a unique name for the country in the Name box.

6. In the Mobile Country Code box, enter a comma-delimited list of mobile country codes used for

9.

the country.

The list contains at least one mobile country codeand at most 16 mobile country codes.
Optionally enter E164 area codes for the country in the Area Codes box, each on a separate line.
If the country code is used in another country, you must specify area codes.

Note: The length of the country code, concatenated with the area code, must not exceed 6 digits.

Click Save.
The MGR adds the country and closes the tab.

Activate the country, as described in Activate.

Note: To modify a predefined country, first deactivate it (as described in Deactivate). Then, you can
change its properties.
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7.3 Adding Networks

Prerequisites:

Country

To add a network:

1.

NS o Re»

10.

11.

13.

In the left navigation bar, select Environment [J Networks.

The Network Table tab appears.

Click Add New.
A new Network Table tab appears.

Enter a unique name for the network in the Name box (up to 31 characters).

Optionally enter a description of the network in the Description box.

Optionally enter operator abbreviation of the network in the Operator Abbreviation box.
Select the network country from the Country list.

Select the MAP phase to use when communicating with this network from the Preferred MAP
Phase list.

The RTR includes the TCAP user information in the outgoing PDU for the configured network if
Inc. TCAP user info. is checked. This can be configured only when Preferred MAP Phase is "Phase
2" or "Phase 2+".

From the Primary Translation Type list, select the translation type (TT) value to use in the SCCP
called party address of the first SendRoutingInfoForSm (SRI-SM) operation to retrieve the recipient
IMSI (defaults to 0).

Note: The default value for ITU-T is 0, while the default for ANSI is 14.
Select Enable Fallback Sri Sm if a second SRI-SM operation should be issued for the recipient

when the HLR that received the first SRI-SM operation indicated that it does not have the subscriber
information of the recipient (disabled by default).

From the Fallback Translation Type list, select the translation type (TT) value to use in the SCCP
called party address of the second SRI-SM operation to retrieve the recipient IMSI (defaults to 0).

This setting is only relevant if you select Enable Fallback Sri Sm.
Note: The default value for ITU-T is 0, while the default for ANSI is 14.

. In the MNP Prefix box, specify the MNP prefix to use in the SCCP called party address for

HLR-terminated operations when the recipient IMSI is known.

When the MNP prefix is applied, the GT is a concatenation of the MNP prefix and the national part
of the MSISDN. The NAI in the GT is set to national and the TT is set to 0.

Leaving this field blank disables the MNP prefix, so the HLR is addressed in the normal way.

If multiple mobile country codes are specified for the country associated with this network, specify
which of the specified mobile country codes applies to this network in the Mobile Country Code
box.

If only one mobile country code is specified for the country, this parameter is optional.
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14.

15.

16.

17.

18.

19.

20.

21.

24,

In the Mobile Network Code box, enter a comma-delimited list of mobile network codes used for
the network.

The mobile network code has a length of 2 or 3 digits. The list contains at least one mobile network
code and at most 100 mobile network codes.

Select Enable MO Spoofing Check if an MO spoofing check has to be performed on this network,
where the number of digits checked equals the value placed into Spoofing Check Digits (disabled
by default).

Select the preferred MT destination for MT Delivery from the Preferred MT Destination list.

This column value overrides the semi-static configuration pr ef er r ednt dest i nat i on parameter.
Values supported are MSC', 'SGSN' and 'Use Global Setting' ('Use Global Setting' by default). The
RTR will use this parameter only when the column Preferred MAP Phase is 'Phase 2+".

Select Enable Fallback to Secondary Dest. to perform fallback to secondary destination in case the
MT delivery to the preferred MT destination fails (enabled by default). The RTR will use this
parameter only when the column Preferred MAP Phase is 'Phase 2+'.

In the MTFSM max response time box, configure the maximum time span (in seconds) allowed
between a TCAP request message (i.e. TC-BEGIN, TC-CONTINUE) and a TCAP response (i.e.
TC-END, TC-CONTINUE) for the MAP nt For war dSmoperation.

The valid range for this parameter is 0-100 seconds (Default to 0).

The MTFSM Max User Data Length for TCAP Segmentation field shall specify the user data
length in octets. TCAP Segmentation shall be performed on the MT-FSM if the user data length is
equal to or more than the minimum of this value and the value of semi-static parameter
rtrmaxuser dat al engt hf ort capsegnent at i on for matching terminating networks.

If the semi-static parameter r t r maxuser dat al engt hf or t capsegment at i on has a value of
141, then the RTR will segment the TCAP message based on the value of the MTFSM Max User
Data Length for TCAP Segmentation field. Valid range of this field shall be 0 to 141 (Default to
141).

Select Enable MT Spoofing Address Match if the full SMSC address at the SCCP layer in the

SRI-SM request needs to be matched against the corresponding SMSC address in the MT-FSM
request and also if the full SMSC address at the MAP layer in the SRI-SM Request needs to be

matched against the corresponding SMSC address in the MT-FSM request.

In the Spoofing Check Digits box, enter the number of digits to use to compare the MAP layer
and SCCP layer MSC/SGSN global title (GT) to use as part of the MO spoofing check.

Digits after this prefix can differ, and spoofing will not be detected. Setting the number of digits
to 0 will effectively disable the MO spoofing check. The default value is determined by thet pconf i g
attribute f i r ewal | rospoof i ngdi gi t s in the semi-static configuration file.

. To make timeout errors for MT delivery attempts to be treated as permanent errors (i.e. don't fall

back to storage) rather than have the RTR classify MT timeout errors according to the global
resul tcl assntti neout parameter (which defaults to t enpor ar y), select Treat MT Timeout
as Permanent Error.

. Enter the number ranges and/or network prefixes that are associated with this network in the

Network Number Ranges box, each on a separate line.

Note: A valid number range comprises of a start address and an end address, both having an equal
number of digits and separated by only a single -' (hyphen). A valid number prefix comprises of
a start address having one or more digits, followed by only a single wildcard character *'.

Click Save.
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The MGR adds the network and closes the tab.
25. Activate the network.

7.4 Provisioning Own IMSIs

You can identify IMSIs as belonging to the HPLMN, which enables the RTR to categorize IMSIs in
messages as "own'" or "foreign". Do so by provisioning IMSI prefixes in the "own IMSIs" table.

To provision IMSIs:

1. In the left navigation bar, select Environment [ Own IMSIs.
The Own IMSIs tab appears.

2. Click Add New.
A new Own IMSIs tab appears.

3. Enter a unique name for the "own IMSIs" table row in the Name box (up to 31 characters).
4. Optionally enter a description of the row in the Description box.

5. In the IMSI Prefix box, enter the prefix to match against IMSIs that will be categorized as "own"
or "foreign".

If this box is empty, all IMSIs will match.

6. Select Applicable to Suspect MT Traffic if the IMSI prefix applies when the RTR is identifying
the IMSI in an inbound unsolicited MtForwardSm request from an SMSC that is categorized as
suspect.

This option is selected by default and is provided for backward compatibility. It should typically
be left selected for new rows.

7. Click Save.
The MGR saves the own IMSI table row and closes the tab.

8. Activate the row.

7.5 Configuring Outside Listeners

The outside listener is the HUB’s TCP listen port for SMS application protocols.
Prerequisites:
* Service class
To configure an outside listener:
1. In the left navigation bar, select Environment [J Outside Listeners.
The Outside Listeners tab appears.

2. Click Add New.
A new Outside Listeners tab appears.

3. Enter a unique name for the outside listener in the Name box (up to 31 characters).
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4. Optionally enter a description of the outside listener in the Description box.

10.

11.

Select the application protocol from the Protocol list:

e SMPP
s UCP
e CIMD

Select the address type from Address Type list:

e IPv4
e [Pv6

Note: If HUB External IPv6 address is not configured then HUB will not listen for outside
session on IPvé.

In the TCP Port box, enter the TCP/IP port on which to start the outside listener. The TCP Port
can be configured with alphanumeric value as well.

Note:

1. If the user needs to define the TCP Port as alphanumeric, then the alphanumeric port name and
its corresponding TCP Port should be defined in "/etc/services" file on all the servers where
HUB is installed.

2. The alphanumeric values defined in TCP Port are case sensitive, for example, the port names
"portl" and "PORT1" are different entities.

3. No special characters are supported in TCP Port box.

4. If the user updates an existing port name present in the file "/etc/services", then to reflect those
changes the user has to execute the following command on the servers where HUB is present:

a. Switch to user root and execute the below command:
# service nscd rel oad

b. Restart HUB

5. In case the user provides invalid configuration in the file "/etc/services", for example, if the
port name is mapped against an invalid port number, then the HUB cannot behave in a desired
manner.

6. The TCP Port number can be same for two outside listeners as long as the Address Type is
different for both, that is, one outside listener listens in IPv4 address and the other listens in
IPv6 address.

Select a service class (as defined in Environment [J Service Class) from the Service Class list.
If CLI authentication should be enabled for the outside listener, select CLI Authentication.

If the HUB should use the Credential Collector to retrieve caller information, select CLI Credential
Collector.
Note: The CLI Credential Collector should only be used with the UCP protocol

In the Max Sessions box, enter the maximum number of sessions that can be set up with the outside
listener.

The listener will be stopped when the maximum is reached and restarted when it can accept new
sessions again.

. In the Login Timeout box, enter the maximum number of seconds that the outside listener will

wait for a log-in request when a session for an outside session is established (defaults to 5 seconds).
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If no log-in request is received in this time, the connection will be closed. A value of 0 disables
log-in time-outs.

Note: The Login Timeout only applies to outside sessions for applications with password
authentication.

13. Click Save.
The MGR creates the outside listener and closes the tab.

14. Activate the outside listener.

7.6 Creating Service Classes

Service classes:

¢ Link outside listeners to specific termination points (TCP connect ports)
* Specify the default session model used by applications when connecting to an outside listener
* Introduce an extra level of throughput control across all SMS applications within the service class

To create a service class:

1. In the left navigation bar, select Environment [ Service Class.
The Service Class tab appears.
2. Click Add New.
A new Service Class tab appears.
3. Enter a unique name for the service class in the Name box (up to 31 characters).
4. Optionally enter a description of the service class in the Description box.

5. Inthe AT Throughput box, enter the maximum number of messages per second to allow from the
HUB toward the associated applications (default is 65,535).

6. Inthe AO Throughput box, enter the maximum number of messages per second to allow from the
associated applications toward the HUB (default is 65,535).

Note: Setting the AO throughput to 0 will stop all AO traffic to the SMSC.

7. If dialout should be allowed for the service class, select Dialout Allowed (disabled by default).

8. If modification of messages submitted using the service class should be allowed, select Modification
Allowed (selected by default).

9. If the HUB's learning mode applies to the service class, select Learned Enabled (disabled by default).
Refer to the HUB Operator Manual for information about learning mode.

10. If deferred delivery should be allowed for the applications associated with the service class, select
Deferred Delivery Allowed (disabled by default).

11. Select the type of traffic that is allowed for the service class from the Allowed Traffic list:

e AO and AT (default)
¢ AOonly
* AT only

12. From the Notification Allowed list, select the type(s) of notification(s) allowed for the service class:
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13.

14.

15.

16.

e Buffered
¢ Not delivered
¢ Delivered

By default, all types are enabled.
From the Serivce Model list, select the session model for the service class:

¢ Inside only - All SCs
* OQutside only

* Replicate - All SCs
Distribute - All SCs

If the session model for an SMS application is set to something other than "use service class model",
it overrides this setting.

From the Charged Party list, select the party to charge for the service class:

¢ Originator
* Recipient
* Billing on behalf of (allows an AO message to be charged as if it was submitted by a mobile)

Note: The charged party setting modifies the PBC's Subscription-Id AVP.
Click Save.
The MGR creates the service class and closes the tab.

Activate the service class.

7.7 Configuring SMSCs

You can configure SS7 SMSCs and IP service centres in the MGR. The SMSC group functionality
provides greater load balancing control over traffic to SMSCs.

7.7.1 Create SMSC Groups

Prerequisites:

Service centre

To create an SMSC group:

1.

S 9w

In the left navigation bar, select Environment 0 SMSC [0 SMSC Group.
The Smsc Group tab appears.

Click Add New.

A new Smsc Group tab appears.

Enter a unique name for the SMSC group in the Name box (up to 31 characters).
Optionally enter a description of the SMSC group in the Description box.

In the Service Centres section, select the SMSC(s) to include in the group.

For each SMSC that you select, set a priority between 0 and 99 (defaults to 50).
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7.

8.

Click Save.
The MGR creates the SMSC group and closes the tab.
Activate the SMSC group, as described in Activate.

7.7.2 Configure SS7 SMSCs
To configure an SS7 SMSC:

1.

S 9w

In the left navigation bar, select Environment 0 SMSC OO SMSC (ss7).
The SMSCs (S57) tab appears.

Click Add New.
A new SMSC (SS7) tab appears.

Enter a unique name for the SMSC in the Name box (up to 31 characters).
Optionally enter a description of the SMSC in the Description box.
Enter the E164 address of the SMSC (excluding the international prefix) in the Address box.

In the Throughput box, enter the maximum number of messages per second to allow to the SMSC
(defaults to 65,535).

If set to 0, throughput will be unlimited.
If you want the RTR to periodically send test messages to the SMSC to verify its accessibility, enter

the number of seconds between test messages in the Test-Message Interval box (defaults to 0).
Setting the test message interval to 0 disables the functionality.

In the MAP address box, optionally enter the internationally encoded E164 address (excluding the
international prefix) to use as the MAP address of the SMSC.

If you do not provide a MAP address, the RTR uses the MAP address in the incoming
MO- For war dSM

Click Save.
The MGR adds the SMSC and closes the tab.

10. Activate the SMSC.

7.7.3 Configure Service Centres

When your system includes a HUB, you can communicate with service centres over IP

Prerequisites:

Character conversion set

To configure a service centre:

1.

In the left navigation bar, select Environment 1 SMSC [ Service Centre.
The Service Centres tab appears.

Click Add New.

A new Service Centres tab appears.
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Enter a unique name for the service centre in the Name box (up to 31 characters).

. Optionally enter a description of the service centre in the Description box.

In the AO Throughput box, enter the maximum number of messages per second to allow to the
service centre (defaults to 65,535).

Note: Setting the AO throughput to 0 will stop all AO traffic to the SMSC.

If you will use this service centre and the replicate session model (see Session Models), you can
optionally enter a weight for load balancing in the Weight box.

For example, the HUB will send twice as many messages to a service centre with a weight of 2 than
it will to a service centre with a weight of 1.

To use character conversion with the service centre (see Configuring Character Set Conversion), select
a character conversion set from the Character Conversion Set list.

Optionally select a custom error mapping table from the following lists (see Confiquring Error
Mapping Tables):

* SMPP Forward Error Map

¢ SMPP Reverse Error Map

¢ UCP Forward Error Map

¢ UCP Reverse Error Map

¢ CIMD Forward Error Map

¢ CIMD Reverse Error Map

Each list defaults to the default error mapping table for the application protocol.
Click Save.
The MGR adds the service centre and closes the tab.

10. Activate the service centre.

7.7.3.1 Configure Service Centre Nodes

When your system includes a HUB, you can communicate with service centres over IP

Prerequisites:

Service centre

To configure a service centre node:

1.

In the left navigation bar, select Environment 0 SMSC [0 Service Centre.
The Service Centres tab appears.

Select a service centre.

Its tab appears.

Under Nodes, click Add New.

A Service Centre Nodes tab appears.

4. Enter a unique name for the node in the Name box (up to 31 characters).

5. Optionally enter a description of the node in the Description box.

6. Select a service centre from the Service Centre list.
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By default, the service centre that you selected in step 2 is selected.
7. In the IP Address box, enter the IP address of the node. This can be IPv4, IPv6 or Hostname.
Following are the rules to validate the IP address:

1. If the provided input contains three dots and consecutive numeric values, then it will be treated
as IPv4 address.

2. If the provided input contains colon (:), then it will be treated as IPv6 address.
3. For any other input, it will be treated as Hostname

For example:

“255.256.255.245” will be validated as IPv4 address,

#2001:3001” will be validated as IPv6 address.

“1.2.3.4.5” will be validated as hostname.

If IPv6 address is configured, then HUB Internal IPv6 Address must be provisioned.
If the hostname is configured, refer to section DNS Query Mechanism for more details

8. In the AO Throughput box, enter the maximum number of messages per second to allow to the
node (defaults to 65,535).

Note: Setting the AO throughput to 0 will stop all AO traffic to the SMSC.

9. Click Save.
The MGR adds the node and closes the tab.
10. Activate the node.

7.7.3.2 Configure Service Centre Node Termination Points
When your system includes a HUB, you can communicate with service centres over IP.

e Service centre
e Service centre node

To configure a service centre node termination point:
1. In the left navigation bar, select Environment J SMSC [ Service Centre.
The Service Centres tab appears.

2. Select a service centre.
Its tab appears.
3. Expand a node.
4. Under Termination Points, click Add New.
A Service Centre Termination Points tab appears.
5. Enter a unique name for the termination point in the Name box (up to 31 characters).
6. Optionally enter a description of the termination point in the Description box.
7. Select a node from the Service Centre Node list.

By default, the service centre node that you selected in step 3 is selected.

8. Select an application protocol from the Protocol list.
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10.
11.

12.

13.

14.

15.

16.

17.

In the Remote TCP Port box, enter the port for this termination point. The port can be configured
with alphanumeric value as well.

Note: No special characters are supported in TCP Port box. For configuration of alphanumeric
port, refer to point 7 of section Configuring Outside Listeners.

Select the service class from the Service Class list.
In the AO Throughput box, enter the maximum number of messages per second to allow to the
termination point (defaults to 65,535).

Note: Setting the AO throughput to 0 will stop all AO traffic to the SMSC.

In the Max Sessions box, enter the maximum number of sessions to allow for the termination point
(defaults to 2000).

In the Max Inactivity Time box, enter the maximum number of seconds that the connection to the
termination point can be inactive (defaults to 60).

In the Max Response Time box, enter the maximum number of seconds that the termination point
has to respond before the request is considered to be timed out (defaults to 5).

To enable TCP keep-alive functionality on connections toward this termination point, select TCP
Keep-Alive.

When enabled, TCP keep-alive will be activated on all connections started thereafter. For inside
sessions and outside dial-out sessions, TCP keep-alive will be activated immediately upon session
start.

Click Save.
The MGR adds the termination point and closes the tab.

Activate the termination point.

Note: If your system is handling AO-AOQ traffic and you intend to deactivate a termination point for
a service class, first deactivate all outside listeners for that service class. This prevents errors from
occurring when connection applications continue to send AO-AO traffic after the termination point
was deactivated.
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8.1 Introduction

When your system includes an Active Message Store (AMS), you can intelligently store and forward
SMS messages according to highly configurable delivery schemes.

The AMS also provides the Mobile Messaging Intermediate Cache (Icache) functionality. When a
message passes through the Mobile Messaging system and is then forwarded to an external SMSC,
the system can store the message’s state and certain parameters in a record in the Icache. The Icache’s
contents represent the set of messages that are handled and/or stored on an external SMSC.

The combination of AMSs, HUBs, and RTRs can replace the functionality of a traditional SMSC.

8.2 Creating Delivery Schemes

To create a delivery scheme:

1.

In the left navigation bar, select Storage [ Schemes.
The Delivery Scheme Table tab appears.

Click Add New.
A new Delivery Scheme Table tab appears.

Enter a unique name for the delivery scheme in the Name box (up to 31 characters).

. Optionally enter a description of the delivery scheme in the Description box.

In the Maximum Attempts box, enter the maximum number of times the AMS should attempt to
deliver the message before it expires (defaults to 50).

Note: If the configured maximum number of intervals is less than the configured maximum
attempts AND the Retain up to Validity option is not selected, then the AMS will use the maximum
number of intervals for expiring stored messages.

In the Maximum Validity box, enter the maximum number of hours that the AMS stores a message
before it expires (defaults to 168).

Note: The actual validity period will be shorter if a shorter period is specified in the message itself.

If the AMS should perform a final delivery attempt before deleting the message when the maximum
validity period has expired or when the last scheduled delivery interval has passed, select Last
Attempt (selected by default).

When a new message is stored in a delivery queue, if the delivery scheme should restart for that
queue, select Restart on New Message (selected by default).

Note: Restart on New Message does not apply to messages with an application as the destination
and to messages for which the First Delivery Attempt (FDA) by the RTR had resulted in a temporary
failure before they were forwarded to the AMS for storing.

If this delivery scheme should be allowed to switch to an error-dependent delivery scheme (based
on network errors), select Error Dependent (selected by default).
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10. If messages following this delivery scheme need to be retained in their respective queues even after
all the delivery intervals have been used up as per this Delivery Scheme, until the validity period
of such a message expires, or such a message gets manually deleted or replaced, or an unscheduled
delivery attempt triggered by an alert (from network or manual), arrival of a new message, etc,
results in either a successful delivery or a permanent error, select Retain up to Validity (not selected
by default).

Note: Even if no valid delivery intervals are configured for a particular delivery scheme (i.e. the
very first interval is set to 0), still the messages following that delivery scheme will be retained if
Retain up to Validity is selected for the scheme

11. Enter the duration of the first interval (in seconds) in the Interval in Seconds box.
Each time you add an interval, the interval number appears to the right of the interval.

12. To add more intervals, click
+

to the right of the Interval in Seconds box.
The maximum value for each interval is 2592000 (30 days).
The running total of the intervals appears to the right of each interval.

Index: Auto Generated

|F'referren:| Delivery Scheme |

Name: v

Description: |De|iuer'_-,r scheme for preferred messages |

Maximum Attempts: |5[] |[nmn]
Maximum Validity: ¥ |2[][] |[]:|.r=]
Last Attempt: [+/]
Restart On New Message:
Error Dependent: 1
Retain up to Validity:
Interval in Seconds: 001 (300 00d 00:05:00
002 (300 00d 00:10:00
003 300 00d 00:15:00
004 300 00d 00:20:00
005 600 00d 00:30:00
006 600 00d 00:40:00
007 |600 00d 00:50:00
008 500 00d 01:00:00
003 600 00d 01:10:00
+

Last Updated:

Figure 24: Sample delivery intervals

Note: Setting an interval to 0 will make it the final retry attempt; the AMS will ignore any intervals

added after it.
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13.

14.

Click Save.
The MGR creates the delivery scheme and closes the tab.

Activate the delivery scheme.

8.3 Configuring Message Queues

Prerequisites:

Delivery scheme

To create a message queue:

1.

In the left navigation bar, select Storage [l Queues.
The Queue Table tab appears.

Click Add New.

A new Queue Table tab appears.

Enter a unique name for the message queue in the Name box (up to 31 characters).

. Optionally enter a description of the message queue in the Description box.

Enter a message queue priority between 0 and 99 in the Priority box (defaults to 50).
Message queues with a higher priority take precedence when scheduling deliveries.

In the Maximum Size box, enter the maximum number of messages that the message queue can
hold.

The maximum size can be between 0 and 500,000,000 (defaults to 1,000,000). When the maximum
size is reached, new messages will be rejected.

Enter the maximum number of messages allowed in the queue for each recipient in the Maximum
Size / Recipient box.

The maximum size can be between 0 and 500,000,000 (defaults to 0, which means that this setting
will be ignored).

8. Select a delivery scheme for the message queue from the Delivery Scheme list.

9. Select Sri-SM Priority for the message queue from the Sri-SM Priority list.

10.

11.

Select Conversion Table for the message queue from the Conversion Table List. Default selection
is "None".
Enter a timeout value in seconds between 0 and 3600 in the Concatenated Segment Timeout.

If a Conversion table is selected in the previous step, the minimum value of Concatenated Segment
Timeout is 1. If it is set to 0, the timeout value is automatically saved as 15.

. If all the segments of a concatenated message are not received in set time, it should be handled as

incomplete and the AMS should delete them from the system, select Delete Incomplete
Concatenated (by default, this option is not selected).

Note: If the user configures 0 for Concatenated Segment Timeout, then the in sequence functionality
will be disabled, the system will not delete the incomplete segments and the message will be
processed normally.
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13. If surrogate pairs should be unsplit and remain in one segment select Unsplit Surrogate Pairs (by
default, this option is not selected).

14. Click Save.
The MGR creates the message queue and closes the tab.

15. Activate the message queue.

8.4 Configure Error-Dependent Schemes
Use error-dependent delivery schemes to change the delivery scheme in use when network errors
occur.

Note: All error-dependent schemes default to the default error scheme that is included with the AMS.

8.4.1 AT Error Dependent Schemes

Prerequisites:
* Delivery scheme

To configure error-dependent delivery schemes for application-terminating (AT) traffic:

1. In the left navigation bar, select Storage [l Error Schemes [0 AT.
The Error Dep Scheme - AT tab appears.

2. Select a delivery scheme to use when a "destination not available" error occurs from the Destination
Not Available Error list.

3. Selecta delivery scheme to use when a "response time-out" error occurs from the Response Timeout
Error list.

4. Select a delivery scheme to use when a "throughput exceeded" error occurs from the Throughput
Exceeded Error list.

5. Click Save.
The MGR saves the changes and closes the tab.

8.4.2 SRI-SM Error-Dependent Schemes

* Delivery scheme

To configure error-dependent delivery schemes for SRI-SM traffic:

1. In the left navigation bar, select Storage [J Error Schemes [J SRI-SM.
The Error Dep Scheme - SriSm tab appears.

2. Selecta delivery scheme to use when an "absent subscriber" error occurs from the Absent Subscriber
Error list.
3. Select a delivery scheme to use when a "call barred" error occurs from the Call Barred Error list.

4. Select a delivery scheme to use when a "data missing" error occurs from the Data Missing Error
list.
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5.

10.

11.

14.

Select a delivery scheme to use when a "facility not supported" error occurs from the Facility Not
Supported Error list.

Select a delivery scheme to use when an "SCCP aborted" error occurs from the Sccp Aborted Error
list.

Select a delivery scheme to use when a "system failure" error occurs from the System Failure Error
list.

Select a delivery scheme to use when a "TCAP aborted" error occurs from the Tcap Aborted Error
list.

Select a delivery scheme to use when a "time-out" error occurs from the Timeout Error list.

Select a delivery scheme to use when an "unexpected data value" error occurs from the Unexpected
Data Value Error list.

Select a delivery scheme to use when an “MS Deregistered" error occurs from the MS Deregistered
Error list.

. Select a delivery scheme to use when an “MS Purged" error occurs from the MS Purged Error list.
13.

Click Save.
The MGR saves the changes and closes the tab.
Activate the scheme.

Note: The 'Absent Subscriber' error has been deprecated for both MT and SRI-SM. Any MT
error-dependent scheme configured in the 'Absent Subscriber Error' list should be added to the
'No Paging Error' list, Imsi Detached Error' list and 'Roaming Restrictions Error' list; similarly, any
SRI-SM error-dependent scheme configured in the 'Absent Subscriber Error' list should be added
to the 'MS Deregistered Error' list and 'MS Purged Error’ list.

8.4.3 MT Error-Dependent Schemes

Prerequisites:

Delivery scheme

To configure error-dependent delivery schemes for outgoing mobile-terminating (MT) traffic:

1.

In the left navigation bar, select Storage [ Error Schemes [1 MT.

The Error Dep Scheme - MT tab appears.

Select a delivery scheme to use when an "absent subscriber" error occurs from the Absent Subscriber
Error list.

Select a delivery scheme to use when a "data missing" error occurs from the Data Missing Error
list.

Select a delivery scheme to use when an "equipment not SM-equipped" error occurs from the
Equipment Not SM Equipped Error list.

Select a delivery scheme to use when an "equipment protocol” error occurs from the Equipment
Protocol Error list.

Select a delivery scheme to use when a "facility not supported" error occurs from the Facility Not
Supported Error list.

Select a delivery scheme to use when an "invalid SME address" error occurs from the Invalid SME
Address Error list.
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10.

11.

13.
14.

15.
16.
17.
18.
19.
20.

21.

24.

26.

27.

. Select a delivery scheme to use when a "(U)SIM Application Toolkit Busy " error occurs from the
29.

30.

Select a delivery scheme to use when a "memory capacity exceeded" error occurs from the Memory
Capacity Exceeded Error list.

Select a delivery scheme to use when an "SCCP aborted" error occurs from the Sccp Aborted Error
list.

Select a delivery scheme to use when a "subscriber busy for MTSM" error occurs from the Subscriber
Busy For MTSM Error list.

Select a delivery scheme to use when a "system failure" error occurs from the System Failure Error
list.

. Select a delivery scheme to use when a "TCAP aborted" error occurs from the Tcap Aborted Error

list.
Select a delivery scheme to use when a "time-out" error occurs from the Timeout Error list.

Select a delivery scheme to use when an "unexpected data value" error occurs from the Unexpected
Data Value Error list.

Select a delivery scheme to use when an "unidentified subscriber" error occurs from the Unidentified
Subscriber list.

Select a delivery scheme to use when a "no paging" error occurs from the No Paging Response
list.

Select a delivery scheme to use when an "imsi detached" error occurs from the Imsi Detached Error
list.

Select a delivery scheme to use when a "roaming restriction" error occurs from the Roaming
Restrictions Error list.

Select a delivery scheme to use when a "Short message type 0 not supported" error occurs from
the Short message Type 0 not supported Error list.

Select a delivery scheme to use when a "Cannot replace short message" error occurs from the Cannot
replace short message Error list.

Select a delivery scheme to use when an “Unspecified TP-PID error “error occurs from the
Unspecified TP-PID Error list.

. Select a delivery scheme to use when a “Message class not supported" error occurs from the Message

class not supported Error list.

. Select a delivery scheme to use when an “Unspecified TP-DCS" error occurs from the Unspecified

TP-DCS Error list.

Select a delivery scheme to use when a “TPDU not supported" error occurs from the TPDU not
supported Error list.

. Select a delivery scheme to use when a “(U) SIM SMS storage full " error occurs from the SIM SMS

storage full Error list.

Select a delivery scheme to use when a “No SMS storage capability in SIM " error occurs from the
No SMS storage capability in SIM list.

Select a delivery scheme to use when an "Error in MS" error occurs from the Error in MS list.

SIM Application Toolkit Busy Error list.

Select a delivery scheme to use when a "(U) SIM data download" error occurs from the SIM Data
Download Error list.

Select a delivery scheme to use when a "Values specific to an application" error occurs from the
Values specific to an application Error list.
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31. Select a delivery scheme to use when an "Unspecified error cause" error occurs from the Unspecified
error cause list.

32. Select a delivery scheme to use when an "UE Deregistered" error occurs from the UE Deregistered
Error list.

33. Select a delivery scheme to use when a "No Response Via IPSM-GW" error occurs from the No
Response from IPSM-GW list.

34. Click Save.
The MGR saves the changes and closes the tab.

35. Activate the scheme.

8.5 Configuring the Icache

Prerequisites:

¢ The installed AMS license must allow Icache functionality
e AMS queue

To configure the Icache:

1. In the left navigation bar, select Storage [l Intermediate Cache.
The Intermediate Cache tab appears.

2. To enable the Icache for AO messages, select an option from the AO Intermediate Cache Support
list:

* No Support (No support of storing of billing data in an Icache store)
e Store and Lookup (Select an AMS queue from AO AMS Queue)
e Lookup Only

3. From the AO AMS Queue list, select the AMS queue in which to store AO message information
(only applicable when AO Intermediate Cache Support is set to St or e and Lookup).

4. To enable the Icache for MO messages, select an option from the MO Intermediate Cache Support
list:

* No Support (No support of storing of billing data in an Icache store)
* Store and Lookup (Select an AMS queue from AO AMS Queue)
e Lookup Only

5. From the MO AMS Queue list, select the AMS queue in which to store the MO message information
(only applicable when MO Intermediate Cache Support is set to St ore and Lookup).

6. To enable the Icache for IGM messages, select an option from the IGM Intermediate Cache Support
list:

* No Support (No support of storing of billing data in an Icache store)
e Store and Lookup (Select an AMS queue from AO AMS Queue)
e Lookup Only
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7. From the IGM AMS Queue list, select the AMS queue in which to store the IGM message
information (only applicable when IGM Intermediate Cache Supportissetto St ore and Lookup).

8. Click Save.
The MGR saves the configuration and closes the tab.
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9.1 Introduction

When your system includes an IIW, you can route SMS traffic from IMS network to RTRs, SMS
gateways, or SMSCs.

9.2 Creating SIP Application

Prerequisite:

SIP End Point Group must be active.

To create a SIP Application:

1.

P NI RN

In the left navigation bar, select IPSMGW 0 SIP Application. The SIP Application Table tab
appears.

Click Add New. A new SIP Application tab appears.

Enter a unique name for the sip application in the Name box (up to 31 characters).

Optionally enter a description of the application group in the Description box.

Select if the content type will be textPlain or applicationVnd3gpp from the Content Type dropdown.
Specify FROM URI that must be received in SIP INFO request in the From URI textbox.

Specify TO URI that must be received in SIP INFO request in the To URI textbox.

Provide the duration to perform health check from SIP INFO to 4G network in seconds in
Healthcheck Interval textbox.

Note: If the Healthcheck interval is 0, then Health Check will not be performed.

Select a SIP End Point Group where SIP outgoing messages should be sent from the SIP End Point
Groupdropdown.

10. Click Save. The MGR creates the sip application and closes the tab.
11. Activate the sip application.

9.3 Creating SIP End Point

Prerequisite:

IIW device must be added

To create a SIP End Point:

1.

gk LN

In the left navigation bar, select IPSMGWU SIP End Point. The SIP End Point Table tab appears.
Click Add New. A new SIP End Point tab appears.

Enter a unique name for the SIP End Point in the Name box (up to 31 characters).

Optionally enter a description of the SIP End Point in the Description box.

Enter an address for the SIP End Point in the Primary Address box. The address can be a valid
IPv4, IPv6 or a hostname.
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10.

11.

Enter the port number of the SIP End Point in the Port box. Port range should be in the range of
0-65535 .

Provide the maximum duration in seconds within which the SIP response should be received by
IIW in the Response Timer textbox.

Provide the duration to perform health check in seconds in HealthCheck Timer textbox.

Select a transport type from the Transport list:

e UDP (by default)
e SCTP

If you select SCTP, then you need to enter the following values:

a. An address of type IPv4, IPv6 or hostname in the Secondary Address box.
b. Local port in the SCTP Local Port box. The default value "zero" denotes ephemeral port.
¢. Duration to perform SCTP health check between IIW and remote SIP End Point in milliseconds

in SCTP HeartBeat Timer textbox. This parameter is applicable when IIW is configured on
RHEL OS.

d. Maximum retransmission timeout value in SCTP Max Retransmit Timeout box. This parameter
is applicable only if the IIW is configured on RHEL OS.

e. Maximum number of path retries in SCTP Max Path Retransmit box. This parameter is applicable
when IIW is configured on RHEL OS.

f. Maximum number of association retries in SCTP Max Association Retransmit box. This
parameter is applicable when IIW is configured on RHEL OS.

g. Time in milliseconds to wait before acknowledging SCTP data chunks in SCTP SACK Delay
box. This parameter is applicable when IIW is configured on RHEL OS.

h. Value of SCTP NoDelay to "false" if you want to delay the message until the acknowledgement
of previous packet is received. This parameter is applicable when IIW is configured on RHEL
0s.

In the Device Assignments section, select the IIW device(s) to which this SIP End Point will be

associated.

12. Click Save . The MGR creates the SIP End Point and closes the tab.

9.4 Creating SIP End Point Group

Prerequisite:

SIP End Point(s) must be activated

To create a SIP End Point Group:

1.

A

In the left navigation bar, select IPSMGWO0 SIP End Point Group. The SIP End Point Group Table
tab appears.

Click Add New. A new SIP End Point Group tab appears.

Enter a unique name for the SIP End Point Group in the Name box (up to 31 characters).
Optionally enter a description of the SIP End Point Group in the Description box.

In the SIP End Points section, select the SIP End Point(s) to include in the group.
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6. For each SIP End Point that you select, set a Priority and a Weight.
7. Click Save. The MGR creates the SIP End Point Group and closes the tab.

9.5 Creating SIP Headers

To create a SIP headers:

1. In the left navigation bar, select IPSMGWU SIP Headers. The SIP Headers Table tab appears.
2. Click Add New. A new SIP Headers tab appears.

3. Enter a unique name for the SIP Header in the Name box (up to 64 characters). This field is
case-insensitive, i.e. the values 'abcde' and 'ABcde' will be treated as the same name.

4. Click Save.The MGR creates the SIP Header and closes the tab. Maximum 10 SIP Header can be
configured.

Note: The SIP Header cannot be deleted if they are referred in MO (MOR/MOC/MOX) rules.
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10.1 Introduction

When your system includes a RTR/FWL and the Firewall Advanced Filter (FAF), you can:

Enhance spam message detection and blocking
Modify the content of offensive messages
Configure alerts based on unexpected increases in SMS traffic

10.2 Create an Advanced Filter

To create an advanced filter:

1.

In the left navigation bar, select Advanced Filters [ Filters.
The Advanced Filters tab appears.

Click Add New.
A new Advanced Filters tab appears.

Enter a unique name for the filter in the Name box (up to 31 characters).

. Optionally enter a description of the filter in the Description box.

Enter a filter priority between -100 and 100 in the Priority box (defaults to 50).
Filters with a higher priority are evaluated first.

From the Action list, select the action that the RTR should take if a message meets all conditions
when the FAF processes the filter:

* Return True: The FAF returns true for the message fields.
* Return False: The FAF returns false for the message fields.
* Continue: The FAF should continue to process the next filter.

When first creating the filter, select "Return True". Then, after you create and activate the desired
conditions for the filter, change the filter action to "Return False". If you create a filter with no
conditions and a "Return False" action, the FAF will immediately return "false" to the RTR and will
therefore block messages.

In Blacklist Party field, select which subscriber party should be blacklisted.

* None: Indicate that no ABL is configured for this filter.
¢ Originator: Originator party will be blacklisted.
¢ Recipient: Recipient party will be blacklisted.

If the "Auto GT Network Blacklist" license is enabled, there will be two more options to be blacklisted
as follows:

* Originating GT: The SMSC GT of message originator to be added to selected ABL list.

* Originating Network: The SMSC Network Number Ranges of message originator to be added
to selected ABL List.

The default value is None.
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If Blacklist Party is None, then continue at step 13.

8. Select the Auto Blacklist service which will be assigned to blacklist subscriber in Blacklist
Servicefield. This field is visible when the Filter Blacklist Party is selected as "Originator" or
"Recipient".

Originator Blacklist Service: If Blacklist Party is Originator, then only Originator Auto Blacklist
service will be listed in Originator Blacklist Servicefield.

Recipient Blacklist Service: if Blacklist Party is Recipient, then only Recipient Auto Blacklist
service will be listed in Recipient Blacklist Servicefield.

9. Select the ABL List which the SMSC GT or Network Number Range to be added to. This field is
visible when the Filter Blacklist Party is selected as "Originator GT" or "Originating Network".

10. Select the blacklist blocking action in Blacklist Duration field.

* Permanent Blocking: Subscriber will be blocked permanently.

¢ Time-based Blocking: Subscriber will be blocked for the duration specified in Blacklist Duration
field.

e Absolute Blocking: SMSC GT or Network is to be blacklisted until a specific date time. This
option is available only when the Filter Blacklist Party is selected as "Originating GT" or
"Originating Network".

If Blacklist Action is Absolute Blocking, then continue at step 12.
If Blacklist Action is Permanent Blocking, then continue at step 13.
11. In Blacklist Duration field, Indicates time for which subscriber will be blacklisted

Blacklist Duration should be less than 99 days (Maximum allowed duration is 98 Days 23 Hours
59 Minutes). Minimum Blacklist Duration is 1 Minute.

Continue at step 13.

12. In the End Time field, specify the last date time for which subscriber or network should be
blacklisted.

13. In the Append box, optionally enter any text that the FAF should append to the message. The FAF
will append this text if the message meets all conditions of the filter and if the Data message field
was provided to the FAF.

CAUTION: Do not use text replacement/append functions that may make the user data longer
than the original user data. When applied to a "full segment" this will lead to an undeliverable
message.

14. Click Save.
The MGR saves the filter and closes the tab.

15. Activate the filter.

10.3 Add Conditions to an Advanced Filter

Prerequisites:

e TFilter
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¢ Filter list (if adding a content condition)
Combine advanced filters and conditions of different types to create filter conditions.

To add a filter condition to a filter:

1. In the left navigation bar, select Advanced Filters [ Filters.
The Advanced Filters tab appears.

Click the name of an existing filter.
In the Filter Conditions section, click Add New. A Filter Conditions tab appears.
If the filter condition should be inverted if the condition is true, select Invert.

From the Filter Name list, select the filter to use (defaults to the filter that you clicked in the
Advanced Filters tab).

In the Name box, enter the name of the filter condition.

SR N

9‘

7. From the Type list, select the condition type.
8. Click Save.

The MGR creates the filter condition and closes the tab.

9. Activate the filter condition.

Advanced Filters

Index: 3
Namv: Sample FAF filer
Description: Sample FAF filier
Priorily: 20
Action: Rewm Tue w
Append: filtered
Last Updated: 2005-10-06 11:37:23

Sawve

Filter Conditions

I 5T Inw. Nama Last Updated
8 1 o = Cantent .. Contant 200%-10-06 11:37:51
Content Condition
Field: data
List: list=1
ACCuracy: Case Insansiive
Modify: - Mask String
Replacemant Texl: WO
| i O = Flood cg... Fleoding 2009-10-06 11:38:21

Add New

Figure 25: Sample filter with conditions

10.3.1 Add an Expression Condition
When adding an expression condition:

1. In the Test Expression box, enter the expression to test:
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Below there are examples of expressions:
nessaget ype ==

total segnents >= 4

nmessagetype == 0 && total segnents >= 4

Advanced Filters

In case of a concatenated SM, it is counted by message, not by segment. So, in concatenated message
counted only the first segment of a concatenated message. Expression condition is used to filter
the segments of SM. In this configuration, expression condition must be configured in the filter

condition.

For example:

total segnents < 2 || currentsegenents

Filter Conditions

Invert:

Filter Name:
Name:

Type:

Test Expression:

Assignment Expression:

Last Updated:

L3

O
| FAF Blacklist Filters

|Allnw unsegment or first segmen

|tnta|segments < 2 || currentsegment ==

2017-09-15 19:03:25

| Expression |

2. In the Assignment Expression box, enter the expression to assign a value to a variable.

For example:
eciattribute2 =1

10.3.1.1 Expression Variables

The following variables are available for use in expression conditions:

Variable Valid Values

Can be used in...

messaget ype

[
NN OO s WN = O

: MO short message

: MT short message

: AO short message

: AT short message

: HLR SRI-SM request

: HLR SRI-SM response

: MT delivery notification
: AT delivery notification

Test expression

fail urenmessagekey An integer

Test expression and
assignment expression

eciattribute[n] where [Oorl
[ n] is 1 through 32

Test expression and
assignment expression
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Variable Valid Values Can be used in...
t ot al segnments Aninteger. Test expression

Range - 0 to 255

t ot al segnent s will have the value
of 0 in case the message is not
segmented.

Note: A test expression containing the expression variable "t ot al segment s" will be evaluated
against the value received for the ECI message field "cniTot al Segnent s" in the ECI validation request.
If "cniTot al Segnment s" is not included for the ECI application, the "t ot al segnment s" expression

will be assigned the value of 0.

By default, the ECI message field "cnilot al Segment s" is not included for the ECI application.

10.3.1.2 Expression Operators

The expression condition supports the following operators:

Operator Meaning

[ ] Logical OR

&& Logical AND

< Less than

<= Less than or equal to

> Greater than

>= Greater than or equal to
== Equal to

I= Not equal to

+ Plus

- Minus

* Multiplied by

/ Divided by

Yo Modulo (remainder of division)

10.3.2 Add a Content Condition

When adding a content condition:

1. From the Field list, select the message field to which the condition should be applied; the default
and most commonly used field is Data (message content).

Refer to Message Field Options for a complete list of available message fields and descriptions.
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2. From the List list, select the advanced filter list to use.

3. From the Accuracy list, select the accuracy level for matching:

e Exact

¢ (Case-insensitive

e Tokenised

¢ Normalised

* Regular Expression

The accuracy indicates an implicit transformation that the FAF performs on all text involved in the
match before the match is calculated.

Note: The case-insensitive match only works for characters that are supported by operating system
function call t ol ower () . In most operating systems, the t ol ower () function supports basic
ASCII. Some operating systems also support extended ASCII that includes German and Nordic
characters. You can verify the characters supported by the operating system t ol ower () function
with the following command on the command line interface:

# locale -k LC_CTYPE

4. Inthe Whole Words Match checkbox specify if the FAF should perform matching on whole words
only. For example:

* Exact matching: " appl e" matchestext"this is an apple.",butnot"this is a
pi neapple." or"these are apples.".

¢ Case-insensitive matching: " appl e" matches " Appl e i s good.",butnot"Pi neApple is
good. ".

Note: This checkbox is only available for the Exact and Case-insensitive Accuracy matches.

5. From the Modify list, select how the target text should be modified:

* None

* Mask string (will not increase the length of the target string)
* Replace string (may affect the length of the target string)

* Replace message

CAUTION: Do not use text replacement/append functions that may make the user data longer
than the original user data. When applied to a "full segment" this will lead to an undeliverable
message.

6. If you select a content modification option other than None, enter the text that should mask or
replace the target text in the Replacement Text box.

* Note that the Modify option is relevant only for the user data field and should be set to None
for all other message fields.

10.3.2.1 Message Field Options

The message fields that can be selected in Field list for the content, duplicates, flooding, and bulk
conditions:
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Field ECI Field
(number)

Description

Additional Information

path (1) routingPath

Routing path

Integer format. Supported values are:

e moMo (0)

e moMt (1)

e moMtMo (2)

e moMtAt (3)

e moAt (4)

¢ moDiscardWithNack (5)

e moDiscardWithAck (6)

* moDiscardSilently (7)

e mtMt (10)

e mitBlockWithTemporaryError (11)
¢ mtBlockWithPermantError (12)
* mtBlockWithNoResponse (13)

e mtBlockWithAck (14)

e aoAo (20)

e aoMt (21)

e aoMtAo (22)

e aoAt(23)

e aoDiscardWithAck (24)

e aoDiscardWithNak (25)

e atAt (30)

¢ atBlockWithTemporaryError (31)
¢ atBlockWithPermanentError (32)
e atBlockWithAck (33)

submit (3) |originalSubmitTime

Not adjusted
submit time

Original submission time, in Unix time
format.

uniq (4) uniqueSubmitTime

Adjusted
(made
unique)
submit time

Time the message was submitted to the
RTR. Note that this field contains the
potentially adjusted submission time as
described in the RTR Operator Manual
chapter on Service Center Time Stamps.

deliv (5) |deliveryTime

Delivery time

Time the RTR delivered or deleted the
message. In Unix time format.

orig (6) originatorAddress

Originator
address

Self explanatory. In ASCII string format
with prefix. National number is with
prefix "N", international is with prefix

+", unknown is with prefix "U",
alphanumeric is with prefix "A".

For example, N12345678, Aalphanumber.

origlmsi

@)

originatorImsi

Originator
IMSI

Self explanatory. In ASCII string format.
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Field ECI Field Description |Additional Information
(number)
smsc (8) |smscAddress SMSC Self explanatory. In ASCII string format.
address
msc (9) mscAddress MSC address |Self explanatory. In ASCII string format.
recip (10) |recipientAddress Recipient Self explanatory. An ASCII string format
address with the same prefix as "orig".
recipImsi |recipientlmsi Recipient Self explanatory. In ASCII string format.
(11) IMSI
segTotal |cmTotalSegments Total number Total number (0-255) that indicates the
(12) of segments . .
total number of pieces in a concatenated
message (only present in case of a
concatenated message when received as
a part of SMPP sar _t ot al _segnent s
or as a part of 8 bit reference or 16 bit
reference number UDH IEI).
segld (13) | emCurrentSegment Segment Current segment number (0-255) of the
number .
concatenated message. A running
number for each part of a concatenated
message (only present in case of a
concatenated message when received as
a part of SMPP sar _segnent _seqnum
or as a part of 8 bit reference or 16 bit
reference number UDH IEI).
len (1) lengthOfMessage Ef;%;h :f Number of characters in septets or octets,
& depending on the data coding scheme
(DCS).
header (17)  userDataHeader Eesae;jrata Value specified in one of the information

element identifiers (IEIs) of the user data
header (UDH) of the message. Only
evaluates positively if there is an exact
match with the information element
identifier (00-FF, hexadecimal) of the
UDH.

Refer to technical specification 3GPP
23.040 for more information. Most
common IEI values:

* (0: Concatenated short message

* (1: Special SMS message indication

¢ (4: Application port addressing
scheme, 8-bit address
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Field ECI Field Description |Additional Information
(number)
¢ (5: Application port addressing
scheme, 16-bit address
* (6: SMSC control parameters
¢ (7: UDH Source Indicator
encoding |dataCodingScheme Data Coding . e 1
(18) Scheme (DCS) Data coding scheme (DCS) specified in
the message.
The value is in decimal format.
data (19) |userData Message data | The content can be already modified by

other filters. Decoded into UTF-8 format.

statrepinfo | statusReportInfo

Status report

Opaque value containing the reference

(20) information |for the SS7 Status Report assigned by the
TPR.

smppMsgld | smppMessageld SMPP In string format.

(21) message 1D

dataorg userData User data This is the original message content from

(22) ECI. Decoded into UTF-8 format.

segRef (23) | cmReferenceNr Segment Same for all segments in a concatenated

reference SMS (received as a part of SMPP

sar_msg_ref _numor as a part of 8 bit
reference or 16 bit reference number UDH
IEI).

notifreq  [notificationRequest Notification Indicates whether nofification or status

(24) request )
report was requested for this message
(true) or not (false).

callingGt | callingPartyAddress Calling global | GT of the SCCP Calling Party Address in

(25) title the message. In ASCII string format.

calledGt |calledPartyAddress Called global | GT of the SCCP Called Party Address in

(26) title the message. In ASCII string format.

delstat (42) | deliveryStatus ]s::iilvsery Result of a delivery attempt as reported

in a notification on an AO/SM. In integer
format. Supported values are:

¢ noStatusAvailable (0)

e inProgress (1)

¢ validityPeriodExpired (2)
¢ deliveryFailed (3)

¢ deliverySuccessful (4)

* noResponse (5)

¢ lastNoResponse (6)
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Field ECI Field Description |Additional Information
(number)

e cancelled (7)

e deleted (8)

¢ deletedByCancel (9)

e scheduled (10)

* accepted (11)

e rejected (12)

e skipped (13)

* replaced (14)
exconrule |[selectedExternalConditionRule | Name of Name of the external condition rule used
(55) external to forward the message to the FAF.

condition rule

protocolld protocolld i{g;%cf?elr Indicates the value of the TP-PID field
(60) (included in the MAP header), if the

message was MO or MT. Otherwise (i.e.
for AO or AT messages) it indicates the
value of the protocol id parameter
included (if any) in the message.

This field is not applicable for status
reports and notifications.

Valid values are in the range 0-255.

Note: The ‘protocolld” message field should not be selected while configuring a duplicates, flooding
or bulk filter condition, because it has no relevant use case for these filters.

10.3.3 Add a Duplicates Condition

When adding a duplicates condition:

Note: Certain parameter changes in the duplicates filter condition may take a long time to effect due
to the large state that is kept in the filters. Especially when the filter is full (has the maximum amount
of memory state), it can take quite some time for the changes to take effect (sometimes 30 minutes or

more).

1. From the Field list, select the message field to evaluate; the default and most commonly used field

is Data.

Refer to Message Field Options for a complete list of available message fields and descriptions.

2. Inthe Spacing box, enter the number of allowed dissimilar messages (2-99,999) between two similar
messages (default 1,000).

If more messages than this are found between two similar messages, the similar messages are not
considered duplicates.

3. Inthe Min. Size box, enter the minimum number of messages (2-1,000) required to start a duplicates
cluster (defaults to 10).
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In the Length box, enter the minimum number of features (4-160) required for to start duplicates
clustering (defaults to 4).

In the Threshold box, enter the minimum number of messages (2-999,999) that must be in the
cluster for the duplicates condition to return true (defaults to 10).

In the Similarity box, enter the percentage (0-100) that messages must be similar to be placed in
the same cluster (defaults to 80%).

100% means the messages must match exactly.
In the Delete Age box, enter the number of seconds (0-999,999) that a never-matched cluster is
allowed to exist before it is deleted (0 means clusters are never deleted).

If the cluster is matched, the timer restarts for the cluster.

10.3.4 Add a Flooding Condition

When adding a flooding condition:

1.

From the Field list, select the message field to evaluate.

The field should depend on the type of traffic that is being evaluated for flooding. For example,
for MO traffic, the MSC should be used; for MT traffic, the SMSC should be used.

Refer to Message Field Options for a complete list of available message fields and descriptions.
In the Significant Digits box, enter the number of digits (0-16) of the specified field that are taken
into account when tracking originators (defaults to 16, which is recommended).

The first digits of the number are used; for example, for a setting of 6, the originator numbers
15562235 and 155622234 map to the same trackable originator.

More digits may be taken into account if the FAF detects higher traffic.
In the Minimal Traffic box, enter the minimum number of messages per second (1-1,000,000)
required for the filter to become active (defaults to 5, which is recommended).

This is the constant threshold used to compute the flooding detection threshold. Use this setting
to prevent spurious flooding detection at low traffic levels. Higher values make flooding detection
less likely.

In the Traffic Increase Rate box, enter a relative increase in traffic (1-10,000%) used to compute
the flooding detection threshold.

This is the traffic increase that is required to trigger the filter. The value is relative to the long-term
traffic average. Higher values make flooding detection less likely.

In the Time Delay box, enter the number of seconds (1-10,000) that the short-term traffic average
must exceed the flooding detection threshold before the filter becomes active (defaults to 30).
The condition only yields true this number of seconds after the flooding detection threshold has
been exceeded. Higher values make flooding detection less likely.

In the Filter Period Flooding box, enter the number of seconds (1-10,000) to use to calculate the
short-term traffic average (default 10).

This is the response time used to compute the short-term traffic average. Fluctuations shorter than
this period are filtered out. Higher values make flooding detection less likely.

In the Filter Period Baseline Traffic box, enter the number of seconds (1-10,000) to use when
calculating the long-term traffic average (defaults to 3600).
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Fluctuations slower than this are not considered flooding. This value should be significantly higher
than the Time Delay; a factor of at least 20 is recommended. Higher values make flooding detection
less likely.

In the Margin box, enter the threshold, in messages per 1000 seconds (1-100,000), below which
traffic from a trackable originator is not tracked (default 5).

For example, for a value of 10, originators sending less than 10 messages per 1000 seconds are not
tracked. Use this parameter to avoid using FAF processing performance for message originators
for which the traffic lies below a level of interest. Higher values make flooding detection less likely.

10.3.5 Add an Enhanced Messaging (EMS) Condition

When adding an enhanced messaging (EMS) condition:

1.

In the Protocol Id Values box, enter the desired protocol id value(s) against which the EMS filter
condition should compare the protocol id of a message. If no protocol id value is entered, then the
filter condition will match any message protocol id.

Select one of more Information Element IDs (IEIs) on which to filter:

* 00 - Concatenated short messages, 8-bit reference number
* (1 - Special SMS Message Indication

* 03 - Value not used to avoid misinterpretation as LF character
* 04 - Application port addressing scheme, 8 bit address

¢ 05 - Application port addressing scheme, 16 bit address

* (6 - SMSC Control Parameters

¢ 07 - UDH Source Indicator

* (8 - Concatenated short message, 16-bit reference number
* (9 - Wireless Control Message Protocol

¢ 10 - Text Formatting

* 11 - Predefined Sound

* 12 - User Defined Sound (iMelody max 128 bytes)

* 13- Predefined Animation

* 14 -Large Animation (16*16 times 4=128 bytes)

® 15-Small Animation (8*8 times 4 = 8*4 = 32 bytes)

* 16 - Large Picture (32*32 = 128 bytes)

¢ 17 - Small Picture (16*16 = 32 bytes)

* 18- Variable Picture

* 19 - User prompt indicator

* 20 - Extended Object

¢ 21 - Reused Extended Object

¢ 22 - Compression Control

* 23 - Object Distribution Indicator

e 24 - Standard WVG Object

¢ 25 - Character Size WVG Object

* 26 - Extended Object Data Request Command

e 32 - RFC 822 E-Mail Header

e 33 - Hyperlink format element

* 34 - Reply Address Element
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¢ 35 - Enhanced Voice Mail Information
* 36 - National Language Single Shift
¢ 37 - National Language Locking Shift

If the user data header (UDH) of a message contains the selected IEI(s), FAF will return "true" for
the condition. The EMS condition uses a logical OR operation; therefore, if you select multiple IEIs
and also configure certain protocol id values for one EMS condition and the message contains any
of the selected IEIs OR any of the configured protocol ids, the condition will return "true". Refer
to the 3GPP 23.040-920 specification for a description of EMS IEIs.

3. If you selected "04 - Application port addressing scheme, 8 bit address":

a. Enter an 8-bit source port number in the 8 Bit Source Port box.
b. Enter an 8-bit destination port number in the 8 Bit Destination Port box.

If the source port and/or destination port in the UDH of a message matches the provisioned port,
FAF will return "true" for the condition. If you do not provision port numbers, FAF simply checks
for the presence of the IEl, and returns "true" if it is present.

4. If you selected "05 - Application port addressing scheme, 16 bit address":

a. Enter a 16-bit source port number in the 16 Bit Source Port box.
b. Enter a 16-bit destination port number in the 16 Bit Destination Port box.

If the source port and/or destination port in the UDH of a message matches the provisioned port,
FAF will return "true" for the condition. If you do not provision port numbers, FAF simply checks
for the presence of the IEl, and returns "true" if it is present.

10.3.6 Add a Volume Condition
When adding a volume condition:

1. From the Group By list, select a value that determines on which fields to group and count messages
for the Volume filter condition.

Possible options are:

* Not hi ng — Count all messages

e Originat or — Group and count messages based on originator address (as specified in the
TP-Originating-Address (TP-OA) field of the SMS Message).

e Cont ent — Group and count messages based on raw SMS user data content (as specified in
the TP-User Data (TP-UD) field of the SMS Message).

e Oiginator + Content —Group and count messages based on originator address and raw
SMS user data content

2. In the Memory field, enter the amount of memory in Megabytes (MB) to dedicate for the tracking
of elements in the filter. Valid values range from 256 to 65,536 MB. Default is 1024 MB.

This value is a hard memory limit on the amount of memory dedicated for storing data for this
filter. When the memory limit is reached, a trap is generated.

Refer to the FAF Operator Manual, Volume Condition for more information on memory
dimensioning.
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In the Period field, enter the tracked period of time in seconds. Valid values range from 60 seconds
(one minute) to 86,400 seconds (one day) . Default is 3600 seconds (one hour).

In the Threshold field, enter the number of messages in each grouping after which the condition
shall apply (return 'true’). Valid values range from 0 to 2,147,483,647 messages. Default is 200
messages.

In the Daily Reset field, select Absolute Time to reset the volume counter for the subscriber. The
default value is None, meaning that no volume counter will be reset.

In the Reset At field, enter the hours, minutes and seconds (default 0, 0, 0 respectively). This is the
absolute time when the volume counter for subscriber will be reset. This field is applicable when
Daily Reset is set to Absolute Time.

The interval format is HH MM SS, where:

e HH is the hour, 0-23
e MM is Minute, 0-59
e SSis Second, 0-59

Filter Conditions Expert View

Threshold:
Daily Reset:
Reset At:

Last Updated:

[m]

VOLUME_ORIG_FILTER

Volume Filter

+ | Volume

» | originator

roo|1024

v |3600

> 200

+ | Absolute Time

.

2017-11-16 19:49:11

Note: While doing configuration of this field from t p_shel |, the user needs to provide the
duration ( HHMMSS) inf af Vol uneDai | yReset Ti meHour ,f af Vol uneDai | yReset Ti neM nut e
and f af Vol uneDai | yReset Ti neSecond fields.

10.3.7 Add a Bulk Condition
When adding a bulk condition:

Note: Certain parameter changes in the bulk filter condition may take a long time to effect due to the
large state that is kept in the filters. Especially when the filter is full (has the maximum amount of
memory state), it can take quite some time for the changes to take effect (sometimes 30 minutes or
more).

1. From the Field list, select the message field to evaluate; the default and most commonly used field
is Orig.
Refer to Message Field Options for a complete list of available message fields and descriptions.

2. In the Threshold box, enter the minimum number of seconds (0-999,999) to mark a message as
bulk (defaults to 10).

When the average time span between messages is lower than this threshold, the message is regarded
as bulk and the condition returns false.

3. Inthe Window Size box, enter the window size (0-999,999) used to calculate the average timespan
(defaults to 64).
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This is the filter constant for the auto-regressive low-pass filter, which is based on the following
algorithm:

new value = old_value * C + window size * (1 - O
Where:
* W ndow_si ze is the timepan between two subsequent messages

* W ndowis this parameter
e C = exp(-tinespan/w ndow)

The larger the window size, the slower the low-pass filter becomes; that is, the less responsive the
filter becomes to quick changes in value.
In the Expiration Period box number of seconds (0-999,999) before a record expires (default 3600).

When a record matches, the FAF updates the record’s timestamp. When the timestamp is older
than the expiration time, the FAF deletes the record.

10.3.8 Add a Spread Condition

When adding a spread condition:

1.

In the Max. Subscribers box, enter the maximum number of subscriber numbers the spread filter
can contain. Entries are replaced on a least recently used (LRU) basis. This variable can only be
changed when the admin state is i nact i ve. The valid range is 1-64800000 and the default value
is 864000.

In the Recipient Count box, enter the size of the recipient bitmap. The recipients are hashed via
hash function to an entry in the recipient bitmap. This variable can only be changed when the
admin stateisi nact i ve. The valid range is 0-99999 and the default value is 1000. It is recommended
to set this to at least thrice the size of the Recipient Limit.

In the Search Limit box, enter the number of records to search for a free slot in the maintained
subscriber list by the Spread filter where the new record can be inserted. The starting point of the
search in the list will be the index calculated on the basis of hash value of the Originator contained
in the message. Increasing this value will increase the accuracy of search in the subscriber list but
will also increase CPU time for the spread filter. This variable can only be changed when the admin
state is i nact i ve. The valid range is 1-999 and the default value is 16.

In the Message Limit box, enter the limit of number of messages per subscriber. If the number of
total sent messages exceeds this value, the number of entries in the recipient bitmap is counted.
This variable can be changed when the admin state is act i ve. The valid range is 0-2147483647
and the default value is 1000.

In the Recipient Limit box, enter the limit of different entries in the recipient bitmap that
approximates the number of different recipients the originator has sent their messages to. If both
this limit and the Message Limit are exceeded, then the spread filter returns true. This variable can
be changed when admin state is active. Valid range is (0-9999) and the default value is 300.

From the Reset At field, select Daily to reset the spread filter daily, select Weekly to reset the
spread filter weekly, or select Monthly to reset the spread filter monthly. Default is Daily.

From the Day of the Week field, select a day of week to reset the spread filter weekly. Default is
Monday. This field is applicable only if Reset At is set as Weekly.

From the Day of the Month field, select a day of month to reset the spread filter monthly. Default
is 1. This field is applicable only when Reset At is set to Monthly.
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9.

In the Reset Time field, enter the hours, minutes and seconds (default 0, 0, 0 respectively). This is
the absolute time when the spread filter will be reset.

The interval format is HH MM SS, where:

¢ HHis the hour, 0-23
e MMis the minute, 0-59
e SSis the second, 0-59

Note: While doing the configuration of this field from t p_shel | , the user needs to provide the
duration (HHWVSS) in the fields f af Spr eadReset Ti meHour , f af Spr eadReset Ti mreM nut e
and f af Spr eadReset Ti neSecond.

10.3.9 Add a Delta Condition

When adding a delta condition:

1.

In the Max. Subscribers box, enter the maximum number of subscriber numbers the delta filter
can contain. Entries are replaced on a least recently used (LRU) basis. This variable can only be
changed when the admin state is i nact i ve. The valid range is 1-64800000 and the default value
is 864000.

In the Search Limit box, enter the number of records to search for a free slot in the maintained
subscriber list by the Delta filter where the new record can be inserted. The starting point of the
search in the list will be the index calculated on the basis of hash value of the MSISDN contained
in the message. Increasing this value will increase the accuracy of search in the subscriber list but
will also increase CPU time for the delta filter. This variable can only be changed when the dmin
state is i nact i ve. The valid range is 1-999 and the default value is 16.

In the Recv Send Percent box, enter the ratio percentage between SMS received and SMS sent by
a subscriber. If the ratio percentage is equal to or lesser than the configured value of this field and
the total number of messages for that subscriber reaches a value equal to or greater than the value
of configured Message Limit, the filter matches. This variable can be changed when the admin
state is act i ve. The valid range is 0-100 and the default value is 5.

In the Message Limit box, enter limit of number of messages per subscriber. If the number of total
messages (send + receive) is equal to or above this value and the ratio percentage between SMS
received and SMS sent is lower than or equal to the configured value of field Recv Send Percent,
the Delta filter returns true. This variable can be changed when the admin state is act i ve. The
valid range is 0-2147483647 and the default value is 1000.

From the Reset At field, select Daily to reset the delta filter daily, select Weekly to reset the delta
filter weekly, or select Monthly to reset the delta filter monthly.

From the Day of the Week field, select a day of week to reset the delta filter weekly. This field is
applicable only if Reset At is set as Weekly.

From the Day of the Month field, select a day of month to reset the delta filter monthly. This field
is applicable only when Reset At is set to Monthly.

In the Reset Time field, enter the hours, minutes and seconds (default 0, 0, 0 respectively). This is
the absolute time when the delta filter will be reset.

The interval format is HH MM SS, where:

e HHis the hour, 0-23
e MMis the minute, 0-59
e SSis the second, 0-59
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Note: While doing the configuration of this field from t p_shel | , the user needs to provide the
duration (HHMVBS) in the fields f af Del t aReset Ti meHour , f af Del t aReset Ti neM nut e and
f af Del t aReset Ti meSecond.

10.4 Create an Advanced Filter List

Use filter lists with the FAF’s content condition type to filter certain words or phrases.

To create a filter list:

1.

S G w

In the left navigation bar, select Advanced Filters [J Lists.
The Filter List tab appears.

Click Add New.

A new Filter List tab appears.

Enter a unique name for the list in the Name box (up to 31 characters).

Optionally enter a description of the list in the Description box.

In the Text box, enter the word(s) and/or phrase(s) the FAF should detect, each on a separate line.
Click Save.

The MGR creates the filter list and closes the tab.
Activate the list.
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11.1 Introduction

Manage billing profiles and billing properties for all types of traffic. The MGR supports the following
billing file formats:

Formatted call detail record (FDCR)

Nokia call detail record (NCDR)

Ericsson call detail record (ECDR)

Comverse call detail record (CCDR)

Ss8 call detail record

Logica call detail record (LCDR)

Huawei comma-separated values (CSV) call detail record (HCDR)
CCDR 3G Format (CCDRG)

11.2 Configuring Prepaid Billing

When your system includes the eXternal Service Short Message Copy (XS-CPY) and/or eXternal
Service Short Message Forward (XS-FWD) component, you can implement prepaid billing for messages
that are copied or forwarded.

Prerequisites:

EC application

To configure prepaid billing:

1.

In the left navigation bar, select Billing [0 Pre-paid Billing O Properties.

The Pre-paid Billing Properties tab appears.

From the Originator Copy Billing Application list, select the EC application to use for billing
originator-requested (MO) copies.

If the RTR should ignore a negative billing result (that is, the PBC returning "false") for the MO
copy and the XS-CPY service should continue, select Ignore Negative Billing Result.

From the Recipient Copy Billing Application list, select the EC application to use for billing
recipient-requested (MT) copies .

If the RTR should ignore a negative billing result (that is, the PBC returning "false") for the MT
copy and the XS-CPY service should continue, select Ignore Negative Billing Result.

From the Unc. Forwarding Billing Application list, select the EC application to use for billing
unconditional forwarding

From the Cond. Forwarding Billing Application list, select the EC application to use for billing
conditional forwarding

If the RTR should ignore a negative billing result (that is, the PBC returning "false") for forwarding
and the XS-FWD service should continue, select Ignore Negative Billing Result.

From the Recipient Copy to Email Billing Application list, select the EC application to use for
billing recipient-requested copies to e-mail address(es).
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10. If the RTR should ignore a negative billing result (that is, the PBC returning "false") for the recipient
copy to e-mail and the XS-CPY service should continue, select Ignore Negative Billing Result.

11. From the Unc. Forward to Email Billing Application list, select the EC application to use billing
unconditional forwarding to email address(es).

12. If the RTR should ignore a negative billing result (that is, the PBC returning "false") for unconditional
forwarding to email and the XS-FWD service should continue, select Ignore Negative Billing
Result.

13. Click Save.
The MGR saves the billing properties and closes the tab.

Pre-paid Billing Properties

Originator Copy Billing Application: = | PBCEC Application |E]
Ignore Negative Billing Result: N
Recipient Copy Billing Application: -~ |PBCEC Application E
Ignore Negative Billing Result: LI |
Unc. Forwarding Billing Application: - | Don'tCharge E'
Cond. Forwarding Billing Application: ~ | Don't Charge E
mEemeeL o o =]
Ignore Negative Billing Result: v
Unc. Forward to ir:::::::::}n"g: . —p— |E]
Ignore Negative Billing Result: L]
Last Updated: 1970-01-01 01:00:00

Figure 26: Prepaid billing properties

11.3 Configuring Post-Paid Billing

This section describes the configuration of post-paid billing.

11.3.1 Creating Billing Profiles
To create a billing profile:

1. In the left navigation bar, select Billing [l Post-paid Billing 0 Profile.
The Billing Profile tab appears.

2. Click Add New.
A new Billing Profiles tab appears.

3. Enter a unique name for the billing profile in the Name box.
4. Optionally enter a description of the billing profile in the Description box.

5. In the Processing Directory box, enter the directory in which to store the billing files while they
are being created (defaults to / var / Text Pass/ pr ocessi ng).
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6.

10.

11.

12.

13.

14.

15.

16.
17.

18.

Note: In a multi-instance setup, the processing directory should be specific to the user, i.e. where
the billing files for a particular user need to be stored during creation.

In the Finished Directory box, enter the directory in which to store the billing files after they are
created (defaults to / var / Text Pass/ bi | I i ng).

Note: In a multi-instance setup, the finished directory should be specific to the user, i.e. where the
billing files for a particular user need to be stored.

In the Copy 1 of Finished Directory through Copy 9 of Finished Directory boxes, enter directories
in which to created hard links to the billing files in the finished directory (by default, there are no
copies of the finished directory).

Note: The finished directory and all finished directory copies must be on the same disk partition
as the processing directory.

In the Filename Template box, enter the template that will be used to name the billing files (defaults
to cdr _%h_%J_ %r%erdel_%0AWE_93. dat ).

Important: If multi-instances of RTR are running on the same node, then it is important to include
the %4J escape sequence, which will be translated to UID (operating system user identifier). This
ensures that multiple components will not try to create billing files with identical names.

In the Max. File Size box, enter the maximum size of a billing file in bytes (defaults to 1048576
bytes, which is 1 MB). The range is 1024 byes (1 KB) to 1073741824 bytes (1 GB).

In the Max. File Duration box, enter the maximum duration of a billing file in seconds (defaults
to 3600 seconds, which is 1 hour). The range is 1 second to 2,678,400 seconds (1 month).

In the Max. File Records box, enter the maximum number of records to allow in a billing file
(defaults to 10000 records). The range is 1 record to 10,000,000 records.

In the Starting Sequence Number box, enter the number with which to start the billing file
numbering sequence (defaults to 0).

Select one or more types of messages that this billing profile applies to from the Affected Message
Types list.

If this billing profile should be restricted to successful deliveries, select Applicable For Successful
Cases Only (disabled by default).

Select Use SMPP SAR info. if the concatenation information received in the SMPP SAR TLVs is
to be used to store the UDH information in the CDRs. This field is not applicable for Comverse
CDRs. (disabled by default).

Select the file format for this billing profile from the File Format list.
Click Save.

The MGR saves the billing profile and closes the tab.
Activate the profile.

Release 17.4 Revision B, March 2019 290



MGR Operator Manual

Billing Profiles

Index:

Name:

Description:

Processing Directory:
Finished Directory:

Copy 1 Of Finished Directory:
Copy 2 Of Finished Directory:
Copy 3 Of Finished Directory:
Copy 4 Of Finished Directory:
Copy 5 Of Finished Directory:
Copy 6 Of Finished Directory:
Copy 7 Of Finished Directory:
Copy 8 Of Finished Directory:
Copy 9 Of Finished Directory:
Filename Template:

Max. File Size:

Max. File Duration:

Max. File Records:

Starting Sequence Number:

Affected Message Types:

Applicable For Successful Cases Only:
Use SMPP SAR info.:

File Format:
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Figure 27: Post-paid billing profile

11.3.1.1 Billing File Name Template

Use the following case-sensitive variables to construct the billing file name template:

Variable Description

%Y Year formatted with four digits (for example, 2008)

Yoy Year formatted with two digits (for example, 08)

Yom Month formatted with two digits (for example, 01 for January and 10 for
October)

Y%d Day formatted with two digits (for example, 01 for the first day of May and
31 for the last day of May)

%H Hour in 24-hour time format

%M Minutes

%S Seconds

%h Host name
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Variable Description
%U UID (operating system user identifier) of the user from which RTR process
is running
Yoi Value of the bi | | i ngi d parameter in the semi-static configuration file
%1 One-digit sequence number
%2 Two-digit sequence number
%3 Three-digit sequence number
%4 Four-digit sequence number
%5 Five-digit sequence number
%6 Six-digit sequence number
%7 Seven-digit sequence number
%8 Eight-digit sequence number
Y%on5 Number of records (lines) in the file, in five digits (HCDR only)
%n6 Number of records (lines) in the file, in six digits (HCDR only)
%n7 Number of records (lines) in the file, in seven digits (HCDR only)
%n8 Number of records (lines) in the file, in eight digits (HCDR only)
%n9 Number of records (lines) in the file, in nine digits (HCDR only)

Sample File Names

For example, the default file name template, cdr _%h_%r%nde_%P0aE_%3. dat,
results in the following files:

e cdr_sout hhost _20080830_023145_111. dat
e cdr_sout hhost 20080831 141020_112. dat
e cdr_sout hhost 20080901 220500 113. dat

Sample File Names (on multi-instance setup)

For example, the default file name template for t ext pass user,
cdr _%_%J %r%ie_%PewE 98. dat, results in the following files:

e cdr_southhost_200_20080830_023145_111. dat
e cdr_sout hhost 200 20080831 141020 _112. dat
e cdr_sout hhost _200_20080901 220500_113. dat

11.3.1.2 Billing File Formats

This section describes the customisable properties of CDRs.
11.3.1.2.1 Formatted Call Detail Record (FCDR)

This section lists the customizable properties for formatted call detail records (FCDRs).
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Customizable Status Fields

You can customize the following status fields:

Field Description Default

Not Delivered Value to use in the FCDR Status field when a message is not | Submitted
Status sent to an application due to decimation or because a rule
with an action to discard with ACK was applied

Mt Sri Only Status | Value to use in the FCDR Status field when an SRI-SM was | Deleted
executed for an MT delivery attempt (AO-MT or MO-MT)

Mt Failed Status | Value to use in the FCDR Status field when an MT delivery | Submitted
attempt failed

Mt Success Status | Value to use in the FCDR Status field when an MT delivery | Delivered
attempt succeeded

Address Formats

The FCDR address format fields can have the following formats:

Format

Description

Transparent

The RTR passes the address to its destination in the same format as received
in the original message.

National

Before passing the address to its destination, the RTR converts national
addresses to national format, including the trunk prefix (0); for example,
06309303100. The RTR converts international addresses to international
format, including the international prefix (00); for example, 00380676750000.
In these cases, the TON is unknown and the NPI is E164. Short numbers
are not converted.

International

Before passing the address to its destination, the RTR converts the address
to international format, excluding the international prefix (00); for example,
31627093038. In these cases, the TON is international and the NPI is E164.
Short numbers are not converted.

Customizable Address Fields

You can customize the following FCDR address format fields:

Field

Description Default

Format Orig Address

How the origAddress field should be specified in the | Transparent
CDR

Format Orig Address GSM | How the origAddressGSM field should be specified | Transparent

in the CDR
Format Recip Address How the recipAddress field should be specified in the [ Transparent
CDR
Format Recip Address How the recipAddressGSM field should be specified | Transparent
GSM in the CDR
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or i gAddr essGSMfields of FCDRs for AO messages
shall always contain the originating application's short
number rather than the originator address indicated
in the message.

By default, this property is set to 'false' (cleared). When
set to 'true’ (selected), the short code of the originating
application will be used, unless the message is flagged
as 'billing on behalf of' (BOBO). In that case the
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Field Description Default
Format Notif Address How the notifAddress field should be specified in the [ Transparent

CDR
Format Notif Address How the notif AddressGSM field should be specified | Transparent
GSM in the CDR
Format Ogti Address How the ogtiAddress field should be specified in the | Transparent
CDR
Format Ogti Address GSM | How the ogtiAddressGSM field should be specified | Transparent
in the CDR
Format Dgti Address How the dgtiAddress field should be specified in the | Transparent
CDR
Format Dgti Address GSM | How the dgtiAddressGSM field should be specified |Transparent
in the CDR
Format Calling LineId | How the callingLineld field should be specified in the | Transparent
CDR
Format Calling Line Id How the callingLineldGSM field should be specified | Transparent
GSM in the CDR
Customizable ASN.1 Fields
You can customize the following SMSC-compatible ASN.1 fields:
Field Description Default
Encrypt User Data Controls whether the user Dat a part of the Cleared
smeCont ent s will be encrypted. By default, this
property is set to 'false'. It requires the
I i cGenEncr ypt User Dat a license to be set to 'true’.
Note: Encrypt User Data is supported only if Lang
and SMS Content fields are included in the FCDR
Billing Profile.
Use AO for consolidation | For AO-AT routing, controls whether the FCDR's Cleared
for AO AT consol i dati on field is set to the consol i dat i on
field of the destination application (cleared) or of the
originating application (selected).
US? Short Number as Controls whether the or i gAddr ess and Cleared
Originator for AO
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Field

Description

Default

originator address as indicated in the message will be
used.

Inc. Charge Info

Proprietary field only used for NewNet native
Diameter. This field controls whether the char gel nf o
field should be included in the CDR (only applies
when PBC is in use with the NewNet native Diameter
protocol).

Cleared

Inc. Originator Cell Id

Proprietary field that controls whether the

ori gi nat or Cel | I d field should be included in the
CDR (only applies to Mobile Originated flows and
visible in GUI when MAP-ATI bit in license is enabled).

Cleared

Inc. Recipient Cell Id

Proprietary field that controls whether the

reci pi ent Cel | | d field should be included in the
CDR (only applies to Mobile Terminated flows and
visible in GUIl when MAP-ATI bit in license is enabled).

Cleared

Inc. Originating App.
Charging Units

Controls whether the

ori gi nat or Appl i cati onChar gi ngUni t s field
should be included in the CDR (only applies when
PBC is in use).

Cleared

Inc. Recipient App.
Charging Units

Controls whether the

reci pi ent Appl i cati onChar gi ngUni t s field
should be included in the CDR (only applies when
PBC is in use).

Cleared

Subscriber Status

Proprietary field that controls whether the
subscri ber St at us field should be included in the
CDR (only applies when PBC is in use).

Cleared

Subscriber Status Of
Recipient

Proprietary field that controls whether the
subscri ber St at usOf Reci pi ent field should be
included in the CDR (only applies when PBCis in use).

Cleared

Prepaid Result Code

Proprietary field that controls whether the

pr epai dResul t Code field should be included in the
CDR (only applies when PBC is in use with the
Diameter protocol).

Cleared

Prepaid Billing State

Proprietary field that controls whether the
prepai dBi | | i ngSt at e field should be included in
the CDR (only applies when PBC is in use).

Cleared

Prepaid Billing State Of
Recipient

Proprietary field that controls whether the

prepai dBi | | i ngSt at eOf Reci pi ent field should
be included in the CDR (only applies when PBC is in
use).

Cleared

Inc. Smsc Presentation
Address

Proprietary field that controls whether the
snecPresent at i onAddr ess field should be
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Field Description Default
included in the CDR (only applies to the MT-MT
routing path).
Inc. Smsc Presentation Proprietary field that controls whether the Cleared

Address Gsm

smscPresent at i onAddr ess GSMfield should be
included in the CDR (only applies to the MT-MT
routing path), formatted according to TS 3GPP 23.040.

Inc. Orgl Orig Address

Controls whether the or gl Ori gAddr ess field should
be included in the CDR.

Selected

Inc. Orgl Orig Address | Controls whether the or gl Ori gAddr essGSMfield | Selected
Gsm should be included in the CDR, formatted according
to TS 3GPP 23.040.
Inc. Orgl Recip Address | Controls whether the or gl Reci pAddr ess field Selected
should be included in the CDR.
Inc. Orgl Recip Address | Controls whether the or gl Reci pAddr essGSMfield | Selected
Gsm should be included in the CDR, formatted according
to TS 3GPP 23.040.
Inc. Orgl Notif Address [ Controls whether the or gl Not i f Addr ess field Selected
should be included in the CDR.
Inc. Orgl Notif Address [ Controls whether the or gl Not i f Addr essGSMfield | Selected
Gsm should be included in the CDR, formatted according
to TS 3GPP 23.040.
Inc. External Attributes | Proprietary field that controls whether the Cleared
external Attri but es field should be included in
the CDR (only applies when an ECI application has
set or reset attributes in the response).
Inc. Cimd Priority Proprietary field that controls whether the Cleared
ci mdPri ori ty field should be included in the CDR
(only applies to AO messages submitted by a CIMD
application).
Inc. Cimd Service Proprietary field that controls whether the Cleared
Description ci mdPriority field should be included in the CDR
(only applies to AO messages submitted by a CIMD
application).
Inc. Cimd Tariff Class Proprietary field that controls whether the Cleared
ci ndTari f f O ass field should be included in the
CDR (only applies to AO messages submitted by a
CIMD application).
Inc. Orig Address Controls whether the or i gAddr ess field should be | Selected

included in the CDR.

Inc. Orig Address Gsm

Controls whether the or i gAddr ess GSMfield should
be included in the CDR, formatted according to TS
3GPP 23.040.

Selected
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included in the CDR.

Field Description Default

Inc. Recip Address Controls whether the r eci pAddr ess field should be | Selected
included in the CDR.

Inc. Recip Address Gsm | Controls whether ther eci pAddr ess GSMfield should | Selected
be included in the CDR, formatted according to TS
3GPP 23.040.

Inc. Submit Date Controls whether the r eci pDat e field should be Cleared
included in the CDR.

Inc. Submit Time Controls whether the r eci pTi ne field should be Cleared
included in the CDR.

Inc. Status Controls whether the st at us field should be included | Selected
in the CDR.

Inc. Termin Date Controls whether the t er mi nDat e field should be | Selected
included in the CDR.

Inc. Termin Time Controls whether the t er mi nTi ne field should be | Selected
included in the CDR.

Inc. Length Of Message | Controls whether the | engt hOf Message field should | Selected
be included in the CDR.

Inc. Prio Indicator Controls whether the pri ol ndi cat or field should |Selected
be included in the CDR.

Inc. Validity Period Controls whether the val i di t yPer i od field should | Cleared
be included in the CDR.

Inc. Defer Indicator Controls whether the def er | ndi cat or field should | Cleared
be included in the CDR.

Inc. Defer Period Controls whether the def er Per i od field should be |Cleared
included in the CDR.

Inc. Notif Indicator Controls whether the not i f | ndi cat or field should | Selected
be included in the CDR.

Inc. Notif Address Controls whether the not i f Addr ess field should be | Selected
included in the CDR.

Inc. Notif Address Gsm | Controls whether the not i f Addr ess GSMfield should | Selected
be included in the CDR, formatted according to TS
3GPP 23.040.

Inc. Virtual SMSC Id Controls whether the vsnscl d field should be Selected
included in the CDR.

Inc. Virtual SMSC Type | Controls whether the vsnscType field should be Selected
included in the CDR.

Inc. Dgti Address Controls whether the dgt i Addr ess field should be |Cleared
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Field Description Default
Inc. Dgti Address Gsm | Controls whether the dgt i Addr essGSMfield should | Cleared
be included in the CDR, formatted according to TS
3GPP 23.040.

Inc. Dest Point Code Controls whether the dest Poi nt Code field should |Cleared
be included in the CDR.

Inc. Ogti Address Controls whether the ogt i Addr ess field should be | Selected
included in the CDR.

Inc. Ogti Address Gsm | Controls whether the ogt i Addr ess GSMfield should | Selected
be included in the CDR, formatted according to TS
3GPP 23.040.

Inc. Orig Point Code Controls whether the or i gPoi nt Code field should [ Selected
be included in the CDR.

Inc. Orgl Submit Date Controls whether the or gl Subni t Dat e field should | Selected
be included in the CDR.

Inc. Orgl Submit Time Controls whether the or gl Submi t Ti ne field should | Selected
be included in the CDR.

Inc. Transparent Pid Controls whether the t r anspar ent Pi d field should | Selected
be included in the CDR.

Inc. Mesg Reply Path Controls whether the mesgRepl yPat h field should [ Selected
be included in the CDR.

Inc. Intl Mobile Sub Id Controls whether thei nt | Mobi | eSubl d field should | Cleared
be included in the CDR.

Inc. Calling Line Id Controls whether the cal | i ngLi nel d field should [Cleared
be included in the CDR.

Inc. Calling Line Id Gsm | Controls whether the cal | i ngLi nel dGSMfield Cleared
should be included in the CDR, formatted according
to TS 3GPP 23.040.

Inc. Consolidation Controls whether the consol i dat i on field should |Selected
be included in the CDR.

Inc. Port Number Controls whether the por t Nunber field should be | Selected
included in the CDR.

Inc. Aser Controls whether the aser field should be included |Cleared
in the CDR.

Inc. Mser Controls whether the nser field should be included |Cleared
in the CDR.

Inc. Nser Controls whether the nser field should be included |Cleared
in the CDR.

Inc. Xser Controls whether the xser field should be included |Cleared
in the CDR.
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Field Description Default
Inc. XS Message Type Proprietary field that controls whether the Cleared
xsMessageType field should be included in the CDR.

Inc. Orig Intl Mobile Sub | Controls whether the or i gl nt| Mobi | eSubl d field | Selected

Id should be included in the CDR.

Inc. XS Tie Billing Id Proprietary field that controls whether the Cleared
xsTi eBi | i ngl d field should be included in the
CDR (only applies when XS-TIE is in use).

Inc. Furnish Charging Info | Controls whether the Camel-specific Cleared
f ur ni shChar gi ngl nf o field should be included in
the CDR.

Inc. Bill Id Controls whether the bi | | | d field should be included | Cleared
in the CDR.

Inc. Recipient RN Proprietary field that controls whether the Cleared
Reci pi ent Rout i ngNunber field should be included
in the CDR.

Inc. Pp Pser Controls whether the ppPser field should be included | Cleared
in the CDR.

Inc. Cm Reference Nr Controls whether the cnRef er enceNr field should |Cleared
be included in the CDR.

Inc. Current Segment Controls whether the cur r ent Segnent field should [ Cleared
be included in the CDR.

Inc. Segments Total Controls whether the segnment sTot al field should [Cleared
be included in the CDR.

Inc. Lang Controls whether the | ang field should be included |Cleared
in the CDR.

Inc. Sme Reference Controls whether the sneRef er ence field should be | Cleared
included in the CDR.

Inc. SMS Content Dcs Controls whether the smsCont ent Dcs field should | Cleared
be included in the CDR.

Inc. SMS Contents Controls whether the smsCont ent s field should be | Cleared

included in the CDR.

Note: In order to display the content correctly, the
following points must be considered:

1. "Inc. SMS Content Dcs" must also be selected.

2. "License option
I 'i cTpf Loggi ngTr anspar ent User Dat aLevel . 0"
must be set to 0.

Note: If the encryption feature is enabled and applied
for this profile, the user data will be encrypted. In order
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Field Description Default
to display the encrypted content, the following points
must be considered:
1. "Encrypt User Data" must also be selected.
2. "License option | i cGenEncr ypt User Dat a. 0"
must be set to true.
3. Lang and SMS Content fields should be included.
Inc. Message Reference | Controls whether the nessageRef er ence field Cleared
should be included in the CDR.
Inc. Originator Lasn Controls whether the or i gLASN field should be Cleared
included in the CDR.
Inc. Recipient Lasn Controls whether the r eci pLASN field should be Cleared
included in the CDR.
Inc. Orig Msg Id Controls whether the or i gMsgl Dfield should be Cleared
included in the CDR.
Inc. Service Type Controls whether the ser vi ceType field should be [Cleared
included in the CDR.
Inc. Untransl Orig Controls whether the unt r ansl Or i gAddr ess field | Cleared
Address should be included in the CDR.
Inc. Untransl Orig Controls whether the unt r ansl Ori gAddr essGSM | Cleared
Address Gsm field should be included in the CDR.
Inc. Untransl Recip Controls whether the unt r ans| Reci pAddr ess field | Cleared
Address should be included in the CDR.
Inc. Untransl Recip Controls whether the unt r ansl Reci pAddr ess GSM| Cleared
Address Gsm field should be included in the CDR.
Inc. Tp Dcs Controls whether the t pDCS field should be included | Cleared
in the CDR.
Inc. Generic Urgency Controls whether the gener i cUr gencylLevel field | Cleared
Level should be included in the CDR.
Address Information Controls whether the FCDR fields of the type 'address | Cleared
Includes Msisdn Utf8 information' contain a subordinate msi sdnUTF8 field
or not.
%?ecésscfr? Last Failure Controls whether the ss8Last Fai | ur eReason field Cleared
should be included in the CDR.
Note: This field is a proprietary field defined by
NewNet.
Inc. Delivery Attempts | Controls whether the del i ver yAt t enpt s field Cleared

should be included in the CDR.
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Field Description Default
Inc. Originator SSI Controls whether the or i gi nat or Ssi field should |Cleared

be included in the CDR.
Inc. Recipient SSI Controls whether ther eci pi ent Ssi field should be | Cleared
included in the CDR.
Inc. Signature Present Controls whether the si gnat ur ePr esent field Cleared
should be included in the CDR.
{? < ?bfigipator t PANI Controls whether the Originator User-Equipment Cleared
sermquipmen P-Access-Network-Info header field
(ori gi nat or Pani UE) should be included in the CDR.
Note: It is applicable only for IPSM-GW Transport
Level Interworking.
Inc. Originator Network | Controls whether the Originator Network-Provided | Cleared
Provided PANI P-Access-Network-Info header field
(ori gi nat or Pani NP) should be included in the CDR.
Note: It is applicable only for IPSM-GW Transport
Level Interworking.
Inc. Originator PCNI Controls whether the Originator Cleared
P-Cellular-Network-Info header field
(ori gi nat or Pcni ) should be included in the CDR.
Note: It is applicable only for IPSM-GW Transport
Level Interworking.
Inc. Recipient Controls whether the Recipient Network-provided | Cleared
Network-Provided PANI | P-Access-Network-Info header field
(reci pi ent Pani Np) should be included in the CDR.
Note: It is applicable only for IPSM-GW Transport
Level Interworking.

11.3.1.2.2 Nokia Call Detail Record (NCDR)

You can customise the following properties for Nokia call detail records (NCDRs).
Property Description Default
Format Version File format version to use to create NCDRs scbb-cd3
Inc. Format Version | Controls whether to include the file format version in the | Selected

header of CDR blocks
Close Empty File Controls whether empty CDR files (that is, files that only | Selected
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(when 0, the event is not included)

Property Description Default

Use Gmt Timestamp | Controls whether the timestamp in the CDR records will | Cleared
be in GMT time (otherwise, they will be in local time)

Min Tariff Class Minimum threshold for the tariff class; only tariff classes | 0
greater than or equal to this value will be included in the
CDR recorded

Default Tariff Class | Default tariff class to use for CDR records 1

Fallback Tariff Class | Tariff class to use for messages that are delivered through | 0
the fallback leg of the routing path

Default Service Default service description to use when creating CDR |1

Description records

Record Type Submit * | Value to place in the record_type field for Submit events | 1
(when 0, the event is not included)

Record Type Deliver * | Value to place in the record_type field for Deliver events | 2
(when 0, the event is not included)

Record Type Receive * | Value to place in the record_type field for Receive events | 3
(when 0, the event is not included)

Record Type Deleted * | Value to place in the record_type field for Deleted events | 4
(when 0, the event is not included)

Record Type Status 1 * | Value to place in the record_type field for Statusl events | 7
(when 0, the event is not included)

Record Type Status 2 * | Value to place in the record_type field for Status2 events | 8
(when 0, the event is not included)

Record Type Expired * | Value to place in the record_type field for Expired events | 9

* Ensure that each of these properties has a unique value.

Note: Nokia CDR billing profile supports the creation of notification CDR for the status report only.
Thus, no NCDR will be created for the AT Notification.

11.3.1.2.3 Ericsson Call Detail Record (ECDR)

You can customise the following properties for Ericsson call detail records (ECDRs).

Note: Some of these fields contain values which the RTR cannot compute (for example, location
information or IMEI). The values of these fields can be specified by the operator and are present to
make integration with billing systems that require these fields possible.

Property

Description

Default

Use Blocks

Indicator specifying whether or not to use block
CDRs. Blocking support is only implemented
for the Ericsson CDR format.

false
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Property Description Default

Normally, CDRs are emitted into the CDR file,
one after the other. With blocking enabled CDRs
are written to the CDR file one after the other
in blocks, where only complete CDRs are fitted
ina block. No CDR is permitted to cross a block
boundary (specified by Block Size).

If a CDR does not fit a block, the rest of the block
is padded with zero byte padding at the end,
including the final block. As a result, no matter
what maximum block size is specified, you
always get a file size which is a positive integer
multiple of the block size.

Block Size Specifies the block size in the range of 512 to | 2048 bytes
65535 bytes. Only applicable when Use Blocks
is set to true.

Record Type msOriginatingSmsInSmsIwMsc

Which Ericsson CDR record type to use:

¢ msOriginatingSmsInMsc

¢ msOriginatingSmsInSmsIwMsc
¢ msTerminatingSmsInMsc

¢ msTerminatingSmsInSmsGmsc

A record type represents a selection of the
available ECDR fields. Refer to ECDR Record
Type Mapping for a mapping of each ECDR field
to the applicable record type.

Tac Tsc Value to place in the TSCsubfield within the |3
TAC field

Tac Tos Value to place in the TOS subfield within the |2
TAC field

Tac Toi Value to place in the TO subfield within the |9
TAC field

Type Of Calling | Value to use for the 1
Subscriber TypeO Cal | i ngSubscri ber field

Charged Party chargingOfCallingSubscriber

Value to use for the Char gedPar t y field:

¢ chargingOfCallingSubscriber
* chargingOfCalledSubscriber
¢ noCharging

Origin For Value to use for the or i gi nOf Char gi ng field |0
Charging

Exchange Identity | Exchange Identity MSC
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Property Description Default
Incoming Route | Value to use for the i ncomi ngRout e field ROUTE
Outgoing Route | Value to use for the out goi ngRout e field ROUTE
Gsm Tele Service Value to use for the gsniTel eSer vi ceCode moSms
Code .
field:
e allSms
e mitSms
* moSms
Inc. Tac Controls whether to include the TACfield in the | Selected
CDR
Inc. Call Controls whether to include the Selected
Identification Cal | I denti fi cati onNunber field in the
Number CDR
Inc. Record Controls whether to include the Selected
Sequence Number | Recor dSequenceNunber field in the CDR
Inc. Date For Start | Controls whether to include the Selected
Of Charge Dat eFor St art OF Char ge field in the CDR
Inc. Time For Start | Controls whether to include the Selected
Of Charge Ti meFor St art OF Char ge field in the CDR
Inc. Charged Party | Controls whether to include the Char gedPar t y | Selected
field in the CDR
Inc. Exchange Controls whether to include the Selected
Identity Exchangel dent i ty field in the CDR
Inc. Msc Controls whether to include the Selected
Identification Mscl denti fi cati on field in the CDR
Inc. Gsm Tele Controls whether to include the Selected
Service Code Gsniel eSer vi ceCode field in the CDR
Inc. Service Centre | Controls whether to include the Selected
Address Ser vi ceCent r eAddr ess field in the CDR
Inc. Msc Number | Controls whether to include the MscNunber Selected
field in the CDR
Inc. Called Party | Controls whether to include the Selected
Number Cal | edPar t yNunber field in the CDR
Inc. Called Controls whether to include the Selected
Subscriber Imsi Cal | edSubscri berl msi field in the CDR
Inc. Incoming Controls whether to include the Selected

Route

I ncomi ngRout e field in the CDR
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Property Description Default
Inc. Outgoing Controls whether to include the Selected
Route Qut goi ngRout e field in the CDR
Inc. Origin For Controls whether to include the Selected
Charging Ori gi nFor Char gi ng field in the CDR
Inc. Type Of Controls whether to include the Selected
Calling Subscriber | TypeO Cal | i ngSubscr i ber field in the CDR
Inc. Calling Party | Controls whether to include the Selected
Number Cal i ngPart yNunmber in the CDR
Inc. Calling Controls whether to include the Selected
Subscriber Imsi Cal I i ngSubscri ber I nsi in the CDR
Inc. Number Of [ Controls whether to include the Selected
Short Messages Number OF Shor t Messages field in the CDR
Inc. Message Type | Controls whether to include the Cleared
Indicator MessageTypel ndi cat or field in the CDR
Inc. Originating | Controls whether to include the Cleared
Address Ori gi nat i ngAddr ess field in the CDR
Inc. Destination Controls whether to include the Cleared
Address Dest i nat i onAddr ess field in the CDR
Inc. Message Controls whether to include the Cleared
Reference MessageRef er ence field in the CDR
Inc. Called Controls whether to include the Cleared
Subscriber IMEI | Cal | edSubscri ber | MEl field in the CDR
Inc. Called Controls whether to include the Cleared
Subscriber IMEISV | Cal | edSubscri ber | MEI SV field in the CDR
Called Subscriber | This field specifies the Type Allocation Code | 00000000
IMEI TAC that will be used for the

Cal | edSubscri ber | MEI and

Cal | edSubscri ber | MEI SV fields
Called Subscriber | This field specifies the Serial Number that will [ 000000
IMEI SNR be used for the Cal | edSubscri ber | MEl and

Cal | edSubscri ber | MEI SV fields
Called Subscriber | This field specifies the Software Version 00
IMEI SVN Number that will be used for the

Cal | edSubscri ber | MEI SV field
Inc. Calling Controls whether to include the Cleared
Subscriber IMEI [ Cal | i ngSubscri ber | MEl field in the CDR
Inc. Calling Controls whether to include the Cleared

Subscriber IMEISV

Cal | i ngSubscri ber | MEI SVfield in the CDR.
field in the CDR
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Property Description Default
Calling Subscriber | This field specifies the Type Allocation Code [ 00000000
IMEI TAC that will be used for the

Cal i ngSubscri ber | MEI and

Cal I i ngSubscri ber | MEI SV fields
Calling Subscriber | This field specifies the Serial Number that will | 000000
IMEI SNR be used for the Cal | i ngSubscri ber | MEl and

Cal I i ngSubscri ber | MEI SV fields
Calling Subscriber | This field specifies the Software Version 00
IMEI SVN Number that will be used for the

Cal i ngSubscri ber | VeI SV field
Inc. Output Type |Controls whether to include the Qut put Type | false

field in the CDR
Output Type Specifies the value of Qut put Type field. Only noQutput

applicable when Inc. Output Type is set to true.

Valid values are:

¢ noOutput

¢ iCIOutputForCallingSubscriber

¢ iCIOutputForCalledSubscriber

¢ iCIOutputForCallingAndCalledSubscribers

e tTOutputOnly

¢ tTAndICIForCallingSubscriber

¢ tTAndICIForCalledSubscriber

¢ tTAndICIForCallingAndCalledSubscribers
Inc. Switch Controls whether to include the false
Identity Swi t chl denti ty field in the CDR
Switch Identity Specifies the value of Swi t chl denti ty field. |0

Only applicable when Inc. Switch Identity is

set to true. This field is present to make

integration with billing systems that require this

field possible. Valid values are 0 through 65535.
Inc. Frequency Controls whether to include the false
Band Supported |FrequencyBandSupport ed field in the CDR
Frequency Band Specifies the value of none
Supported

Fr equencyBandSuppor t ed field. Only
applicable when Inc. Frequency Band
Supported is set to t r ue. Valid values are:

¢ none (all bits set to 0)

* pgsm
* egsm
* pgsm-egsm
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Property Description Default

e gsm1800
¢ gsml1800-pgsm
¢ gsml1800-pgsm-egsm

Inc. First Called Controls whether to include the false
Location Cal | edLocat i onl nf or mat i on field in the
Information CDR

Mobile Country | This field specifies the Mobile Country Code | 000
Code (MCC) that will be used for the First Called
Location Information. Only applicable when
Inc. First Called Location Information is set to
true.

Mobile Network | This field specifies the Mobile Network Code | 000
Code (MNC) that will be used for the First Called
Location Information. Only applicable when
Inc. First Called Location Information is set to

true.
Location Area This field specifies the Location Area Code 0
Code (LAC) that will be used for the First Called

Location Information. Only applicable when
Inc. First Called Location Information is set to
true.

Service Area Code | This field specifies the Service Area Code (SAC) [0
that will be used for the First Called Location
Information. Only applicable when Inc. First
Called Location Information is set to true.

Inc. Last Called Controls whether to include the false
Location Last Cal | edLocat i onl nf or mat i on field in
Information the CDR

Mobile Country | This field specifies the Mobile Country Code | 000
Code (MCC) that will be used for the Last Called
Location Information. Only applicable when
Inc. Last Called Location Information is set to
true.

Mobile Network | This field specifies the Mobile Network Code | 000
Code (MNC) that will be used for the Last Called
Location Information. Only applicable when
Inc. Last Called Location Information is set to

true.
Location Area This field specifies the Location Area Code 0
Code (LAC) that will be used for the Last Called

Location Information. Only applicable when
Inc. Last Called Location Information is set to
true.
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Property Description Default
Service Area Code | This field specifies the Service Area Code that |0
(SAC) will be used for the Last Called Location
Information. Only applicable when Inc. Last
Called Location Information is set to true.
Inc. First Calling | Controls whether to include the false
Location Fi rstCal |l i ngLocat i onl nf or mat i on field
Information in the CDR
Mobile Country | This field specifies the Mobile Country Code | 000
Code (MCC) that will be used for the First Calling
Location Information. Only applicable when
Inc. First Calling Location Information is set
to true.
Mobile Network | This field specifies the Mobile Network Code | 000
Code (MNC) that will be used for the First Calling
Location Information. Only applicable when
Inc. First Calling Location Information is set
to true.
Location Area This field specifies the Location Area Code 0
Code (LAC) that will be used for the First Calling
Location Information. Only applicable when
Inc. First Calling Location Information is set
to true.
Service Area Code | This field specifies the Service Area Code (SAC) [0
that will be used for the First Calling Location
Information. Only applicable when Inc. First
Calling Location Information is set to true.
Write Composite | Indicator specifying whether not to emit false
CDR Composite CDRs
Composite CDR Specifies the value of the Composite CDR start 1
Start Tag

tag value. Valid values are 0 through 30. Only
applicable when Write Composite CDR is set
to true.

Composite CDRs are part of the Ericsson CDR
specification. ECDRs can be output as a single
CDR or as several single CDRs in sequence.
Several single CDRs in sequence are called a
Composite CDR.

What this means in practice is that there is a two
byte header, where the second byte is specified
by Composite CDR Start Tag, and a two zero
byte footer in the CDR file. Inside the header
and footer, the CDRs are back to back single
CDRs.
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Property Description Default
Note: When both blocking and composite are
on (both Use Blocks and Write Composite CDR
are set to true), the Composite CDR will start
with the two byte Composite CDR header, the
content will be block CDRs, but the final two
Composite CDR zero bytes will not be added.
11.3.1.2.3.1 ECDR Record Type Mapping
The table provides a mapping of the ECDR fields to the ECDR record types.
"X" indicates if a field is included in the record type.
ECDR Field ECDR Record Types
msOriginating | msOriginating | msTerminating [ msTerminating
SmsInMsc SmsInSmslwMsc | SmsInMsc SmsInSmsGmsc
calledPartyNumber X X
calledSubscriberIMEI
calledSubscriberIMEISV X
calledSubscriberIMSI X X
callldentificationNumber X X X
callingPartyNumber X X
callingSubscriberIMEI X
callingSubscriberIMEISV X
callingSubscriberIMSI X
chargedParty X X
dateForStartOfCharge X X X X
destinationAddress X
exchangeldentity X X X
firstCalled LocationInformation X
firstCallingLocationInformation | X
frequencyBandSupported X X
gsmTeleServiceCode X X X X
incomingRoute X
lastCalledLocationInformation X
messageReference
messageTypelndicator X
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ECDR Field ECDR Record Types

msOriginating | msOriginating | msTerminating [ msTerminating
SmsInMsc SmsinSmslwMsc | SmsInMsc SmsInSmsGmsc

mscldentification X X X X

mscNumber X

X

numberOfShortMessages

originating Address

originForCharging X

outgoingRoute

outputType

recordSequenceNumber

serviceCentreAddress

switchldentity

Tac

X X X X[ X[ X
XXX XXX X[ XXX
X X X X[ X[ X

timeForStartOfCharge

X X X X[ X[ X| X

typeOfCallingSubscriber

11.3.1.2.4 Comverse Call Detail Record (CCDR)

You can customize the following properties for Comverse call detail records (CCDRs).

Property Description Default

Inc. saOptionsIntN Controls whether to include the saOpt i onsl nt Nfield. | Selected

Inc. Prepaid Indicator | Controls whether to include the extended field containing | Cleared
the prepaid indicator (saOpt i onsChar N) in the CDR

Inc. Diameter Details | Controls whether to include the extended field containing | Cleared
Diameter billing details in the CDR

Default SM Class Specifies the value to be used in the Comverse CDR M
sm cl ass field, unless specified by another
configuration item. Valid value is one ASCII character.

AT SM Class Specifies the value to be used in the Comverse CDR M
sm cl ass field for an application-terminated (AT)
message. Valid value is one ASCII character.

Notification SM Class | Specifies the value to be used in the sm cl ass field of |N
Comverse notification CDRs. Valid value is one ASCII
character.

Alphanumeric Orig [ Indicator specifying whether an alphanumeric originator | Cleared
Allowed address is allowed to be used in Comverse CDRs or not.
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Note: In addition to the above properties, there is a semi-static configuration parameter
includeconcatenatedmsginfoinccdr that determines whether certain optional fields related to
concatenated message segments should be included in the generated CCDR records. Refer to Comuverse
Call Detail Record (CCDR) and RTR Operator Manual for more details.

11.3.1.2.5 SS.8 Call Detail Record (SCDR)

You can customise the following properties for SS.8 call detail records (SCDRs).

Property Description Default
Inc. SM Controls whether to include the SMfield in the CDR. Cleared
Inc. Orig. IMSI Controls whether to include the Originator IMSI field in | Cleared

the CDR; note that this field is relevant only for MO

messages.
Inc. Orig. MSC GT Controls whether to include the Originator MSC GT Cleared
Type and Addr. address type and Originator MSC GT address fields in

the CDR; note that this field is relevant only for MO

messages.

Inc. Dest. MSC Addr. | Controls whether to include the Destination MSC Address | Cleared
field in the CDR; note that this field is relevant only for
MT messages.

Sequence Number Current record sequence number for SCDRs (this number | 0
is incremented for each CDR that is written and is
persistent); you should only change this number while
the device is active.

File Format: - | 258 Call Detail Record v
Inc. SM: Il
Inc. Orig. IMSI: O

Inc. Dest. MSC Addr.: (|
0 |

L]
L]
Inc. Orig. MSC GT Type and Addr.: v [
L3
L3

Sequence Number:

Figure 28: MGR GUI Snapshot for SCDR Billing Profile, with Default Configuration

11.3.1.2.6 Logica Call Detail Record (LCDR)

You can customise the Logica call detail record (LCDR) format in the LCDR Custom Format field.
The field contains a sequence of decimals numbers (each preceded by @ that represent certain CDR
fields. For example:

@@o@sas

File Format: = | Logica Call Detail Record ™|
LCDR Custom Format: v |@2D1@3@5@1D@11@12@13@14@15'§|

Figure 29: LCDR Custom Format

11.3.1.2.6.1 Formatting Field Value Appearance

You can adjust the appearance of a field value by using C pr i nt f -style formatting.
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For example:
@$% 20s @0$993d@5$%C@ 3%$%d 2. 12s

This format string will ensure that the LCDR output contains fields 6, 20, 15 and 13, in the following

format:
Field Type Appearance Space Used
6 String Left-aligned 20 characters
20 Integer Padded with zeroes on the left |3 characters
15 Integer Has the character C after it
13 String Will always use the space of 12 | 12 characters
characters, regardless of the size
of the original variable

11.3.1.2.6.2 UTF-8 Message Text Fields

Because the LCDR UTF-8 message text field (@06) cannot be parsed if its length is unknown, the
UTF-8 message text length field (@05) must appear to the left of field @06 in the custom format
string. If it does not, field @06 will contain an empty string.

For privacy reasons, the content of field @06 is subject to the Logging Transparent User Data Level
(LI C_FW._LOGGE NG_TUDL) license. Refer to the RTR Operator Manual for more information about
licenses.

11.3.1.2.7 CCDR 3G Format (CCDRG)
You can customize the CCDR 3G Format (CCDRG) format with the following fields:

File Format: - | CCDR 3G Format El
Version: r |1 |
Priority: b |N0n Priority El

Charging ID: 3 | Charge to Sender El

Billing Mode: 4 |Bi|| to Store and Forward El

Figure 30: CCDRG File Format

Parameter Description Default

Version This field defines the 3G CDR version, which will be used 1

to fill the CDR Header Information.
The valid range for this field is 1 to 999.

Priority This field defines the 3G CDR priority, which will be used [ Bulk
while creating the CDR for MO and MT Traffic.

Valid values are:

e Bulk

e Low

e Medium
e High
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Parameter Description Default

Charging ID

This field defines the 3G CDR Charging ID field, which will Charge to Sender

be used to fill the CDR charging ID field.

Values are in decimals.

Billing Mode This field defines the 3G CDR Billing Mode, which will be |Bill to Store and

used to fill the CDR Billing Mode field. Forward

11.3.2 Configuring Billing Properties

After you create a billing profile, you can set it to be the default billing profile for certain types of
traffic. By default, no traffic type has a default billing profile assigned to it.

Prerequisites:

Billing profile

To configure billing properties:

1.

10.

11.

12.

In the left navigation bar, select Billing O Post-paid Billing O Properties.

The Billing Properties tab appears.

From the Default Profile For MO list, select a default billing profile for mobile-originating (MO)
traffic.

From the Default Profile For MT list, select a default billing profile for mobile-terminating (MT)
traffic.

From the Default Profile For AO list, select a default billing profile for application-originating
(AO) traffic.

From the Default Profile For AT list, select a default billing profile for application-terminating
(AT) traffic.

From the Default Profile For IGM list, select a default billing profile for internally generated
messages (IGM) traffic.

From the Profile For Successful Signature list, select a billing profile to use for the service CDR
generated if the message with the inserted signature was handled successfully (e.g. delivery).
Default is None.

From the Profile For Failed Signature list, select a billing profile to use for the service CDR generated
if the message with the inserted signature has failed (e.g. failure to deliver). Default is None.

From the Default Profile For MO Spoofing list, select a billing profile for generating CDRs for
messages which are rejected due to MO Spoofing.

From the Default Profile For MT Spoofing list, select a billing profile for generating CDRs for
messages which are rejected due to MT Spoofing.

From the Default Profile For MNP Violation list, select a billing profile for generating CDRs for
messages which are rejected due to MNP Violation.

If alphanumeric addresses should be stored in the or i gAddr essGsmfield of AO messages with
alphanumeric addresses, select Enable Alphanumeric Address (selected by default).

If you do not select this option, the short number is placed in the or i gAddr essGs mfield.
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13. From the Enable Alphanumeric Format list, select a format for alphanumeric addresses in the
MSISDN field:

e empty—MSISDN field is empty (length 0)

e numeric—Decoded as if the address were numeric (this is the default)
¢ alphanumeric—Decoded as a readable string (UTF-8)

14. From the Intermediate Cache Timeout Status list, select the status that the RTR will put in the
CDR if the SMSC does not send a notification about a message with a record in the Icache before
the AMS expires the record:

* delivered

* expired (this is the default)
¢ deleted

¢ replaced

* submitted

15. Click Save.
The MGR saves the changes and closes the tab.
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12.1 Introduction

When your system includes the Log Processor (LGP), you can use logs of system activity to troubleshoot
the network, trace messages associated with customer issues, and control SMS fraud attempts.

12.2 Message Logging

12.2.1 Creating Message Logging Profiles

To create a logging profile:

1.

A

10.

In the left navigation bar, select Logging I Messages [1 Profile.
The Logging Profiles tab appears.

Click Add New.
A new Logging Profiles tab appears.

Enter a unique name for the profile in the Name box (maximum 31 characters).

Optionally enter a description of the profile in the Description box.

Select the message type(s) that the profile applies to:

In the Processing Directory box, enter the location in which to store the log files while they are
being created (defaults to/ var/ Text Pass/ | og/ pr ocessi ng).

Note: In a multi-instance setup, the processing directory will be shared by all the RTR instances
running on a node.

In the Finished Directory box, enter the location in which to store the log files after they are created
(defaults to / var / Text Pass/ | og/ avai | abl e).

Note: In a multi-instance setup, the finished directory will be shared by all the RTR instances
running on a node.

In the Copy 1 of Finished Directory through Copy 9 of Finished Directory boxes, enter directories
in which to created hard links to the files in the finished directory (by default, there are no copies
of the finished directory).

Note: The finished directory and all finished directory copies must be on the same disk partition
as the processing directory.

In the Filename Template box, enter the template to use to name the log files (defaults to
| og_%_%J %roee_%AawE_98. dat).

Important: If multi-instances of RTR are running on the same node, then it is important to include
%Jescape sequence, which will be translated to Ul D (operating system user identifier). This ensures
that multiple instances of RTR do not try to create files with identical names.

In the Max. File Size box, enter the maximum size of a log file in bytes (defaults to 1048576 bytes,
which is 1 MB). The range is 1024 byes (1 KB) to 1073741824 bytes (1 GB).
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11.

12.

13.

14.

15.

16.

17.

18.

19.

In the Max. File Duration box, enter the maximum duration of a log file in seconds (defaults to
3600 seconds, which is 1 hour). The range is 1 second to 2,678,400 seconds (1 month).

In the Max. File Records box, enter the maximum number of records to allow in a log file (defaults
to 10000 records). The range is 1 record to 10,000,000 records.

Select the file format from the File Format list:

e ASN.1 Extended
* ANS.1 Extended with country and network info (default)

In the Starting Sequence Number box, enter the number with which to start the log file numbering
sequence (defaults to 0).

From the Suspect/Trusted Messages list, select the type of messages to log:

* Only suspect
¢ Only trusted
* Both suspect and trusted (default)

Suspect/Trusted Messages logging pertains to whether the RTR/FWL considers the message
source to be suspect or trusted. Inbound MO messages may come from a suspected or trusted MSC,
while inbound SendRoutingInfoForSm operations and MT messages may come from a suspected
or trusted SMSC. Refer to the Firewall Guide for more information about suspect and trusted
qualifications.

From the Failed/Succeeded Messages list, select the type of messages to log:

* Only failed
* Only succeeded
¢ Both failed and succeeded (default)

Failed/Succeeded Messages logging pertains to whether a message was successfully delivered
from the Mobile Messaging system to the destination. For outbound MT messages, the destination
is an MSC (MS). For outbound AT messages, the destination is an application.

From the Accepted/Rejected Messages list, select the type of messages to log:

* Only accepted
* Only rejected
* Both accepted and rejected (default)

Accepted/Rejected Messages logging pertains to whether the Mobile Messaging system accepts
a message or not. This applies to inbound MO and inbound AO messages only.

From the Legitimate/Violated Messages list, select the type of messages to log:

¢ Only legitimate
¢ Only violated
* Both legitimate and violated (default)

Legitimate/Violated Messages logging pertains to whether a message passes or fails a spoof check.
Legitimate messages are messages that passed the spoof check. Violated messages are messages
that failed the spoof check.

From the Expired/Deleted Messages list, select the type of messages to log:

* Do not log (default)
* Only expired
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20.

21.

* Only deleted

* Both expired and deleted

¢ Only replaced

¢ Both expired and replaced

* Both deleted and replaced

* Expired, deleted and replaced

Expired/Deleted Messages logging pertains to the AMS delivery result. Expired messages reached
their validity period expiration or their maximum number of delivery attempts. Deleted messages
were manually deleted from the AMS by a user or by an application. Replaced messages were
replaced in the AMS.

From the Status Report Messages list, select the type of messages to log:

* Do not log (default)
e Status reports

From the Copied/Forwarded Messages list, select the type of messages to log:

Do not log (default)

Only copied

Only forwarded

Both copied and forwarded

. From the Transparent User Data Level list, select the level of user data logging:

e Always

® Protocol Violation

¢ Never

¢ Encrypt Always

¢ Use Global Setting (default)

In the license file, if Loggi ng Transparent User Data Level isset to:

* al ways - the MGR will display all the above mentioned options.

e protocol Viol ati onsOnl y - the MGR will display only the options 'Protocol Violation' and
‘Never'.

* never -the MGR will display only the option Never'.

Note: The MGR will display the option 'Encrypt Always' only if the license "Encrypt User Data"
is enabled.

23. Click Save.

The MGR creates the logging profile and closes the tab.

24. Activate the profile.

12.2.2 Configuring Message Logging Properties

The message logging properties are used to set a log profile as the default log profile for certain
messages or violation types.

Note: Changing the default profile will change the logging for all rules that are configured with this
default profile.
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Prerequisites:

Logging profile

To configure logging properties:

1.

S G w

10.

11.

In the left navigation bar, select Logging [0 Messages [ Properties.

The Logging Properties tab appears.

Select a logging profile for mobile-originating or IMS-originating traffic from the MO Messages
list.

Select a logging profile for mobile-terminating traffic from the MT Messages list.

Select a logging profile for application-originating traffic from the AO Messages list.

Select a logging profile for application-terminating traffic from the AT Messages list.

Select a logging profile to use in case of a fatal protocol violation in a mobile-originating message
from the MO Violations list.

Select a logging profile to use in case of a fatal protocol violation in a mobile-terminating message
from the MT Violations list.

Select a logging profile to be used for mobile-originating SMS commands from the MO Commands
list.

Select a logging profile to be used for application-originating SMS commands from the AO
Commands list.

Select a logging profile to be used for mobile number portability (MINP) violations of originator(in
case of MO message) from the MNP Violations list.

Click Save.
The MGR saves the logging properties and closes the tab.

12.2.3 Configuring Message Log Filters

Prerequisites:

A Log Processor (LGP) must be installed and configured.

To configure a message log filter:

1.

In the left navigation bar, select Logging 0 Messages U Filters.
The Filters tab appears.
Click Add New.

A new Filters tab appears.

Enter a unique name for the filter in the Name box (maximum 31 characters).

. Optionally enter a description of the filter in the Description box.

5. From the list on the left, select matching:

* Match all elements
* Match any element

Click Add Element.
The list of available elements appears.
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7. Add an element to the filter by doing one of the following;:

¢ (licking an element (highlighted in gray)
¢ C(Clicking
+
to expand a list of elements, then clicking an element

8. Select a condition for the element from the Condition list:

10.

11.

e Equals

¢ Does not equal

e Contains

¢ Does not contain
* [snotset

e Starts with

¢ Ends with

* Match Flexibly

Note:

1. The “Match flexibly” condition is supported only for the user data fields (“messagefields_userData”,
“smsSubmit_smsUserData”, “smsDeliver_smsUserData” and “userData_normalizedText”). It is meant
for efficient searching of the user data text when the LGP ‘flexible text search’ functionality is
licensed and also enabled through the configuration. Refer to Flexible User Data Text Search using
LGV for more details.

2. The field “userData_normalizedText” supports only the “Match flexibly” option and none of the
other matching conditions listed above.

Enter a value in the Value box.

Optionally add more elements to the filter and set their conditions and values.

Note: To remove an element from the filter, click

w

next to it.

Click Save.
The MGR creates the message log filter and closes the tab.

12.2.4 Configuring Message Log View Columns

Prerequisites:

A Log Processor (LGP) must be installed and configured.

To configure a message log view column:

1.

In the left navigation bar, select Logging LI Messages I View Columns.
The View Columns tab appears.

Click Add New.
A new View Columns tab appears.
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10.

Enter a unique name for the view column in the Name box.

. Optionally enter a description of the view column in the Description box.

Click Add Element.
The list of available elements appears.

Add an element to the view column by doing one of the following:

¢ Clicking an element (highlighted in gray)
¢ (licking
+
to expand a list of elements, then clicking an element

Enter a value in the Name box (maximum 32 characters).

Note: This value will act as a display name in the output when a search query is performed.

Enter a value in the Width box (between 50px and 200px).
Optionally add more elements to the view column and set their names and widths.

Note: At most 5 elements can be added.

Note: To remove an element from the view column, click
w

next to it.

Click Save.
The MGR creates the message log view column and closes the tab.

12.2.5 Using Message Log Search

Prerequisites:

A Log Processor (LGP) must be installed and configured
Message log filter
Message log column

To search the information in the logs:

1.

In the left navigation bar, select Logging LI Messages L Search.
The Search Messages tab appears.

Click

[

next to the Start Date box and select the date and time at which to start the log search.
Click

=3

next to the End Date box and select the date and time at which to end the log search.

4. In the Max Results box, specify a maximum number of log records to return.

Select a log filter from the Filter list.

Release 17.4 Revision B, March 2019

Logging

321



MGR Operator Manual Logging

Note: A warning message will be shown in the result page if the filter contains the 'userData’ field
when the encryption license is enabled. This is because a filter with ‘userData’ field would normally
return empty results with encrypted data.

6. Select a view column from the View Columns list. The option Default can be selected to get a
result with the default columns.

Note: There are 5 fixed columns (ID, Date/Time, Hostname, originator Number, recipient
Number). The dynamic columns will be added after the fixed columns, according to the selected
View Column. Although the same information is mentioned correctly in MGR operator manual in
section - 12.2.5 (Using Message Log Search) at point no.- 6, which can also be referred for necessary
correction in LGP OM.

Note: If user data is included in View Columns and the user data is encrypted while View
Encrypted Data is false for the user, the user data will be empty in the results.

7. Select the checkbox next to Execute Query in Background to perform the search in background.
The dynamic columns in the output columns will be available with the background query.

Note: The background query result-set will be available on Logging [1 Background Query link.
Refer to section Background Query for more details on background query.

8. Click Search.

The MGR searches for records based on the starting time, ending time, and filter, and returns any
log records that match (up to the maximum number that you specify).

Note: The maximum size of a request is 20kB. If the size is bigger than 20kB, an error will be
returned.

Note: If a decryption error occurred (e.g. reading the key file) while decrypting the UserData, the
UserData field will be used to show the error.

9. To export the search results as a comma-separated value (CSV) file that can be opened in programs
such as Microsoft Excel and OpenOffice.org Calc, click Export.

Note: Message Log Search displays all the matching logs on GUI irrespective of whether the ‘File
Format’ is selected as “ASN.1 Extended’ or “ASN.1 Extended with country and network info’ during
the configuration of Log Profile on MGR. For Message Log Search using 'i nboundMessageType'
as the Filter Element, Filter Value can only be selected as

"trust edM FwdSmW t hCount r yAndNet wor ki nf o’.

For example, add a new filter with unique name (say: messagetype) on Filter Element
‘i nboundMessageType’ with Condition ‘equals” and Value
‘t rust edM FwdSmW t hCount r yAndNet wor kI nf o’.

Log search result for this filter will fetch the records for both “t r ust edM FwdSni” and
“t rust edM FwdSmW t hCount r yAndNet wor kI nf o”.
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12.3 Event Logging

12.3.1 Creating Event Logging Profiles

To create a logging profile:

1.

10.

11.

12.

13.

In the left navigation bar, select Logging U Events 0 Profile.
The Event Logging Profiles tab appears.

Click Add New.
A new Event Logging Profiles tab appears.

Enter a unique name for the profile in the Name box (maximum 31 characters).

. Optionally enter a description of the profile in the Description box.

In the Processing Directory box, enter the location in which to store the log files while they are
being created (defaults to / var / Text Pass/ | og/ pr ocessi ng).

Note: In a multi-instance setup, the processing directory will be shared by all the NMM component
instances running on a node.

In the Finished Directory box, enter the location in which to store the log files after they are created
(defaults to / var / Text Pass/ | og/ avai | abl e).

Note: In a multi-instance setup, the finished directory will be shared by all the NMM component
instances running on a node.

In the Filename Template box, enter the template to use to name the log files (defaults to
9N _event _%J %h_%r%Pd_%PARE_ 93. dat).

Important: As multiple components on the same system may share an event logging profile
configuration, it is important to include the %N escape sequence, which will be translated to the
component name. This ensures that multiple components will not try to create files with identical
names.

Important: If multi-instances of NMM components are running on the same node, then it is
important to include % escape sequence, which will be translated to Ul D (operating system user
identifier). This ensures that multiple components will not try to create files with identical names.

In the Max. File Size box, enter the maximum size of a log file in bytes (defaults to 1,048,576 bytes,
which is 1 MB). The range is 1024 byes (1 KB) to 1,073,741,824 bytes (1 GB).

In the Max. File Duration box, enter the maximum duration of a log file in seconds (defaults to
3600 seconds, which is 1 hour). The range is 1 second to 2,678,400 seconds (1 month).

In the Max. File Records box, enter the maximum number of records to allow in a log file (defaults
to 10,000 records). The range is 1 record to 10,000,000 records.

In the Starting Sequence Number box, enter the number with which to start the log file numbering
sequence (defaults to 0).

Click Save.
The MGR creates the logging profile and closes the tab.

Activate the profile.
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12.3.1.1 Configuring Event Logging Copies

For each event logging profile, you can create a list of directories in which the LGP will save copies
of the files in the profile's Finished Directory. You can use this functionality to ensure that an automatic
backup of completed files exists. The list for each event logging profile can contain up to 10 directories.

Note: The Finished Directory and all directories containing copies must be on the same disk partition
as the Processing Directory.

Prerequisites:

¢ Event logging profile

To add a directory to an event logging copies list:

1. In the left navigation bar, select Logging U Events [ Profile.
The Event Logging Profiles tab appears.

2. Click the name of an event logging profile.
3. Inthe Event Logging Copies section, click Add New. A new Event Logging Copies List tab appears.

4. In the Copy Directory box, enter a directory in which the LGP should create hard links to the files
in the Finished Directory (defaults to / var / Text Pass/ backup).

You can only add a directory to the list if the event logging profile is deactivated.

5. From the Event Log Profile list, select the profile to use for this copy location (defaults to the profile
that you clicked earlier).

6. Click Save.
The MGR closes the tab and adds the directory to the Event Logging Copies list.

7. On the event logging profile tab, click Add New to add another directory to the list, or click Save
to save the profile.

12.3.2 Configuring Event Logging Properties

The event logging properties are used to set a specific log profile for certain events.
Prerequisites:
¢ Event logging profile
To configure event logging properties:
1. In the left navigation bar, select Logging U Events [J Properties.
The Event Logging Properties tab appears.

2. Select an event logging profile for:
Option Description

Short Message Events  Events related to the processing of Short Messages, that are used for
the Event Log Search within the Customer Care Interface (CCI)

component.
Unexpected TCAP Events that are used for unexpected TCAP messages (that is, TCAP
Events messages for which no TCAP dialog exists). All unexpected TCAP End
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3.

Option Description

and TCAP Continue messages with a Ret ur nResul t message will
be logged to this profile when they arrive at the RTR.

Click Save.
The MGR saves the event logging properties and closes the tab.

12.3.3 Configuring Event Log Filters

Event log filtering is available for unexpected TCAP events, but it is not available for the short message
events.

Prerequisites:

A Log Processor (LGP) must be installed and configured.

To configure an event log filter:

1.

In the left navigation bar, select Logging 0 Events [ Filters.
The Filters tab appears.

Click Add New.

A new Filters tab appears.

Enter a unique name for the filter in the Name box (maximum 31 characters).

. Optionally enter a description of the filter in the Description box.

From the list on the left, select matching:

¢ Match all elements
* Match any element

Click Add Element.

The list of available elements appears.
Add an element to the filter by doing one of the following:

¢ (licking an element (highlighted in gray)
¢ C(licking
+
to expand a list of elements, then clicking an element

Select a condition for the element from the Condition list:

e Equals

* Does not equal

e Contains

¢ Does not contain
e Isnot set

e Starts with

¢ Ends with

Enter a value in the Value box.
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10. Optionally add more elements to the filter and set their conditions and values.

Note: To remove an element from the filter, click
w

next to it.

11. Click Save.

The MGR creates the log filter and closes the tab.

12.3.4 Using Event Log Search

Prerequisites:

A Log Processor (LGP) must be installed and configured
Event log filter.
Message view column

To search the information in the logs:

1.

In the left navigation bar, select Logging 00 Events 0 Search.
The Search Events tab appears.

Click

next to the Start Date box and select the date and time at which to start the log search.

Click

next to the End Date box and select the date and time at which to end the log search.

In the Max Results box, specify a maximum number of log records to return.

Select a log filter from the Filter list.

Select the checkbox next to Execute Query in Background to perform the search in background.

Note: The background query result-set will be available on Logging [ Background Query link.
Refer to section Background Query for more details on background query.

Click Search.

The MGR searches for records based on the starting time, ending time, and filter, and returns any
log records that match (up to the maximum number that you specify).

Note: The maximum size of a request is 20kB. If the size is bigger than 20kB, an error will be
returned.

To export the search results as a comma-separated value (CSV) file that can be opened in programs
such as Microsoft Excel and OpenOffice.org Calc, click Export.

12.4 Configuring Logging Properties

To configure logging properties:
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1. In the left navigation bar, select Logging U Properties.
The Properties tab appears.

2. In the Convert To Archive Storage After field specify the period (in hours) after which the LGP
log record tables will be converted to archive storage. The default value is - 1 which indicates that
no archiving will be performed. The maximum allowed value is 26304 hours (1096 days).

3. Inthe Database Archive Schedule field specify the time when LGP starts converting the log records
tables into Archive format or vice-versa (i.e. un-archiving already archived table records). DB
archive schedule is written as a comma separated list of hh24mm time schedules. For example 1
AM and 1 PM is 0100,1300. Default value is 0135. Maximum 24 durations can be configured as DB
archive schedule.

Note: DB archive schedule must be set to off-peak hours period. Archival/Un-archival procedure
can take time and transaction/event files are not loaded during archival /un-archival. Configuring
DB archive schedule parameter to peak-hours will impact the performance of LGP loader and LGP
query module.

4. In the Background Query Max Run Time field specify the maximum run time (in seconds) for a
background query. Default value is '36000' (10 Hours). Maximum allowed value is 65535.

12.5 Background Query

When you execute Message or Event search in background then MGR sends the search request to LGP
and waits for response in background. During the background search you can perform other tasks on
MGR GUI. Background query is not impacted by logout. You can logout of MGR and later re-login
to see background query result . You can track the status of background queries using Logging [
Background Query link. When the query is completed, the status will be displayed as conpl et ed.
You can click on the completed background query result row to view the result-set or download as
CSV. When the background query completes, an indication is displayed on top-right corner of MGR
GUL. Indication icon is displayed when you login or refresh MGR page or open a new tab after
completion of Background Query.

Prerequisites to perform Background Query:

* A Log Processor (LGP) must be installed and configured
* Message or Event log filter

To search the information in the logs:

1. Intheleftnavigation bar, select Logging [ Messages O Search for message search or select Logging
O Events O Search for event search.
The Search Messages tab appears.

2. Click

[

next to the Start Date box and select the date and time at which to start the log search.
3. Click

[

next to the End Date box and select the date and time at which to end the log search.
4. In the Max Results box, specify a maximum number of log records to return.
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&

10.

11.

13.

Select a log filter from the Filter list.
Select the checkbox next to Execute Query in Background to perform the search in background.

Select a view column from the View Columns list. The option Default can be selected to get a
result with the default columns.

Note: If the user changes the selected View Columns while a search is in-progress, the result for
background query will be as per the altered view set.

Click Search.

An alert message will appear to indicate that the query will be executed in background. Select "OK"
to start executing background query.

The MGR searches for records based on the starting time, ending time, and filter, and returns any
log records that match (up to the maximum number that you specify).

Note: The maximum size of a request is 20kB. If the size is bigger than 20kB, an error will be
returned.

You can track the status of background queries (In-progress or completed) using Logging [
Background Query link.

Once background query is completed, there would be indication icon displayed on MGR GUI at
right top with Green color. Indication icon is displayed when user logged-in, refresh page or open
a new tab after completion of background query.

. Once query status is changed to Conpl et ed, you can click on background query row to view the

result-set.

To export the search results as a comma-separated value (CSV) file that can be opened in programs
such as Microsoft Excel and OpenOffice.org Calc, click Export.

Background Query is helpful in performing long searches, searching on LGP Archive records which
may take a very long duration.

Note: There are some restrictions on Background Query

1.
2.

You are not allowed to delete in-progress query.
Only one background query can be in-progress state in a domain.

12.5.1 Background Query Configuration

For Background Query following parameters should be provisioned in
[ usr/ Text Pass/ et c/ ngr. cnf:

1.

backgr ound_query_di r: This parameter specifies path where MGR will store Background Query
search results. You must ensure that sufficient space is available on disk at this path otherwise
Background Query cannot be performed. You can change the path of this directory when MGR is
in stopped state. Please ensure that old results are copied to new path otherwise you will not be
able to view older results on MGR GUL

Note: You must ensure that the owner of backgr ound_query_di r folderist ext pass and
t ext pass user is able to create files in backgr ound_query_di r folder.

m ni num_si ze_r equi r ed: Minimum free disk space required to perform Background Query is
set in ‘minimum_size_required’. Default value is ‘1024 MB’. If the free space available in
background_query_dir is less than minimum_size_required’, then background query will not be
performed.
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3. max_background_query_r ecor ds: Maximum records that can be retrieved by a Background
Query. The default value is 65535.

Note: Due to browser and cache memory limitation, it is strongly recommended not to increase
the value of this parameter more than 65535. If there can be more than 65535 records, the
background query can be split in multiple queries using shorter search ranges.

Sample configuration

<l ogvi ewer maxi mum records="1000" background_query_dir="/var/ Text Pass/ Ma*/ | gp"
nmi ni mum si ze_requi red="1024" max_background_query_recor ds="65535"/ >

Note: KeepAlive Timer settings must be configured on MGR to detect background query failure
due to unexpected issues like remote server restart or network cable failure. Please refer to the
section Configure KeepAlive Timer of the Full Element Installation Manual.

12.6 Flexible User Data Text Search using LGV

For the user data fields (messagefields_userData, smsSubmit_smsUserData, smsDeliver_smsUserData),
an additional matching condition “Match flexibly” is supported along with the other conditions, as
shown below.

The “Match flexibly” option allows efficient and enhanced searching of the user data text by leveraging
the MySQL Full Text Search (FTS) capability. Note that this option is supported only if the Enable
Full Text Search license is enabled and the semi-static configuration parameter Igpfulltextsearch is
set to “true”.

'mau:h all elements | =
Filter Element Condition Value

messageFields_userData |- SELECT - [v] v
-SELECT- | . .
equals Add Element
does not equal ) )
conlains
does not contain
s nol 5t
stants with
ends with

(lrechiesy—1)

Figure 31: MessageFields->userData condition options

Save Cancel
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' match all elements | =

Filter Element Condition

Logging

smsDeliver_smsUserData |- SELECT - -

equals
doas not egual
contains
does not contain
5 not sed

starts with

(Toectesy 1)

Figure 32: smsDeliver->userData condition options

' match all elements | =

Filter Element Condition Value

Save

v

: Add Element

Cancel

smsSubmit_smsUserData |- SELECT - -

equals
does not equal
contains
does not contain
i5 not 52t

starts with

(s 1)

Figure 33: smsSubmit->userData condition options
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' match all elements | =

Filter Element Condition
\applicationName|

\atmRequestResult
|event|
linboundMessageType
lisNotificationMessage|
‘moreMessagesToSend|
'mtRoutingRuleSkipped
\numberOfPreviousAttempts|
\originatingPointCode|
IrecipientRoutingNumber
'serviceCentreTimestamp|
timestamp
unConditionalForward

c use rmalizedText
* applicationShortNumber
= correlatedSnSm

* ecResponseData
® hssQuery

Figure 34: Filter Element userData_normalizedText for Message Filters

A new filter element “userData_normalizedText” will support only the “Match flexibly” filter condition.

' match all elemenis | =

Filter Element Condition

IuserData_nurmahzedText I |- SELECT -

v

: Add Element

Save Cancel

Figure 35: userData_normalizedText condition option

Note:
1. If an error message is received from LGP in query response XML then same error message will be
displayed on the GUL

2. In case “Match flexibly” filter criteria query is executed in background and an error message is
received from LGP in response XML then same error message will be stored in
lgpBackgroundQueryTable as error text field.
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13.1 Introduction

When your system includes a Service Provisioning Framework (SPF), you can create services via the
SPF Services menu.

SPF Services provides configuration options for, keywords, keyword aliases, commands, command
aliases, message template strings, etc., used for SMS based provisioning (refer to SPF Operator Manual
for details).

13.2 User Privileges

To perform SPF Services configuration, make sure that the MGR User has the right SPF Services User
Group privileges assigned. This can be set via Settings [l User Admin O Groups.

13.3 Create a Service

The services that can be created and provisioned using the SPF are:

ARP—SMS Auto Reply service provided by XS-ARP

BWL—SMS Black- and Whitelist service provided by XS-BWL

CPY—SMS Copy to Phone service provided by XS-CPY

CTA—SMS Copy to Application service provided by XS-CPY

DIL—SMS Distribution List service provided by XS-DIL.

FWD—SMS Forward to a provisioned address provided by XS-FWD

SIG—SMS Signature service provided by XS-SIG

NPS—Non-Provisionable Service, which is used for services that can not be self-provisioned using
the SPF (such as XS-INT, XS-TIE or third-party services)

ABL— Auto Blacklist service used by FAF to blacklist the subscriber

OPT— Opt-In/Opt-Out service that allows the end-user to switch a service ON or OFF
CTE—SMS Copy to Email service provided by XS-CPY

FTE—SMS Forward to Email service provided by XS-FWD

A maximum of 32 services can be defined.

Note: For the FWD, BWL, DIL, ARP, SIG, CTE, and FTE service, only one instance can be created.

To create a service:

1.

In the left navigation bar, select SPF Services [1 SPF Services.

The SPF Service tab appears.

Click Add New.
A new SPF Service tab appears.

Enter a unique name for the service in the Name box (maximum 31 characters).
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description is also shown in

Copy to Phone (CPY)
Distribution List (DIL)
Forward (FWD)

Other Service (NPS)

Auto Reply (ARP)
Signature (SIG)

Auto Blacklist (ABL)
Opt-In/Opt-Out (OPT)
Copy to Email (CTE)
Forward to Email (FTE)

If Service Type is set to...
Black and Whitelist

Copy to Phone
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Enter a description for the service in the Service Description box (maximum 100 characters). This

the Customer Care Interface (CCI).

From the Service Type list, select the type of service:

Black and Whitelist (BWL)

Copy to Application (CTA)

Depending on the chosen Service Type, provision the following fields.

Then ...
From the Invoking Address list, select Recipient.

Continue at Step 7

1. From the Invoking Address list, select to whom a service is to be
applied:

* Both—This is both an originator and a recipient service
* Originator—This is an originator service only
* Recipient—This is a recipient service only

In the Max Service Rules box, enter the maximum number of
service rules allowed per copy to phone service, per subscriber.
The default is 10. The range is 1-10.

When the maximum is reduced, no service rules will be removed
from subscribers exceeding the maximum. These subscribers can
only create service rules with conditions again when they have
deleted enough service rules so they are below the new maximum
again. Editing and deletion is still possible with service rules
exceeding the maximum, these service rules also continue to
function normally.

Note: The default service rule (no conditions) is not included in
the maximum number of service rules count.

From the Originator list, select the value that should go into the
originator field of the copied message:

* Original Originator—The originator of the original message
(default)

* Original Recipient—The recipient of the original message
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If Service Type is set to... Then ...

4. From the Use Header list, select whether to add a header to copied
messages. If set to t r ue, configure the following:

* Inthe GSM Header box, enter a header string to be added to
GSM 7-bit encoded copied messages (max. 100 characters).

¢ In the UCS2 Header box, enter a header string to be added to
UCS-2 encoded copied messages (max. 50 characters).

Where:

* % is replaced with the message’s original originator address;
* % is replaced with the message’s original recipient address.

Note: These settings will override the header and footer settings
specified in the XS-CPY host-specific configuration file.

5. From the Use Footer list, select whether to add a footer to copied
messages. If set to t r ue, configure the following:

¢ In the GSM Footer box, enter a footer string to be added to
GSM 7-bit encoded copied messages (max. 100 characters).

¢ In the UCS2 Footer box, enter a footer string to be added to
UCS-2 encoded copied messages (max. 50 characters).

Where:

* 9@ is replaced with the message’s original originator address;
* % is replaced with the message’s original recipient address.

Note: These settings will override the header and footer settings
specified in the XS-CPY host-specific configuration file.

Continue at Step 7

Distribution List
1. From the Invoking Address list, select Originator.

2. In the Max List Number box, enter the upper bound for list
numbers within the Distribution List service. The default is 99.
The range is 0-99.

Note: Do not reduce this value after distribution lists have been
created. Reducing the value will cause issues if higher-numbered
lists exist.

3. In the Max Number of Lists per Subscriber box, enter the
maximum number of distribution lists allowed for a subscriber.
The default is 10. The range is 1-100.

4. In the Max Number of Addresses per Subscriber box, enter the
maximum number of addresses per distribution list for a
subscriber. The default is 50. The range is 1-100.

Continue at Step 7

F d
orwar 1. From the Invoking Address list, select Recipient.
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If Service Type is set to... Then ...

2. In the Max Service Rules box, enter the maximum number of
service rules allowed per forward service, per subscriber. The
default is 10. The range is 1-10.

When the maximum is reduced, no service rules will be removed
from subscribers exceeding the maximum. These subscribers can
only create service rules with conditions again when they have
deleted enough service rules so they are below the new maximum
again. Editing and deletion is still possible with service rules
exceeding the maximum, these service rules also continue to
function normally.

Note: The default service rule (no conditions) is not included in
the maximum number of service rules count.

Continue at Step 7

Other Service From the Invoking Address list, select to whom a service is to be
applied:
* Both—This is both an originator and a recipient service
* Originator—This is an originator service only
* Recipient—This is a recipient service only

Continue at Step 18.

Copy to Applicati
OPy o Appiication 1. From the Invoking Address list, select to whom a service is to be

applied:

¢ Both—This is both an originator and a recipient service
* Originator—This is an originator service only
* Recipient—This is a recipient service only

2. In the Originator Copy box, select the application to copy to if an
originator copy to application is triggered. Default is None.
If set to None, no requests are triggered for originating traffic.

It is allowed to select the same as Recipient Copy, however, per
ECI request only one copy to a unique destination will be created.

3. In the Recipient Copy box, select the application to copy to if an
recipient copy to application is triggered. Default is None.

If set to None, no requests are triggered for recipient traffic.

It is allowed to select the same as Originator Copy, however, per
ECI request only one copy to a unique destination will be created.

4. Inthe Allow Self Provisioning box, select whether the subscriber
can set the service ON or OFF, for example, by using an SMS
command or via the Customer Care Interface (CCI). Default value
istrue.
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If Service Type is set to... Then ...

If this field is set to f al se then the CTA service is
activated/deactivated by the operator in the service profile +
subscriber specific override setting (Continue at Step 18).

Note: This field can only be changed once. After the first activation
this field cannot be changed anymore. Removal of the service is
then required if this field needs to be changed.

Continue at Step 7

Auto Repl
uto Reply 1. From the Invoking Address list, select Recipient.

2. Inthe Max GSM7 Length box, enter the maximum auto reply text
length for GSM 7-bit encoded messages. The default is 160. The
range is 0-160.

3. Inthe Max UCS2 Length box, enter the maximum auto reply text
length for UCS-2 encoded messages. The default is 70. The range
is 0-134.

4. In the Max Service Rules box, enter the maximum number of
service rules allowed per auto reply service, per subscriber. The
default is 10. The range is 1-10.

When the maximum is reduced, no service rules will be removed
from subscribers exceeding the maximum. These subscribers can
only create service rules with conditions again when they have
deleted enough service rules so they are below the new maximum
again. Editing and deletion is still possible with service rules
exceeding the maximum, these service rules also continue to
function normally.

Note: The default service rule (no conditions) is not included in
the maximum number of service rules count.

Continue at Step 7

Signature
‘gnatu 1. From the Invoking Address list, select Originator.

2. In the Max GSM7 Length box, enter the maximum signature text
length for GSM 7-bit encoded messages. The default is 63. The
range is 0-144.

3. In the Max UCS2 Length box, enter the maximum signature text
length for UCS-2 encoded messages. The default is 63. The range
is 0-130.

4. In the Max Service Rules box, enter the maximum number of
service rules allowed per signature service, per subscriber. The
default is 10. The range is 1-10.

When the maximum is reduced, no service rules will be removed
from subscribers exceeding the maximum. These subscribers can
only create service rules with conditions again when they have
deleted enough service rules so they are below the new maximum
again. Editing and deletion is still possible with service rules
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If Service Type is set to...

Auto Blacklist

Opt-In/Opt-Out

Copy to Email
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Then ...

exceeding the maximum, these service rules also continue to
function normally.

Note: The default service rule (no conditions) is not included in
the maximum number of service rules count.

Continue at Step 7

1. From the Invoking Address list, select to whom a service is to be

applied:
* Originator - This is an originator service only.

* Recipient - This is a recipient service only.

. In the Profile Id box, enter the "Profile Id" to use when a new

subscriber is blacklisted using this service.

Note: You should make sure that the Profile Id is provisioned in
the SPF before using it at the time of Auto Blacklist service creation.
SPF Service provisioning will be successful even if Profile Id is not
provisioned in the SPF. But SPF will not be able to block a new
subscriber using this Auto Blacklist SPF service and trap will be
generated by the SPF.

Continue at Step 18

. From the Invoking Address list, select to whom a service is to be

applied:
* Originator - This is an originator service only.

* Recipient - This is a recipient service only.

. The"Service Default Value" checkbox indicates the default state of

the OPT service. When the checkbox is selected, the subscriber
states for that OPT service is set to enabled by default. This means
that when a subscriber is added to a profile, the subscriber state
for that service will automatically be enabled.

However, this is NOT applicable for the existing subscribers
of a profile when the OPT service is added to that profile.

For all such existing subscribers the default state of the OPT service
will remain as disabled.

Note: The default state of "Service Default Value" checkbox is
un-checked on MGR GUL

Continue at Step 7

From the Invoking Address list, select Recipient.
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If Service Type is set to... Then ...
Continue at Step 7

Forward to Email From the Invoking Address list, select Recipient.

Continue at Step 7

7. In the Keyword box, enter the unique keyword by which this service is identified in the SMS
provisioning requests. For example COPY or BLOCK.

8. Inthe Success Message box, enter the template for sending a confirmation message after a successful
provisioning action for this service. The defaultis %: % successf ul . For details, see the
definition of Message Template String Format This is a fall-back string, in case no command-level
strings are found.

9. In the Failure Message box, enter the template for sending a reject message when a provisioning
action for this service failed. The defaultis %k: % unsuccessf ul . For details, see the definition
of Message Template String Format. This is a fall-back string, in case no command-level strings are
found.

10. In the Enabled box, enter a string used to denote the 'enabled’ state of a service as provisioned by
the subscriber. The default is ON. This string is used during message template expansion.

11. In the Disabled box, enter a string used to denote the 'disabled’ state of a service as provisioned
by the subscriber. The default is OFF. This string is used during message template expansion.

12. In the Keyword Alias box, enter a keyword alias, by which this service is identified in the
provisioning requests. For example, CPY or BLK.

13. In the Success Message Alias box, enter the template for sending a confirmation message after a
successful provisioning action for this service. The default is %k: % successf ul . For details,
see the definition of Message Template String Format. This is a fall-back string, in case no
command-level strings are found.

14. In the Failure Message Alias box, enter the template for sending a reject message when a
provisioning action for this service failed. The defaultis %k: % unsuccessf ul . For details, see
the definition of Message Template String Format. This is a fall-back string, in case no command-level
strings are found.

15. In the Enabled Alias box, enter a string used to denote the 'enabled’ state of a service as provisioned
by the subscriber. The default is ON. This string is used during message template expansion.

16. In the Disabled Alias box, enter a string used to denote the 'disabled' state of a service as provisioned
by the subscriber. The default is OFF. This string is used during message template expansion.

17. The Available When SSI is Unknown checkbox, indicates if the corresponding service shall be

assumed to be available for any subscriber in case the SSI information is unknown (i.e. was not
retrieved or irretrievable). By default, services are not available (not checked).

CAUTION: Use this option with care. For example, when normally 2% of the traffic is effectively
copied (subscriber has CPY service switched on) and send to the XS-CPY (using SSI in the EC
rule), setting the CPY service to available when SSI information is unknown, 100% of the traffic
will now go to XS-CPY. This is a 50x increase for which the XS-CPY might not be dimensioned.

18. Click Save.
The MGR creates the service and closes the tab.
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13.4 Add/Modify Command Aliases

To add or modify SMS command aliases:

1.

10.

11.

12.

In the left navigation bar, select SPF Services [ SPF services.

The SPF Service tab appears.

Click on a service for which you want to modify SMS command aliases.
The service opens in a SPF Service tab.

If the command (in the Command Aliases list) you want to modify is active, deactivate it (as
described in Deactivate).

In the Command Aliases list, click on the deactivated command that you want to modify.
A new Aliases tab appears.

In the Keyword box, enter the primary keyword for this command.

In the Success Message box, enter the template for a confirmation message after a successful
provisioning action for this command. For details see the definition of

In the Failure Message box, enter the template for a failure message after a failed provisioning
action for this command. For details see the definition of Message Template String Format.

In the Enabled box, enter a string used to denote the 'enabled’ state of a service (for example ON),
to be used during message template expansion.

Note: This field is only applicable for the 'status’' command.

In the Disabled box, enter a string used to denote the 'disabled' state of a service (for example OFF),
to be used during message template expansion.

Note: This field is only applicable for the 'status' command.

In the remaining fields, up to three aliases can be defined for each of the following fields:

¢ Keyword

® Success Message

¢ Failure Message

¢ Enabled (for the 'status' command only)
* Disabled (for the 'status' command only)

Click Save.
The MGR creates command aliases and closes the tab.

Activate the command alias, as described in Activate.

13.5 Add/Modify Parameter Aliases

Note: This applies to the set command used by the BWL and FWD only.

To add or modify set command parameters aliases:
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1. In the left navigation bar, select SPF Services [ SPF services.
The SPF Service tab appears.

2. Click on the service for which you want to add or modify set command parameter aliases.
The service opens in a SPF Service tab.

3. Iftheset command (in the Command Aliases list) is active, deactivate it (as described in Deactivate).

4. In the Command Aliases list, click on the deactivated set command.
A new Aliases tab appears.

5. In the Parameter Text list, click on the parameter you want add or modify.
A new Aliases tab appears.
For BWL these parameters apply:

¢ blacklist
e whitelist

For FWD these parameters apply:

e conditional
¢ unconditional

6. In the Keyword box, enter the primary keyword for this parameter.
7. In the remaining Alias fields, up to three aliases can be defined for this parameter.
8. Click Save.

The MGR creates parameter aliases and closes the tab.

13.6 Message Template String Format

These parameters can be used in the message template string attributes:

Parameter Description Applies to...
9K Keyword for the service All services
% Name of the service All services
% Command alias used at SM provisioning time All services
%s Subscriber MSISDN All services
o%e Enabled/disabled state of the service for the subscriber | All services
% List of parameter values: All services
¢ For non-DIL services, this means param1 or list
table data
e For DIL service, this means all distribution list
numbers
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Parameter Description Applies to...
% Parameter values provisioned by the user All services
%N N parameter value provisioned by the user, where | All services
Nhas a value of 1 up to 50
% Number of entries in subscriber's parameter list Non-DIL services
% First parameter for the subscriber for this service Non-DIL services
R Second parameter for the subscriber for this service | Non-DIL services
%a Addresses in a distribution list DIL service only
% Status of the service: Non-DIL services
e For BWL, blacklist or whitelist
¢ For FWD, conditional or unconditional
Note: % 1 is the same as % .
% 2 Name of aliasl Non-DIL services
% 3 Name of alias2 Non-DIL services
% 4 Name of alias3 Non-DIL services
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14.1 Introduction

When your system includes the Batch Server (BAT), you can send the same short message to many
users (bulk SMS).

14.2 Configuration Item Dependencies

The following diagram illustrates the dependencies among BAT dynamic configuration items. The
arrows point to the dependency.

application termination

point

distribution delivery
list batch job scheme

SMS —# Mustbe present
—p Mustbe active
template s+ Sub-dependency

Figure 36: BAT dynamic configuration dependencies

The application configuration must exactly match the corresponding configuration on the HUB or
external SMSC. In the case of the HUB, this means that you must create an:

® SMS application with the same settings as the batch application
¢ Outside listener with the same settings as the batch termination point

14.3 Creating SMS Templates

To create an SMS template:

1. In the left navigation bar, select Batch Sending 0 SMS Templates.
The Template tab appears.

2. Click Add New.
A new Template tab appears.
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10.

11.

12.

Enter a unique name for the template in the Name box (maximum 31 characters).

. Optionally enter a description of the template in the Description box.

In the Text box, enter the message text (maximum 600 octets).
You can use the following variables in the message text:

o #M5lI SDN—Will be replaced with the recipient's MSISDN, as provided in the distribution list.

o #FNAME—Wil be replaced with the recipient's first name, as provided in the distribution list. If
the recipient's first name is omitted from the list, the variable will be replaced with the configured
default first name.

* #SNAVME—Wil be replaced with the recipient's last name, as provided in the distribution list. If
the recipient's last name is omitted from the list, the variable will be replaced with the configured
default last name.

e ##—Will be replaced with a single number sign (#).

Variable names are case-insensitive. Long messages will be split into up to five parts, after all
variables are replaced with the appropriate values.

In the Originator box, enter an alphanumeric string, short code, or national number to use as the
message originator (maximum 15 numeric characters or 11 characters).

Enter the string to use as the recipient's first name if the first name is not present in the distribution
list in the Default Recipient First Name box (maximum 30 octets).

Enter the string to use as the recipient's last name if the last name is not present in the distribution
list in the Default Recipient Last Name box (maximum 30 octets).

Select the text format from the Format list:
e GSM 7 (default)

e GSMS
o UCS-2 (16-bit)

In the Validity Period box, enter the number of hours that the SMSC will retry delivery of the
message; after this period, the message will expire (default 72).

Click Save.
The MGR creates the SMS template and closes the tab.
Activate the template.

Note: A short message template can only be modified or deactivated if it is not associated with an
active batch job.

14.4 Adding Distribution Lists

To add a distribution list:

1.

In the left navigation bar, select Batch Sending [J Distribution Lists.
The Batch Distribution List tab appears.

Click Add New.
A new tab appears.
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3. Click Browse.
The File Upload dialog appears.

4. Navigate to the location of the distribution list text file.
Note: The file name must not exceed 32 characters.

5. Select the distribution list text file and click Open.
The File Upload dialog closes.

6. Click Upload.
The MGR uploads the distribution list text file and closes the tab.

7. Activate the distribution list.

Note: A distribution list can only be deleted if it is not associated with a batch job.

To ensure that you can restore your distribution lists after a MGR failure, regularly back up the
/var/ Text Pass/ MGR/ di stri bution_|ists/ folder. After the MGR is restored, you can upload
the distribution lists from most recent backup.

14.4.1 Downloading Distribution Lists

You can download distribution lists from the MGR in comma-separated value (CSV) files. Use this
functionality to back up distribution lists or to modify distribution lists for use in future batch jobs.
You can download the distribution list from any batch job, even one that is running.

Note: You cannot replace the distribution list of a batch job that has already started.
To download a distribution list:
1. In the left navigation bar, select Batch Sending [ Distribution Lists.
The Batch Distribution List tab appears.
2. Do one of the following;:

* Right-click the desired distribution list and select Download.

e Select the check box next to one or more desired distribution lists and select Download from
the Action menu.

The Save As dialog box appears.

3. Select a location to save the list(s).
The default file name is the name of the list in the MGR.

4. Click Save.
The MGR saves the list(s) in CSV format.

You can open the distribution list file in any software that can open CSV files. A distribution list can
contain up to 10,000,000 entries; some software, such as Microsoft Excel, may have a lower limitation
on the number of entries allowed in CSV files.
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14.4.2 Distribution List File

The distribution list file is a valid CSV file that contains the MSISDN, first name, and last name of each
member of the list, in comma-delimited format:

MSI SDN, fi r st nane, | ast nane
The MSISDN can be in:

* International format: MSISDN beginning with a plus sign (+) and the country code; for example,
+495891234567 (49 is the country code)

* National format: MSISDN beginning with a single zero and no country code; for example, 058912345
Duplicate MSISDN s are not allowed.

If a list member's first or last name contains a comma, you must enclose that part of their name in
quotation marks.

In Batch Sending 0 SMS Templates, you can configure a default first name and last name to use if
an entry is missing one or both. Note that, if the first name and/or last name is omitted from a
distribution list entry, the commas must still be included.

Sample Distribution List

+407206666604, Jani e, Dunnor e
+407206666605, Max, Sest er
+407206666606, Mel i sa, Rot enberry
+407206666607, Lonni e, Cal ahan
+407206666608, Tani sha, de Porche
+407206666609, Kar i na, Bang
+407206666610, Nel son, Bracki n
+407206666611, Max, Renken
+407206666612, Ted, Schwan
+407206666613, Jam e, Funder bur ke
+407206666614, Guy, Babi ch
+407206666615, Cl ayt on, Watt| es
+407206666616, Odessa, Tr opea
+407206666617, Jeani e, Bor chert
+407206666618, M | agr os, Lenahan
+407206666619, Chandr a, Ex| i ne

Sample Distribution List Member Name with Comma
+407206666620, Hugh, " Rei t man, Jr."

Sample Distribution List with Omitted Names

+407206666600, Li za, Sai | er
+407206666601, Lonni e, de Boi ce
+407206666602, Tabat ha,
+407206666603, Jessi e,
+407206666621, , Longnor e
+407206666622, , Mcgr ady
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14.5 Configuring Delivery Schemes

To configure a delivery scheme:

1.

9.

In the left navigation bar, select Batch Sending [ Delivery Schemes.
The Batch Delivery Scheme tab appears.

Click Add New.

A new Batch Delivery Scheme tab appears.

Enter a unique name for the scheme in the Name box (maximum 31 octets).

. Optionally enter a description of the scheme in the Description box.

From the Submission Type list, select the submission type:

e Immediate
e Deferred
e Periodic

If you selected Deferred:

a) Enter the submission time in the Submit Time box (HH:MM format).

b) Enter the submission date in the Submit Date box (YYYYMMDD format).
If you selected Periodic, enter the repetition scheme in the Repetition Scheme box (default 0 0
*x1-7).

The repetition scheme formatism h D M W where:

¢ mis the minute, 0-59

¢ h is the hour, 0-23

¢ Dis the day of the month, 1-31

e Mis the month, 1-12

* Wis the day of the week, 1-7 where 1 is Sunday

Click Save.
The MGR creates the delivery scheme and closes the tab.

Activate the delivery scheme.

Note: A delivery scheme can only be modified if it is not associated with an active batch job.

14.6 Viewing Batch Job Status

The MGR periodically retrieves the operational status of sub-jobs and consolidates them for each batch
job.

If a server becomes unavailable at the time that the information is retrieved, the batch job status in the
MGR will show the last known value. The Settings [l Network Layout [ Devices tab will show an
error message for the stopped BAT.
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To view the operational state of each batch job, go to Batch Sending [ Batch Jobs Status in the MGR
Web interface. The view shows the percentage of the job that has been completed.

To see the operational state of a particular batch job, hover the mouse pointer over the job's row. To
see the counters for a batch job, click it.

To refresh the view, click Refresh.
Batch Job Status

Job Name BAT1 Total

Jobl 52 % 52 %

Figure 37: Example batch job status

14.7 Creating Batch Jobs

Prerequisites:

* SMS template

¢ Distribution list

¢ Batch application
* Delivery scheme

To create a batch job:

1. In the left navigation bar, select Batch Sending [J Batch Jobs.
The Batch Job tab appears.
2. Click Add New.
A new Batch Job tab appears.
Enter a unique name for the job in the Name box (maximum 31 characters).
Optionally enter a description of the job in the Description box.
Enter the job's priority in the Priority box (0-99, default 50).
Select the message template from the Template list.
Select the distribution list from the Distribution List list.
Select the batch application from the Application list.

e A A

Select the delivery scheme from the Delivery Scheme list.

10. To enable delivery notification from the SMSC, select Delivery Tracking (enabled by default).
It is recommended that delivery tracking be disabled when BAT interfaces directly with a third-party
SMSC.

11. Enter the maximum number of messages that can be sent in one second for the batch job in the
Max. Submission box (default 25).

12. Enter a validity period for the batch job in the Validity Period box (default 72 hours).

The validity period ensures that the batch job does not indefinitely remain in a running or delivery
pending state, in the event of a failure. If the validity period ends before all messages are submitted
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and all delivery notifications are received, the batch job's operational state will be changed to
"expired", and no further action will be taken unless a user restarts the batch job.

13. Click Save.

The MGR creates the batch job and closes the tab.

14. Activate the batch job.

14.8 Configuring Batch Applications

Prerequisite:

SMSC

To configure a batch application:

1.

AN .

In the left navigation bar, select Batch Sending 00 Applications 0 Applications.
The Batch Application tab appears.

Click Add New.

A new Batch Application tab appears.

Enter a unique name for the application in the Name box (maximum 31 characters).

Optionally enter a description of the application in the Description box.

Enter the application short code in the Short Code box.

Select the application protocol to use between the application and the HUB/SMSC from the Protocol
list:

e SMPP (default)
e UCP

If the protocol is SMPP:
a) Enter the password in the SMPP Password box.
To generate a random password, click

GEN PW

b) Enter the window size in the SMPP Window Size box (default 255).
c) Enter the ID to use when identifying the External Short Messaging Entity (ESME) that is
requesting to bind as transceiver with the SMSC (default BAT).

d) Enter the type of system to use when identifying the ESME that is requesting to bind as
transceiver with the SMSC (default USSD).

Note: In SMPP, only 0 through 9, a through z, and A through Z are supported for alphanumeric
originator addresses. Special characters cannot be used.

If the protocol is UCP:
a) Enter the password in the UCP Password box.
To generate a random password, click

ham
GEN PW
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10.

11.

12.

13.

14.
15.

16.

b) Enter the window size in the UCP Window Size box (default 100.)

Note: All GSM 7-bit characters can be used for alphanumeric originator addresses.

Enter the number of allowed SMPP or UCP sessions in the Number of Sessions box (default 1).

Each BAT server will distribute this number of sessions equally across all termination points that
are configured for the SMSCs to which this batch application is assigned.

For example, assume that the allowed number of sessions is 6 and the application is assigned to
SMSC1 and SMSC2. SMSC1 has two termination points: Ta and Tb. SMSC2 has three termination
points: Tc, Td, and Te. Each BAT server would distribute three sessions each to Ta and Tb, and
two sessions each to Tc, Td, and Te. If there are ten BAT servers, there would be 30 sessions each
to Ta and Tb, and 20 sessions each to Tc, Td, and Te.

Enter the number of seconds after which to send a keep-alive signal on an active session with the
SMSC in the Keep Alive Interval box (default 60).

Enter the maximum number of seconds that the BAT waits for a response from the HUB/SMSC
before considering a session to be expired in the Maximal Response Time box.

Enter the number of seconds to wait after disconnection before reconnecting the session in the
Session Timer box.

In the Max Session Retry Attempts box, enter the maximum number of allowed log-in attempts
before the BAT stops attempting to log in.

In the Batch SMSC section, select the SMSC(s) for which this application should be used.
Click Save.

The MGR creates the batch application and closes the tab.
Activate the application.

The settings in steps 5 through 12 must exactly match the corresponding configuration on the HUB
or SMSC.

Note: An application can only be modified if it is not associated with an active batch job.

14.9 Configuring Batch SMSCs

To configure a batch SMSC:

1.

In the left navigation bar, select Batch Sending [ Applications [ SMSC's.
The Batch SMSC tab appears.

Click Add New.

A new Batch SMSC tab appears.

Enter a unique name for the SMSC in the Name box (maximum 31 characters).

. Optionally enter a description of the SMSC in the Description box.

5. Click Save.

The MGR creates the batch SMSC and closes the tab.
Activate the SMSC.
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Note: An SMSC can only be modified if it is not associated with an application and all termination
points have been deleted from it. An SMSC can only be deleted if it is not associated with an application.

14.10 Configuring Batch Termination Points

If BAT will be interfacing with the HUBs in the system, it is not necessary to create a termination point
for a load balancer. However, to provide failover and redundancy, you should create a termination
point for each HUB. This ensures that, if one HUB fails, BAT can connect to a different HUB.

Prerequisites:

Batch SMSC

To create a batch SMSC termination point:

1.

NS @

In the left navigation bar, select Batch Sending 0 Applications 0 SMSCs.
The Batch SMSC tab appears.

Click an existing SMSC.
A new Batch SMSC tab appears.

Note: The termination point will default to the SMSC that you clicked, but you can change it while
creating the termination point.

Under Termination Points, click Add New.

A Batch Termination Point tab appears.

Enter a unique name for the termination point in the Name box (maximum 31 characters).
Optionally enter a description of the termination point in the Description box.

Enter the SMSC IP address in the IP Address box.

Enter the SMSC DNS name in the DNS Name box.

The DNS name is resolved to an IP address before making a TCP connection with the SMSC. If
there is a connection failure, DNS resolution will be retried once.

Note: The IP address and DNS name are not both required. Only one must be configured.

8. Enter the SMSC port nuber in the Port Number box (default 1200).
9. In the Retry Timer box, enter the number of seconds before retrying the TCP connection (default

10.

11.

60).
In the Retry Attempts box, enter the number of times to retry the TCP connection (default 0).

After this number is exhausted, the sessions for this termination point will be distributed to other
termination points.

Setting this parameter to 0 instructs BAT to attempt the connection an infinite number of times. If
multiple termination points are configured, each termination point will be attempted twice, with
the interval set in the Retry Timer parameter between attempts.

Select the session protocol from the Protocol list:

e SMPP (default)
e UCP
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Applications will only connect to termination points that are set to the same protocol as the
application.

12. From the SMSC list, select the SMSC to which the termination point should be assigned (defaults

to the SMSC that you initially clicked).

13. Click Save.

The MGR creates the termination point and closes the tab.

14. Activate the termination point.

Note: A termination point cannot be assigned to more than one SMSC.

14.11 Configuring Batch Properties

To configure BAT properties:

1.

In the left navigation bar, select Batch Sending 0] Properties.
The Batch Properties tab appears.

In the Maximum Throughput box, enter the maximum number of protocol data units (PDUs) that
the BAT can send per second (default 250).

Note: The maximum throughput should not greatly exceed the maximum physical capacity.

Select the shutdown method from the Shutdown Type list:

¢ Graceful: Upon graceful shutdown, BAT will finish distributing active jobs, disable job
distribution (if it is the master BAT), withdraw from the pool of available BATs accepting
sub-jobs, submit all pending messages, and close all SMPP or UCP sessions with the HUB/SMSC.

* Forced (default): Upon forced shudown, the BAT will disable job distribution (if it is the master
BAT), terminate the submission of all pending messages, and close all SMPP or UCP sessions
with the HUB/SMSC.

In the Minimum BAT Count box, enter the minimum number (quorum) of BATs that must be
available for master and subordinate selection (default 1).

The recommended value is n/ 2 + 1, where n is the total number of BAT nodes.

To enable logging, select Enable Logging.

If you are enabling logging, enter the template for the log file name in the Log File box (default
oh_ %y Yol _%0evS_%l. dat ).

The available file name template variables are:

Variable Description

WY Four-digit year

Ny Two-digit year

%m Two-digit month

% Two-digit day of the month
9% Hour (24-hour format)
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Variable Description
s Seconds
% Name of the host on which BAT is running
%l One-digit sequence number
"R Two-digit sequence number
93 Three-digit sequence number
% Four-digit sequence number
9% Five-digit sequence number
Y6 Six-digit sequence number
w Seven-digit sequence number
98 Eight-digit sequence number

Note: Logs are not automatically purged.

7. Click Save.

The MGR saves the properties and closes the tab.
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15.1 Introduction

When your system includes a RTR, IIW or HUB, you can create trace filters to capture data and send
it to a configured trace receiver.

The trace receiver isa command-line tool (t p_t r ace_r ecei ver ); refer to the Tools Operator Manual
for more information about its configuration and usage.

15.2 Application Traffic Trace Filter

When your system includes a HUB, you can create trace filters to capture data and send it to a
configured trace receiver.

Refer to the HUB Operator Manual for detailed information about tracing and recommended tracing
methods.

15.2.1 Creating Trace Filters

To create a trace filter:

1.

®

NS oW

In the left navigation bar, select Tracing [J Trace Filter.
The Trace Filters tab appears.

Click Add New.

A new Trace Filters tab appears.

Enter a unique name for the trace filter in the Name box (maximum 31 characters).

Optionally enter a description of the trace filter in the Description box.

In the Server IP box, enter the IP address of the server to which to send the traces from this filter.
In the Server Port box, enter the UDP port of the server to which to send the traces from this filter.
Click Save.

The MGR creates the filter and closes the tab.

Configure conditions for the trace filter.
After you have created all desired conditions, activate the trace filter.

15.2.2 Configuring Trace Filter Conditions

Prerequisites:

Trace filter

You can configure many conditions for each trace filter. To configure a trace condition:

1.

2.

In the left navigation bar, select Tracing [J Trace Filter.
The Trace Filters tab appears.

Click the trace filter to which you want to add a condition.
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The trace filter opens in a separate Trace Filters tab.

Click Add New in the lower right corner of the Trace Filters tab.
The Trace Filter Conditions tab appears.

4. Select a trace filter from the Trace Filter list.

Select a trace condition that needs to be satisfied for the trace filter to match from the Condition
list:

¢ Application—A list of applications appears; select the desired application

¢ Short Number—A box appears; enter the desired short number of the application (sessions that
receive a valid UCP60 with this short number as OAdC will be sent to the trace receiver)

¢ IP Address—A box appears; enter the desired source IPv4/IPv6 address of the application (all
sessions that have packets sent to and received from this IP will be sent to the trace receiver).
IP Address value can be IPv4 or IPv6 address.

¢ Unauthenticated sessions— An outside session has not yet been authenticated

e All MXP Traffic—MXP is a NewNet proprietary protocol used for communication between
the HUB, RTR, and AMS. With this condition traffic can be traced between HUB and RTR. This
condition is only useful in case the NewNet Technical Assistance Centre (TAC) requested to
use this option.

Click Save.
The MGR creates the trace filter condition and closes the tab.

Note: You must activate trace filters for them to begin collecting data, but it is not necessary to activate
trace filter conditions (they are always active).

15.3 SS7 Trace Filters

When your system includes a RTR, you can create SS7 trace filters to capture data and send it to a
configured trace receiver.

Refer to the RTR Operator Manual for detailed information about SS7 trace filters and guidelines for
devising filter expression.

15.3.1 Creating Trace Filters

To create a trace filter:

1.

S 9w

In the left navigation bar, select Tracing [J SS7 Trace Filter.
The Trace Filters tab appears.

Click Add New.
A new 557 Trace Filters tab appears.

Enter a unique name for the trace filter in the Name box (maximum 31 characters).
Optionally enter a description of the trace filter in the Description box.
In the Server IP box, enter the IP address of the server to which to send the traces from this filter.

In the Server Port box, enter the UDP port of the server to which to send the traces from this filter.
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7.

10.

11.

In the Filter Expression box, enter the Filter Expression for the Trace filter (maximum 2048 character
including whitespace). Filter Expression should be understood by t shar k (Refer to
http:/fwww.wireshark.org/docs/wsug_html_chunked/ChWorkBuild DisplayFilterSection.html).

Note: Using filter expression would have an effect on memory usage and long running traces with
filter expression are not recommended. If filter expression is not configured, then all
incoming/outgoing SS7 PDUs will be sent to the trace receiver server unfiltered.

In the Memory Usage box, enter the Maximum amount of memory in Megabytes allowed to use
by filtering application, from 512 to 4096 (4 GB). Default value is 1024 MB. Memory parameter is
applicable only if Filter Expression is specified. In case t shar k process memory usage exceeds
the configured value then the t shar k process will get restarted.

In the Linkset box, enter list of linkset names to trace (maximum 16 linksets). If this field is left
blank then all linksets specified in the corresponding RTR node’s host configuration file will be
traced. Linkset-based tracing capability is supported only for SS7 (MTP3) links, not for SIGTRAN
(M3UA) links. Multiple linksets can be specified separated by the new-line character.

Click Save.

The MGR creates the filter and closes the tab.
Activate the trace filter.
Note:

1. You must activate SS7 trace filters for them to begin collecting data.

2. Maximum 10 SS7 trace filters can be configured in a domain on MGR.
3. Only one S57 trace filter can be active in a domain at a time.

4. You must de-activate SS7 trace filter before deleting any SS7 trace filter.

15.4 SIP Tracing

You can create SIP trace filters to capture SIP data and send it to a configured trace receiver. IW may
use external application tshark to apply filters on incoming/outgoing SIP traffic.

The trace receiver is a command-line tool (tp_trace_receiver); refer to the Tools Operator Manual for
more information about its configuration and usage.

15.4.1 Creating Trace Filters

To create a trace filter:

Gk @ N R

In the left navigation bar, select Tracing U SIP Trace Filter. The Trace Filters tab appears.
Click Add New. A new SIP Trace Filters tab appears.

Enter a unique name for the trace filter in the Name box (maximum 31 characters).
Optionally enter a description of the trace filter in the Description box.

In the Trace Server IP box, enter the IP address of Server (on whicht p_trace_recei ver is
running) to send the traces from this filter.

In the Trace Server Port box, enter the UDP port of Server (on whicht p_t race_r ecei ver is
running) to send the traces from this filter
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7. In the Filter Expression box, enter the Filter Expression for the Trace filter (maximum 2048 character
including whitespace). Filter Expression should be understood by tshark (Refer to
http:/fwww.wireshark.org/docs/wsug_html_chunked/ChWorkBuild DisplayFilterSection.html).

Note: Using filter expression would have an effect on memory usage and long running traces with
filter expression are not recommended. Special characters like @,!#,%," need to be escaped using
the backslash (\). You can always enclose any character - including special characters - inside a
double-quoted string.

Hence as long as a special character is enclosed within double-quotes, it will not require to be
escaped with a backslash. However, in that case each of the enclosing double-quote character will
need to be escaped (as shown in the example below). For example, if a filter expression needs to
be created on sip.Call-ID then it should be written as:

sip.Call-ID == \"1-4715@10.41.128.24\"

8. In SIP Listener box, enter list of listener names to trace (maximum 50 listeners). If this field is left
blank or no listener matches with listeners specified in the corresponding IIW node’s host
configuration file then all the listeners specified in the corresponding IIW node’s host configuration
file will be traced. Multiple listeners can be specified separated by the new-line character.

9. In the Memory Usage box, enter the Maximum amount of memory in Megabytes allowed to use
by filtering application, from 512 to 4096 (4 GB). Default value is 1024 MB.
Note: Memory parameter is applicable only if Filter Expression is specified. In case tshark process
memory usage exceeds the configured value then the tshark process will get restarted.

10. Click Save.
The MGR creates the filter and closes the tab.

11. Refer section Configuring SIP Trace Filter Conditions for configuring SIP Trace Filter Conditions.

15.4.2 Configuring SIP Trace Filter Conditions

Following is the prerequisite for configuring the SIP Trace Filter Condition.
e Trace Filter should be existing.

You can configure many conditions for each trace filter. To configure a trace condition:

1. In the left navigation bar, select Tracing-> SIP Trace Filter. SIP Trace Filters tab appears.

2. Click the trace filter to which you want to add a condition. The trace filter opens in a separate SIP
Trace Filters tab.

3. Click Add New in the lower right corner of the SIP Trace Filters tab. The Trace Filter Conditions
tab appears.

4. Select a trace filter from the Trace Filter list.

5. Select a trace condition that needs to be satisfied for the trace filter to match from the Condition
list
¢ Originator Address - A box appears. Enter ipv4 or ipv6 address of originator.
¢ Originator Port - A box appears. Enter port of originator (0 to 65535).
* Recipient Address - A box appears. Enter ipv4 or ipv6 address of recipient.
* Recipient Port - A box appears. Enter port of recipient (0 to 65535).
* Protocol - A box appears. Enter protocol . (tcp , sctp, udp).
¢ SIP End Point - A dropdown list appears. Select the SIP End Point.

6. Click Save. The MGR creates the trace filter condition and closes the tab.
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1.

2.
3.

Note:

You must activate SIP trace filters for them to begin collecting data but it is not
necessary to activate trace filter conditions (they are always active).

Maximum of 10 SIP trace filters can be configured in a domain on MGR.
Multiple trace filter can be active in a domain at a time provided none of the
active filter contains filter expression.

Only one filter can be active in a domain at a given time when the activated
filter contains filter expression.

You must de-activate SIP trace filter and delete all its associated conditions
before deleting any SIP trace filter.

Trace Filter conditions are applied as ‘or” i. e. if any of condition matches, trace
filter will be applied on the SIP PDU.

Maximum of 100 trace conditions can be configured for a given trace filter.

If filter expression is not configured, no condition specified and no matching
listener configured in trace filter, then all incoming/outgoing SIP PDUs will be
sent to the trace receiver server unfiltered.

. IIW will filter SIP Traffic based on Trace Filter Conditions set in active SIP Trace

Filter:
a. Origin Address condition. It filters:

a. All SIP Requests with source IP equal to Origin address specified in the
condition.

b. All SIP Responses with destination IP address equal to address specified
in condition.

b. Origin Port condition. It filters:

a. All SIP Requests with source port equal to Origin port specified in the
condition.

b. All SIP Responses with destination port equal to port specified in
condition.

c. Recipient Address condition. It filters:

a. All SIP Requests with destination IP equal to Recipient address specified
in the condition.

b. All SIP Responses with source IP address equal to address specified in
condition.

d. Recipient Port condition. It filters:

a. All SIP Requests with destination port equal to Recipient port specified
in the condition.
b. ii. All SIP Responses with source port equal to port specified in condition.

e. Protocol condition filters SIP traffic based on the Transport protocol (UDP,
SCTP, TCP)
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16.1 Introduction

In the MGR settings, you can:

* Set your MGR preferences

¢ Manage MGR users and user groups

* View the MGR’s error log and change logs

¢ Configure the layout of your network (devices and domains)
¢ Configure global MGR settings

e Verify device license information

¢ Customise the MGR’s SMS application password generator
¢ Customise character conversion sets

Note: For information about configuring the Customer Care Interface (CCI) component, refer to the
CCI Operator Manual.

16.2 Setting Your Preferences

To change your MGR preferences:

1. In the left navigation bar, select Settings ] My Preferences.
The My Preferences tab appears.

2. Change one or more of the following options:

¢ The number of lines that appear on each page (minimum is 10)
* Your password (you must also confirm it)

* Your default view level (basic, standard, or expert)

® The date and time format

3. Click Save.
The MGR saves the changes and closes the tab.
Note: The MGR automatically assigns your user index number, and it cannot be changed. Your name,

log-in, and description can only be changed by an administrator. If you are an administrator, you can
change your own name, log-in, or description in User Admin [ User(s).

16.3 User Administration

Administrators use the MGR’s user administration functions to create user accounts, assign users to
groups, and assign rights to user groups.
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16.3.1 User Password Policy

Administrators can set different session time-outs, password restrictions, and log-in attempt restrictions
for different user groups. For example, the MGR session time-out can be set to 10 minutes for super
users and 30 minutes for customer service representatives.

The user password policy is:
¢ Password patterns are enforced by the system and have the following requirements:

¢ Contain at least 2 alphabet letters or underscores
¢ Contain at least 1 digit
* Length is at least 8 alphanumeric characters or underscores.

* Passwords are checked against the previous password history to reject recently used passwords
(configurable range 1-10).

¢ Password expiration is configurable by the administrator (0-99 days). An administrator can define
the period of time before the lifetime is reached; the user is automatically requested to change the
password. If this request is ignored and the lifetime is reached, the user can not log in until the
password is changed. When set to 0 (zero), the password expiration is disabled.

The default lifetime is 60 days.

16.3.2 Add a User

Prerequisites:

¢ Domain
e User group

To add a user:

1. In the left navigation bar, select Settings [ User Admin [J User(s).
The Users tab appears.

2. Click Add New.
The New User tab appears.

Enter the user’s name in the Name box.
Enter a unique log-in ID for the user in the Login box.

Optionally, enter a description of the device in the Description box.

AN .

In the Lines Per Page box, set the number of lines that the user will see on each page (default is
20).

7. In the User Password box, enter a password for the user.

8. Retype the password in the Confirm Password box.

9. Select a group for the user from the User Group list.

10. Select the user’s default domain from the Default Domains list.

11. Select the user’s default view from the View Level list.

12. Select a date and time format for the user from the Date Format list.

13. Click Save.
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The MGR creates the user and closes the tab.

16.3.3 Unlock a User Account

When a user exceeds the maximum allowed number of subsequent failed log-in attempts (as set for
their group in Settings [ User Admin 0 Groups), the MGR locks the user’s account. An administrator
must unlock the account.

To unlock a user account:

1. In the left navigation bar, select Settings [] User Admin [0 User(s).

The Users tab appears. The icon next to the locked user’s name is

——

2. Select the user by clicking the check box in his or her row.

3. From the Action menu, select Activate.

The MGR unlocks the user’s account and the icon next to his or her name changes to

The user can now attempt to log in again.

16.3.4 Add a User Group

The default user groups are:

Group Privileges

Administrators All privileges for all items

Super Users All privileges for all items

Cust S t
ustomer Suppor * All privileges for My Settings

* View privileges for all items except User Admin, Global Settings,
Devices and Domains

Counting M. t
ounting Management | | All privileges for Counting Rules

¢ All privileges for Statistics
* View privileges for all items

Fi 1M t
frewall Management 1o an privileges for Routing Rules, Advanced Filters, Logging, and

Firewall
* View privileges for all items

Application All privileges for Applications, Application Groups, and Application
Management Categories

BAT Server All privileges for Batch Sending

Management
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You can modify these user groups and/or add new user groups.

Prerequisites:

Domain

To add a user group:

1.

10.

11.

In the left navigation bar, select Settings [1 User Admin [0 Groups.
The User Groups tab appears.

Click Add New.
The New User Group tab appears.

Enter a unique name for the group in the Group Name box.

. Optionally, enter a description of the group in the Description box.

In the Session Timeout box, set the number of minutes that a user’s session can be idle before it
times out (default is 20 minutes).

To allow the user's sessions to never time out, set Session Timeout to 0.

In the Password Lifetime box, set the number of days before a user’s password expires (default is
60 days).
To allow the user's password to never expire, set Password Lifetime to 0.

In the Password History box, set the number of previous passwords to keep for users in the group
(default is 5 passwords).

A user cannot reuse a password in his or her history.

In the Max. Failed Attempts box, set the maximum number of subsequent times a user can attempt
to log in with an incorrect ID or password before he or she is locked out of his or her account. When
a user is locked out, an administrator must reset the account.

Note: The username/password administration of the MGR and CCI are shared, and lockout info
as well. The wrong attempt counter increases whenever user tries to login with consecutive wrong
passwords in MGR GUI or CCI GUI or combination of both. After a successful login, the wrong
attempt counter gets reset. The account never gets disabled for a zero value of Max. Failed Attempt.
In this case, only the value of the wrong attempt counter increases for each failed log-in attempt.

If users in the group should be allowed to view restricted user data (that is, SMS content), select
View Restricted Data (by default, this option is not selected).

If the user is not allowed to view restricted data, then the MGR will replace SMS content with ' X
characters when the user uses the Log Search or Customer Care Interface (CCI).

If users in the group should be allowed to view encrypted user data (that is, SMS content), select
View Encrypted Data (by default, this option is not selected). This option cannot be selected if
View Restricted Data option is not selected.

If users in the group should be allowed to view the LGP background query results of all users,
select View All Users Background Query (by default, this option is not selected).

. In the Privilege Assignments section, select the rights that the users in the group should have for

each domain (as defined in Settings [J Network Layout I Domains).
There are several types of privileges:

e Activate
e Deactivate
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¢ Delete
e Edit

e New

e View

Each type of privilege can be assigned to various items in the MGR menu, at the top (category)
level and at the individual menu item level. Click the plus sign to expand a category and view
individual menu items. A checkbox with a gray background indicates that there are both enabled
and disabled items at the lower level.

To assign a single type of privilege for all items, select the topmost box in that privilege's column;
for example, to allow users to view all items in the MGR, select the topmost box under View.

To assign all types of privileges for a single item, select Select All in that item's row; for example,
to allow users to have all privileges for the Firewall, select Select All in the Firewall row.

Privilege Assignmenls

Domain / Mamie Select All Activate Deactiv.. Delete Edit

5 main v ’ ) v v v 4
=l L ¥ ) = " " ¥ +
F Firewall

H SHS Applications o o o *) o o o
E Envirenment

@ Storage + # , ") ¥ o )
E Advanced Filters

Figure 38: MGR privileges

13. Click Save.
The MGR creates the user group and closes the tab.

16.3.5 Remove a User Group

For instructions on removing a user group, refer to Delete.

You cannot remove a user group that one or more users are assigned to. Before removing the user
group, you must assign all users in the group to a different group in Settings [0 User Admin 0 User(s).

16.4 Viewing Error and Change Logs

The Errors and Changes section contains logs of errors and changes that occur in the MGR itself.

16.4.1 Error Log

The error log lists errors that MGR users encounter. To view the MGR error log, select Settings L[]
Errors and Changes [ Errors.

To view details about an error in the log, click the error row. A new tab appears with the following
information:

* Log-in of the user who encountered the error
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¢ Domain in which the user encountered the error

e The target table in the MGR database (if applicable)
¢ A description of the error

* The target record in the MGR (if applicable)

¢ The MGR action

® The date and time when the error occurred

To refresh the error log, click Refresh on the Error Log tab.
Note: You can change the location of the error log in Settings [ Global Settings.

16.4.2 User Change Log

To view the log of MGR user changes, click User Changes.

To view details about a change in the log, click the change row. A new tab appears with the following
information:

* Log-in of the user who made the change

* Domain in which the user made the change

* Type of configuration item that was changed

¢ Index of the configuration item that was changed
* Name of the configuration item that was changed
* Operation that the user did

* The date and time when the user made the change

Note: You can change the location of the user change log in Settings O Global Settings.

16.4.3 Automatic Change Log

The automatic change log lists changes that the MGR automatically makes. To view the automatic
change log, select Settings U Errors and Changes [ Auto Changes.

To view details about a change in the log, click the change row. A new tab appears with the following
information:

¢ Indication that this was an auto-update

* Domain in which the MGR made the change

¢ Type of configuration that changed

* Index of the configuration item

* Name of the configuration item

¢ Change operation

¢ The date and time when the MGR made the change
¢ Change details:

e Attribute name
e QOld value
e New value

To refresh the automatic change log, click Refresh on the Automatic Change Log tab.
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16.5 Adding Domains

To add a domain to the MGR:

1. Log in to the main domain.
2. From the left navigation bar, select Settings [ Network Layout [J Domains.
The Domains tab appears.

3. Enter a name for the domain in the Name box (maximum 31 characters).

Domain names can only contain a- z, A- Z, and the underscore (_) character.

4. Optionally, enter a description of the domain in the Description box.

5. For Applications, select a sharing option:

¢ Shared: Use from Main: The item will be shared between the main domain and the new domain.
If you take action on an item in the main domain, the action will be reflected in the new domain.
For example, if you delete an item from the main domain, it will be automatically deleted from
the new domain.

Restriction: You can only use this option for applications if the following items are also set to
Shared: Use from Main:

¢ Application groups

¢ Application categories
e Service centers

e Service classes

* Not Shared: Make initial copy from Main: The item will be copied from the main domain and
the new domain will be independent of the main domain. If you taken action on an item in the
main domain, the action will not be reflected in the new domain. For example, if you add a new
item in the main domain, the item will not appear in the new domain.

* Not Shared: No initial copy from Main: The item in the new domain is completely independent
of the main domain. The item in the new domain is empty.

¢ Not Shared: Copy all from Main (existing and new): Initially, all items from the main domain
are copied to the new domain at the moment it is created. Subsequently, every new item is
copied to the new domain when it is created in the main domain. Only the creation is copied;
all other actions are per domain.

Restriction: You can only use this option for applications if the following entries are Shared:
Use from Main:

¢ Application groups

* Application categories
¢ Service centers

* Service classes

6. For the remaining configuration items, select a sharing option:

* Shared: Use from Main: The item will be shared between the main domain and the new domain.
If you take action on an item in the main domain, the action will be reflected in the new domain.
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For example, if you delete an item from the main domain, it will be automatically deleted from
the new domain.

* Not Shared: Make initial copy from Main: The item will be copied from the main domain and
the new domain will be independent of the main domain. If you taken action on an item in the
main domain, the action will not be reflected in the new domain. For example, if you add a new
item in the main domain, the item will not appear in the new domain.

* Not Shared: No initial copy from Main: The item in the new domain is completely independent
of the main domain. The item in the new domain is empty.

7. Click Save.
The MGR creates the domain and closes the tab.

8. In Settings 0 User Admin [J Groups, assign rights for the new domain to the appropriate group(s).
You canuse thet p_ngr _domai n_shar i ng command-line tool to change the sharing of an existing
domain. Refer to tp_mgr_domain_sharing for more information.

9. Follow the below steps to create a common semi-static configuration file for each new domain:

* Logininto MGR server as user textpass and create conmon_conf i g_<new donmai n name>. t xt
and place this file in / usr/ Text Pass/ et ¢/ path.

* Switch to user root and restart the MGR using below commands:

# [usr/ Text Pass/ bi n/tp_ngr_stop
# [usr/ Text Pass/bin/tp_ngr_start

16.5.1 Domain Database Management

The MGR creates a MySQL database for each domain. By default, there are two MySQL databases:

e ngr_donai n_ngr
e ngr_domai n_nai n

When you add a new domain, the MGR creates a new MySQL database based on the naming pattern
mgr _domai n_<domai n name>. Because of this functionality, when adding new domains, you may
need to update your MySQL configuration file (normally / et ¢/ ny. cnf).

If you have started multiple MySQL processes, each with a custom configuration file, you must update
the particular configuration file. In particular, if you have configured MySQL replication and you
must replicate specific databases, you must update the list of databases to include the database of the
new domain.

16.6 Configuring Servers

Prerequisites:

¢ Domain
e Poller

You must configure servers before you can configure devices. To configure a server in your system:
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1. In the left navigation bar, select Settings (1 Network Layout [I Servers.
The Servers tab appears.

2. Click Add New.
A new Servers tab appears.

Enter a name for the server in the Name box (maximum 31 characters).

Enter the server’s IP address in the IP Address box.

Enter SNMP port number of the server in the System SNMP Port box. Defaultis 11114.
Enter the number of CPU cores in the server in the CPU Cores box. Default is 1.

AL

The number of CPU cores is as follows for:

e HP DL380 G6 (Dual Processor with Intel® Hyper-Threading disabled): 8

e HP DL380 G6 (Dual Processor with Intel® Hyper-Threading enabled): 16
e HP DL380 G7 (Dual Processor with Intel® Hyper-Threading disabled): 12
e HP DL380 G7 (Dual Processor with Intel® Hyper-Threading enabled): 24

7. From the Domain list, select the domain to which the server belongs (defaults to the mai n domain).

8. Optionally, from the Poller list, select a poller for the server (as configured in Statistics [ Settings
O Pollers).

9. Click Save.
The MGR saves the server and closes the tab.

16.7 Configuring Devices

Use the MGR to manage the devices in your system.

16.7.1 Add a Device

Prerequisites:

¢ Domain
e Server

To add a device:
1. In the left navigation bar, select Settings ] Network Layout 0 Devices.
The Devices tab appears.

2. Click Add New.
The New Device tab appears.

3. Enter a name for the device in the Name field (maximum 31 characters).

Note: It is strongly recommended that you give each device a unique name. Adding a new device
with the same name as an existing device will not replace the existing device. However, the presence
of two devices with the same name can increase the difficulty of statistics and log analysis.
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4. Optionally, enter a description of the device in the Description field.

10.

11.

12.

13.

Select the type of device from the Type field.
Note: PBC R01.04 is referred to as PBC1. The PBC R02.00 and later is referred to as PBC.

If selected device type is : RTR, HUB, AMS, FAF, LGP, PBC or IIW, an additional field Device Port
is displayed with default value for user t ext pass. Enter the value of the SNMP port used by that
device in this field.

Important: SNMP ports for devices of each user can be seen by executing the command
[ usr/ Text Pass/ bi n/ t p_nanage_user --i nf o on the traffic element server.

If the device is a HUB, another field for External IPv4 Address appears. Enter the IPv4 address or
hostname that will be used by the HUB as listen address for application protocols (SMPP, UCP
and CIMD2).

If the device is a HUB, an additional field External IPv6 Address is displayed. Enter the IPv6 address

or hostname; this address is used by the HUB as listen address for application protocols (SMPP,
UCP and CIMD?2).

Note:

HUB External Address must be unique in domain. Both external addresses will support “empty
string but at least one must be specified. For validation rules for IPv4/IPv6/Hostname, refer the
Configure Service Centre Nodes.

If the hostname is configured on HUB External Address, refer to section: DNS Query Mechanism
for more details.

If the device is an IIW, an additional field Primary External IP Address is displayed. Enter the IP
address or hostname; this address is used by the IIW to listen for outside SIP connections. IPv4,
IPv6 and hostname address formats are supported for the [IW Primary External IP Address field.
If the device is an I[IW, an additional optional field Secondary External IP Address is displayed.
Enter the IP address or hostname; this address is used by the IIW to listen for outside SIP connections
in case of SCTP only. IPv4, IPv6 and hostname address formats are supported for the IW Secondary
External IP Address field.

If the device is an AMS, additional field QCLI Server Port is displayed with a default value. You
can modify default value if required.

Note: QCLI Server port for AMS of each user can be seen by executing the command
/usr/ Text Pass/ bi n/t p_nanage_user --i nf o on the traffic element server.

If the device is an LGP, additional field LGP Query Port is displayed with a default value. You can
modify default value if required.

Note: LGP Query port for LGP of each user can be seen by executing the command
[ usr/ Text Pass/ bi n/ t p_manage_user --i nf o on the logging element server.

If the device is a RTR and it should be the default router, ensure that the Default Router check box
is selected.

Otherwise, clear the Default Router check box.
Note: If the user adds a new RTR device from MGR GUI, the MGR will automatically setup the

FTA job for that device, which will enable transferring of list files and output files. Please refer to
the DMF Operator Manual for more information about list files and output files.
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14. Select the correct device release number from the <device> Release field.
Where <devi ce> represents the type of the device as selected in the Type field.
15. In the Server Name field, select the server on which the device resides.

Note: The MGR automatically assigns the device TCP port, based on device type.

16. In the Domain field, select the management domain for the device (defaults to the main domain).

17. If you do not want the MGR to connect to the device under any circumstances, clear the Allow
Connection check box.

Otherwise, ensure that the Allow Connection check box is selected.

18. Optionally, in the Poller field, select a poller for the device (as configured in Statistics [1 Settings
O Pollers).
19. Click Save.

The MGR creates the device and closes the tab.
20. Activate the device.
IMPORTANT CONSIDERATIONS:
When adding a new device on a multi-instance setup, following restrictions shall apply.

1. Two devices of the same device type cannot be added if they have exactly the same combination
for Device Port and Server IP Address.

2. Two HUB devices cannot be added on the same server if they have exactly the same combination
for External IP Address and Domain.

3. Two HUB devices can be configured on the same server in a domain if they use different External
IP Address.

4. Any two AMS devices cannot use exactly the same combination for QCLI Server Port and
Server IP Address.

5. Any two LGP devices cannot use exactly the same combination for LGP Query Port and Server
IP Address.

6. Two IIW devices cannot be added on the same server if they have exactly the same combination
for External IP Address and Domain.

7. TwoIIW devices can be configured on the same server in a domain if they use different External
IP Address.

16.7.1.1 Add a Device That Is Not Available

If you attempt to add a device that is not available, the MGR daemon (t p_ngr d) returns an SNMP
error to the MGR, indicating that the device is non-operational. The MGR requires that all SNMP
errors from devices be resolved before further provisioning can be done.

To prevent this issue, if you know a device is offline, clear the Allow Connection option when you
add the device. This will add the device to the configuration but prevent the MGR from sending
provisioning data to the device. When the device is restarted, the MGR will apply the correct
configuration to it.

Once the device is available, the Allow Connection option must be selected.
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16.7.1.2 Clear an SNMP Error for an Unavailable Device

If a configuration change is made when a device is unavailable, you can clear the resulting SNMP
error by:

1. Clearing Allow Connection for the device in question
2. Selecting the configuration item that was changed and re-syncing it

16.7.1.3 Device Configured Version and Component Version

Device list GUI page (Settings [1 Network Layout [] Devices) displays the Configured Version and
Component Version of the device.

¢ Configured Version => Device release version configured on MGR GUI
¢ Component Version => Component version on the target device.

You must ensure that the Configured Version of device is always less than or equal to Component
Version.

16.7.2 Polling Devices

The Manager’s t p_ngr _pol | service automatically polls the devices at regular intervals to verify
their operational state and component version.

16.7.3 Device States

Each device has two types of states:
* Administration state:

e Active—The device is active (see Activate).
¢ Inactive—The device has not been activated yet or was deactivated (see Deactivate).

* Operational state:

¢ Active—The device is operating.

* Not active—The device has not been activated yet or was deactivated.

¢ Synchronizing—The device is waiting to synchronize with the Manager or is currently
synchronizing.

¢ Unknown—The MGR cannot communicate with the device.

The Devices tab shows the states of each device: the administration state in the ST column and the
operational state in the OS column. It also shows the device type (Type), the server where the device
is installed (Server Name), and the domain the device belongs to (Domain).
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Devices
ST 0s Mame Type Server Name Domain
C = v RTR RTR ibiza-zone? main
== o HUEB HUB ibiza-zone2 main
—-o vy AMS AMS sardegna main
-- RTR1 RTR java AGW D1
-- HUB1 HUB java AGW D1

Figure 39: Device states

Note: The operational state as shown in the MGR is not necessarily the same as the state that is shown
when t p_st at us is run on the device itself.

Note: When changing the administration state of the SPFSOAP device, it is only changed on the MGR
GUI The administration state of the SOAP server is actually not changed.

The MGR logs changes to devices” administration state and operational state in Settings O Errors and
Changes [0 User Changes and Auto Changes.

16.7.3.1 Example State: Active and Connected

When a device is active, connected, and in sync with the Manager, the administration state shows

and the operational state shows

v

16.7.3.2 Example State: Active and Synchronizing

When a device is active and synchronizing with the Manager, the administration state shows

and the operational state shows

This state can occur after an operator request or when a device missed configuration changes while
disconnected. The Manager does not allow changes that affect this device while it is in this state.

16.7.3.3 Example State: Active and Disconnected

When a device is active but not connected to the Manager, the administration state shows
and the operational state shows
2

This state can occur when the operator sets the device to active or the device was active the last time
the Manager polled it; however, the Manager cannot currently communicate with the device. When

the Manager can connect to the device again, the Manager will synchronize the device with any changes
that were made while communication was not possible (through the t p_ngr _pol | service).
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16.7.3.4 Example State: Inactive and Connected

When a device is inactive and connected to the Manager, the administration state shows

——

and the operational state shows

X

Although the device is inactive, the Manager can communicate with it and will keep it synchronized
with any configuration changes that impact it.

16.7.4 DNS Query Mechanism

If the hostname is configured, then DNS query will be performed. Following steps explain how DNS
query will be performed:

1. DNS lookup is performed for all the configured hostnames.

2. If the specific type of address that is "AAAA (for IPv6)" and "A (for IPv4)" is not found on DNS
lookup, then no IP address is set for that parameter. For example:

a. The field "External IPv6 Address" (in case of HUB) requires an IPv6 address and it won't be
set until an IPv6 address is returned through the DNS query

b. The IP address of Service center node can accept an IPv4/IPv6 address or a hostname. While
doing DNS query, IPV6 address is preferred over IPv4 address.

3. The asynchronous DNS query interval is controlled by the semi-static parameter dnsf ai | ti meout .
If the value of this parameter is "0", then no more DNS queries is performed.

4. Aslong as the DNS query does not get resolved, a log message is printed to indicate that the DNS
query is not successful.

5. DNS module maintains a TTL value for the resolved hostnames. Once the TTL value expires for
hostname, the DNS lookup is performed again to get the new resolved IP address.

6. If the user configures hostname which does not exist in DNS sever, then in that case there will be
infinite number of DNS queries performed. To avoid this situation, a maximum of 50 DNS queries
are performed.

16.7.5 Device Limitations

Use the MGR to manage the devices in your system The following table summarizes the maximum
number of devices that can be configured in the MGR per domain.

Device Type Maximum Devices
AMS 250
BAT 100
EMG 250
FAF 250
HUB 250
ow 250
LGP 250

Release 17.4 Revision B, March 2019 377



MGR Operator Manual Settings

Device Type Maximum Devices
PBC 250
PBC1 250
RTR 250
SPFCORE 250
SPFSMS 250
SPFSOAP 250
XSARP 32
XSBWL 32
XSCPY 32
XSDIL 32
XSFWD 32
XSSIG 32
XSINT 32

16.8 Configuring Global Settings

To configure and modify global settings:

1.

In the left navigation bar, select Settings [1 Global Settings.

The Global Settings tab appears. Next to Master, the host name of the master MGR appears. Next
to Slave, the host names of the local MGRs appear.

In the Maximum Open Tabs box, set the maximum number of MGR tabs that a user can have open
at one time (between 2 and 25).

In the Request Timeout box, set the number of seconds that the MGR should wait for the server
to respond to a request before timing out (default is 600 seconds).

In the Change Period box, set the number of hours that the MGR should keep configuration changes
in its database (default is 48 hours).

In the Change File box, set the location and name of the . t xt file in which to store MGR changes
(for example, / var/ Text Pass/t p_ngr _change_| og. t xt).

In the Error Period box, set the number of hours that the MGR should keep errors in its database
(default is 48 hours).

In the Error File box, set the location and name of the . t xt file in which to store MGR errors (for
example, / var / Text Pass/tp_ngr _error_| og. t xt).

Set the device polling interval, which controls how often the MGR refreshes the device overview
in Settings [0 Network Layout [0 Devices (default is 60 seconds).
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9. In the Max Deactivated Devices (%) box, set the maximum percentage of devices allowed to
deactivate per device type in a domain. If you try to deactivate devices more than configured
percentage, then confirmation message will be displayed on GUI.

10. Optionally, configure user-defined fields.
11. Click Save.
The MGR saves the settings and closes the tab.

Note: The Max Shortcode Length shows the maximum length of short numbers that can be assigned
to applications).

16.8.1 Configuring User-Defined Fields

The MGR provides six user-defined fields to contain custom data. The user-defined fields will be
added to the parameters that are available for each configuration item.

There are two types of user-defined fields:
e Short fields, which look like:

* Large fields, which look like:

16.8.1.1 Add a User-Defined Field
To add a user-defined field:

1. In the left navigation bar, select Settings [1 Global Settings.
The Global Settings tab appears.

2. If you want to add a short field, enter its name in Short User Defined Col. 1 Name. If you want to
define a large field, enter its name in Large User Defined Col. 1 Name.

3. Optionally enter help text for the field.
This text will appear when the user moves his or her mouse pointer over the field name.

4. Repeat steps 2 and 3 for each field that you want to add.
5. Click Save.

The Manager makes the field(s) available in all configuration items and closes the tab.

16.8.1.2 Modify a User-Defined Field

You can modify an existing user-defined field without affecting the data that has been entered in that
field within any configuration item. For example, if you change the name of a field from "Comments"
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to "Location Details", any data that was entered in the "Comments" field will be available in the
"Location Details" field.

To modify a user-defined field:

1. In the left navigation bar, select Settings [J Global Settings.
The Global Settings tab appears.

2. For the field(s) that you want to modify, change the name and/or help text.
3. Click Save.

The MGR saves the changes and closes the tab.

16.8.1.3 Remove a User-Defined Field

To remove a user-defined field:

1. In the left navigation bar, select Settings [J Global Settings.
The Global Settings tab appears.
2. For the field(s) that you want to remove, completely clear the name and, if provided, the help text.

WARNING: When you remove a user-defined field, any data that has been entered in that field
within any configuration item is completely removed and is not recoverable.

3. Click Save.
The MGR removes the field(s) and closes the Global Settings tab.

16.9 Pending Transactions
The Pending Transactions screen contains details of the configuration updates which are not yet
synched with the devices.

The synchronization operations are queued, i.e. when one synchronization operation is already in
progress and same/another user initiates another configuration update operation, then the second
operation is synchronized only after the earlier synchronization gets completed.

To view the Pending Transaction(s), select Settings [J Pending Transactions from the left-hand
navigation pane.
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Figure 40: Pending Transactions

Note: In case a single configuration update operation performed on a table results in more than one
pending transactions, i.e. for synching the updated configuration with multiple devices, then each
such pending transaction will be displayed as a separate row on the Pending Transactions screen.

To view details about a particular pending transaction, click on the corresponding row in the Pending
Transactions screen. A new tab appears with the following information:

¢ Table on which the configuration update was performed.
¢ Configuration Action performed on the corresponding device.
® IP on which the device is running.
* Port on which the device is running.
* Device Name, i.e. name of the device configured with MGR, as indicated on the Settings 0 Network
Layout O Devices screen.
* Table Index, i.e. SNMP index of the table on which the configuration update was performed.
:* . e retnrynd b cusiomer’s ko
Mobile Messaging | Unsupported romset | Search | Logout | Support | eitic
EE— o femengresz
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Figure 41: Pending Transaction Details
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16.10 Verifying Device License Information

The MGR can be used to verify device licenses by comparing them with locally stored license
information. You can view local license information for all devices, or you can view specific license
information for individual devices.

16.10.1 Verifying Local License Information for All Devices
To view local license information for all devices:

1. In the left navigation bar, select Settings > Global Settings > License Overview .

2. The Location column shows the server name (i.e. where the device is installed). The license expiration
date (Expires) and the license file name (Filename) are also indicated.

If a device is running, the Hours Left column shows the number of hours left for the license. This
information is retrieved from the corresponding device itself.

The status of the license (Status) is also indicated, as follows:

¢ Expired - the license has already expired and cannot be used any more
* Current - the license is still valid and could be used by one of the devices
* Active - the license is actually being used by one of the devices

16.10.2 Verifying Device-Specific License Information for Each Device
To view the device-specific license information that is read from each device:

1. In the left navigation bar, select Settings [J Network Layout 0 Devices.
The Devices tab appears.

2. Click the device name in the Devices tab to select a device.
On the selected device screen, License Expiry indicates the number of hours of operation that a
running device license has left (refer to the Hours Left column in the Global License Overview
settings). Information in the License Number and License Issue Number fields identify the license

file being used by the selected device (refer to the Filename column in the Global License Overview
settings).

16.11 Customising the Application Password Generator

The HUB supports password authentication for SMS applications. The MGR’s application password
generator can generate passwords for SMS applications, based on customisable settings.
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Interface Type: - UCP [V]
Session Model: v | Use Service Class Model [V]
Dutside Authentication Method: b 1 - Password Authentication

[] 2 - CLI Authentication
[]= - One OR the other {not both)

Dutside UCP Password: r | |;”
Inside Authentication Method: b 1 - Password Authentication
Inside UCP Password: v | |;"m
Inside UCP Window Size: r | 100 |

Figure 42: Password generation buttons

To customise the settings for the application password generator:

1.

In the left navigation bar, select Settings [1 Application Password.

The Application Password Generator Settings tab appears.
Set the following properties:

* Description—An optional description of the application password generator.
* Total Password Minimum—The minimum length of the passwords that will be generated for

applications.

Total Password Maximum—The maximum length of the passwords that will be generated for
applications.

Character Set 1, 2, and 3—Up to three sets of characters to use to generate passwords.

For each character set that you create, set the minimum and maximum numbers of characters
to use from the set.

Character Set 1: |abcdefghijklmn0pqrstu'mxyz |
Minimum:  + |1 |
Maximum: v |2|:|' |

Character Set 2: ~  |ABCDEFGHIJKLMNOPQRSTUVWXYZ |
Minimum:  « |'| |
Maximum: + |2D |

Character Set3: ~ | 1234567330 |
Minimum:  + |'| |
Maximum: |5 |

Figure 43: Customised character sets

Minimum Application Password Length—The overall minimum required length for application
passwords. Set this property to 0 (zero) to allow empty passwords.

Note: The minimum application password length must be set to 0 (zero) when you are using
the HUB's learning mode (which applies to UCP applications). Refer to the HUB Operator
Manual for information about learning mode.
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3. Click Save.

The MGR saves the application password generator changes and closes the tab.

16.12 Configure CCI Properties

1. In the left navigation bar, select Settings [1 CCI O Properties.

The Customer Care Properties tab appears.
Customer Care Properties

Search All Domains: ]
Max Open Tabs: |16 |
SMSC IP Address: [127.0.0.1 |
SMSC Port Number: | 2275 |
Message Type: - | SKPF V|
System ID: ¥ |anu:un_l,lmu:uus |
System Type: k |5MF"F' |
Password: = |
Source Address: (1234 |
Message Text: test message
Last Updated: 2011-Aug-31 11:37:17 CEST

Figure 44: Customer Care Properties

2. Normally, the CCI will only search for messages that are in the domain where the user is currently
logged in. If the CCI should be allowed to search messages in all domains, select Search All
Domains.

3. In the Max Open Tabs box, enter the maximum allowed number of open tabs in the CCL

Note: If this parameter is changed you must either log-out and log back into the CCI GUI or restart
the CCI for the change to take effect.

4. Inthe SMSCIP Address box, enter the destination IP address that the CCI should use when sending
a test message to a subscriber.

5. In the SMSC Port Number box, enter the destination port number that the CCI should use when
sending a test message to a subscriber.

6. From the Message Type list, select the protocol that the CCI should use when sending a test message
to a subscriber:

s SMPP
s UCP

7. 1f the message type is SMPP:
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a) Enter the system ID to use in the SMPP bind message in the System ID box.
b) Enter the system type to use in the SMPP bind message in the System Type box.

8. If the message type is UCP, enter the short code to use in the UCP 60 log-in message in the Short
Code box.

9. In the Password box, enter the password that the CCI should use when establishing a session to
send a test message to a subscriber.

10. In the Source Address box, enter the address that should appear as the originator address when
the CCI sends a test message to a subscriber.

11. In the Message Text box, enter the text that the CCI should use in test messages sent to subscribers.
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17.1 Introduction

Statistics

When your system includes the Statistics Viewer (STV), you can view detailed, real-time statistics

about the traffic in the system.

17.2 Types of Statistics

The following types of statistics are available:

Type

Statistics

System

e QOverview
e Processes
¢ Storage

Double-click a system to view additional information about it.

Incoming traffic

e Total MO

¢ Country MO

* Network MO

e Application AO/MT

Outgoing traffic

e Total MT

¢ Country MT

¢ Network MT

¢ Application MO/AT
e SMSC

¢ Country SMSC

* Network SMSC

e HLR

e SRISM

Through traffic

e Total AO/AO

e Total AT/AT

* Application AO/AO
e Application AT/AT

Inside traffic
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Statistics

Type

Statistics

¢ Termination point AO
¢ Termination point AT
¢ Node AO

e Node AT

e Service centre AO

e Service centre AT

Outside traffic

¢ Application sessions
¢ Application AO

* Application AT

* Recipient country AT
* Recipient network AT

Detected violations

e Detected MO violations
e Detected MT violations
e Detected SRI violations

Unexpected traffic

e Total TCAP
e Country TCAP
e Network TCAP

Rul
es e Routing rules (MOR, MTIR, MTOR, AOR, ATIR, ATOR)
¢ Counting rules (MOC, MTIC, MTOC, AOC, ATIC, ATOC)
e External condition rules (MOX, MTIX, MTOX, AOX, ATIX,
ATOX)
Performance

¢ License Usage
e S57 Usage

Double-click a device in the S57 usage table to view the S57 linkset
usage for the device. Double-click a linkset to view the SS7 link
usage for the combination of that device and linkset.

Advanced Filters (if FAF is
installed and licensed)

e ECI connections
e Filters
e (Conditions

Double-click a filter to view the conditions of the filter.

AMS (if installed and licensed)

e Queues
* Message store
e Transaction store
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Type Statistics
IPSMGW (if ITW is installed and e Total SIP MO
licensed)

e Total SIP MT

e HSS Sh Interface

¢ SIP Register

e Subscribe

¢ Notify

* Sip Application
* Incoming

* Message
* Info

¢ Outgoing

* Message
e Info

e Sip Listener
* Incoming

* Message
* Info

* Register
* Notify

¢ Outgoing

* Message
e Info
* Subscribe

PBC RO1 (if installed and

licensed) e ECI connections

e Attribute filters
e Diameter (requests and results)

PBC R02 (if installed and

licensed) e ECI connections

® Scripts
e Diameter
e Database

EMG (if installed and licensed) e Session management

¢ Incoming SMS
¢ SMS2Email
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Type Statistics
¢ Outgoing email
® SMS response
Other
¢ Status reports
e External condition (EC) failures

Refer to the STV Operator Manual for detailed information about available statistics.

17.3 Configuring Statistics Settings

You can configure polling and data retention intervals, create pollers for devices, and adjust what data
is collected from each type of device.

17.3.1 Set Polling Intervals

By setting the polling intervals you set the sample rate. There are three types of polling intervals:

s Very fast
e Fast
e Normal

When you adjust the data that is collected from each device in Polling Groups, you can select one of
these intervals for each polling group.

To customise the polling intervals:

1. In the left navigation bar, select Statistics 0 Settings [ Polling Intervals.

The Polling Intervals tab appears.

2. Set the following polling intervals:

* Very Fast PI—1 (default) or 5 minutes
e Fast PI—5 (default) or 15 minutes
¢ Normal PI—15 minutes or 1 hour (default)

3. Click Save.

The MGR saves the changes and closes the tab.

17.3.2 Set Data Retention Intervals

To set the data retention intervals:

1. In the left navigation bar, select Statistics [ Settings [ Data Retention.

The Data Retention Intervals tab appears.

2. Set the following data retention intervals:
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3.

¢ Full Resolution Data—Number of days to retain the data from all counters

* 15 Minutes Aggregates—Number of days to retain the data from the 15-minute aggregate
counters

* Hourly Aggregates—Number of days to retain the data from the hourly aggregate counters

Click Save.
The MGR saves the changes and closes the tab.

17.3.3 Create Pollers

Prerequisites:

Domain

Pollers collect data from the devices. To create a poller:

1.

AN N

In the left navigation bar, select Statistics [ Settings [J Pollers.
The Pollers tab appears.
Click Add New.

Enter a unique name for the poller in the Name box.

Enter the host name of the device from which this poller will collect data in the Hostname box.
Select the domain in which the device resides from the Domain list.

Click Save.

The MGR creates the poller and closes the tab.

Activate the poller.

17.3.4 Filter System Processes

To filter the system processes that appear in the system health statistics:

1.

In the left navigation bar, select Statistics [0 Settings [ Process Filters.
The Process Filter tab appears.

Note: By default, the MGR includes processes that are commonly of interest.

Click Add New.
A new Process Filter tab appears.
Enter the name of the process in the Name box.

Note: You can add names that are not valid processes, but they will not appear in the system health
statistics.

Click Save.
The MGR adds the process and closes the tab.
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17.3.5 Customise Polling Groups

You can set different polling intervals (sample rates) for different polling groups within each device.
You can also disable polling for certain polling groups.

17.3.5.1 AMS Polling Groups

For each of the following AMS polling groups, select Do not poll or select a polling interval:

¢ Storage per Application
¢ Storage Duration

¢ Queues

e Throughput

* Queue Storage

* Queue Throughput

¢ Transaction Storage

17.3.5.2 EMG Polling Groups

For each of the following EMG polling groups, select Do not poll or select a polling interval:

* Session Management

¢ Incoming SMS

* Sms2Email Conversion
¢ Outgoing Email

* SMS Response

17.3.5.3 FAF Polling Groups

For each of the following FAF polling groups, select Do not poll or select a polling interval:

e ECI Connections
e Filters
e (Conditions

17.3.5.4 HUB Polling Groups

For each of the following HUB polling groups, select Do not poll or select a polling interval:

* Inside AO Application Traffic

¢ Inside AT Application Traffic

¢ Outside AO Application Traffic

* Outside AT Application Traffic

* Application Inside Sessions

¢ Application Outside Sessions

¢ Inside SC Termination Point Traffic
¢ Combined Application Traffic
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17.3.5.5 IIW Polling Groups

For each of the following IIW polling groups, select Do not poll or select a polling interval:

* Sip Transaction Received from CSCF
¢ Sip Transaction Sent to CSCF

e HBSS Sh Interface

* Register Request from IMS Network

* Subscribe

* Notify

e Sip Application
¢ Sip Listener

17.3.5.6 PBC1 Polling Groups

Statistics

For each of the following PBC R01.xx polling groups, select Do not poll or select a polling interval:

e ECI Connections

e Attribute Filters

¢ Diameter Requests
¢ Diameter Results

17.3.5.7 PBC Polling Groups

For each of the following PBC R02.xx polling groups, select Do not poll or select a polling interval:

¢ ECI Connections

* Scripts

e External Variables

e Diameter Queries

¢ Diameter Result Codes
e Database

17.3.5.8 RTR Polling Groups

For each of the following RTR polling groups, select Do not poll or select a polling interval:

e Total MO Traffic

e Total MT Traffic

e Total MT-AT Traffic
e Total AO-AO Traffic
e Total AT-AT Traffic
e Total AT-AO Traffic
e Total AT-Store-AO

e Total AT-AO-Store

¢ Combined SM Traffic
* MO Routing Rules

¢ MTI Routing Rules
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Application AT-AT Traffic
Application AT-AO Traffic
Application AT-Store-AQO Traffic
Application AT-AO-Store Traffic
Country MO Traffic

Country MT Traffic
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Network MO Traffic

Network MT Traffic

Network MT-AT Traffic
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* MTO Routing Rules

* AO Routing Rules

e ATO Routing Rules

¢ ATI Routing Rules

¢ IGM Routing Rules

* MO Counting Rules

e MTI Counting Rules

¢ MTO Couting Rules

* AO Counting Rules

e ATO Counting Rules

e ATI Counting Rules

¢ IGM Counting Rules

* MO External Rules

* MTI External Rules

e MTO External Rules

* AO External Rules

e ATO External Rules

e ATI External Rules

e IGM External Rules

* Application AO-MT Traffic
¢ Application MO-AT Traffic
* Network SRISM Traffic

MO Violations

MT Violations

SRI Violations

SMSC Traffic

Country SMSC Traffic

Network SMSC Traffic

Unknown SMSC Traffic

HLR Traffic

Status Reports

License Usage

SS7 Usage

MB3UA Usage

Recipient Country/App AT Traffic
Recipient Network/App AT Traffic
External Condition Messages

SSI Requests

Unexpected TCAP Traffic
Unexpected Country TCAP Traffic
Unexpected Network TCAP Traffic
Home Routing

Signature

Country SRISM Traffic

Statistics

Note:

1. All unexpected TCAP polling groups must be polled at the same interval.
2. The polling group "Home Routing" is obsolete. The counters of this polling group have been
replaced by SRISM rules. Set this polling group to "Do not poll", to avoid the below error(s) in the

stv_poller process:

SNMP error: StatView :Error:: SNMP: get (nt Scranbl i ngCount Suspect . 1):

There is no such variable nane in this MB.

17.3.5.9 SPECORE Polling Groups

(noSuchNane)

For each of the following SPF Core polling groups, select Do not poll or select a polling interval:

e Subscribers Per SPF Profile
e Subscribers Per SPF Service
e Contacts

¢ Contact Groups

¢ Rules Per Service

17.3.5.10 SYS Polling Groups

For each of the following system health (SYS) polling groups, select Do not poll or select a polling

interval:

* System Processes
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¢ System Storage
¢ System Memory
¢ System Networks

Note: All system health polling groups must be polled at the same interval.

17.3.6 Configuring Export Streams

Export Streams enables you to generate statistical data reports for use with third-party analysis tools.

17.3.6.1 Create Export Streams

To create export streams:

1. In the left navigation bar, select Statistics [ Settings [ Export Streams. The Export Streams tab
appears.

2. Click Add New.
A new Export Stream tab appears.
3. Enter a unique name for the profile in the Name box (maximum 31 characters).

4. Select the Transfer Protocol that the Export Stream will use to transfer the generated report.
Allowed Values:

* RSync/SSH
e FTP
e SFTP

The default is RSync/SSH.

Note: Tobe able to use SSH or SFTP, you will need to exchange ssh keys with the other systems.
Usethe /usr/ Text Pass/ bi n/ fta_copy_keys tool to do this. If this has already been done
for STV poller usage, this step may be skipped. For FTP usage, an FTP server, and corresponding
users need to be set up beforehand.

Note: Unsecured protocols such as FIP and telnet may introduce security risk to your network.
The customers are at their own risks if the unsecured protocols are enabled and used on their
systems.

5. In the Username box, enter the username to use when connecting via FTP or SFTP.
This field will appear only if Transfer Protocol is FTP or SFTP.

6. In the Password box, enter the password to use while connecting via FTP.
This field will appear only if Transfer Protocol is FTP.

7. In the Timestamp Format box, enter the timestamp format to use in report files (defaults to
%y%m%d %H:%M )

Use the following case-sensitive variables to construct the Timestamp Format:

Variable Description

%Y Year formatted with four digits (for example,
2012)

%y Year formatted with two digits (for example, 12)
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Variable Description

Yom Month formatted with two digits (for example,
01 for January and 10 for October)

Y%d Day formatted with two digits (for example, 01
for the first day of May and 31 for the last day
of May)

%H Hour in 24-hour time format

%M Minutes

%S Seconds

8. In the Header 1 through Header 5 boxes, specify text that will be added as extra headers in each
file.

9. In Quote Space field, specify whether spaces should be quoted if the export tool finds white space
in a field. The default value is 'yes'.

10. In Column Separator field, specify which character to use as delimiter between columns.
Allowed values:

e Tab
¢ Space
¢ Other character

The default is tab.

11. In End Of Line field, specify which character to use as end of line in report file.
Allowed values:
¢ Unix Style:\n

e Windows Style: \r\n
* Apple Style: \r
* Other character

Default is \n

12. In the Filename Template box, enter the template to use to name the report files (defaults to
(ono/omo/od_o/oHO/oM(yoS_O/o3.dSV )

Use the following case-sensitive variables to construct the report file name format:

Variable Description

%Y Year formatted with four digits (for example,
2012)

Y%y Year formatted with two digits (for example, 12)

Y%om Month formatted with two digits (for example,
01 for January and 10 for October)
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Variable Description

Y%d Day formatted with two digits (for example, 01
for the first day of May and 31 for the last day
of May)

%H Hour in 24-hour time format

%M Minutes

%S Seconds

%h Host name

%1 One-digit sequence number

%2 Two-digit sequence number

%3 Three-digit sequence number

%4 Four-digit sequence number

%5 Five-digit sequence number

%6 Six-digit sequence number

%7 Seven-digit sequence number

%8 Eight-digit sequence number

13. In the Export to IP box, enter the IP address of the destination server to transfer the generated

reports.

14. In the Finished Directory box, enter the full path in which to store the report files on destination
server (defaults to / var / Text Pass/ STV/ export/reports/).

15. In the Period box, select the period for which to combine the data in one file.

Allowed values:

e Hour
¢ Day

e Week
e Month
* Year

The default is Hour.

16. In the Granularity box, select the interval to be presented in the Export File.

Allowed values:

¢ 1m : One minute

e 5m: Five minutes

¢ 10 m: Ten minutes

¢ 15 m : Fifteen minutes
¢ 1h: One hour

¢ 4h: Four hours

e 12 h: Twelve Hours
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* 1D:Oneday

e 7D (week) : One calendar week

e 28D (calendar month) : One calendar month
* 90 D (quarter): One quarter

* 365D (year): One year

The default is 5 minutes.

Note: The Granularity value should not be higher than Period value.

17. In Static Column Content field, enter the value to fill in on each row of the Static Column.

Static Column Content will be added in report only if Static Column is selected in Polling Group
counters.

18. In Polling Group field, select a group of Counters to export in report.

On selection of Polling Group from list, a list of Counter Columns that are supported for selected
polling group will be displayed.

This is a sample of counter groups for AO Counting Rules Polling Group.

Polling Group: v | AQ Counting Rulas j

Id Counter Colurmn Title
1 Time Time
2 FRule Fule
3 | Stafic Calumn j 4
4 Submit Failed j #®
5 | Submit Successhul :j ®
6 |TOTAL | #
7 |Unknown Failed j =
8 Unknown Successful _'; ®
add _'1 =3

Figure 45: Sample add/remove counter from Polling Group

To remove a counter from list, click

button in counter row.

To add a counter from the list,

+ i

in last row of polling group counters.

Note: The list of Polling Groups is populated from the currently installed STV build. To know

the complete list of supported Polling Groups and Column Counters, please refer to the STV
Operator Manual.

17.3.6.2 Export Stream States
Each Export Stream has two types of states:
* Administration state

e Active : The export stream is active
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¢ Inactive: The Export Stream has not been activated yet or was deactivated

* Operational State

* Active: The export stream is operational.

¢ Inactive: The Export Stream has not been activated yet or was stopped due to error in transferring
reports.

* Pending: The Export Stream report transfer to destination server is in progress.

* Unknown: The MGR cannot get the operational state of Export Stream.

The Export Stream tab shows the states of each Export Stream: the administration state in the
ST column and the operational state in the OS column. It also shows the Polling Group and
Last updated time.

Statistics Export Streams

ame Folling Group Last Updated
Lo L gl Ry HubApplicationTrafficTable 201 2-06-14 05:56:11
=l FTF HubApplicationTrafficTable 2012-06-14 06:56:50
- P x SFTP RirdpplicationsatAoTable 2012-05-14 0557116

Figure 46: Example Export Stream State

17.3.6.2.1 Example State: Active and Operating

When the Export Stream is active, generating reports and successfully transferring reports to the
destination server, the administration state shows and

the operational state shows

v

17.3.6.2.2 Example State: Active and Pending

When the Export Stream is active, generating reports and report file transfer is in progress, the
administration state shows

o da
the operational state shows

17.3.6.2.3 Example State: Active and Inactive

When the Export Stream is active, generating reports but not able to transfer the reports to the
destination server due to errors, the administration state shows

and the operational state shows

X
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Note: Operating state is changed to Inactive after the number of retries to transfer reports to the
destination server exceeds the value of the "max_retries" value in /usr/TextPass/etc/mgr.cnf on the
MGR server. If the "max_retries" value in /usr/TextPass/etc/mgr.cnf is set to -1 then the Export
Stream status is never changed to Inactive by the export process.

17.3.6.2.4 Example State: Inactive and Inactive

When the Export Stream is inactive the administration state shows

=

and the operational state shows

X
. No reports are generated or transferred in this state.

17.3.6.3 Viewing Export Stream Status

To view the operational state of each Export Stream, go to Statistics [ Settings [ Export Status in
the MGR Web interface. The view shows the operational status of Export Stream.

LTV Export Stream Status

Last Updated Fant Schadided Tims

L REync 2002-06-18 12:48:32 2012-06-18 12:53:32
FTP 020618 1252127 2012-06-18 12:52:26
x SFFTR Z0AZ-06-14 07:03:41 2012-06-14 07:03:41

Figure 47: Example Export Stream Status

To see the detailed view of Export Stream, double click on Export Status table row. STV Export Stream
Status Detail Web interface will display the status of last 50 cycles.

STV Export Stream Status Detail

Sousrce Filename

Dhirs timarkion Fillenanme

FTP_hattaras-wmi_201...
FTP_hatteras-wml_201...
FTP_hatterss-wmi_201...
FTP_hatteras-wml_z01...
FTP_hatteras-wmi_201...

FEP_hatteras-wmi_201,..
FFP_hatteras-wml_201...
FTP_hstterss-vml_201...
FTP_hatteras-wmi_201...

FTP_hatteras-wmi_zZ0l..,

Could not setup FTP connection to 127.0....
Could not setup FTP connection to 127.0....

29"

Figure 48: Example detailed Export Stream Status

To see the complete Source filename, Destination filename or Job Error of a particular record, hover
the mouse pointer over the row.
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18.1 Introduction

This chapter describes the command-line tools and scripts that work with the MGR.

All tools and scripts return 0 on success and 1 on failure, unless otherwise stated in the description of
the tool or script.

For information about other Mobile Messaging tools, refer to the Tools Operator Manual.

Note: Many of these tools require an in-depth knowledge of NewNet Mobile Messaging components.
They should therefore be used with care, and only when required.

18.2 tp_app_throughput

The t p_app_t hr oughput command-line tool shows the throughput of different applications in the
MGR (total number of messages since the last HUB restart). In continuous mode (- ¢ option), each
additional report shows the average number of messages per second since the last report.

Note: If, while in continuous mode, data collection takes longer than the configured interval (- t
option), the results may not be accurate. This condition can occur if the system is slow and/or if there
are several thousand applications configured.

18.2.1 Synopsis
t p_app_t hroughput [ options ]

t p_app_t hroughput -d=<donmi n> -t=<interval > -a=<applications> -c

18.2.2 Options
Option Description
-t Interval time (optional); default is 10 seconds.
-d Domain indication (optional); default is 0 (indicates all domains).
-a Comma-separated list of short codes of applications to monitor (optional); default
is “all”.
-C Indicates continuous mode.
-h Displays the help message.
-?
--help
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18.2.3 Operands

Command-Line Tools and Scripts

Operand Description

domai n Domain to monitor.

i nterval Interval to monitor.

appl i cations Short code(s) of applications to monitor.
18.3 clean_mgr_error_logs

The MGR creates log files via Apache which are rotated daily. A script and a crontab entry to clean
up these log files (10 log files are preserved) are available.

The log files to clean up are:

e /var/Text Pass/ MaR/ | ogs/ ngr _error _| og.*
e /var/ Text Pass/ MaR/ | ogs/ ngr _ssl _request _|o0g.*

The clean up scriptis: / usr/ bi n/ cl ean_ngr _error_| ogs. pl .

The scheduling is done by / et ¢/ cron. dai | y/ cl ean_ngr _error _| ogs.

18.4 tp_auth

The t p_aut h command-line tool allows for management of users. t p_aut h can be used on the

command line or as a shell.

18.4.1 Synopsis
tp_aut h show
tp_auth add - n=<nane> - g=<group> [ -p=<password> -d=<desc> - D=<domai n> ]
tp_auth set -n=<nane> -g=<group> [ -p=<password> -d=<desc> ]
tp_auth reset -n=<nanme> -g=<group>
tp_auth activate -n=<nane>
tp_aut h deactivate -n=<nane>
tp_aut h del ete -n=<nanme>
18.4.2 Commands
Option Description
show Shows an overview of all active and inactive users.
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Option Description

add
Adds a new user. The name and group are mandatory. If the password
is not specified, the user can log in to the Manager by leaving the
password box empty.
The user can only be assigned to a log-in domain if a password is
specified. If a password is not specified, the user is assigned to domain
1, the main domain.

set Changes a user’s group, description, or password. The log-in name is
mandatory.

activate Activates the indicated account.

deacti vate

Deactivates the indicated account.

del ete

Deletes the indicated account.

reset

Resets a group or a single user account.
Resetting a single user will:

* Replace the password with an empty password
* Activate the user account
Resetting a group will:

* Change the privileges of the group
¢ Allow all user management privileges for the main domain
e Allows the My Preferences functionality

If the group does not exit, it will be created. Any account that is part of
that group can modify all user privileges in the interface.

18.4.3 Options

Option Description

- nane Sets the log-in name of the user (mandatory except for the show
command).

-Nn

--group Sets the user group (mandatory for the add command).

-9

- -passwor d Sets the user password (mandatory for the add command).

-p

--description
-d

Sets the user description (optional).
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Option Description
. Sets the default log-in domain for the user.

--domai n

-D

-h Displays the help message.

-?

-m

--help

--man
18.4.4 Operands

Operand Description

nare Log-in name of the user.

group Name of the user group.

password User’s new password in plain text.

desc Description for the user.

domai n Log-in domain for the user.
18.4.5 Sample Usage

The following command creates a new user with an ID of newadmin and a password of admin123,
in the Administrators user group, with a default log-in domain of 2:

tp_auth add -n="newadm n" -p="adnm n123" -g="Adni nistrators" -D=2

The following command changes the description for the existing account for the user with the ID
tester:

tp_auth set --name="tester" --description="Account is blocked"

The following command removes the account of the user with the ID john:
tp_auth delete -n="john"

The following command activates the account of the user with the ID john:
tp_auth activate -n="john"

18.5 tp_configure_dmf
This utility configures FTA jobs for file transfer. Script adds the FTA jobs for the transfer of the list

and the output files between the Traffic Element and the OAM Element. Please refer to the DMF
Operator Manual for more information about list files and output files.
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On deletion of the RTR device from the MGR, the FTA configuration associated to that device gets
removed automatically.

18.5.1 Synopsis
tp_configure_dnf --help

tp_configure_dnf --verbose
tp_configure_dnf --re_configure

tp_configure_dnf --reset_scheduling

18.5.2 Options
Option Description
Prints more detailed status messages.
--verbose
-V

, Reconfigures all the FTA jobs for DMF.
--re_configure

-r

. Resets the next schedule interval for all the FTA jobs for DMF.
--reset _schedul i ng

-S

--help Displays the help message.
-h

-2

Note: Before runningt p_conf i gur e_dnf, it is necessary to create SSH-less connections from the
user t ext passdnf on the OAM Element to the user t ext passdnf on the Traffic Element.

18.6 tp_install_mgr

Thetp_i nstal | _ngr command-line tool allows you to install new devices or to upgrade existing
ones.

18.6.1 Options

Option Description

- - check Displays the current configuration.

-C
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-T

Option Description

- - export Exports the current device version to a file (requires - f ).

-e

--fil enane File name to use for importing or exporting device configuration. '
-f

-h Displays the help message.

-?

--help

——role The Manager role (master or slave).

--shortcodel ength

The maximum short code length (default is 5).

-S
The user name to access the database.
--user nane
-u
The password to access the database.
--password
-p
The host name of the database server.
- host nane
-H
- - por t nunber The port number of the database.
-P
all The MGR will upgrade and install all components. j
-A Note: The version is limited to the configured devices. Those must be
upgraded first.
The MGR will upgrade all installed components. ’
--upgr ade_al
U Note: The version is limited to the configured devices. Those must be

upgraded first.

1. The options--fil enanme,--all,and--upgrade_al | are mutually exclusive.
2. If you do not provide these options, the Manager attempts to use previously configured data.
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18.6.2 Upgrade Process
The general upgrade procedure for a working network is:

1. Upgrade the devices, one by one.
The Manager will manage the devices, but new features will not be available yet.
2. Usetp_install_ngr toupgrade the Manager.

This step will enable new features, reapply the license, and updates the database. The tool will
create backups of the configuration files and database. In case of failure, the old configuration file
and database can be restored.

18.6.3 Usage

18.6.3.1 Verifying Current Configuration

To verify the current configuration, use the - - check option. The tool will list the available devices
with their current version number (or "not installed"). The tool will then exit without making
modifications to the running system.

18.6.3.2 Exporting Current Configuration

To export the current configuration, use the - - export option. You must specify a file name using
the - f option. The tool will write the current device configuration to the file, which can be used in
other installations. The tool will then exit without making modifications to the running system.

18.6.3.3 Manual Installation

If you do not specify the - f option, the tool will work in manual mode. The installer will display the
installed device types and versions and a selection of available device types. Select a device by pressing
the number corresponding to the type. Then, select a version to install or to upgrade to. Press 0 to
return to the previous selection. After you have selected the desired version(s), press 0.

No changes are done without confirmation.

Note: t p_i nstal | _ngr does not check available nodes. You must ensure that the selected versions
match the devices. If an exact device is not available, select the closest version (but never a higher
version).

18.6.3.4 Non-Interactive Installation

If you specify the - f option to perform an installation, the tool will work in non-interactive mode.
This mode requires that:

1. The specified file contains valid installation data

2. Allinformation (such as database settings, short code length, and Manager role) must be provided
at the command prompt
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18.6.4 File Format

When you use the tool in non-interactive mode, the file containing the installation data should be
formatted with the device abbreviation, a colon, and a version number. For example:

ANMS: RO1.
STV: RO4.
FAF: RO2
HUB: RO4.
LGP: RO1.
RTR: RO4.

02

00.
.02
. 00.
.11,
. 00.
. 14.

00

t p_i nstal | _ngr will check the devices for validity and compatibility. If a matching version is not
found, the tool will select the next best match. If the version specified is R00.00.00.00,t p_i nst al | _ngr
will remove the device from the database.

18.7 tp_master

t p_mast er is an internal command to start the Manager in master mode. It returns 0 upon success.

18.7.1 Synopsis

tp_master --clean

tp_master --noclean

tp_master -7?

18.7.2 Options

Option Description

--clean This option will remove all pre-created files from the MGR cache

c directory. This somewhat slows down MGR startup, but ensures fresh
copies are created after actions like license changes.
This is the default option.

--nocl ean This option will skip the cleaning of the MGR cache directory. This may

-n speed up the MGR start but the MGR will not accept changes in licenses
or device versions.

--help Print this help message and exits.

-h

-?
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18.8 tp_mgr_backup
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The t p_ngr _backup command-line tool creates a backup of the Manager configuration using
nysql dunp. t p_ngr _backup creates the backup file and compresses it.

Uset p_ngr _r est or e to restore a Manager configuration. Refer to tp_mgr_restore for more information.

18.8.1 Synopsis

tp_mgr _backup -nysql pat h=<path to binari es> - nanme=<backup file name>

t p_ngr _backup -nane=<backup fil e name> -verbose

18.8.2 Options

Option Description

-ver bose Provides progress statements during the backup procedure (optional).

-nysqgl _path Specifies the path to the MySQL binaries (optional).
t p_ngr _backup assumes that the MySQL binaries nysql and
nysql dunp are in the path. This option allows you to specify the specific
path.

- namne Specifies the path to and name of the backup file (optional).
t p_ngr _backup creates a single backup file. The name is taken from
the optional - nane option. The default name is
/ var/ Text Pass/ MGR/ backup/ nmgr _dat abases. sql . To guarantee
uniqueness a date string is appended. If the file is compressed, the full
name will be . gz.

-hel p Displays the help message.

-?

-man

18.8.3 Operands

Option

Description

path to binaries

Path to the MySQL binaries (defaults to the current path).

backup file nane

Name of the backup file (defaults to
/ var/ Text Pass/ MGR/ backup/ ngr _dat abases. sql ). To guarantee
uniqueness, t p_ngr _backup appends a date string to the file name.

Release 17.4 Revision B, March 2019 412



MGR Operator Manual Command-Line Tools and Scripts

18.8.4 Example

The following example command:
t p_mgr _backup - name=/t np/

Creates the file / t np/ mgr _dat abases. sql _2007_12_13_15 41 00. gz.

18.9 tp_mgr_domain_sharing

The MGR can control multiple Mobile Messaging networks, which are called domains. Some
configuration items can be shared from the MGR's default domain, which is called main. You configure
sharing when you add a new domain. The t p_ngr _donai n_shar i ng command-line tool enables
you to change the sharing configuration so that the setting for applications is Not Shared: Copy all
from Main (existing and new).

Changes that are made using t p_ngr _domrai n_shar i ng do not take effect until the MGR has been
restarted.

CAUTION: Changing the sharing configuration has a severe impact on the configuration of devices.

18.9.1 Synopsis
t p_ngr _donai n_shari ng
t p_nmgr_domai n_sharing --help
t p_mgr _domai n_sharing --version

tp_mgr _domai n_sharing [-v] [-q] -c --domai n=<domai nnanme> - -t abl e=<t abl e>

18.9.2 Options
Option Description
-~hel p Prints a help message and exits.
-h
-?
. Prints version info and exits.
--version
-V
Prints more detailed status messages.
--verbose
-V
-~ qui et Suppresses normal output.
-q
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Option Description
. The name of the domain for which to change the sharing.
--domai n
-d
—_table Name of the table for which the sharing will be changed.
-t Currently only appl i cat i onTabl e is supported.
- co From now on, copy every new element from the specified table into the
Py specified domain.
-C
18.9.3 Example

The following example will make sure that from now on, all the applications that are added to the
main domain, are copied to the domain called agw_donai n:

tp_nmgr_domai n_sharing -c -d agw domain -t applicationTable

18.10 tp_mgr_ecmessage_import

The t p_ngr _ecnmessage_i nport command-line tool imports old external condition (EC) message
definitions from a host-specific configuration file, into the Manager database. The messages are then
editable in Routing 0 EC Applications ] Messages.

18.10.1 Synopsis
t p_ngr_ecnessage_i nport --help

t p_ngr_ecnessage_i nport --version

tp_mgr _ecnessage_inport [-v] [-q] [--domai n=<domai n nane>] --tp_config=<file nane>
18.10.2 Options

Option Description

. Displays the version information and exits.

--version

-V

- _ver bose Provides progress statements during the backup procedure (optional).

-V

- qui et Suppresses normal output.

-q
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Option Description

- domai n Specifies the domain to which to import the messages (defaults to main).

-d

—-tp confi Specifies the name of the host-specific configuration file to parse. All
P— 9 items marked ext er nal condi ti onf ai | ur emessage or

-t def aul t ext er nal condi ti onf ai | ur enessage will be parsed and

imported.

-h Displays the help message.

--help

-?

18.11 tp_mgr_poll

The t p_mgr _pol | script keeps track of configuration changes in the Manager, keeps the MGRdat a
configuration files up to date, checks device states, gets component version and synchronizes the
configuration.

18.11.1 Synopsis
tp_mgr_poll -start
tp_mgr_poll -stop
tp_ngr_poll -?

18.11.2 Options
Option Description
-start Starts the poller.
-stop Stops the poller.
.9 Displays the help message.
-hel p
-man
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18.12 tp_mgr_restore

The t p_ngr _r est or e command-line tool restores a backup of the Manager configuration that was
created by t p_ngr _backup, replacing any existing Manager configuration. All existing databases
will be dropped.

Refer to tp_mgr_backup for more information about t p_ngr _backup.

18.12.1 Synopsis

tp_nmgr _restore -nysql _path=<path to binaries> -nane=<backup file nanme>

tp_ngr_restore -nane=<backup file nane> -verbose

18.12.2 Options

Option Description

-ver bose Provides progress statements during the backup procedure (optional).

-1l at est Will search for and use the last made backup in - narne.

- namne Specifies the path to and name of the backup file.
t p_ngr _r est or e loads a single backup file. The name is taken from
the - name option. It can be a gzipped file (extension . gz).
If option - | at est is used, the name is assumed to be a directory, where
the last made backup is searched and used.

-force No questions asked. All databases will be dropped without confirmation.

-nysql _path Specifies the path to the MySQL binaries (optional).
t p_ngr _r est or e assumes that the MySQL binaries are in the path. This
option allows you to specify the specific path.

-hel p Displays the help message.

-?

-man

18.12.3 Operands

Operand Description

path to binaries Path to the MySQL binaries (defaults to the current path).

backup file nane Name of the backup file (can be a Z file).
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18.12.4 Example

The following is an example command:
tp_mgr_restore -name=/tnp/ ngr_dat abases. sql _2007_12_13_15 41 00. gz

18.13 tp_mgr_start

t p_ngr_start starts the MGR environment in the configured role (master or slave). It does not
accept options and returns 0 upon success.

After starting the MGR with t p_ngr _st art, all MGRdat a files will be recreated. To ensure all the
updates are done, wait until the time stamps of those files are later thant p_ngr _st art was called.
This can be verified with the following command:

I's -la /usr/Text Pass/ MGRdat a*

18.13.1 Synopsis

tp_nogr_start
tp_mgr_start --clean

tp_mgr_start -c

18.13.2 Options
Option Description
Removes all pre-created files from the Manager cache directory. This
--clean . p : :
option may slow the MGR’s start-up, but it ensures that new files are
-C created after actions such as license changes

18.14 tp_mgr_stop

t p_ngr _st op stops the Manager environment by stopping the following components (the process
times out after three minutes):

e tp_fclient

e tp_fserver

e tp_nogr_poll
e httpd
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18.15 tp_mgr table_migration

The t p_ngr _t abl e_mi grati on is a command-line tool that allows you to transfer the data of the
Environment 0 Countries (countryTable) and the Environment [ Networks (mobNetworkTable)
from an active MGR instance to a fresh and inactive MGR instance.

Note: There should be no configuration performed (e.g. Add New, Save etc.) on Countries and Network
Table screens on fresh and active MGR GUI while using this tool.

18.15.1 Synopsis
tp_nmgr_table_mgration [argunents]

If no arguments are specified, thet p_ngr _t abl e_mi gr at i on tool will run on the fresh MGR with
the default values for all the arguments as mentioned in the next section below.

Examples:

tp_ngr_table_m gration --activehost=<val ue> --activeusernanme=<val ue>
--acti vepasswor d=<val ue>

--activedomai nname=<val ue> --freshhost =<val ue> --freshusername=<val ue>
- -freshpasswor d=<val ue>

- - freshdomai nnane=<val ue> --ngrtype=<val ue>
tp_mgr_table_mgration --dbdunpfil e=<val ue> --ngrtype=<active>
tp_ngr_table _mgration --dbdunpfil e=<val ue>
tp_ngr _table_mgration --help

18.15.2 Options
Options Description
h Displays the help message.
—-help
d Runs the script in debug mode showing detailed information on
console.
--debug
v Enables the verbose mode.
--verbose
-dd Specities the full path of the database table dump file.
--dbdumpfile
- Specifies the MGR's type.
--mgrtype
_ahost Specifies the IP-Address/hostname of the active MGR.
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Options Description
--activehost
_aport Specifies the port number that is used for connecting to the active
P MGR database.
--activeport
—auser Specifies the username that is used to log on to the active MGR
database.
--activeusername
—apwd Specifies the password that is used to log on to the active manager
P database.
--activepassword
Specifies the domain name of the active MGR from where table
-adn . )
data is to be migrated.
--activedomainname
_fhost Specifies the IP-Address/hostname of the fresh MGR.
--freshhost
_foort Specifies the port number that is used for connecting to the fresh
P MGR database.
--freshport
Specifies the username that is used to log on to the fresh MGR
-fuser
database.
--freshusername
Specifies the password that is used to log on to the fresh MGR
-fpwd
database.
--freshpassword
fdn Specifies the domain name of the fresh MGR where table data is to
be transferred.
--freshdomainname
Note:

1. If you do not provide the 'username’, ‘password’, 'hostname' and 'domainname’ for the active or
the fresh MGR, then the tool will use the corresponding default values:

Fresh MGR:
freshusername: root
freshpassword: lokal$
freshhost: localhost
freshport: 3306

freshdomainname: main
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Active MGR:
activeusername: root
activepassword: lokal$
activehost: localhost
activeport: 3306
activedomainname: main
mgrtype: fresh

2. Inorder to execute the t p_ngr _t abl e_mi gr at i on tool, the component versions of the active
and fresh MGR must be the same.

3. The tool should be executed with 'root' privileges only.
4. Alllogs generate at/ var/ Text Pass/ MGR/ | ogs/ uni fi cati on/ path
5. There are two different ways in which the table data can be migrated using the tool:

a) Direct data transfer:

In case of direct connectivity between both MGRs, you can directly transfer the table data from the
active MGR to the fresh (inactive) MGR. To do so you need to execute below command on either
the fresh or the active MGR:

tp_nmgr_table_migration --activehost =<val ue>

--activeuser nanme=<val ue> --acti vepasswor d=<val ue>

--activedomai nname=<val ue> --freshhost =<val ue>

--freshuser nane=<val ue> --freshpassword=<val ue>

- -freshdonai nname=<val ue> --ngrtype=<val ue>

b) Dump transfer:

In case there is no direct connectivity between the MGRs, you need to follow the below steps:
1. Export the mysqldump from the active MGR tables.

2. Transfer the dump file offline to fresh MGR.

3. Import the dump file into the fresh MGR tables.

Execute the below command for exporting the mysqldump from the active MGR tables:
tp_mgr_table_mgration --dbdunpfil e=<val ue> --ngrtype=<active>

Execute the below command for importing the mysqldump into the fresh MGR tables:
tp_ngr_table_mgration --dbdunpfil e=<val ue>

There is no need to mention the mgrtype; it is by default set to fresh.

18.16 tp_role

t p_r ol e provides the current role (master or slave) of the Manager environment.
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18.17 tp_shell

Thet p_shel | command-line tool allows you to change the Mobile Messaging dynamic configuration
from the command-line instead of in the MGR Web interface. It can be used on the command line, or
as a shell.

18.17.1 Synopsis
tp_shell [authentication] [tp_shell commands] [command opti ons]

If no arguments are specified, t p_shel | is used as a shell. When inside the shell, execute hel p for a
list of possible commands.

Examples:

tp_shell --user=<val ue> --password=<val ue> --donmi n=<val ue>

tp_shell --user=<val ue> --password=<val ue> --domai n=<val ue> --add <entity> \
--fields <field>=<val ue>, (<fi el d>=<val ue>)*

tp_shell --user=<val ue> --password=<val ue> --domai n=<val ue> --delete <entity> \
- -i ndex=<val ue>

tp_shell --user=<val ue> --password=<val ue> --donmi n=<val ue> --activate <entity>
- -i ndex=<val ue>

tp_shell --user=<val ue> --password=<val ue> --donmai n=<val ue> --deactivate <entity>
- -i ndex=<val ue>

tp_shell --user=<val ue> --password=<val ue> --donai n=<val ue> --show <entity> \
[--index=<val ue>] [--format=(consol e|csv)]

tp_shell --user=<val ue> --password=<val ue> --domai n=<val ue> --update <entity> \
--index=<val ue> -f <field>=<val ue> (-f <fiel d>=<val ue>)*

tp_shell -u <value> -p <value> -d <value> -c¢ /path/to/commandfil e

tp_shell -u <value> -p <value> -d <val ue> --hostnanme <renote ngr hostname> \

-S applicationTabl e

18.17.2 Authentication Options

Option Description

“u Identifies the user (this must be an existing user in the MGR).

--user

“p Authenticates the user.

- - password

-d Number of the domain in which the command should be executed (the
"main" domain is usually 1).

--donain
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Option

Description

- - host nane

The host name where the MGR you wish to control is running.

Note: Port 80 must be reachable on that host.

18.17.3 tp_shell Commands

Command Description

A Adds a new entry to the configuration.

--add

D Deletes an entry (identified by name or by index) from the configuration.

--delete

U Updates the fields listed after the f i el ds keyword.

- - updat e Note: Use--acti vat eor- - deact i vat e tochange theadm n_st at e
P of a table entry. The option - - updat e shall not be used in such situations.

. Activates the entity identified by index.
--activate

--deactivate

Deactivates the entity identified by index.

Shows the details of the entity (identified by name or by index), in the

--command file

-S format specified by f or mat . If no entity is specified, all are shown.

- -show

-V Shows the version of t p_shel | .

--version

v Provides verbose output on the console.

--verbose

e Enables you to provide a file containing one command per line. t p_shel |

will read the file and execute each command, in order.
For the command file format, refer to Command File Format.

CAUTION: t p_shel | does not verify whether executing the command
file will result in an unusable configuration. Use this command with
caution!

-Nn

--nunbering

Adds a number for each command performed in the output. This can be
useful for determining which commands succeeded and which failed
when executing a large command file.
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Command Description

-9 Displays the help message.

-h

--help

18.17.4 Options

Option Description

<entity> Any item from the MGR database or MIB files. For example:
appl i cati onTabl e or aoRt gRul eTabl e

-t Indicates that the information that follows consists of <f i el d="val ue" >
combinations. You can provide one combination per - - f i el d command

--fields or a comma-separated list of combinations.

S Index of the entity that should be changed.

- -index

--format e , .
Specifies how the returned information should be formatted. Current
options are consol e or csv.
The value provided in the command line option will overwrite the value
provided in the interactive mode.

<field="val ue"> Name the entity field that should be changed and its value (in quotation
marks).

18.17.5 Command File Format

The file that can be passed on the command line containing commands to be executed, should have
a single command per line as follows:

<COMVAND> <ENTI TY> [ <l NDEX="NUMBER'>] [ Fl ELDS <FI ELD="VALUE"> <FI| ELD="VALUE" >
<Fl ELD="VALUE" >]

18.17.5.1 Sample Usage

The following examples illustrate adding a country to the configuration, updating an application, and
deleting an application:

add countryTabl e fields countryCountryCode="382" countryMbil eCountryCode="297" \
count ryAdm nSt at e="1" countryDescri pti on="Mnt enegro" countryCountry="nge"

updat e applicationTabl e i ndex="32" fields applicationThroughput AoMaxi mum="500" \
appl i cati onQut si deSmppW ndowSi ze=" 10"

del ete applicationTabl e i ndex="32"

The following example illustrates the handling of multiple entries.
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A <t extfil e>can be created with multiple inputs as follows:

add fafLi st Tabl e fields fafListlndex1="1" fafListlndex2="1" fafLi st Chunk="Li st Val ue33"
add fafLi st Tabl e fields fafListlndex1="1" fafListlndex2="2" fafListChunk="Li st Val ue34"
add fafListTable fields fafListlndex1="1" fafListlndex2="3" fafListChunk="Li st Val ue35"
Command line inputs and results:

tp_shell --user=<user nane> --password=<password> -c <textfile>
Add fafListTabl e successful!
Add faf Li st Tabl e successful!
Add fafLi st Tabl e successful!

18.17.6 Example Use Cases

Due to the complexity of Mobile Messaging in general, and the validation process of the MGR in
specific, there are some use cases that at first glance seem unusual.

This section outlines some use cases to show that anything that is possible with the MGR, is also possible
witht p_shel |.

Adding or ingali
The following examples are executed from the interactive t p_shel | prompt.

First, understand that a 'list' is not an entity on its own, but actually a container for various
"1istConditions', whichneed to be added to the list separately.

1. First, a container is needed, al i st Tabl e entry, where the types are as defined in the MIB (see the
entry for | i st TypeBi t s, but 1 is for a list of MSISDN conditions)
add listTable fields |istNane="MExanpl eList" |istType="1" \
l'i st ConditionBl ob="ML111111"

Note: Note thatal i st Condi ti onBl ob is inserted here, as in some versions of the MGR there
is a known issue that updatinga' NULL' field in the database (which is what would happen if
nothing is filled in) does not work. So inserting a value just serves to initialize the field which will
eventually hold all the list entries.

2. Then add the conditions to the list, which are identified with the " show' command:
show | i st Tabl e

For this example, it is assumed that there was an index of " 3" in the | D column.

The specific modifier (Min this case) needs to match the | i st Type. Setting non valid types could
cause SNMP errors when provisioning the RTR. The modifiers and valid values can be found in
the Condition Spec section of the MIB file.

add |istConditionTable fields |istConditionlndex1="3" \ |istCondition="M112345678"
|'i st Conditionl ndex2="1"

add |istConditionTable fields |istConditionlndex1="3" \
|'i st Condi ti on="M145600000- 3145699999" |i st Condi ti onl ndex2="2"

add |istConditionTable fields |istConditionlndex1="3" |istCondition="M16*" \
| i st Conditionlndex2="3"

3. Now, navigate to the MGR and see that under Routing 0 Lists at ID 3, there is a new entry
" MyExanpl eLi st' with list entries consisting of:

MB112345678
MB145600000- 3145699999
MB16*
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Note: The IPAddress-Port list condition is also sync with [IW using i i wLi st Condi ti onTabl e.If
you are creating or modifying an IPAddress-Port list condition, then execute the

[ i st Condi tionTabl e command fori i wLi st Condi ti onTabl e as well, as shown in example
below:

update |istConditionTable index="6.1" fields |istConditionlndexl="6"

I'i st Condi tionl ndex2="1" |istCondition="i192.16.1.5"

updat e iiwLi stConditionTabl e i ndex="6.1" fields iiw.istConditionlndexl1="6"
iiwListConditionlndex2="1" iiwListCondition="i192.16.1.5"

Note: To automatically do this from a CSV file is beyond the scope of this manual, but from the
example it should be possible to script something that splits the CSV file into entries, which each get
added to the proper | i st Condi ti onintheli st Conditi onTabl e.

Country and Network Information Provisioning

The following examples are executed from the interactive t p_shel | prompt.

1. To add a country:
add countryTabl e fields countryCountryCode="382" countryMbil eCountryCode="297"
\ countryAdm nSt ate="1" countryDescri pti on="Mont enegro" countryCountry="ne"

2. If you also want to add a network number range for this country, you need to identify the index
of the newly added country (in this example 92) and add the Mobile Network entry (again already
adding a container for the Number Range in ' nobNet wor KNunber RangeBl ob' ):

add nobNet wor kTabl e fi el ds nobNet wor kCount ry="ne" \

nobNet wor kDescri pti on="ProMont e" nobNet wor kMapPhase="3" \

nobNet wor kibbi | eCount r yCode="297" nobNet wor kMobi | eNet wor kCode="01" \
nobNet wor kOper at or =" ProMont e" nobNet wor kNunber RangeBl ob=""

3. Add the number range to the index of the Mobile Network just created (for this example, an index

of "2" is assumed).

add nobNet wor kNunber RangeTabl e fi el ds nbbNet wor kNunber Rangel ndex1="2" \
nmobNet wor kNunmber Range="3826900000000- 3826999999999" \
nobNet wor kNurmber Rangel ndex2="1"

4. In the MGR, now there will be a valid entry under Environment [J Networks at index 2.

Activating a Trace Filter

The following examples are directly executed from the command line.

1. First, identify the Trace Filter server to add your rule to (this is obviously easier through the MGR
GUID):
tp_shell --username admin --password Secret --show traceFilterTable

2. For example, you decide to enable tracing on Short Number 1234. Add your condition to the Trace
Filter you will be using (filter 2 in this example):

tp_shell -uadmn -pSecret --add traceFilterConditionTable --fields \
traceFil terConditionl ndex1="2",traceFilterConditionSpec="S1234"

To make this easier, you could wrap this line in a shell function, with the short number as a variable.
Note that this differs per shell, so no examples are added on how to do that.

In this case the ' S1234" refers to a short number, the full list of currently supported values are:

® S-Short Number (for example, S4444)
e [I-IP Address (for example, | 10. 0. 0. 1)
* A - Application (uses the index from appl i cat i onTabl e, for example, A12)
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e U - All Unauthenticated Sessions
e X - All MXP Traffic.

3. To activate an already existing Trace Filter with its conditions:
tp_shell -uadmn -pSecret --activate traceFilterTable --index 2

Scheduled Activation of Rules

A scheduled activation of provisioning data or parameters is possible and can be triggered from the
operating system's ' cr on' functionality.

For example, to disable the MO Routing rule with ID 141:

1. Create a script containing a line like:
tp_shell -uadm n -pSecret --deactivate noRtgRul eTabl e --index 141

(or - - deact i vat e to enable it)

2. If you want to disable the rule every weekday at 7:30 AM, in cr on this would then, for example,
be:

30 7 * * 1-5 /opt/scripts/disabl eRul e141. sh

Scheduled Activation of an Application

To enable an application with ID 141 at a certain time:

1. Create a script with:
tp_shell -uadm n -pSecret --activate applicationTable --index 141

2. Add the script to a crontab.
Scheduled Deactivation of an Application
To enable an application with ID 141 at a certain time:

1. Create a script with:
tp_shell -uadm n -pSecret --deactivate applicationTable --index 141

2. Add the script to a crontab.
Scheduled Updates of Application Throughput
To change the throughput and window size of application 32 and 47 in domain 2:

1. Create a script containing:

tp_shell -u admin -p Secret -U applicationTable -d 2 -i 32 -f \
appl i cati onThr oughput AoMaxi mum=" 500", appl i cati onCut si deSnppW ndowSi ze="50"

tp_shell -u admin -p Secret -U applicationTable -d 2 -i 47 -f \
appl i cati onThr oughput At Maxi num=" 250", appl i cati onl nsi deUcpW ndowSi ze="100"

2. Add the script to a crontab.

Activation and deactivation of the adni n_st at e of a table entry

1. To activate:

tp_shell --user=<val ue> --password=<val ue> --donmai n=<val ue> --activate <entity>
--index=<val ue>
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2. To deactivate:

tp_shel | --user=<val ue> --passwor d=<val ue> --domai n=<val ue> --deacti vate <entity>
- -index=<val ue>

18.18 tp_slave

t p_sl ave is an internal command to start the Manager in slave mode. It does not accept options and
returns 0 upon success.

18.19 tp_update_mgr_device

The t p_updat e_ngr _devi ce command-line tool allows you to update the device version on MGR
during NMM upgrade.

18.19.1 Synopsis

t p_updat e_ngr _devi ce [--usernanme=<val ue>] [--password=<val ue>]

[ - - host name=<val ue>] --index=<val ue> --type=<val ue> [--versi on=<val ue>]
t p_updat e_ngr _devi ce [--usernanme=<val ue>] [--password=<val ue>]

[ --host name=<val ue>] --config=<val ue>

tp_update_ngr_device --help

18.19.2 Options

Option Description

-u Identifies the user. This must be an existing login in the MGR.

- - usernane Default value: admi n

-p Authenticates the user.

- - passwor d Default value: adni n123

- - passwd

- - host nane The host where the MGR you wish to control is running. Note that you
need to be able to reach port 80 on that host.
Default value: | ocal host

- The index of the record whose version is to be updated.

- -index
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Command-Line Tools and Scripts

Option

Description

-t
--type

The type of device to be updated.

For example : RTR, HUB, | | WFAF, AMS5, PBC, PBC1, LGP, BAT, EMG,
SPFCORE, SPFSMS5, SPFSQAP, XSCPY, XSFWD, XSARP, XSSI G XSDI L,
XSBWL, XSI NT.

-V

--version

The maximum version to which the device has to be updated. Must be
greater than currently configured version on MGR. If version is not
specified then device shall be updated to highest version available on
MGR.

- conf

--config

The path of the configuration file where all the device details are present
in the xml file. t p_updat e_ngr _devi ce reads the configuration file
and update devices provided in configuration file.

Sample Configuration file:
<?xm version="1.0" encodi ng="UTF-8"?> <t p_updat e_ngr_devi ce>

<devi ce i ndex="1" type="faf" version="R02.03.00.01"/>
<devi ce i ndex="2" type="RTR' version="R02.04.00.01"/>

<devi ce index="5" type="pbc"/>
</t p_updat e_ngr _devi ce>

--debug

Runs the script in debug mode showing detailed information on console.

-h
--help

Displays the help message.

1. The options "confi g" and "i ndex, t ype, ver si on" are mutually exclusive.

"non

2. If you do not provide "user name", "passwor d", "host nane", then the Manager attempts to use

the default values.

3. If you do not provide "ver si on", then device version is updated to the highest device version

available on MGR.

4. If you execute the script without a configuration file, then "i ndex" and "t ype" are mandatory

parameters.
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A.1 Message Logging

Logging Elements

This section lists the filter elements that are available for message log filters. To create a message log
filter, go to Logging O Messages O Filters.

*

EBE I S S T N I S I

*

*

appl i cati onNanme
appl i cati onShort Nunber
dest Emai | Addr
event
i gnor edRej ect Causes
i sNotificati onMessage
mapLnsi
nessagel dentifier
nor eMessagesToSend
nt Rout i ngRul eSki pped
nunmber O Previ ousAtt enpt s
reci pi ent Rout i ngNurber
routi ngAction
servi ceCentreTi nest anp
ti mestanp
unCondi t i onal Forwar d
user Dat a_nor mal i zedText
correl at edSri Sm
o mapLnsi
o nmapl nsi
+ country
+ i nsi
+ network
0 mapMsc
+ country
+ gsmAddr ess
+ network
o mapMsi sdn
+ country
+ gsmAddr ess
+ network
0 mapSgsn
+ country
+ gsmAddr ess
+ network
0 mapSnsc
+ country
+ gsmAddr ess
+ network
0 sccpCgPa
+ country
+ net wor k
+ sccpAddress
ecResponseDat a
o applicationNane
attri but esReset
attri but esSet
clientl pAddress
di anmet er St at us
eval uati onResul t
ext Condi ti onRul e
o textlnEval uati onResponse
i nf oFronmH r

OO0OO0O0OO0O0

o mapl nsi
+ country
+ i msi
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*

+ network
o mapMsc
+ country
+ gsmAddr ess
+ network
0 mapSgsn
+ country
+ gsmAddr ess
+ network
i nsi deRej ect | nfo
o ati Ext ConditionRul e
o ati RoutingRul e
0 reject Cause
i nsi deResponsel nfo
o ati RoutingRul e
o deliveryResult
o routingError Code
mapl nsi
o country
o i msi
0 network
mapMsi sdn
o country
0 gsmAddress
0 network
mapSnsc
o country
0 gsmAddress
0 network
nessageFi el ds
o al ert OnMessageDel i very
al phanumeri cOri gi nat or
al phanuneri cReci pi ent
billingldentifier
dat aCodi ngSchene
def erredDel i veryTi me
del i verySt at us
dest Bear er Type
dest Net wor kType
dest SubAddr ess
desti nati onPort
di spl ayTi ne
endToEndAckRequest
endToEndMessageType
error Code
gsmvessageRef erence
gsntt at usReport Type
| anguage
nmessageRef er ence
nor eMessagesToSend
nsVal i di tyl ndi cat or
notificationType
nunber OF Messages
ori gi nati ngPoi nt Code
payl oadType
por t Nunmber
priority
privacy
pr ot ocol
protocol | dentifier
r epl yPat hl ndi cat or
servi ceDescri ption
si ngl eShot | ndi cat or
snDef aul t Msgl d
snmsSi gnal

OCOO0OO0O0O0O00O0D0D0D0DO0OD0DO0DO0ODO0ODODO0ODO0OODO0OOODOODOOOOODOOOOO
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OO0OO0OO0OO0OO0OOOCOOO

sour ceBear er Type
sour ceNet wor kType
sour cePor t
sour ceSubAddr ess
tariffd ass
user Dat a
user Dat aHeader
user ResponseCode
val i di tyPeri od
xsMessageType
cal | backNumnber s

+ al phaTag

+ presentation

+ nunber

# address
# di gi t Mbde

nsVal i di tyPeri od

+ multiplier

+ unit
ori gi nat edl nsi

+ country

+ i msi

+ network
ori gi nat edMscAddr ess

+ country

+ gsmAddr ess

+ network
ori gi nat or Addr ess

+ country

+ gsmAddr ess

+ network
reci pi ent Addr ess

+ country

+ gsmAddr ess

+ network
servi ceCent r eAddr ess

+ country

+ gsmAddr ess

+ network

* origi nal MessageFi el ds

(o]

(o]

ori gi nat or Addr ess
+ country
+ gsmAddr ess
+ net wor k
reci pi ent Addr ess
+ country
+ gsmAddr ess
+ net wor k

* out boundAo

(¢}

OO0OO0OO0OO0OO0OO0OOo

appl i cati onNanme

appl i cati onShort Nunber
rout i ngError Code
scNodeNare

scTer m nat i onPoi nt Name
servi ceCent r eName
servi ceCent reTi nest anp
snmppMessagel d
submi ssi onResul t

* out boundAt

(@]

O OO

appl i cati onNanme
appl i cati onShort Nunber
routi ngAction
ecResponseDat a
+ appl i cati onNane
+ attri but esReset
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attri but esSet
clientl pAddress
di anmet er St at us
eval uati onResul t
ext Condi ti onRul e
+ textlnEval uati onResponse
o rejectinfo
+ at Ext Condi ti onRul e
+ at Routi ngRul e
+ rej ect Cause
o responsel nfo
+ at Routi ngRul e
+ del i veryResul t
+ routi ngError Code
* out boundMb
0 reject Cause
o snscNane
0 submi ssi onResul t
* out boundM
nt FwdSnmToMscRout i ngAct i on
o mt FwdSniroSgsnRout i ngActi on
o sri SnRouti ngAction
0 ecResponseDat a
+ appl i cati onNane
attri but esReset
attri but esSet
clientl pAddress
di anmet er St at us
eval uati onResul t
ext Condi ti onRul e
t ext | nEval uati onResponse
o nt FwdSmToMscRej ect | nf o
+ mt Ext Condi ti onRul e
+ nt Routi ngRul e
+ rej ect Cause
o nt FwdSmToMscResponsel nf o
+ del i veryResul t
+ nt Routi ngRul e
o nt FwdSnmToSgsnRej ect | nf o
+ mt Ext Condi ti onRul e
+ mt Rout i ngRul e
+ rej ect Cause
o nt FwdSmToSgsnResponsel nf o
+ deliveryResult
+ mt Rout i ngRul e
o sriSnRejectinfo
+ mt Ext Condi ti onRul e
+ nt Routi ngRul e
+ rej ect Cause
o sri SnResponsel nfo
mapLnsi
nt Rout i ngRul e
quer yResul t
mapl nsi
# country
# i msi
# net wor k
+ mapMsc
# country
# gsmAddress
# net wor k
+ mapSgsn
# country
# gsmAddress
# net wor k

+ 4+ + + +

(@]

+ 4+ + + + + o+

+ + + +
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* rejectlnfo

(¢}
(¢}
(0]

at Ext Condi ti onRul e
at Rout i ngRul e
rej ect Cause

* responsel nfo

(¢}
(¢}
(0]

at Rout i ngRul e
del i veryResul t
rout i ngError Code

* sccpCdPa

(¢}
(¢}
(0]

country
net wor k
sccpAddr ess

* sccpCdPadr Fi r st Segnent

(¢}
(¢}
(0]

country
net wor k
sccpAddr ess

* sccpCgPa

(¢}
(¢}
(0]

country
net wor k
sccpAddr ess

* sccpCgPadk Fi r st Segnent

(¢}
(¢}
(0]

country
net wor k
sccpAddr ess

* sns Command

OO0OO0OO0OO0OO0O0

* smsDel

OO0OO0OO0OO0OO0O0

smsCommandDat a
snmsConmandType
snmsMessageNunber
snsMessageRef er ence
smsProt ocol 1d
sneSer vi ces
snmsReci pi ent

+ country

+ gsmAddr ess

+ net wor k
iver
smsDat aCodi ngSchene
smsProtocol 1d
snsScTi mest anp
sneServi ces
snmsUser Dat a
smsUser Dat aHeader
snsOri gi nat or

+ country

+ gsmAddr ess

+ network

* spsSubmi t

(0]

OO0OO0OO0OO0OO0O0

snsDat aCodi ngSchemne
snsMessageRef er ence
smsProt ocol 1d
smsServi ces
smsUser Dat a
smsUser Dat aHeader
snsVal i dityPeri od
smsReci pi ent

+ country

+ gsmAddr ess

+ network

* ssilnfo

(0]
(0]

ori gi nat or Servi ces
reci pi ent Servi ces

* st at usReport

(¢}
(0]
(¢}

smsDi schar geTi e
snsMessageRef er ence
smsScTi mest anp
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0 smeServices
o snmsSt at us
o smsReci pi ent
+ country
+ gsmAddr ess
+ network
* storage
o applicati onName
appl i cati onShort Nunber
queue
rout i ngError Code
st or ageResul t

[elielele]

A.2 Event Logging

This section lists the filter elements that are available for event log filters. To create an event log filter,
go to Logging [0 Events [J Filters.

*mp
o nt p3Ori gPoi nt Code
* sccp
0 cgPa
+ sccpAddress
# poi nt Code
# subSyst emNurber
# global Title
* nunberi ngPl an
* nunber
* nat ur eOf Addr essl ndi cat or
+ country
+ net wor k
o cdPa
+ sccpAddress
# poi nt Code
# subSyst emNunber
# global Title
* nunberi ngPl an
* nunber
* nat ur e Addr essl ndi cat or
+ country
+ net wor k
* tcap
o tcapMessageType
tcapOrigTransld
t capDest Transl d
pr ot oVer si onTag
di al ogTag
appCont ext

Oo0oooo
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B.1 References

NewNet Mobile Messaging Full Element Installation Manual
NewNet Mobile Messaging RTR Operator Manual

NewNet Mobile Messaging RTR Billing Manual

NewNet Mobile Messaging HUB Operator Manual

NewNet Mobile Messaging AMS Operator Manual

NewNet Mobile Messaging FAF Operator Manual

NewNet Mobile Messaging LGP Operator Manual

NewNet Mobile Messaging CCI Operator Manual

NewNet Mobile Messaging STV Operator Manual

10 NewNet Mobile Messaging ECI Specification

$ PN BNE
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3GPP

ABL

ACK

AGW

AMS

AO

AOR
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Glossary

3rd Generation Partnership Project

Automatic Blacklisting

An enhanced anti-spam and
anti-fraud functionality, wherein the
FAF filters screen incoming MO /MT
messages received from the RTR
and, if a message is detected as spam
or f raudul ent based on the
appropriately configured filter
conditions, sends an automatic
provisioning request to the SPF to
blacklist the corresponding
originator or recipient subscriber for
either a specified duration of time or
permanently.

Data Acknowledgement

Application Gateway

A gateway between SMS
applications and service centres
provided by the Router, HUB, and
AMS components.

Active Message Store

Provides store-and-forward
functionality for SMS messages.

Application Originated

Short message traffic that is
originated by an application.

Application-Originated Routing
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AOX

ARP

ASCII

ASN.1

AT

ATI
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Glossary

Routing rule that operates on
application-originated (AO)
messages.

Address of Record

Application-Originated eXternal
condition

External condition rule that operates
on application-originated (AO)
messages.

Address Resolution Protocol

ARP monitoring uses the Address
Resolution Protocol to determine
whether a remote interface is
reachable.

Auto Reply service

Personalized SMS auto reply service.
This service is provided by the
Mobile Messaging XS-ARP
component.

American Standard Code for
Information Interchange

Abstract Syntax Notation One

Application Terminated

Short message traffic that terminates
at an application.

Any Time Interrogation

An ATI message allows an external
server to interrogate an HLR and
obtain information about the
location and/or state of a GSM
subscriber.

Incoming application-terminated
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ATIC

ATIR

ATIX

ATO

ATOC

ATOR

ATOX
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Incoming application-terminated
counting

Counting rule that operates on
incoming application-terminated
(AT) messages.

Incoming application-terminated
routing

Routing rule that operates on
incoming application-terminated
(AT) messages.

Incoming application-terminated
eXternal condition

External condition rule that operates
on incoming application-originated
(AO) messages.

Outgoing application-terminated

Outgoing application-terminated
counting

Counting rule that operates on
outgoing application-terminated
(AT) messages.

Outgoing application-terminated
routing

Routing rule that operates on
outgoing application-terminated
(AT) messages.

Outgoing application-terminated
eXternal condition

External condition rule that operates
on outgoing application-originated
(AO) messages.

Glossary
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BAT

BOBO

BWL

CCDR

CcCI

CdPA
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Batch Server

Message distribution application that
can send the same short message to
multiple recipients.

Billing On Behalf Of

The Billing On Behalf Of
ServiceClass condition is used by
SMS Applications to send messages
charged as if the were submitted as
MO messages.

Black and Whitelist service

Personalized short message black
and whitelist service. This service is
provided by the Mobile Messaging
XS-BWL component.

Comverse SMSC-compatible CDR
format

Customer Care Interface

A Web-based interface that allows
customer care agents to assist SMS
subscribers.

Called Party Address

The field in the SCCP portion of the
MSU that contains the additional
addressing information of the
destination of the MSU. Gateway
screening uses this additional
information to determine if MSUs
that contain the DPC in the routing
label and the subsystem number in
the called party address portion of
the MSU are allowed in the network
where the EAGLE 5 ISS is located.

Glossary
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CDR

CIMD

CLI

CPU

CPY

Csv
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Call Detail Record

This refers to the recording of all
connections in a database to permit
activities such as billing connection
charges or network analysis. CDR
files are used in public switched
networks, IP networks, for IP
telephony, and mobile
communications networks.

Charging Data Record

Used for user billing: a telecom
provider transfers them from time
to time in order to send bills to their
users.

Computer Interface for Message
Distribution

Proprietary SMSC protocol
developed by Nokia.

Custom LSMS Interface
Command-line interface

Calling Line Identification

Central Processing Unit

Copy to Phone service

Personalized short message copy

service that provides MO and MT
copy to phone functionality. This

service is provided by the Mobile

Messaging XS-CPY component.

Comma-separated values

The comma-separated value file
format is a delimited data format
that has fields separated by the
comma character and records
separated by newlines (a newline

Glossary
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CTA

CTE

daemon

DCS

Diameter

Release 17.4 Revision B, March 2019

is a special character or sequence
of characters signifying the end of
a line of text).

Copy to Application service

Personalized short message copy to
application service that provides
originator copy to application ("Sent
Items") and/ or recipient copy to
application ("Inbox") functionality.
This service is provided by the
Mobile Messaging XS-CPY
component.

Copy to Email service

Personalized short message copy to
email service, which allows MT short
messages to be copied to one or
more e-mail addresses provisioned
by a subscriber. This service is
provided by the Mobile Messaging
XS-CPY component.

A process that runs in the
background (rather than under the
direct control of a user) and
performs a specified operation at
predefined times or in response to
certain events. Generally speaking,
daemons are assigned names that
end with the letter "d.” For example,
sentryd is the daemon that runs the
Sentry utility.

Data Coding Scheme

Protocol that provides an
Authentication, Authorization, and
Accounting (AAA) framework for
applications such as network access
or IP mobility. Diameter works in

Glossary
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DIL

DMF

DNS

E.164

EC

Release 17.4 Revision B, March 2019

both local and roaming AAA
situations.

Diameter can also be used as a
signaling protocol for mobility
management which is typically
associated with an IMS or wireless
type of environment. Diameter is the
successor to the RADIUS protocol.
The MPE device supports a range of
Diameter interfaces, including Rx,
Gx, Gy, and Ty.

Distribution List service

Personalized short message
distribution list service. This service
is provided by the Mobile Messaging
XS-DIL component.

Direct Message Filter

Application component that
consumes Intercept files generated
by RTR, so it must run with RTR on
the same Traffic Element. This
component will regularly monitor
for new Intercept Files generated by
the RTR.

Domain Name System

A system for converting Internet
host and domain names into IP
addresses.

The international public
telecommunication numbering
plan developed by the International
Telecommunication Union.

External Condition

Condition that is passed on the
external condition interface.

Glossary
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ECDR

ECI

ECM

EMG

EMS

ESME

FAF
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Glossary

Ericsson MSC-compatible CDR
format

External condition interface

Interface for communicating with
external condition applications.

External condition message

Message that is passed on the
external condition interface.

SMS-to-E-mail Gateway

Provides SMS-to-e-mail conversion
for mobile subscribers.

Element Management System

The EMS feature consolidates
real-time element management at a
single point in the signaling network
to reduce ongoing operational
expenses and network downtime
and provide a higher quality of
customer service.

External Short Message Entity

The remote-destination entities on
the IP network that is connected to
using SMPP protocol.

Firewall Advanced Filter

Works in combination with the
Firewall to filter messages, modify
message content, and alert network
operators of increases in SMS-related
traffic.
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FCDR

FDA

FTE

FTP

FWD

FWL
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Glossary

SMSC-compatible ASN.1 CDR
format

First Delivery Attempt

Approximately 85 to 90 percent of
SMS traffic gets through on first
delivery attempt (FDA). That
means that all of the initial
processing that the SMSC does to
store, query and forward messages
is to a certain extent a waste of
processing power — it would be
much more cost-effective for an
operator if a less expensive piece
of equipment could first attempt to
deliver the message.

Personalized short message forward
to email service, which allows MT
short messages to be forwarded
(unconditionally) to one or more
e-mail addresses provisioned by a
subscriber.

This service is provided by the
Mobile Messaging XS-FWD
component.

File Transfer Protocol

A client-server protocol that allows
a user on one computer to transfer
files to and from another computer
over a TCP/IP network.

Forward service

Personalized short message forward
service. This service is provided by
the Mobile Messaging XS-FWD
component.

Firewall
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GB

GMT

GPRS

GSM

GSM 7-bit

GT

HCDR

HLR

HPLMN

HSS
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Glossary

Helps protect subscribers from
receiving unwanted messages and
provides statistical information and
message details about inbound
suspect messages.

Gigabyte — 1,073,741,824 bytes

Greenwich Mean Time

General Packet Radio Service

A mobile data service for users of
GSM mobile phones.

Global System for Mobile
Communications

GSM 7-bit default alphabet

The GSM 7-bit default alphabet is a
character set used for SMS as
specified in 3GPP TS 23.038.

Global Title Routing Indicator

Huawei comma-separated values
CDR format

Home Location Register

Home Public Land Mobile
Network

Home Subscriber Server

A central database for subscriber
information.
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HUB

Icache

IGM

IGMC

IGMR

IGMX

now

IMEI
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Works in combination with the
Router to manage traffic to and from
SMS applications.

Intermediate Cache

Enables the Mobile Messaging
system to store the state and certain
parameters of a short message while
it is being processed by an external
SMSC.

See IS41 GSM Migration

Internally generated message
counting

Counting rule that operates on
internally generated messages
(IGM).

Internally generated message
routing

Routing rule that operates on
internally generated messages
(IGM).

Internally generated message
external condition

External condition (EC) rule that
operates on internally generated
messages (IGM).

IMS InterWorking

Works in combination with the
router to provide gateway
functionality between IMS domain
and SS7 domain.

International Mobile Equipment
Identifier

Glossary
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IMSI

P

IPv4

IPv6

ISDN

LAC

LCDR

LGP

Release 17.4 Revision B, March 2019

Glossary

International Mobile Subscriber
Identity

Internet Protocol

IP specifies the format of packets,
also called datagrams, and the
addressing scheme. The network
layer for the TCP/IP protocol suite
widely used on Ethernet networks,
defined in STD 5, RFC 791. IP is a
connectionless, best-effort packet
switching protocol. It provides
packet routing, fragmentation and
re-assembly through the data link
layer.

Internet Protocol version 4

Internet Protocol version 6

Integrated Services Digital
Network

Integrates a number of services to
form a transmission network. For
example, the ISDN network
integrates, telephony, facsimile,
teletext, Datex-], video telephony
and data transfer services,
providing users with various
digital service over a single
interface: voice, text, images, and
other data.

Location Area Code

Logica-compatible CDR format

Log Processor
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M3UA

MAP

MB

MCC

MGR

MIB

MNC
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Collects and processes data for the
Log Viewer to display.

SS7 MTP3-User Adaptation Layer

MB3UA enables an MTP3 User Part
to be connected to a remote MTP3
via a reliable IP transport.

Mobile Application Part

Megabyte — A unit of computer
information storage capacity equal
to 1,048, 576 bytes.

Mobile Country Code

A three-digit number that uniquely
identifies a country served by
wireless telephone networks. The
MCC is part of the International
Mobile Subscriber Identity (IMSI)
number, which uniquely identifies
a particular subscriber. See also
MNC, IMSI.

A Web-based interface for
managing NewNet Mobile
Messaging components. Prior to
Suite 6, the Configuration Manager
(CM) provided this functionality.

Management Information Database

Mobile Network Code

A number that identifies a mobile
phone carrier. Used in combination
with a Mobile Country Code (MCC)
to uniquely identify a mobile phone
operator/carrier. See also MCC.

Glossary
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MNP

MO

MOR

MOX

MS

MSC

MSISDN

MT
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Glossary

Mobile Number Portability

Mobile Originated

Refers to a connection established
by a mobile communication
subscriber. Everything initiated by
the mobile station is known as
mobile originated.

Mobile-Originated Routing

Routing rule that operates on
mobile-originated (MO) messages.

Mobile-Originated eXternal
condition

External condition rule that operates
on mobile-originated (MO)
messages.

Mobile Station

The equipment required for
communication with a wireless
telephone network.

Mobile Switching Center

Mobile Station International
Subscriber Directory Number

The MSISDN is the network specific
subscriber number of a mobile
communications subscriber. This is
normally the phone number that is
used to reach the subscriber.

Mobile Terminated

All transmissions that reach the
mobile station and are accepted by
it, such as calls or short messages.
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MTI

MTIC

MTIR

MTIX

MTO

MTOC

MTOR

MTOX
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Glossary

Incoming mobile-terminated

Incoming mobile-terminated
counting

Counting rule that operates on
incoming mobile-terminated (MT)
messages.

Incoming mobile-terminated routing

Routing rule that operates on
incoming mobile-terminated (MT)
messages.

Incoming mobile-terminated
external condition

External condition (EC) rule that
operates on incoming
mobile-terminated (MT) messages.

Outgoing mobile-terminated

Outgoing mobile-terminated
counting

Counting rule that operates on
outgoing mobile-terminated (MT)
messages.

Outgoing mobile-terminated routing

Routing rule that operates on
outgoing mobile-terminated (MT)
messages.

Outgoing mobile-terminated
external condition

External condition (EC) rule that
operates on outgoing
mobile-terminated (MT) messages.
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MTP3

MXP

NAI

NCDR

NPI

NPS

OAM
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Message Transfer Part, Level 3

Message eXchange Protocol

NewNet proprietary protocol used
for communication between the
Mobile Messaging HUB, RTR, and
AMS components.

Nature of Address Indicator

Standard method of identifying
users who request access to a
network.

Network Access Identifier

The user identity submitted by the
client during network
authentication.

Nokia SMSC-compatible CDR
format

Number Plan Indicator

Non-Provisionable Service

A service that cannot be provisioned
by the subscriber. For example, the
subscriber is not able to switch the
service ON/OFF or provision the
service with service specific settings.

Operations, Administration, and
Maintenance

The application that operates the
Maintenance and Administration
Subsystem which controls the
operation of many NewNet
products.

Glossary
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OPT Opt-in/Opt-out. An enhanced
service provisioning functionality
that provides an ON/OFF switch
to the subscriber for existing NPS
(like XS-TIE) or any third party
service defined in SPF.

PBC Prepaid Billing Controller

Performs prepaid charging using the
Diameter, CAMEL, or SMPP+
interface.

PC Point Code

The identifier of a signaling point or
service control point in a network.
The format of the point code can be
one of the following types:

Release 17.4 Revision B, March 2019

ANSI point codes in the format
network indicator-network
cluster-network cluster member
(ni-nc-ncm).

Non-ANSI domestic point codes
in the format network
indicator-network
cluster-network cluster member
(ni-nc-ncm).

Cluster point codes in the format
network indicator-network
cluster-* or network indicator-*-*.

ITU international point codes in
the format zone-area-id.

ITU national point codes in the
format of a 5-digit number
(nnnnn), or 2, 3, or 4 numbers
(members) separated by dashes
(m1-m2-m3-m4) as defined by
the Flexible Point Code system
option. A group code is required
(m1-m2-m3-m4-gc) when the
ITUDUPPC feature is turned on.

24-bit ITU national point codes
in the format main signaling

Glossary
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PDU

PID

PSTN

REC

RTR

SAC

SAR
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area-subsignaling area-service
point (msa-ssa-sp).

* 16-bit Japanese SS7 international
point codes in the format of a
5-digit decimal number (nnnnn),
or 3 numbers separated by
dashes, i.e. Main number area -
Sub number area - Unit number
(M-S-U).

Protocol Data Unit

Password ID
Process ID
Protocol ID

Public Switched Telephone Network.

Request for Comment

RFCs are standards-track
documents, which are official
specifications of the Internet protocol
suite defined by the Internet
Engineering Task Force (IETF) and
its steering group the IESG.

Routing Number

Router

Routes all types of SMS traffic.

Service Access Code

Segmentation and Reassembly
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SC

sccp

SCDR

SFTP

SGSN

short code

SIG

SIGTRAN

Release 17.4 Revision B, March 2019

Site Collector

System Controller

Signaling Connection Control Part

SS.8 CDR format

SSH File Transfer Protocol
(sometimes also called Secure File
Transfer Protocol)

A client-server protocol that allows
a user on one computer to transfer
files to and from another computer
over a TCP/IP network over any
reliable data stream. It is typically
used over typically used with
version two of the SSH protocol.

Serving GPRS Support Node

A number that has meaning only
within a particular phone
company's network.

Signature service

Personalized SMS signature service.
This service is provided by the
Mobile Messaging XS-SIG
component.

The name given to an IETF working
group that produced specifications
for a family of protocols that provide
reliable datagram service and user
layer adaptations for SS7 and ISDN
communications protocols. The most
significant protocol defined by the
SIGTRAN group was the Stream
Control Transmission Protocol

Glossary
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SM

SMPP

SMS

SMSC

SNMP

SOAP
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(SCTP), which is used to carry PSTN
signalling over IP.

The SIGTRAN group was
significantly influenced by
telecommunications engineers intent
on using the new protocols for
adapting VolIP networks to the PSTN
with special regard to signaling
applications. Recently, SCTP is
finding applications beyond its
original purpose wherever reliable
datagram service is desired.

Short Message

Short Message Peer-to-Peer
Protocol

An open, industry standard
protocol that provides a flexible
data communications interface for
transfer of short message data.

Short Message Service

Short Message Service Center

Simple Network Management
Protocol.

An industry-wide standard protocol
used for network management. The
SNMP agent maintains data
variables that represent aspects of
the network. These variables are
called managed objects and are
stored in a management information
base (MIB). The SNMP protocol
arranges managed objects into
groups.

Simple Object Access Protocol

Glossary
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SPF

SRI

557

SSH

SSI

SSN
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Subscriber Provisioning Framework

The Mobile Messaging solution to
enable the configuration, control and
application of subscriber-specific
services. The SPF provides a
framework to store and retrieve
service-specific data through a
variety of provisioning interfaces.

Send_Route_Information Message

Signaling System #7

Secure Shell

A protocol for secure remote login
and other network services over an
insecure network. SSH encrypts and
authenticates all EAGLE 5 ISS IPUI
and MCP traffic, incoming and
outgoing (including passwords) to
effectively eliminate eavesdropping,
connection hijacking, and other
network-level attacks.

Service Subscription Information

The Mobile Messaging SSI can be
queried to determine the applicable
personalized subscriber services of
the originator and recipient of the
message.

5S7 Subsystem Number

The subsystem number of a given
point code. The subsystem number
identifies the SCP application that
should receive the message, or the
subsystem number of the destination
point code to be assigned to the LNP
subsystem of the EAGLE 5 ISS.

Subsystem Number

Glossary
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STV

TCAP

TCP

TCP/IP

TLV

TON

TS

TT
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A value of the routing indicator
portion of the global title translation
data commands indicating that no
further global title translation is
required for the specified entry.

Subsystem Number
Used to update the CdPA.

Statistics Viewer

Collects statistical data about
NewNet Mobile Messaging
components and displays it in the
Manager.

Transaction Capabilities Application
Part

Transfer Control Protocol

Transmission Control
Protocol/Internet Protocol

Type/Length/Value

Type of Number

Test Strategy
Traffic Server
Technical Specification

Teleservices

Translation Type

Resides in the Called Party Address
(CdPA) field of the MSU and
determines which service database
is to receive query messages. The

Glossary
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ucp

UCs-2

UDH

ubDr

VSMSC

XS

XS-ARP
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translation type indicates which
Global Title Translation table
determines the routing to a
particular service database.

Universal Computer Protocol

Protocol used to connect to SMSCs.

2-byte Universal Character Set

UCS-2 coded SMS contains a
maximum of 70 characters. It is in
use in countries that needs more
than the standard 7/8 bit to code
their character set. Each character is
represented by 2 bytes.

User Data Header

User Datagram Protocol

Virtual SMSC

Virtual SMSC is a feature of an
Acision SMSC to have separate SMS
Application routing and different
billing file content for MO messages
with a different SMSC Address.

eXternal Service

Value-adding component that
communicates with the Router to
provide a service.

eXternal Service Auto Reply
component
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XS-BWL

XS-CPY

XS-DIL

XS-FWD

XS-INT

XS-SIG
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eXternal Service component that
provides SMS auto reply
functionality.

Black- and Whitelist component

eXternal Service component that
provides personalized blacklist and
whitelist services for home network
subscribers.

Short Message Copy component

eXternal Service component that can
send a copy of MO, MT, and AT
short messages to MSISDN .

Distribution List component

eXternal Service component that
provides distribution list
functionality.

Short Message Forward component

eXternal Service component that can
forward short messages to
MSISDN .

eXternal Service Intercept
component

eXternal Service component that can
intercept successful deliveries from
and to subscribers. The intercepted
messages are copied towards a
specified APP.

eXternal Service Signature
component

eXternal Service component that
provides SMS signature
functionality.

Glossary
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XS-TIE
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Text Insertion Engine component

eXternal Service component that can
insert additional text in a short
message that is bound for home
network subscriber.

Glossary
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